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SAFETY PRECAUTIONS

(Read these precautions before using this product.)

Before using this product, please read this manual carefully and pay full attention to safety to handle the product correcily.
The precautions given in this manual are concerned with this product only. For the safety precautions for the programmable
controller system, refer to the user's manual for the module used and MELSEC iQ-R Module Configuration Manual.

In this manual, the safety precautions are classified into two levels: "AWARNING" and "ACAUTION".

f WARN I NG Indicates that incorrect handling may cause hazardous conditions, resulting in
death or severe injury.

f CAUTION Indicates that incorrect handling may cause hazardous conditions, resulting in
minor or moderate injury or property damage.

Under some circumstances, failure to observe the precautions given under "ACAUTION“ may lead to serious
consequences.

Observe the precautions of both levels because they are important for personal and system safety.

Make sure that the end users read this manual and then keep the manual in a safe place for future reference.

[Design Precautions]

/\WARNING

® When data change or mode change is performed from a personal computer to a running module,
create an interlock circuit outside the programmable controller, motion system, GOT, and robot to
ensure that the whole system always operates safely.
Furthermore, for the online operations performed from a personal computer to a module, the
corrective actions against a communication error due to such as a cable connection fault should be
predetermined as a system.

[Startup and Maintenance Precautions]

/\CAUTION

® The online operations performed from a personal computer to a running programmable controller
CPU, motion CPU, and GOT (program change while a CPU module is in RUN state, operating status
change such as RUN-STOP switching, and remote control operation) have to be executed after the
manual has been carefully read and the safety has been ensured.




CONDITIONS OF USE FOR THE PRODUCT

(1) Mitsubishi programmable controller ("the PRODUCT") shall be used in conditions;

i) where any problem, fault or failure occurring in the PRODUCT, if any, shall not lead to any major or serious accident;

and

i) where the backup and fail-safe function are systematically or automatically provided outside of the PRODUCT for the

case of any problem, fault or failure occurring in the PRODUCT.

(2) The PRODUCT has been designed and manufactured for the purpose of being used in general industries.

MITSUBISHI SHALL HAVE NO RESPONSIBILITY OR LIABILITY (INCLUDING, BUT NOT LIMITED TO ANY AND ALL

RESPONSIBILITY OR LIABILITY BASED ON CONTRACT, WARRANTY, TORT, PRODUCT LIABILITY) FOR ANY

INJURY OR DEATH TO PERSONS OR LOSS OR DAMAGE TO PROPERTY CAUSED BY the PRODUCT THAT ARE

OPERATED OR USED IN APPLICATION NOT INTENDED OR EXCLUDED BY INSTRUCTIONS, PRECAUTIONS, OR

WARNING CONTAINED IN MITSUBISHI'S USER, INSTRUCTION AND/OR SAFETY MANUALS, TECHNICAL

BULLETINS AND GUIDELINES FOR the PRODUCT.

("Prohibited Application")

Prohibited Applications include, but not limited to, the use of the PRODUCT in;

* Nuclear Power Plants and any other power plants operated by Power companies, and/or any other cases in which the
public could be affected if any problem or fault occurs in the PRODUCT.

* Railway companies or Public service purposes, and/or any other cases in which establishment of a special quality
assurance system is required by the Purchaser or End User.

« Aircraft or Aerospace, Medical applications, Train equipment, transport equipment such as Elevator and Escalator,
Incineration and Fuel devices, Vehicles, Manned transportation, Equipment for Recreation and Amusement, and
Safety devices, handling of Nuclear or Hazardous Materials or Chemicals, Mining and Drilling, and/or other
applications where there is a significant risk of injury to the public or property.

Notwithstanding the above, restrictions Mitsubishi may in its sole discretion, authorize use of the PRODUCT in one or

more of the Prohibited Applications, provided that the usage of the PRODUCT is limited only for the specific

applications agreed to by Mitsubishi and provided further that no special quality assurance or fail-safe, redundant or
other safety features which exceed the general specifications of the PRODUCTSs are required. For details, please
contact the Mitsubishi representative in your region.



INTRODUCTION

Thank you for purchasing the engineering software, MELSOFT series.
This manual describes the programming and functions required when using MELSOFT MX OPC Server DA.
Before using this product, please read this manual carefully, and develop familiarity with the functions and performance of

MELSOFT MX OPC Server DA Configuration Tool to handle the product correctly.
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RELEVANT MANUALS

Manual name [manual number] Description Available form
MELSOFT MX OPC Server DA Version 7 Operating Explains the system configurations, function descriptions, and PDF

Manual usages of a MELSOFT MX OPC Server DA.

[SH-081860ENG] (this manual)

MELSOFT MX OPC Server UA Version 3 Operating Explains the system configurations, function descriptions, and e-Manual

Manual usages of a MELSOFT MX OPC Server UA. PDF

[SH-081859ENG]

Point}’

e-Manual refers to the Mitsubishi Electric FA electronic book manuals that can be browsed using a dedicated

tool.

e-Manual has the following features:

» Required information can be cross-searched in multiple manuals.

» Other manuals can be accessed from the links in the manual.

» Hardware specifications of each part can be found from the product figures.

» Pages that users often browse can be bookmarked.

« Sample programs can be copied to an engineering tool.




1 Introduction to MX OPC Server

The MX OPC Server 7.00 is a Mitsubishi I/O driver OPC Data Access (DA) and Alarm/Events (AE) server that provides the
interface and communications protocol between a wide range of Mitsubishi hardware and your process control software.
Mitsubishi drivers incorporate the following attributes to provide flexibility and ease-of use:

OLE for Process Control (OPC) compliance.

The MX OPC Server consists of the following components:

* MELSOFT MX OPC Server DA Configuration Tool

* MX Runtime

The MX OPC Server complies with version 3.00 of the OLE for Process Control (OPC) Data Access standard, version 1.01 of
the OPC XML Data Access standard, and version 1.10 of the OPC Alarm and Events standard. Any OPC client application
can access process hardware data through the I/O Server.

1.1  Compatibility with Former Versions

The MX OPC Server 7.00 is fully backward compatible with previous versions (6.09, etc.). The configuration databases from
all previous versions can be used. The MX OPC Server 7.00 Configurator provides an automated conversion from the older
configuration database into the current structure. All the database content will be preserved and converted into the new
structure if needed.

The MX OPC Server 7.00 configuration database cannot be used in the previous versions.

The MX OPC Server does not support importing of CSV configurations generated by a different version. Although this process
is partially successful in some versions, the 7.00 version will not import a CSV file created before version 7.00 due to major
changes in the database structure.

To preserve the configuration, the user can import the CSV file to a MDB database using the original configurator,

upgrade the MDB database using the MX OPC Server 7.00 configurator and then export to CSV.

1 Introduction to MX OPC Server
1.1 Compatibility with Former Versions 9
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1.2 What Is OLE for Process Control

OLE™ for Process Control (OPC) is a standards-based approach for connecting data sources (e.g., PLCs, controllers, I/O
devices, databases, etc.) with HMI client applications (graphics, trending, alarming, etc.). It enhances the interface between
client and server applications by providing a universally supported and well-documented mechanism to communicate data
from a data source to any client application. Included are not only a detailed guide on how to pass the data, but also specific
information on other attributes to supplement those data, such as range information, data type, quality flags, and date and
time information. The figure below shows the OPC Architecture, which was introduced by the OPC Foundation.

By following the OPC Architecture, a device needs only one standard driver, which is an OPC-compliant server. All OPC-
compliant client applications can then be connected to that device, either locally or over a network. Furthermore, connections
can be made to more than one OPC server at the same time.

3 Graphics Trending Reporting
OPC Client ARPNCALIPN ApplcILen ARRIICALen
Applications !

5 ~DPC |

oPC
Servers

Hardware
Devices

OPC-Based Client-Server Architecture
Any OPC client application can connect to any OPC server. In other words, OPC offers true Plug-and-Play capability in the
fields of HMI and industrial automation. OPC server types include OPC Data Access (DA), OPC Alarm and Events (AE), and
OPC Historical Data Access (HDA).

1 Introduction to MX OPC Server
1.2 What Is OLE for Process Control



1.3 MX OPC Runtime

The MX OPC Runtime maintains the driver's communication channels, devices, and data tags, performs all required functions
for communicating with the process hardware, and exposes the methods and properties to other applications.

In addition to performance improvements, the MX OPC Runtime provides the following functionality:

» Supports OLE for Process Control (OPC)

* Provides local configuration and control

» Supports telephone modem communication

* Provides phasing

» Enables or disables Individual devices and tags
* Provides QuickFail Logic

* Provides latched data

* Provides a time/date stamp for data and alarms
» Supports individual bit reads

* Provides advanced diagnostics.

* MX Component.

Restriction@
If a remote password is set, values cannot be monitored from MX OPC Server DA.

Troubleshooting
The following explains common problems and their corrective actions for MX OPC DA Server and Configuration Tool.
Symptom Check point Corrective action
Ethernet communication (TCP) is Is the ECN function enabled in the Disable the ECN function with the following procedure.
slow on Windows Server. Windows Server setting when @ Enter 'netsh interface tcp show global' in the command prompt to check the
communicating with a MELSEC iQ-R | current setting (with administrator authority).
series CPU and RJ71EN71 via @ When the ECN function is enabled, enter 'netsh interface tcp set global
Ethernet communication (TCP) in ecncapability=disabled' to disable the ECN setting.
Windows Server 20127
Is the CPU or module supported? Replace the CPU or module with another one as necessary.
Is the firmware version of MELSEC Upgrade the firmware version of MELSEC iQ-R series to 0.8 or higher.
iQ-R series appropriate?

1.4 MELSOFT MX OPC Server DA Configuration Tool

The 1/O Driver Configurator is a client application to the 1/0O Server with a graphical user interface. The MELSOFT MX OPC
Server DA Configuration Tool accesses the I/O Server and lets you view and modify properties of communication channels,
devices and data tags.

The MELSOFT MX OPC Server DA Configuration Tool provides the following:

» The server connection - only local I/0O Server.

» The tree control for an overall view of your system configuration.

« A Statistics View for displaying the statistics of your I/O driver while it is running. Statistics are provided for devices.
» A Configuration View for displaying and modifying device and tag properties.

» A Monitor View for displaying real-time data tag values during runtime mode.

* An interface to the MX Component Communication Setting Wizard for importing or creating new configurations.

» Support for telephone modem communication.

» Templates for configuring default alarm settings.

+ Simulation for tags and alarms using a built-in function pattern.

1 Introduction to MX OPC Server 1 1
1.3 MX OPC Runtime
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1.5 MX OPC Server Quick Start

The objectives of this Quick Start section are to:

. Start the MELSOFT MX OPC Server DA Configuration Tool.

Set up the driver.

Set up a communication channel.

Create and configure a new device.

. Create and configure a new data tag.

O OA WN =

. Start the I/0O Server driver.

Starting the MELSOFT MX OPC Server DA Configuration Tool

Once you have installed MX OPC Server, start the MELSOFT MX OPC Server DA Configuration Tool:

Operating procedure

1. From the Windows Start menu, select [All Programs] = [MELSOFT] = [MX OPC DA] = [MELSOFT MX OPC Server DA
Configuration Tool].
Note: The name of the program folder may vary depending on your local settings (e.g. language settings).

2. This opens the Configurator for the MX OPC Server, as shown in the figure below. The screen consists of a split window
with a tree control view in the left-hand pane and a configuration view in the right-hand pane. The Configurator provides
a default standard configuration database called MXConfigurator.mdb, which contains a sample configuration project.

B MXConfigurator.mdb - MX OPC Configurator o s
File Edit View Go Tecls Help
Active Configuration:  CAMELSEC\MY OPC Server 500 MEC onfiquratar.mdb
[ G| b @] 4 B0 B £E || s (0 |9 @
FE] A ddiress Space A B ) i
-] Alaim Definitions @ Right click to add a Device.
@] SILSSTON DEfigRon; Adeviceis a hardwere device or station that is using 1D driver to communicate wih PC. The

Conversion Definitions devica item ceortainethe propetize that gowem the behaviourof a devics.
“~{t] Poll Method Definitions

Ready 1 Object(s) MU

Configurator Screen
The MELSOFT MX OPC Server DA Configuration Tool is a client of the MX OPC Runtime that accesses the I/O Server and
lets you view and modify properties for devices and data tags. The Address Space tree control in the Configurator sets the
properties and connection parameters for the following hierarchy of server objects:
+ Devices: A device is a hardware device or station that uses the 1/0O driver to communicate with a client PC. The device item
contains the properties and methods that govern the behavior of a device. A device is visible to the OPC client.
» Data tags: A data tag is an object that makes device data accessible to OPC clients. Data tags can be logically organized
into groups (folders).

1 Introduction to MX OPC Server
1.5 MX OPC Server Quick Start



Setting up the driver

The table below provides a general overview of the steps necessary for setting up your 1/O driver.

1. Know your process hardware:

* What device does the driver communicate with?

» What type of cable are you using?

* What is the station number for each device?

* What addresses do you want to access and what data do you want to retrieve?

2. Know the hardware parameters:
Example for serial communication

+ COM Port

» Baud Rate

+ Stop Bits

+ Data Bits

* Parity

3. Choose the method of configuration:
Use the MELSOFT MX OPC Server DA Configuration Tool

4. Configure the /O Driver:

Configuring Communication Channels

Configuring devices

Setting default values for driver, channels, devices and tags
Configuring tags

5. Check the I/O Driver Status:

Using monitoring mode

1 Introduction to MX OPC Server 1
1.5 MX OPC Server Quick Start 3



Creating communication channels

In the following examples, we will create and configure new channels for both the Serial and Ethernet communication paths.

Serial Communication Channel

To create a new Serial communication path:

Operating procedure

1. Right-click the Address Space tree control of the Configurator screen and select New MX Device from the pop-up menu,
as shown in the figure below.

Eile Edit Niew 5o Toolz Help
A MELSECMXC onfigurator mdhb

_! Active Cenfigurat

New MY Device... cul+E 1
Mew MX Device [ver2}.. n
MNew Medbus Device.. i

Fename
Delete

Cut

Adding a New MX Device
2. The MX Transfer Setup dialog will be shown. You can either select an existing transfer setup, or (as in the example
below) select <New...> to create a new transfer setup.

Fm‘ MX Transfer Setup |5_<|
Select tranctar setup !Ethernet | Corfigure. .. ] I Corrmn, Test.., l
Ethernat
Etrermat
PCIF Ethernei CPU trpe JE25PH
Pratoccl LoP- * Moduls frge QJFEN
Menwam o I Hast(P Address) H92 168.20.250
StetionMa 15 * hetworh No fr
Port bo g " Stafion Ho h
Time.cut 000 me
MUK CPU Tane
[ oK ] [ Cancel ]

MX Transfer Setup dialog
3. The New Transfer Setup dialog will appear. Enter a name for the new transfer setup (Serial in the picture below) and
select <Default...> as the template, then click OK.

New Setup |z]
Tame
| Serld |
Copy Settings from
| <Default= v
[ oK ] [ Cancel ]

Entering a transfer setup name

1 4 1 Introduction to MX OPC Server
1.5 MX OPC Server Quick Start



4. The new transfer setup can now be edited using the Communication Setting Wizard, as shown in the figure below.
Specify the communication type to use on the PC side, as shown in the figure below. In the PC Side I/F field, select the
Serial connection type from the drop-down list. By default, you will only see the physical COM ports that are actually
available on your computer. If you are preparing a configuration to be used on another computer which has different
COM ports, check all ports box to show a full list of possible serial ports. After entering the details, click Next to continue.

MX Transfer Setup Wizard - PC side

Plegze select the PC side |F

PC zide | F =2l
Communization seting

Connect port | CO v | [Janparts
Time out 10000 | e

Setting up a Connection for the PC Side
5. Now you must specify the communication type to use on the PLC (device) side, as shown in the figure below. In the PLC
Side I/F field, select a communication type from the drop-down list as the connection type to use for the selected

channel. Click Next to continue.

MX Transfer Setup Wizard - PLC side

Plezze select the PLE side |F

PLC sice IF CPL mackile
Communization seting
CPL sevies |Q

CoLityoe
Transmission sp2ed 9600 ¥ | bp=

Cordrdl |DTR or RT3 Conlrol V|

(o] [

Setting up the Connection for the PLC Side
6. Select the network Station Type and CPU Type (if applicable) from the respective drop-down lists, as shown in the figure

below. Click Next to continue.

1 Introduction to MX OPC Server 1
1.5 MX OPC Server Quick Start 5



MX Transfar Setup Wizard - Network
Pleaze select e Metwiork
Stationtype

hiuttiple CRLI Mane w

[ <moct | [ heas |

Configuring Network Settings

7. Click the Finish button to complete the communication channel setup, as shown in the figure below.

MX Transfer Setup Wizard - Finished

Tre Communication wizard hes finizhed collecting
irformation.

Pre=s 'Firizh' to store the modifizd =ettings and to cloze
the wizard.

Camment

Pezauword

[cow ] [ron ]

Completing Channel Setup

1 6 1 Introduction to MX OPC Server
1.5 MX OPC Server Quick Start



8. The MX Transfer Setup dialog box appears with the new transfer setup selected, as shown in the figure below. Each
network node is shown graphically, with the node properties shown under the graphic. The left-hand side of the dialog
lists the configuration properties for the PC side. You can double-click the image of a node (or double-click the properties
list) to edit the configuration properties. The right-hand side of the dialog lists the configuration properties for the PLC

device side. You can double-click the image of the PLC device (or double-click the configuration properties list) to edit the
PLC device side configuration properties. You can also click the Configure button to return to the Communication Setting
Wizard. Click the OK button to save the changes.

F¥ MX Transfer Satup X

Salect transfar cetup v| | Corfigure. .. l [Corrm. Test... ]

Sarial

P I e CPU type Qo2eH)

Time-out Z"Iﬁuﬂﬁﬂ ms " Transmissan speed 8500 bps
Control DTR of RT=
Mlufliple CPL Mone

[ Ck ] [ Cancel ]

MX Transfer Setup dialog (configured)
Note: For complete information about channel configuration properties and the Communication Setting Wizard, see
"Configuring the address space".
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Ethernet Communication Channel

To create a new Ethernet communication path:

Operating procedure

1. Right-click the Address Space tree control of the Configurator screen and select New MX Device from the pop-up menu,
as shown in the figure below.

File Edit View Go Tools Help
_! Active Configumtion:  CAMELSEC\MXConfigurator.mdb
@@ ) BB S
|

Mew MY Device... cti-E

Mew MX Device [ver.2}... n

Mew Medbuz Device.. i

Bename

Delete

Cut

Adding a New MX Device
2. The MX Transfer Setup dialog will be shown. You can either select an existing transfer setup, or (as in the example
below) select <New...> to create a new transfer setup.

FF MX Transfer Setup |£|
Select transfer setup | Corfigure. .. l [ Comm. Test... ]
Sarial

PCIF ot Pl tvpe Q02
Time-out ‘160_00 ms * Transmizson spesd ‘BBDD bps

control DR or K15 I

Mlufiple CPL Mone

[ K ] [ Cancel
MX Transfer Setup dialog

3. The New Transfer Setup dialog will appear. Enter a name for the new transfer setup (Ethernet in the picture below) and
select <Default...> as the template, then click OK.

New Setup |z|
Tame
| Ethermet |
Copy Settings from
| <Defaults ¥
[ Ok ] [ Cancel J

Entering a transfer setup name
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4. The new transfer setup can now be edited using the Communication Setting Wizard, as shown in the figure below.
Specify the communication type to use on the PC side, as shown in the figure below. In the PC Side I/F field, select the
Ethernet board connection type from the drop-down list. Select a module number from the Connect module drop-down
list. Click Next to continue.

MX Transfer Setup Wizard - PC side

Plegze select the PC side [F

Protocol

Lo
Pletuecek ko
Siation Mo 2

Part Mo

Setting up the Connection for the PC Side
5. Now you must specify the communication type to use on the PLC (device) side, as shown in the figure below. In the PLC
Side I/F field, select Ethernet module from the drop-down list as the connection type to use for the selected channel.
Specify a Host name and a Port number. Click Next to continue.

MX Transfer Setup Wizard - PLC side X

Plezze select the PLC side |IF

PLC sice IF Ethernat module
Communization seting

s
Hozt(IP Address)
Rletweoek o I:I
St o [ 1]

(=1 =

Seftting up the Connection for the PLC Side
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6. Select the network Station Type and CPU Type (if applicable) from the respective drop-down lists, as shown in the figure
below. Click Next to continue.

MX Transfer Setup Wizard - Network |Z|

Pleast selEct the Metwork

Stetion type

Connect CRL series Q b
CPU type QO2(HY bl
Muttiple CPLI Mane b

[ ] [oer ]

Configuring Network Settings

7. Click the Finish button to complete the communication channel setup, as shown in the figure below.

MX Transfer Setup Wizard - Finished

The Communication wizard hes finizhed collzcting
information .

Pre=z Firish' to store the modifisd settings and to clozs
the wAzar.

Cornment

Ps=sword

(el sl

Completing Channel Setup
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8. The MX Transfer Setup dialog box appears with the new transfer setup selected, as shown in the figure below. Each
network node is shown graphically, with the node properties shown under the graphic. The left-hand side of the dialog
lists the configuration properties for the PC side. You can double-click the image of a node (or double-click the properties
list) to edit the configuration properties. The right-hand side of the dialog lists the configuration properties for the PLC
device side. You can double-click the image of the PLC device (or double-click the configuration properties list) to edit the

PLC device side configuration properties. You can also click the Configure button to return to the Communication Setting
Wizard. Click the OK button to save the changes.

F¥ M Transfer Satup (%)

Salect trancfor cetup EEthBrnet vl l Corfigure. .. ] ICDn’m. Fest l

Etrermat
PCIF Ethernet CPU e QO2H)
Protocel LoP- Morule type GdFIET
Netwar o 1 HOSH(P Address) h92.168.20.250
Stationha 2 hetevork Na 4
Port Mo 001 Stadion hlo il
Time-out 1 0o me

MLkl TR Tone

MX Transfer Setup dialog (configured)
Note: For complete information about channel configuration properties and the Communication Setting Wizard, see
"Configuring the address space".

1 Introduction to MX OPC Server 21
1.5 MX OPC Server Quick Start



Configuring a new device

In the previous section, we used the Communication Setting Wizard to set up Serial and Ethernet communication channels
between the PC and PLC. Once you have completed the wizard:

Operating procedure

1. The Basic tab of the Device Properties dialog box appears, as shown in the figure below. The communication type (e.g.
Serial, Ethernet, etc.) is shown in the PC Side I/F field, as shown in the figure below.

Device Properties =

Basic ]Advanccd " Turing|

gl v (m=m |
Diesc.: ‘ ‘

Prrary Davice

FC Sidel/F: [Seral |

Cammatk: | |

E Save ” Save & MNew ] [ Cancel ]

Configuring Device Properties

2. In the Name field, type a name for the new device, and type a description for the device (optional). To specify which
connection type and which physical connection (COM) port to use for the selected device, click the Configuration button
to launch the Communication Setting Wizard for the Primary device.

3. Click on the Advanced tab to set the advanced parameters for the Primary and Backup devices, as shown in the figure
below.

Device Properties

Basic | Advanced i Turing|

Frimary Device — =

[¥] Enatle Device [ simulate

Feply tmeout | 10001y e | 3]
Delay fme: e |Aerge gap: 5] wards

bz caunt far B AW opeiabion: |1 E words
Backup Devicz — :
Enable Device Configureticn...

FCSidel/F: [¢ncner |

Cammark: | |

Fieply frnecut: 1000/ e it‘;;g?[ of 3

Delay brne: | Ome  Merge gap: 64| words
haw count for BAN operation: 16 | words
L Save “ Save & New ] | Cancel ]

Device Properties: Advanced Tab
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4. Check the Enable Device check box to activate the device.
Note: For complete information about device configuration properties, see "Configuring the address space".
5. When you have finished configuring the device properties, click the Save button. The new device appears under the

Address Space tree control, as shown in the figure below.

’m MXConfigurator.mdb - MX CPC
Flle Edit wview S0 Tools Help ¢

| Ative Configaration:  C:AMELSECHM
D ¢ $BH
E P Address Spate

} Alarm Definitions

Simulation Definitions

“[2]| Conversion Defirtions

: Poll Methed Defiritions
7

R " - ,n‘ o

New Device Created for the Channel

Note: For complete device configuration properties info, see "Configuring the address space".

Creating data tags

Now you can create a new data tag that the OPC clients can request from the server.

Note: Data tags can be logically organized into groups (folders). You can configure as many folders as required. You can even
create sub folders for each group to create a hierarchical organization of tags. See "Groups" for details.

To create a new tag:

Operating procedure

1. Right-click on a device in the tree control of the Configurator screen and select New Data Tag from the pop-up menu, as
shown in the figure below.

E MXConfigurator.mdb - MX OPC Configurator

File Edit Wew &o Tools Help

| Active Configurekion:  CAMELSEC|MsCorficurator.mdb 4
| O = e = $ Bn 2|8 -
=2 Address Spacs J Mama = f

- =HEE A Tanmn1 M
: Hla | MewGoup.. Chri+F
i Alarm Bd| Mo DataTag.. A
: Sirnulati 3
s Conversz fenane

G Do e
e, gl e e .

»

Adding a New Data Tag

2. The Basic tab of the Data Tag Properties dialog box appears, as shown in the figure below.
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lag Properties |z]

I Basic | Advanced | Alarn || Mulh'ply|

[& Marme: | Tagonl |

Diesse. ‘ ‘

General Sebup

160 Addess: MO [ Erowmse.. |
Areeesz Rights: | Read, Wrike  w
[ata Type: |EDDL v
[ata Pollng —
Foll Methad: | 1000m= e

L Jave ” Save & Mew ] [ Cancel ]

Configuring Data Tag Properties

3. Inthe Name field, type a name for the new tag, and type a description for the tag (optional).
4. Setthe parameters for the /0 Address and data Access Rights.
5. Click on the Advanced tab. Check the Enable Tag check box to activate the tag.

Tapg Properties IZI

Blasic | Advanced | Alamrn: || Mulﬁplﬂ

General Sebup -
Enable Tag
Drata Correersion
[ Swap word byt order
Convert to word [32bits 4= 15 biks)

[ Uze Canversion

Diata Tups -
[ Use Advanced Types

| SR

Simulation -
[ Simulate

ot Aszigneds

[ Usze Manual Vaue

KT

I Save | [ Save & Mew ] [ Cancel ]

Data Tag Properties: Advanced Tab
6. Set the Data Conversion and Data Type parameters for the tag.
7. Inthe Alarms tab of the Tag Properties dialog box, you can check the Generate Alarms check box to make the server
generate a limit alarm and/or a digital alarm based on the data item value.

8. When you have finished configuring the tag properties, click the Save button. The new tag appears under the Device tree

control.
Note: For complete information about data tag configuration properties, see "Data tags".
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Starting the MX OPC runtime driver

Once you are finished with your device and data tag configuration, you can start the MX OPC Runtime driver by clicking the
Start button (green triangle icon) on the Standard toolbar of the MELSOFT MX OPC Server DA Configuration Tool. This
enables client/server communication. To stop the driver, click the Stop button (red square icon) on the Standard toolbar, as

shown in the figure below.

z—-..‘ MXConfigurator.mdb - MX OPC Configurator
Fis Edic Wew Go Tools Hep

| ackve configurstion:  COMELSEC|DPC databasesiMaconfigratormdb
EE e £ e [vm (9T
B2 addiess Space. | [ Devicereme - DescHpHon =
B Dt
® i ooz
[ Aberm Defiritions
@] Simulation Defink
Carvversion Defir
4 > 4 | *
[Scops e M9 I Server 2 Gbjectis) selected

Starting and Stopping the Driver

Enable | PC Sice [F

Tos Setial

Yoo Senial
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2 Using the Configurator

This section will describe how to get started with the MELSOFT MX OPC Server DA Configuration Tool, from creating new
databases through to the menu and toolbar items available.

2.1  starting the Configurator

To start the MELSOFT MX OPC Server DA Configuration Tool:

Operating procedure

1. From the Windows Start menu, select [All Programs] = [MELSOFT] = [MX OPC DA] = [MELSOFT MX OPC Server DA
Configuration Tool].
Note: The name of the program folder may vary depending on your local settings (e.g. language settings).

2. This opens the Configurator, as shown in the figure below. The screen consists of a split window with a tree control view
in the left-hand pane and a configuration view in the right-hand pane. The Configurator provides a standard format for the
configuration database, as well as a sample (default) configuration project. The Configurator also includes a toolbar and
menus with many command functions.

Note: When the DisplayHints check box on the General tab of the Options dialog box (see the Tools menu) is checked,
helpful tips are displayed in the configuration view, as shown in the figure below.

F’!MXCnnﬁguratur.mdh - MX OPC Configurator
Flle Edit ¥ew S0 Todls Help

| Adtive Configuration:  CHMELSECYMAConfigurator . mdo

Dh& : S I IR
[ Al e 5
: Alarm Defintions @ Right click to add a Device.

Simulation Definiti . . . ) . . .
i o e A device iz a hardware device or station that & using | /0 driver to corrruniczate with
| Conversion Definitions PC. The device iter contairs the properiie: that govem the behaviour of a device.
(2]l Poll Method Definitiors

Ready 0 Objectis)

Configurator Screen
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2.2 Creating Configuration Databases

The Configurator uses Microsoft Access configuration databases. To create a new configuration database in the Configurator:

Operating procedure

1. Select New from the File menu, as shown in the figure below.

T MXCanfigurater1.mdb - MX OPC Confisurator CIEX
w/-® Edt  Wew G0 Tools Help

Mew SN H_range_testmdb

QpeEn, . Cirl+a - i =

i ifiF de || |H

M:Changs database actions + p add a Device.

MiChange project adticns » . . .
- - Hwans device or station that is

iQwarks workspace actions » 5 communicate with FC. The

p ; i » fins the propeties hat covern

iQmarks project actions Eiis

Backup ta fie..,

Restare from backup.,,

Z5Y Export..,

CSY Iocrt...,

1 M¥Configuraterl mdb

1 MeCanfigurator T

2 MxZanfigurakorQ25PH_range_test.mdb
3 MaZanfigueatcr, mds
4 MACanfigurstorSyncLastsTs mdb

Ezit

Crea‘ting a Configuration Database
2. Inthe Save New Database dialog box, select the database type from the Save As Type drop-down list, as shown in the
figure below. For a Microsoft Access database, the Configurator uses a single.mdb file. Browse for the target directory,
give the file a name, and then click the Save button.

Save New M5 Access Database

Savein: | () My Documents Vl o F = m-
Ié Ty Mlusic
[ﬂ Iy Pictures
File name: | MCenfigurator mdb | [ Sae |
Sewe as bppe: | Microzolt Access D atsbases [° ndb) v | Cancel

Saving the New Configuration Database
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2.3 Toolbars

The Configurator contains two toolbars: a Standard toolbar and a Data Manipulation toolbar.

Standard toolbar

To show or hide the Standard toolbar, select Toolbars — Standard Buttons from the View menu. The Standard toolbar, shown

below, contains the following command buttons.

* [ New: Creates a new configuration database.

« & Open: Opens an existing configuration database.

* 4= Back: Moves the cursor back to the previously selected item.
« = Next: Moves the cursor to the next item in the tree control.
. Up One Level: Moves up one level in the tree control.

» 4 Cut: Deletes current selection, sending it to the clipboard.
* By Copy: Copies the current selection to the clipboard.

» & Paste: Pastes the current contents of the clipboard.

* 2, Large Icons: Displays items as large icons.

+ ‘= Small Icons: Displays items as small icons.

« zt List: Displays items as a list.

etails: Displays items as a list with details.

. Properties: Shows the properties for the selected item.

+ | Statistics Mode: Switches the current dialog view to data statistics mode.

* 4 Monitor View: Displays OPC server data in a separate pane.

+ p Start: Starts the MX I/O server.

+ m Stop: Stops the MX I/O server.

* @ Make Active: Activates the current configuration for use by the runtime server.
* @ Open Manual: Launches the manual for the MX OPC Server DA.

Data manipulation toolbar

To show or hide the Data Manipulation toolbar, select Toolbars — Data Manipulation Buttons from the View menu. The Data
Manipulation toolbar, shown below, contains the following command buttons.
* = New Simulation Definition: Creates a new simulation signal.

* & New Limit Alarm Definition: Creates a new limit alarm definition.

New Digital Alarm Definition: Creates a new digital alarm definition.

L=

* ] New Conversion Definition: Creates a new conversion definition.
» 1] New Poll Method Definition: Creates a new poll method definition.

&

* 13 New MX Device: Inserts a new MX device under the Address Space tree control.
New MX Device (ver. 2): Inserts a new MX Device (ver. 2) under the Address Space tree control.
* i New Modbus Device: Inserts a new Modbus device under Address Space.

&

* 1 New Group: Inserts a new group for the selected device.
* @ New Data Tag: Inserts a new data tag for the selected device.
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2.4

Menus

The menu bar of the Configurator contains the following menus:

* File
+ Edit
* View
* Go

* Tools
* Help

Note: You can also access many of the menu commands by right-clicking items in the tree control of the Configurator and

selecting command functions from the pop-up menus.

File menu

The File menu commands are listed as follows.

Menu bar Description

New Creates a new configuration database.

Open Opens an existing configuration database Microsoft Access (.mdb) file.

Save As Saves the current database under a different name as a Microsoft Access (.mdb) file.

iQ Works Workspace Actions

These menu items are used to perform actions on an iQ Works workspace (a group of projects), such as connecting to an
iQ Works workspace or removing unused projects from the workspace.

iQ Works Project Actions

These menu items are used to perform actions on the current MX OPC Server project within iQ Works, such as creating
new devices by importing the labels from a GX Works2 or GX Works3 project, or synchronising 1/O references with the iQ
Works workspace.

Backup to File

Saves the present configuration to a new or existing Microsoft Access Database (.mdb).

Restore from Backup

Loads prior configuration from Microsoft Access Database (.mdb).

CSV Export Exports configuration data from your database to a text file (.txt) or a Microsoft Excel file (.csv). You can specify the
delimiters and what to export. For more information, see Exporting configuration data to a CSV file.
CSV Import Imports data into your configuration database from a text file (.txt) or a Microsoft Excel file (.csv). You can then specify the

delimiters and choose from the import settings. This is described in Importing configuration data from a CSV File.

Recent projects

The last four opened projects will be shown in the File menu. Select one of these projects to open it.

Exit

Closes the application. The current configuration database is automatically saved.

iIQ Works workspace actions

These menu items are used to perform actions on an iQ Works workspace (a group of projects), such as opening an iQ Works
workspace. For more information, see LINKAGE WITH iQ Works.

The iQ Works workspace actions menu commands are listed as follows.

Menu bar

Description

Open workspace

Open an existing iQ Works workspace and link it to the MX OPC Configurator project. See Connection to a Workspace.

Close workspace

Close the iQ Works workspace and disconnect the current project from iQ Works. For more information, see Disconnection
from a Workspace.

Delete unused projects

Select unused MX OPC Configurator projects to be permanently deleted from the workspace. This is described in more
detail in Unused project deletion.
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iQ Works project actions

These menu items are used to perform actions on the current MX OPC Configurator project within iQ Works, such as creating
new devices by importing the tags from a GX Works2 or GX Works3 project, or synchronising I/O references with the iQ
Works workspace. For more information, see LINKAGE WITH iQ Works.

Menu bar Description
Show changes Show changes made to linked tags by other applications such as GX Works - see Checking for the Change of a System Label.
Synchronise Update the MX OPC server configuration and iQ Works workspace with recent changes to labels - see System Label

Synchronization.

Import GX Works project Import one or more PLC projects from the iQ Works workspace as new devices in the MX OPC Configurator project. This is
described in Import.

Export devices to GX Works | Export one or more existing MX OPC devices to a GX Works2 or GX Works3 project in the iQ Worksworkspace. For more
information, see Export.

Unlink device Breaks the link between a local device and a GX Works2 or GX Works3 project in the iQ Works workspace. See Unlinking of an
MX Device.
Delete OPC project Completely deletes the current MX OPC Configurator project from the iQ Works workspace. For more information, see

Connected project deletion.

Import CSV Use this to connect to iQ Works with settings provided by another application. See MXCSV File Import.

Edit menu

The Edit menu commands are listed in the table below.
Edit Menu Commands

Command Shortcut Keys Function

New MX Device [ + [E] Creates a new MX Device (ver. 1) item.

New MX Device (ver. 2) — Creates a new MX Device (ver. 2)item.

New Modbus Device — Creates a new Modbus Device item.

New DNP3 Device — Creates a new DNP3 Device item.

New IEC 60870-5 Device — Creates a new IEC 60870-5 Device item.

Cut Cuts the selected object from the view and places it on the clipboard.

Copy Copies the selected object to the clipboard.

Paste Pastes the last object placed on the clipboard.

Select All Selects all objects in a list. The selection is shown in the upper-right-hand section of the viewer.

Invert Selection Unselects all selected items and selects all unselected items.

Delete Deletes the selected object.
Properties Shows the properties for the selected item.

To rename an item, right click on it in the tree view, select Rename from the pop-up menu and type in the new name.

Any application requesting data from the I/O driver uses the device and item names to access points on the device. Each
device that the driver communicates with should have a unique device name regardless of the device's channel.

The device name can be up to 32 alphanumeric characters, including underscores ( _ ) and hyphens ( - ). It cannot begin with
a digit.
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View menu

The View menu commands are listed in the table below.

View Menu Commands

Command Shortcut Keys Function

Standard Buttons — Display buttons for standard use of application.

Data Manipulation Display buttons related to using data within the application.

Toolbars — Shows/hides the Configurator toolbar buttons.

Active Configuration Bar — Shows/hides the database bar, which shows the file name and directory path for the active configuration
database.

Status Bar — Shows/hides the status bar at the bottom of the Configurator window.

Large Icons Displays items as large icons.

Small Icons Displays items as small icons.

List Displays items as a list.

Details Displays items as a list along with detailed information about the configuration of each item.

Statistics Mode Switches the current dialog view to data statistics mode.

Monitor View Displays OPC server data in a separate pane.

Diagnostics — Displays Start time, Up time, Last update time, Group count, Server status, Client count, Version and
Vendor info.

Sort By — Displays a list of options for sorting the columns in the right-hand pane of the screen. The options listed
depend on the level within the view.

Show/Hide Columns — Displays a list of columns that you can choose to show or hide in the view.

Refresh Refreshes the data for the entire Configurator screen.

Go menu

The Go menu commands are listed in the table below.

Go Menu Commands

Command Shortcut Keys Function

Back [1cert] + [[are]] + Moves the cursor back to the previously selected item in the tree control.
Forward Moves the cursor to the next item in the tree control.

Up One Level Moves the cursor up one level in the tree control.

Next Item Moves the cursor to the next visible item in the tree control.

Previous Item

Moves the cursor to the previous visible item in the tree control.

Expand Item

Expands an item that contains a submenu.

Collapse ltem

Collapses an item that contains a submenu.

Page Up Moves the cursor up to the first item in the tree.

Page Down Moves the cursor down to the last visible item in the tree.
Home + Moves the cursor up to the first item in the tree.

End Moves the cursor down to the last visible item in the tree.
Address Space Moves the cursor to the Address Space tree control.

Alarm Definitions

Moves the cursor to the Alarm Definitions tree control.

Simulation Definitions

Moves the cursor to the Simulation Definitions tree control.

Conversion Definitions

Moves the cursor to the Conversion Definitions tree control.

Poll Method Definitions

Moves the cursor to the Poll Method Definitions tree control.

Next Pane

Moves the cursor to the next pane in the window.

Previous Pane

Moves the cursor to the last pane used.
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Tools menu

The Tools menu commands are listed in the table below.

Tools Menu Commands

Command

Function

Options

Launches the Options dialog box.

Compact/Repair MS Access Database

Opens the Compact/Repair MS Access Database dialog box.

Options

Selecting Options from the Tools menu opens the Options dialog box, which contains the following tabs:

* General
» Advanced

* Logging
BGeneral Tab

The General tab of the Options dialog box, shown in the figure below, sets the startup and workspace parameters for the

Configurator.

General !Advanccd | Logging

Stamip settings

B cumenty Lzing as a configuration fig)
 Dpen the mast resenth used file

 Dpen a spediic fle
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) Browse a specific path

‘workspace settings

1 Erable hiover selection:

D izplay Hinkz
[ 5how Regisier Ranges for M¥ devices

Statistics Fefiesh Aate: 1000| s

OFC Maritaring Refresh =1
Rate: EED! 2
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[Rasiar MConfigurator to applp new hower tims|

Lo JI

Carcel

Options Dialog Box: General Tab

« Startup Settings

Under the Startup Settings section, select one of the following:

Item

Description

Open the active file

Launches the currently active configuration database upon startup.

Open the most recently used file

Launches the recently opened configuration database upon startup.

Open a specific file

Specifies a configuration database to launch upon startup. To select a database, click the ... button next to the text box
and browse for the file. When this option is selected, the "active" database is overridden by the specified database.

Browse a specific path

Specifies a file path to launch upon startup. To select a path, click the ... button next to the text box and browse for the
path.

2 2 Using the Configurator
3 2.4 Menus



» Workspace Settings

The following Workspace Settings are available:

Item

Description

Statistics Refresh Rate

Specifies the update frequency (in milliseconds) of the items in the Statistics View.

OPC Monitoring Refresh Rate

Specifies the update frequency (in milliseconds) of the items in the Monitor View. The monitor scans the server and
displays the tag values at the bottom of the Configurator screen.

Enable hover selection

Checking this option allows you to highlight an item by moving the mouse pointer over that item and keeping it there for
a specified Hover Time (in milliseconds). If you change the hover time, the new hover time will be applied when the
MELSOFT MX OPC Server DA Configuration Tool is restarted.

Display Hints

When this check box is checked, helpful tips are displayed in the configuration view.

Show Register Ranges for MX
devices

The new server runtime will be able to provide the list of possible register ranges of each MX device. This list will be
provided to the OPC clients as a special group called "Hints" in the address space of the device containing tags. The
names of these tags will be in the form <register><starting address>-<ending address>, where all three items are in
the same form as seen in the Supported Devices dialog (clicking Browse from Tag Properties Basic tab). D0.0-7999.15
is a valid example for the FX3U(C) CPU type. This function can be enabled or disabled through the Options dialog.

BAdvanced Tab

The Advanced tab of the Options dialog box, shown in the figure below, configures the advanced parameters for your driver.

NOTE: Advanced settings are for fine-tuning your driver and should not be changed unless you have an intimate knowledge

of how the driver operates and know that you need to make some adjustments.

Options
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=
Tranzaciion Max. Time: [2_02

# Morma (O Extanded

Transaciion Close Delay: |0 ms

| mz

Cancel |

Options Dialog Box: Advanced Tab

* CSV database load

Item Description
Load MDB This selection will load the configuration from the active MS Access database.
Load CSV If selected, the runtime will load the specified CSV file.
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» Statistics tags

In a similar way to the "Hints" described in the 'General tab' section , the MX Runtime can optionally expose statistics tags in

a group called "Device Statistics". The options in this section are:

Item

Description

Statistics

This sets the level of detail available, and can be either:
« Off - no statistics branch is available in the runtime

» Normal - basic statistics tags will be available

» Extended - detailed statistics tags are available

Statistics update rate

the rate at which the statistics tags are updated, in milliseconds

Max diagnostics messages

the diagnostics messages queue length.

For a more detailed explanation of the statistics tags, and a list of the tags added for each Statistics level, see Statistical tags

in OPC address space.
* Global

In the Global section, you can configure:

Item

Description

Runtime polling rate

This is the rate at which the runtime system looks for new data, in milliseconds. Smaller numbers mean that the checks
will be performed more frequently, at a cost of higher CPU usage. Larger numbers mean less frequent checks, but
lower CPU usage. This value should normally be left at the default setting.

Online changes rate

This is the rate at which the runtime module looks for changes to the configuration, in milliseconds. As new tags are
not often added to a database after it has been configured, a much longer interval is used than the Runtime polling
rate. This value should normally be left at the default setting.

» Optimization

The settings in the Optimization section are:

Item

Description

Transaction max time

The maximum duration of one transaction (a set of read/write/request point operations, executed together).

Transaction close delay

The time that the runtime waits for another request before it closes the transaction.
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HLogging Tab

MELSOFT MX OPC Server DA Configuration Tool allows the logging of diagnostic information to the disk.

The logger is a simple logging tool built in to the Runtime and the Configurator. All changes that are made to the settings on
the following option page will affect only diagnostic messages that are generated from this point on. For example if logging is
disabled and the user enables it at 12:00, no messages will be stored to the log files that occurred before 12:00, even if they
are shown in the Statistics dialog among the Last Transaction Statuses.

The log files are created on demand, i.e. the log file will only be created on the disk the first time a message is logged.

Logging can be enabled from the Logging page of the Options dialog, as shown in the following screenshot:

Options ﬁ]

Genemal | Advanced [ Logging |
orc
Severip |fo "|
Logsie [0 ME  Flelinit 0 |
Buntme
Severip O Al ) Enex %) Nane
Log size [0 ME  Fielimt °
‘wire
Logging (3 0On (=) Off
Logsize |? ME  Fielimt °
Configuralion
Logging £ On (=) OFf
Logsizs |1 ME  Fislmt O |
Gienerd
Logs directony: l | E]
[ Fie nizme inclides date
[. O, J | Caricel |

Options Dialog Box: Logging Tab, '"General
Runtime Diagnostics' Section

This page is divided into five sections:

» OPC: Logging settings for OPC layer

* Runtime: Logging settings for the runtime module

» Wire: Logs communication with the hardware (also called 'Protocol & Wire' settings in earlier versions of MELSOFT MX
OPC Server DA Configuration Tool)

 Configuration: Logging settings for configuration changes to the database such as adding, deleting or modifying items (also
called 'User changes logging' in earlier versions of MELSOFT MX OPC Server DA Configuration Tool)

» General: General settings that apply to all types of logging

Item Description

OPC settings Severity The severity of OPC layer messages to log. The possible settings are:

« Off - Do not log any messages

« Severe errors - Very serious errors

« Errors - Errors that could affect program operation (e.g. failure to read from the configuration
database)

« Warnings - Errors that do not stop operation from continuing (e.g. failure to read a list of PLC
ranges)

« Normal - Normal operations (e.g. opening / closing connections, etc.)

» Debug - Debugging information used by developers

* Verbose - Very detailed debug information used by developers

« All - Show all trace information

These levels are in decreasing order of severity. Each severity level also includes all the log

messages for the levels above it. For example, if 'Warnings' is selected, messages at the 'Severe

error' and 'Errors' levels will also be logged.

Log size Maximum size in MB of one OPC layer log file. A setting of '0' means that the size is not limited.

File limit The maximum number of log files from the OPC layer source. If exceeded, the oldest file is deleted.
A setting of '0' allows any number of files to be created.
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Item Description

Runtime settings Severity The severity of runtime messages to log. The possible settings are:

* None - Do not log any messages

« Error - Errors that could affect program operation

« All - Show all trace information

These levels are in decreasing order of severity. Each severity level also includes all the log
messages for the levels above it. For example, if 'Warnings' is selected, messages at the 'Severe
error' and 'Errors' levels will also be logged.

Log size Maximum size in MB of one runtime log file. A setting of '0' means that the size is not limited.

File limit The maximum number of log files from the runtime source. If exceeded, the oldest file is deleted.
A setting of '0" allows any number of files to be created.

Wire settings Logging Either 'On' to enable wire logging, or 'Off' if no wire messages should be logged.
Log size Maximum size in MB of one wire log file. A setting of '0' means that the size is not limited.
File limit The maximum number of log files from the wire source. If exceeded, the oldest file is deleted. A

setting of '0" allows any number of files to be created.

Configuration settings Logging Either 'On’ to enable configuration change logging, or 'Off' if no configuration change messages
should be logged.

Log size Maximum size in MB of one configuration changes log file. A setting of '0' means that the size is not
limited.
File limit The maximum number of log files from the configuration changes source. If exceeded, the oldest file

is deleted. A setting of '0" allows any number of files to be created.

General settings Logs directory The directory where all the log files will be written. Use the ... button to browse for a directory. The
exact file name used for a log will depend on this directory setting and the log type.

File name includes date If this check box is selected, the log file name will end with the date in the format 'yyyymmdd'.

All log files will be written in XML format. A default XSL style sheet is provided to allow the log files to be viewed directly in
Internet Explorer.

Compact/Repair MS Access Database

You can compact Microsoft Access databases, which can be either configuration databases or historical databases, using the
Compact/Repair MS Access Database dialog box, shown in the figure below. To open this dialog box, select Compact/Repair
MS Access Database from the Tools menu. Microsoft Access—based databases are subject to database fragmentation over
time, and the support for the database will compact the target database, reclaim unused space, and drastically improve
database performance.

Note: It is critical that no users or client applications are connected to the database at the time of compacting and that, if the
Backup Original Database option is selected, there is plenty of available hard disk space. Particularly, it is not possible to
compact a database if it is active at the same time. For this reason, the "Connected Configuration Database" option is grayed
out when the database is active

By default, the currently Connected Configuration Database is selected. If you want to compact/repair a Microsoft Access
database other than the currently connected database, select the Other Database option. Then click the ... button and browse
for a .mdb file. If the database you select is protected by Microsoft Access security, you will need to enter the User Name and
Password required to gain access to the database. Unchecking the Use Blank Password check box makes the Password field
available for editing.

Compact/Repair M5 Access Database @

Campact/Repair
%) Nther Datahase

Llzer name: |Acmin |
I

Llze blank passward

Backup onginal datzbase before compacting starts
[recommended)

5 Make sure that &l users are dizconnected from the database
befoie the compacing/repaiing procedue starts.

Ok Cancel

Compact/Repair MS Access Database Dialog
Box
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Help menu

The Help menu commands are listed in the table below.

Help Menu Commands

Command

Shortcut Keys

Function

Open Manual

Launches th

e manual for the MX OPC Server DA.

About Application

Launches the About Box, which contains information about the product version number and copyright.

2.5

Unavailable Characters

The following table shows the characters that cannot be used in MX OPC Server DA.

No. Item First character Second character or later

1 MX device name 0,1,2,3,4,5,6,7,8,9 Space, " #, %, %, & " A\ @ Lo Lo L=~ L0+
Group name Space, |, " #,$,%, & " (), "\ @, Lnu Lo A=~ L0 | k<> ?
Tag name H50<,>7

2 Other than No.1 \ \
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3 Configuring the Address Space

The MX 1/O Server is the 1/O driver core. The I/O Server contains objects and interfaces that:

+ Maintain the 1/O driver configuration.

* Read and write process hardware data.
The MELSOFT MX OPC Server DA Configuration Tool is a client of the MX OPC Runtime that accesses the 1/0O Server and

lets you view and modify properties for devices and data tags.
The Address Space tree control in the Configurator sets the properties and connection parameters for the following hierarchy

of server objects:
» Devices: A device is a hardware device or station that uses the 1/0O driver to communicate with a client PC.

The device item contains the properties and methods that govern the behavior of a device.

A device is visible to the OPC client.
» Data tags: A data tag is an object that makes device data accessible to OPC clients.

Data tags can be logically organized into groups (folders).

3.1 Tree View

The configuration is shown as a tree view and list view, similar to Windows Explorer.
Selecting an item in the tree view on the left shows the associated items in the list view on the right.

r .
& MXConfigurator.mdb - MX OPC Configurator [E=gEER

_Ele Edit View Go Tool ]:la‘_p
Active Configuration:  CAMELSEC\MX Configurator.mdb

Dw(e=2E B - w| e Fn (T3
=@ B Address Space 7 )
- m] @ Right chck to add a DataTag or Group.
""" @ A_Iarm D_Ef' mtlo_n_s 3 A DataTag is an object that makes devics data accessible for OPC
""" @ Simulation Definitions clients. A Group is an object for logical grouping of DetaTags.

----- Conversion Definitions
----- 2] Poll Method Definitions

Eﬂdy 1 Objectis)

Address Space Tree Control

3.2 List View

The List View shows elements (devices, groups, tags, etc.) in either the left or right navigation pane based on name of the

element — rather than a large icon, small icon or full detail view.
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3.3 Devices

Every device is connected to a particular port.

The device is represented by its symbolic name, and it is uniquely identified by the address value.
It is impossible to have two devices with the same address connected to one port.

The following device types are supported:

* MX Device

* MX Device (ver. 2)

* Modbus Device

* DNP3 Device

» IEC 60870-5 Device

MX Device

MX Device versions

Two versions of MX Device are available. Although both versions are configured in a similar way, they are not compatible - it

is important to select the right version for your system before starting to configure it. It is not possible to copy tags or
configuration settings between devices of different versions, or change a device from one version to the other.
Up to ten MX Devices can be connected to MX OPC DA Server.

EMX Device (ver. 1)
This is the original MX Device used to communicate with Mitsubishi PLCs, and is usually referred to without a version number

in the documentation. It can be used to communicate with any Mitsubishi PLC series, but it cannot use dynamic labels
(described below).

EMX Device (ver. 2)
The MX Device (ver. 2) is used for the 'Dynamic label' feature introduced in GX Works3 for MELSEC iQ-R PLCs. This reduces

configuration effort by taking away the responsibility for address management from engineering tools like MELSOFT MX OPC
Server DA Configuration Tool and moving it into the PLC. Only the label name is stored in MELSOFT MX OPC Server DA
Configuration Tool, without an address. The address of the label is requested from the PLC at the point when the label is first
read or written. Whenever a new program or label configuration is downloaded to the PLC from GX Works3, the addresses
will be automatically updated without the need to synchronise them in MELSOFT MX OPC Server DA Configuration Tool as
well each time.

Note: This 'Dynamic label' feature is not related to the 'Dynamic tag' feature in MELSOFT MX OPC Server DA Configuration
Tool, which works independently.

In GX Works3, if no address is supplied for a global variable, it will be automatically assigned an address in the GV: device
range (label area). This is the easiest way to manage addresses, but it is also possible to assign a specific address in another
device range to the label where necessary. Label addresses in the GV: range can be moved at any time by the compiler, so
they can only be used with MX Device (ver. 2), and cannot be entered manually.

In MELSOFT MX OPC Server DA Configuration Tool, label names can be entered directly in an MX Device (ver. 2).
Alternatively, the labels can be imported automatically using iQ Works and a system label Ver.2 workspace.

Where the details of the label are entered manually, they must exactly match the label configuration in GX Works3. If the
name, data type or array dimensions are different, the label will not be usable. This provides protection from the situations
where the label is changed to a different data type (e.g. from UINT to INT) in GX Works3 but the definition has yet not been
updated in MELSOFT MX OPC Server DA Configuration Tool, leaving each side with a different idea of the current value.

If the data type in GX Works3 is a timer/counter type, the matching native data type (e.g. COUNTER / UCOUNTER /
LRTIMER etc.) must be used in MELSOFT MX OPC Server DA Configuration Tool. The native timer/counter types are not
interchangeable with the equivalent integer types in an MX Device (ver. 2).

| @ tooa siabatave scin < |

| Filer [ ShowDewasid | [ Deplay Setng Chacs |

Lakal Name Lata Type Cermmant Acouen fram Edemal Davice
LABELSTRUCT |TESTSTAUCT ]

“Access from External Device” checkbox in GX Works3
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Basic Device Properties

In the Basic tab of the Device Properties dialog box, shown below, configure the following settings:

Device Froperties |z|
Badc | Advanced || Turing|
-| | | 4 HName: |DEVDI |
Desc.: ‘ ‘
Prmary Diavice

FCSide /P [Serial |
Commerk: | |

E Save J [ Save & Mew ] [ Cancel ]

Device Properties: Basic Tab
The same dialog is used for MX Device and MX Device (ver. 2). The type of device is indicated by the icon at the top left (as
in the example below). The devices otherwise work in the same way, except that MX Device (ver. 2) only supports later PLC
series such as the MELSEC iQ-R PLCs.

Gevice Properties W Device Propertias M
% il i Besic [advanced [ Tuning|

| A H=
T q‘m: Mem=:  QAFPLC

Doss.  |v1dewee
Desc w2 dewice

Primary Drevice |
Primzry Device |
. -v----—.q-—w-n.n-.,.....d—n-c Cnnﬁm.l:hun J
- [ Y L R | J-s Mmﬁm__’r—__.‘.y
MX Device MX Device (ver. 2)
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When the MX Device's PC Side I/F is configured as Ethernet board, the Basic page of the Device Properties sheet shows
additional information: Module Type and Host IP address with port number, as shown in the screenshot below.
These two controls will appear only when I/F is configured as Ethernet board.

Device Properties ]

Basic | Advanced " Turing |

B Mome: [guzH |
Desc.: ‘ |

Primary Davice

FCSidel/F: [Ethemet hoard

Cammart: |

|
|
Module Type: | BITIET] |
Hast: | 192 158.1.205:5001 |

L Save ,l [ Save & Mew ] | Cancel ]

Device Properties: Basic Tab (Ethernet)

Configure the following basic properties for the device:

Item Description

Name Specifies the name of the selected device. Any application requesting data from the 1/0 driver uses this name to access points on the
device. Each device that the driver communicates with should have a unique device name regardless of the device's channel. The
name can be up to 32 alphanumeric characters, including underscores ( _ ) and hyphens ( - ). It cannot begin with a digit.

Description Allows you to enter text about the selected device. Entries in this field can be very helpful when you go back to look at old configuration
or report files, or when you need to modify an existing configuration. The more detailed and specific the information you enter in this
field, the easier it is to identify the device. The description can be up to 50 alphanumeric characters and symbols.

PC Side I/F Specifies which connection type and which physical connection (COM) port to use for the selected device. The connection parameters
(listed in the tables below) are selected in the Communication Setting Wizard. Click the Configuration button to launch the
Communication Setting Wizard.

Note: If the transfer setup for this item has been changed since the device was last edited, you will see the warning message below
when you try to configure the device. Select either:
* Yes - to update the stored transfer setup with this name using the properties from this device, or
» No - to continue the wizard with the properties in the stored transfer setup. The current device properties will be overwritten when the
changes are saved.
MX Transfer Setup
9 A bransfar cebup with the name ‘Dew0Z2' akeady exicts, but with dfferent cetbnge.
\-:rj This s=tup may have been used For a dfferant device.
Do weu weank ko ovenerite the localy stored kransfer sebup 7
[ Yes ] [ Mo

Comment Displays any comments entered in the Communication Setting Wizard.

Module Type Shows the connected module, for Ethernet boards only.

Host Shows the IP address and port number, for Ethernet boards only.

Communication Path Description

Serial Communication over a serial link can be either direct CPU or to a serial communications card, e.g. AJ71C24,

QJ71C24, LJ71C24.

MELSECNET/10
MELSECNET/H
CC-Link board
CC-Link IE board
CC-Link IE Field board

Communication over MELSECNET/10 is via a special function module.

Communication over MELSECNET/H is via a special function module.

Communication over CC-Link network.

Communication over CC-Link IE network.

Communication over CC-Link IE field wiring.
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Communication Path

Description

CC-Link IE Field Ethernet adapter

Communication over CC-Link IE field wiring via Ethernet adapter.

Ethernet board

Communications via Ethernet using TCP/IP or UDP/IP protocols.

CPU board Communications via a slot PLC.

GOT Transparent Communication indirectly via a GOT (serial, USB or Ethernet).

Q Series Bus Communication over Q Series bus is via a back plane.

GX Simulator Communication over GX Simulator is via GX Developer.

GX Simulator2 Communication over GX Simulator2 uses GX Works2.

MT Simulator2 Communication over MT Simulator2 uses MTWorks2.

Modem Communication over MODEM is via a special function module.

USB Communication over a serial link can be direct to the CPU USB port.

SX Controller

Not supported.

COM1 to COM2 (if available)

Computer Ports.

COM3 to COM256

Expansion Ports.

IMPORTANT: Verify that the COM port you select is not used by another channel or application. Assigning two channels to the

same port results in a communication failure on one of the channels. Assigning a channel to a COM port used by another

application (such as an alarm printer) can produce problems with driver communication.

« Save: Saves all changes specified in the properties dialog box. The device appears under the Address Space tree control

of the configurator.

» Save & New: Saves all changes specified in the properties dialog box and immediately starts configuration of a new device.

+ Cancel: Closes the properties dialog box.
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Advanced Device Properties

In the Advanced tab of the Device Properties dialog box, shown below, configure the following settings:

Device Properties

Bazic  Advancsd Turing |

Frimary Device

[¥] Enatle Device [ simulate

Fazewond:

Fephimecut | 100] e qien | 3]

Delay fime: | ] Merge gap: B4 | ords

—_ =
bax caunt far AW operatian: |16 | words:

Backup Device —

Enable Device Configuraticr. .

FCSids|/F:  [Modem |

Commant: | |

Pazswond:

Fieply fmeaut; 1000 s iﬂg’:e' of 3
PR Dms  Merge gap: B4 | werds
b am count for BAK operation: J E | wirds

L Save ” Save & Mew H Cancel ]

Device Properties: Advanced Tab

EPrimary Device

Item Description

Enable Device Enables the driver to poll the channel when the check box is checked. If you clear the check box, the driver does not poll
the selected device. You may want to disable one or more devices in the following situations:

* You are swapping hardware for repair or maintenance and do not want to display errors.

* You do not need to collect data from all your devices and you want to reduce the communications load.

« You want to isolate a device for debugging.

Simulate Simulates polling of the channel by the driver when the check box is checked.

Password The previous screenshot shows the Advanced page of the MX Device Device Properties sheet configured for a serial PC
Side I/F. When the device is configured as a Modem device, the user can also specify a password on the Advanced page.

Reply timeout The length of time in milliseconds that the driver will wait for a response from the process hardware after sending a request.
The retry handling is described in more detail in Setting Device Timing Properties, below.

Number of retries Specifies how many times the driver resends a failed message to the device before marking the data as failed.

Delay time After the communication has failed as many times as specified by Number of retries, the driver will wait for this length of

time in milliseconds before trying again.

Merge gap The maximum gap where data blocks can merge together into one read/write operation. For example if this value is 1, it
means that a block made of consecutive addresses D20-D50 can be joined with a block D52-D80.

Max count for R/W operation This is the maximum number of individual register read/writes that can be grouped together into one batch read/write
operation. This setting applies to individual registers that are read separately, not to blocks of registers (e.g. D20-D80 as
described in Merge gap above). For example, if the device needed to read items D1, D500 and D1000 and this value was
set to 2, D1 and D500 would be grouped together into one batch read operation, and D1000 would be included in the next
batch operation. If the value was set to 3, all three registers would be read as part of the same batch operation. If your
system is working normally, you do not need to change this value. It is not recommended to increase this value above the
default.
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EBackup Device

Item

Description

Enable Device

Enables the backup device.

Comment Displays any comments entered in the Communication Setting Wizard.

Password When the backup device is configured as a Modem device, a password can be specified independently from the primary
device.

Reply timeout The length of time in milliseconds that the driver will wait for a response from the process hardware after sending a request.

The retry handling is described in more detail in Setting Device Timing Properties, below.

Number of retries

Specifies how many times the driver resends a failed message to the device before marking the data as failed.

Delay time After the communication has failed as many times as specified by Number of retries, the driver will wait for this length of
time in milliseconds before trying again.
Merge gap The maximum gap where data blocks can merge together into one read/write operation. For example if this value is 1, it

means that a block made of consecutive addresses D20-D50 can be joined with a block D52-D80.

Max count for R/W operation

This is the maximum number of individual register read/writes that can be grouped together into one batch read/write
operation. This setting applies to individual registers that are read separately, not to blocks of registers (e.g. D20-D80 as
described in Merge gap above). For example, if the device needed to read items D1, D500 and D1000 and this value was
set to 2, D1 and D500 would be grouped together into one batch read operation, and D1000 would be included in the next
batch operation. If the value was set to 3, all three registers would be read as part of the same batch operation. If your
system is working normally, you do not need to change this value. It is not recommended to increase this value above the
default.

PC Side I/F

Specifies which connection type and which physical connection (COM) port to use for the selected device. The connection
parameters (listed in the tables below) are selected in the Communication Setting Wizard. Click the Configuration button to
launch the Communication Setting Wizard.

Communication Path

Description

Serial Communication over a serial link can be either direct CPU or to a serial communications card, e.g. AJ71C24,
QJ71C24, LJ71C24.

MELSECNET/10 Communication over MELSECNET/10 is via a special function module.

MELSECNET/H Communication over MELSECNET/H is via a special function module.

CC-Link board

Communication over CC-Link network.

CC-Link IE board

Communication over CC-Link IE network.

CC-Link IE Field board

Communication over CC-Link IE field wiring.

CC-Link IE Field Ethernet adapter

Communication over CC-Link IE field wiring via Ethernet adapter.

Ethernet board

Communications via Ethernet using TCP/IP or UDP/IP protocols.

CPU board

Communications via a slot PLC.

GOT Transparent

Communication indirectly via a GOT (serial, USB or Ethernet).

Q Series Bus

Communication over Q Series bus is via a back plane.

GX Simulator

Communication over GX Simulator is via GX Developer.

GX Simulator2

Communication over GX Simulator2 uses GX Works2.

GX Simulator3

Communication over GX Simulator3 uses GX Works3.

MT Simulator2

Communication over MT Simulator2 uses MT Works2.

Modem

Communication over MODEM is via a special function module.

USB

Communication over a serial link can be direct to the CPU USB port.

SX Controller

Not supported.

COM1 to COM2 (if available)

Computer Ports.

COM3 to COM256

Expansion Ports.

IMPORTANT: Verify that the COM port you select is not used by another channel or application. Assigning two channels to the

same port results in a communication failure on one of the channels. Assigning a channel to a COM port used by another

application (such as an alarm printer) can produce problems with driver communication.

3 Configuring the Address Space

3.3 Devices



BSetting Device Timing Properties
Reply Timeout, Number of Retries, and Delay Time are the timing properties of the driver and are set for each device.
The timing sequence is as follows:

Operating procedure

1. The /O driver sends a message to the process hardware and waits the length of time specified in the Reply Timeout field
for the device to respond.

2. If the device does not respond, the driver resends the message for the number of times specified in the Number of
Retries field.

3. The driver marks the data as failed after all retries have been sent and the device has not responded.

« If a back-up device is specified, the driver immediately switches devices, waits the length of time specified in the Delay
Time field, and sends the message to read the same data from the back-up device. The timeout and reply process repeats
and, if the back-up device fails, the driver switches back to the primary device and starts the messaging cycle again.

« If a back-up device is not specified, the driver waits for the specified Delay Time and re-initiates the polling process with the
selected device.

4. The device may have many items of data to read. In this situation, the driver uses its Quick Fail logic and only performs
one cycle through the Timeout, Retries, and Delay process for the messages currently in the Write queue. It then marks
all the data on that device as failed and moves on to the next device. The next time the driver attempts to send the
message to the failed device, it ignores the Retries and only makes one attempt. If the attempt is successful, the driver
recovers all data on the device and marks it as ready for messages.

5. By using Quick Fail, the driver saves time and bypasses the problem device, thereby increasing its efficiency.

* Example

Reply Timeout = 5000 milliseconds (5 seconds)

Retries = 5

Delay Time = 300,000 milliseconds (5 minutes)

Backup Device = none

The driver attempts to send a message to the process hardware. After 5 seconds, the device still has not responded, so the
driver resends the message.

The driver tries to send the message 6 times (the first time and then the 5 retries) with 5-second intervals between each
attempt.

Each attempt fails; consequently, the driver marks all the data as failed. If the driver has messages for other data items on the
same device, it adds the messages to a queue for the failed device and sends them only once without retries.

The driver waits 5 minutes and starts the message send cycle again unless there is other data defined for the device. If there
is other data, the driver fails all data items and goes on to the next device.

Reply Timeout: Specifies how long (in milliseconds) the 1/O driver waits for a response from the selected device.

Example
To specify a timeout of... Enter...
1 second 1000
1 minute 60000
1 hour and 30 minutes 324000000

Number of Retries: Specifies how many times the driver resends a failed message to the device before marking the data as
failed and initiating the Delay Time.
Delay Time: Specifies how long (in milliseconds) the 1/O driver waits after all retries, specified in the Retries field, have failed.

Example
To specify a delay of... Enter...
1 second 1000
1 minute 60000
1 hour and 30 minutes 324000000
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Device tuning

The Tuning tab of the Device Properties dialog box, shown below, can be used to optimize the way that data is read from the
device, depending on your application.

Device Froperties

Bazic || Ad\-anccd| Turing |

Optimization -

FeadAsibe Prioity: ¥ Min & Moma € Max

tin Fead Fate: 0 | ms
Aggracation D [ white
Limitation

Max Request Court: 1000 |

ax Tranzaction Count: 1001 |

Walidation

Check FLC Ranges

L Save J l Save & New ] [ Cancel

Device Properties: Tuning Tab

Item Description

Optimization Read/write priority The priority of read/write operations compared to the update (polling) operations. The options are:
« Min: Updates have the highest priority

« Max: Reads/writes are preferred

* Normal: There is a balance between read/write and update operations

Min read rate The shortest time between two PLC reads of the same item.

If another request to read the same item is received before this time expires, the read will not take place and
instead the last value is returned.

After the time expires, the value is read again.

Aggregation This setting controls how the runtime deals with read or write requests that are received when there is already a
read/write request for the same data in the queue.

If aggregation is switched on, the requests are combined.

This will usually improve efficiency, but is only acceptable if the device only needs to see the last value that was
written.

If the device relies on receiving all intermediate values for an item (for example, when the device is counting the
on/off transitions for a boolean value), do not use write aggregation.

Limitation Max request count Maximum permitted size of the PLC request queue

Max transaction count Maximum permitted number of outstanding transactions

Validation If the 'Check PLC ranges' option is selected, the runtime will test addresses against the device to see if they are
valid with its current configuration.

If this option is switched off, addresses will only be checked against a local database of valid addresses, which
may include addresses that are not valid on the device as it is currently configured.
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Adding a New MX Device

To add a new device:

Operating procedure

1. Right-click the Address Space tree control of the Configurator screen and select either New MX Device or New MX
Device (ver. 2) from the pop-up menu, as shown in the figure below. See MX Device versions for an explanation of the
differences. The remaining steps are the same for both versions, except that MX Device (ver. 2) will only support later
PLC series such as MELSEC iQ-R.

File Edit View Go Toolz Help
_! Active Cenfiguration:  CA\MELSECIMXCanfigurator mdb

ks P
. |

Mew MY Device... ctri+g |1
Mew MX Device [ver2}.. n

Mew Medbus Device.. i

Fename
Delete

Cut

Adding a New MX Device

2. The MX Transfer Setup dialog will be shown. You can either select an existing transfer setup, or (as in the example
below) select <New...> to create a new transfer setup.

FF MX Transfer Setup |5_<|
Select transfer setup |[Ethernet | corfigue.. | [corm. Test.. |
Etharnat
l; EC
=
Etternet
FCIF Fthernet CPU type 025FH
Protocel 1o Module type IrER
Merwor o I HOStF Acddress) H92.1658.20.250
StationMa 15 " Metrvork ho i
Part Mo =001 * Staion ho h
Time-out 4000 ms
MLl CPUI Mone
[ K ] [ Cacel ]

MX Transfer Setup dialog
3. The New Transfer Setup dialog will appear. Enter a name for the new transfer setup (Serial in the picture below) and
select <Default...> as the template, then click OK.

New Setup X
Name
| el |
Copy Settings from
| <Default> v
[ oK ] [ Cancel J

Entering a transfer setup name
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4. The new transfer setup can now be edited using the Communication Setting Wizard, as shown in the figure below.
Specify the communication type to use on the PC side, as shown in the figure below. In the PC Side I/F field, select a
connection type to use for the selected channel from the drop-down list. Click Next to continue.

Note: For more information, see the "Communication Setting Wizard" section.

]

MX Transfer Setup Wizard - PC side

Pleaze select the PC side IF

PC =ie |F
Zommunication seting

Connect port [ C0ORH v [Janports
Time out 10000 | me

Setting up the Connection for the PC Side
5. Now you must specify the communication type to use on the PLC (device) side, as shown in the figure below. In the PLC

Side I/F field, select a communication type from the drop-down list as the connection type to use for the selected

channel. Click Next to continue.

MX Transfer Setup Wizard - PLC side

Plezze select the PLE side |F

PLC sice IF CPL mackile
Communization seting

CPU series |Q s
ChUtyme

TIanstission spaed 9600 ¥ | bps

Cordrdl |DTR or RT3 Conrol

]

I < Back l I Meat =

Setting up the Connection for the PLC Side

3 Configuring the Address Space

48 3.3 Devices



6. Select the network Station Type and CPU Type (if applicable) from the respective drop-down lists, as shown in the figure
below. Click Next to continue.

MX Transfer Setup Wizard - Network lz|

Pleaze select e Metw ok
Station type

(=] (=)

Configuring Network Settings

7. Click the Finish button to complete the communication channel setup, as shown in the figure below.

MX Transfer Setup Wizard - Finished

The Communication wizard has finished callecting
irformaticn.

Pre=s 'Firizh' to store the modifizd =ettings and to cloze
L wlZard.

Cammenrt

Pszaword

[coe ] [ro ]

Completing Channel Setup
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8. The MX Transfer Setup dialog box appears with the new transfer setup selected, as shown in the figure below. Each
network node is shown graphically, with the node properties shown under the graphic. The left-hand side of the dialog
lists the configuration properties for the PC side. You can double-click the image of a node (or double-click the properties
list) to edit the configuration properties. The right-hand side of the dialog lists the configuration properties for the PLC
device side. You can double-click the image of the PLC device (or double-click the configuration properties list) to edit the
PLC device side configuration properties. You can also click the Configure button to return to the Communication Setting
Wizard. Click the OK button to save the changes.

F¥ MX Transfer Satup X

Salect transfar cetup v| | Corfigure. .. l [Corrm. Test... ]

Sarial

PCIF COM1 CPU type QO2(H)

Time-out f"lﬁ"ﬂﬁﬂ ms * Transmissan speed 5500 bps
Control DTR of RT=
hiutiipie CRLI Mone

[ Ck ] [ Cancel

MX Transfer Setup dialog (configured)

9. The Basic tab of the Device Properties dialog box appears, as shown in the figure below.

Device Properties |Z|
Basic Advanccd- || Turing |
: | | 4 Name: |DEVDI |
Desc.: ‘ |
Prrnary Diavice
FCSidelF:  [Seral |
Commart: ! |
[ Save J [ Save & Mew ] [ Cancel

Configuring Device Properties
10. In the Name field, type a name for the new device, and type a description for the device (optional). To specify which
connection type and which physical connection (COM) port to use for the selected device, click the Configuration button
to launch the Communication Setting Wizard for the Primary device.

3 Configuring the Address Space
3.3 Devices



71. Click on the Advanced tab to set the advanced parameters for the Primary and Backup devices, as shown in the figure

below.

Device Properties |z]

Bazic | Advancsd Tuningl

Frimary Device

[¥] Enatble Device [ simulate

Ry et | 1000 1 g

Delay ime: 0, Mergz gap B4 | werds
bzx caunt far B operatian: words:

Backup Devics

[ Erable Device Corfigureticer .

| Elgl= gl

‘-‘;\'.i.r'n—'(l'( oo H

Fieply timeou 000} s

Lrelay fime: B |=
I mnnt for B -aperaton words

L Save “ Save & Mew H Cancel ]

Device PerEI‘tiES: Advanced Tab
1 2. Check the Enable Device check box to activate the device.

13. When you have finished configuring the device properties, click the Save button. The new device appears under the
Address Space tree control.
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Modbus device

Basic Modbus Properties

In the Basic tab of the Device Properties dialog box, shown below, configure the following settings:

Device properties

Basic | Advanced |
rgg M ame: | ModbusDevice
[ sinuatz
Uril Identifier. | 1 B
Enable
Connection
(@) Ethernal Devies
IPaddess | 66 265 286 0 |
ICPPor |
) Seial Device
Sarial port:
Device type
Type: i Quanium Vl
Farameters:
[ ata order: Detault -
String ordes: Ei;q-ﬁrst \7|
[ Save ” Save & Mew ] [ Cancel ]

Modbus Device Properties: Basic Tab
Configure the following basic properties for the device:

Item

Description

Name

Specifies the name of the selected device. Any application requesting data from the 1/O driver uses this name to access points on the
device. Each device that the driver communicates with should have a unique device name regardless of the device's channel. The
name can be up to 32 alphanumeric characters, including underscores ( _ ) and hyphens ( - ). It cannot begin with a digit.:

Unit identifier

Enter the Unit identifier which provides a unique ID for this device.

Simulate Simulates polling of the channel by the driver when the check box is selected.

Enable Enables the driver to poll the channel when the check box is selected. If you clear the check box, the driver does not poll the selected
device. You may want to disable one or more devices in the following situations:
* You are swapping hardware for repair or maintenance and do not want to display errors.
* You do not need to collect data from all your devices and you want to reduce the communications load.
* You want to isolate a device for debugging.

Connection Use the radio button to select which connection type to use for the selected device. The connection parameters (listed below) will
depend on whether the device connects using Ethernet or a serial port.

IP address This is the host address for Ethernet devices (enabled only if the Ethernet device radio button has been selected). The default IP
address is set at 255.255.255.0.

TCP port This is the TCP/IP port number for the device (enabled only if the Ethernet device radio button has been selected). The default port is
set at 502.

Serial port If the Serial device radio button is selected, use the Configure button to configure the serial port settings. For a description of the
serial port configuration dialog, see Modbus serial port details.
IMPORTANT: If you are using a serial connection, verify that the COM port you select is not used by another channel or application.
Assigning two channels to the same port results in a communication failure on one of the channels. Assigning a channel to a COM
port used by another application (such as an alarm printer) can produce problems with driver communication.

Device type Choose a Device Type from a range including "Custom, 184, 384, 484, 584, 584L, 884, 984, Micro 84, Quantum, ModCell, Other

(any)". A device with the most limited parameters and the lowest performance would be considered "Other (any)". If you select
"Custom" as the device type, use the button "Configure" to configure the parameters of your device (see 'Modbus device parameters'
for a detailed description). The default Device type is set at Quantum.
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Item Description

Data order Modbus devices do not use a standard word / byte order - any two Modbus devices can store data in a different order. This can cause
values to be read incorrectly, especially for data types that are stored in more than one word (for example DINT, UDINT, REAL,
LREAL). The 'Swap bytes' option also affects WSTRINGs. MELSOFT MX OPC Server DA Configuration Tool uses Intel byte order by
default, so you will need to change this setting if the order used by the target Modbus device is different. This setting affects all tags
read from the device. The available setting values are:

+ Default: Device uses the same byte order as MELSOFT MX OPC Server DA Configuration Tool. No changes needed.

» Swap bytes: Swap the bytes within each word.

» Swap words: Reverse the order of words within multiple-word data types (DINT, UDINT, REAL, LREAL etc.).

» Swap bytes & words: Reverse the order of words within multiple-word data types, and swap the bytes within each word.

For a more detailed explanation and examples, see 'Modbus device data order'.

String order STRINGs in a Modbus device are stored in words, and can appear in one of two possible byte orders. Select the setting that matches
your device.

Note: This setting does not affect WSTRINGs.

* High first: Within each word, the high byte contains the first character of the pair.

* Low first: Within each word, the low byte contains the first character of the pair.

Save Saves all changes specified in the properties dialog box. The device appears under the Address Space tree control of the
configurator.

Save & New Saves all changes specified in the properties dialog box and immediately starts configuration of a new device.

Cancel Closes the properties dialog box.

Advanced Modbus Properties

Operating procedure

1. Enterthe Polling Rate (in milliseconds), as shown in the image below.

Device properties 3]

.Basic: ] Advanced

Falling rate: [mz)

Folling rate: | 1 UEIEI_i

Timeouts ]
Reph fimeout: |— .......
Murrber of r=tnes: |73_
Drelay fime: |75UUU|
Optimizations

The numbers below indicate how much unused dala can be
tranzferrad i one message to merge together addresses that
anz cloze but not adjacent.

Bis: G
Words: | _5_5
[ Save J | Save & New ] [ Cancel ]

Modbus Device Properties: Advanced Tab
2. Enterthe Reply Timeout.

3. Enter the Number of retries to set the number of consecutive read/write attempts that time out before the OPC server will
suspend communication with the device.

4. Enterthe Delay time to set the amount of time that the OPC server will wait before attempting to reconnect to the
suspended device.

When the server tries to optimize communication with devices by requesting as much data in one message as possible,

consecutive registers are merged together into one request for efficiency.

The server can end up reading registers that are not really requested, when allowed to join two blocks of requested registers.

The numbers entered under Optimizations specify the block length of adjacent unused data. Enter Bits to set how many

unused bits can be in one message to merge together addresses that are close but not adjacent.

Enter Words to set how many unused words can be in one message to merge together addresses that are close but not

adjacent.
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Adding a New Modbus Device

To add a new device:

Operating procedure

1. Right-click the Address Space tree control of the Configurator screen and select New Modbus Device from the pop-up

menu, as shown in the figure below.

s MXConfizurator.mdb - MX OPC Configurator
File Edit Wiew Go Took Help
e 'l,MEI.SEC\,M?CD_nFigur_gtor.ltn;Ih P

| Active Configuration:

| S ———
Mew Mx Device. ..
MNew M Device (ver. 2, ..

Adding a New Modbus Device

2. This opens the Device properties dialog box, as shown in the figure below. In the Name field, type a name for the new
device.

Device properties

Easic Advanccd!
ﬁ;‘gl M arne: |ModbusDe~icc
[ sinuats
Urii Identfier. | 1 T
Enable
Cannection
(3 Ethernal Davics
IPAddress: [ 266 285 ®F 0 |
TCP P | 502
) Seial Device
Sarial pert:
Device lype
Type: | Quanium o
Farameters: Lanftgure
[ atz order: [etault -
String ardes: EEHI& bt
[ Save ,] [ Save & Mew ] [ Cancel ]

3. Enter the Unit Identifier which provides a unique ID for this device.

4. Select the Simulate (in order to simulate all Data Items on this device) and/or Enable (activate device) check boxes if
required.

5. The radio button within the Connection section helps signify if the device is an Ethernet Device or a Serial Device.
Default is "Ethernet Device".

6. Enter the IP Address for the Ethernet device. (This section is enabled only if the Ethernet Device radio button has been
selected). The default IP address is set at 255.255.255.0.

7. Enter the TCP Port for the Ethernet device. (This section is enabled only if the Ethernet Device radio button has been
selected). The default TCP Port is set at 502.

8. Configure the Serial Port for the Serial device. (This section is enabled only if the Serial Device radio button has been
selected). See 'Modbus serial port details' for a description of the serial port configuration.
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9. Choose a Device Type from a range including "Custom, 184, 384, 484, 584, 584L, 884, 984, Micro 84, Quantum,
ModCell, Other (any)". A device with the most limited parameters and the lowest performance would be considered
"Other (any)". If you select "Custom" as the device type, use the button "Configure" to configure the parameters of your
device (see 'Modbus device parameters' for a detailed description). The default Device type is set at Quantum.

10. Select the Data order for the device if necessary. See 'Modbus device data order' for more information.

11. Select the String order for the device if necessary. Strings can either be stored with the high byte first in each word, or the
low byte first.

12. Parameters: Opens a dialog for configuring the parameters of this modbus device. This dialog is described in '"Modbus

device parameters'

Modbus serial port details

The Serial Ports Details dialog (shown below) allows the user to configure the serial port for the current device. It is shown

when the connection type for a Modbus device is set to 'Serial' and the user clicks on the Configure button.
When the Parity checking enabled check box is not checked, it will force the server to ignore the parity bits in the message.

Serial Port Details X

Transmizsion maode HTS flaw cantial

File name  C0M |1 i QAN (&) Disakle () Handshake

I: @RATU ) Enable O Teade

Baud rate: | 3600 L |
Stop bits Farity scheme:
&1 & o

] Maniter CTS hor output Q18 O Even

Tl confrol @ () Odd
I 0k ] [ Caneel ]

Serial Port Details Dialog

Operating procedure

1. Enterthe port name in the File name entry field.

2. Select the Baud rate from the pulldown menu.

3. The Monitor CTS for output flow control checkbox allows users to select whether or not the CTS signal for output flow
control should be monitored.

4. Select either ASCII or RTU under Transmission mode.

5. Under RTS flow control, select either Disable, Enable, Handshake or Toggle.

6. Choose the number of Stop bits (1, 1.5 or 2)

7. Check which Parity scheme is to be used (No, Even, or Odd).

8. The Parity checking enabled checkbox allows users to decide whether or not the parity bits should be ignored. This

section is enabled when Parity scheme is set to "No".
IMPORTANT: If you are using a serial connection, verify that the COM port you select is not used by another channel or
application. Assigning two channels to the same port results in a communication failure on one of the channels. Assigning a
channel to a COM port used by another application (such as an alarm printer) can produce problems with driver
communication.
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Modbus device parameters

The Modbus Device Parameters dialog lets the user specify custom device parameters. It can be shown by selecting the
device type as 'Custom’ in the basic properties page for a Modbus device, then clicking on the Parameters button.

The meaning of the numbers in the device parameters dialog, shown below, is the maximum amount of data that can be
transferred in one message. Setting the value equal to zero forces the server to use single read/write messages only.

Device parameters

The numoerz below are magirum zmountz of data
that can be transferred in one message. S pecifiing
O [zena] insucts the server 10 use single
readwrirs only

Raad
Cols: E!
Inpuits: : D_i
Haolding registess: '—E|
Input registers: :—D!
il
Cols: —D|
Holding registess: [ D_|

Ok, I[ Cancel ]

Modbus Device Parameters Dialog

Item Description

READ Coils Enter the maximum number of coil bits sent in one message.
Input Enter the maximum number of input bits sent in one message.
Holding registers Enter the maximum number of holding registers sent in one message.
Input registers Enter the maximum number of input registers sent in one message.

WRITE Coils Enter the maximum number of coil bits sent in one message for write operations.
Holding registers Enter the maximum number of holding registers sent in one message for write operations.
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Modbus device data order

Modbus devices do not all store data in the same order. This is most noticeable when a data type occupies more than one 16-
bit word, for example DINT and UDINT which are 32-bit values. The Modbus standard does not specify whether the words
should be stored in little-endian order (used by Intel processors), or big-endian order (used by Motorola processors). So for

example the UDINT value 12345678h could be stored in two adjacent words in any of the following ways, depending on the
device:

Word order Byte order Word 1 Word 2
Least significant word first Normal 5678h 1234h
Least significant word first Swapped 7856h 3412h
Most significant word first Normal 1234h 5678h
Most significant word first Swapped 3412h 7856h

To allow connection to a wide range of Modbus devices, MELSOFT MX OPC Server DA Configuration Tool allows the byte
and word order of data read from a Modbus device to be changed. This setting is at the Modbus device level, and will be
applied to all tags on the device:

e o,
Dievice ;—;-E;: —
Tupe: Huartum v_l
Palameters:
[ ata order !Dufault . V-i
String onder: | High first _\_f|
[ Save ][ Save b New ] [ Carcel ]

Modbus device data order setting
If you are unable to determine the data order used by your Modbus device, but have a way to write values to the device (e.g.
through the device's own programming software), you can calculate the data order either by trial and error (starting with
'Default’ and 'Swap words' which are the most common settings), or by:

Operating procedure

1. Writing a fixed value to the device using its native programming/diagnostic software (or by any other means that allows a
value to be written in the device's native order).

2. Defining a tag of the appropriate type in MELSOFT MX OPC Server DA Configuration Tool to read the registers at that
location.

3. Looking up the value in the table(s) below to find the right setting.

Before this step, make sure that the data order is set to 'Default'.

For devices that support 32-bit data types, write the value 66051 (10203h) to a DWORD register and define a DINT / UDINT
tag in MELSOFT MX OPC Server DA Configuration Tool to read the value. The result should be one of the following:

Value Swap setting to use
66051 Default

16777986 Swap bytes

33751041 Swap words

50462976 Swap bytes & words

If the device does not support 32-bit values, an INT/UINT value can be used to test for byte swapping. Word swapping is not
relevant if no data larger than a word is read. For this test, write the value 258 (102h). The result should be one of:

Value Swap setting to use
258 Default
513 Swap bytes
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Transfer setup

Configuring Transfer Setups

HETransfer Setup Selection
The main dialog of the transfer setup provides access to the configured transfer setups. The user can

* Add new setups

* Remove existing setups

* Modify a setup

 Select a setup to be used

» Test the communication with a selected setup
The network architecture and settings are displayed with bitmaps representing the network nodes. The parameters

associated with a node are listed underneath the respective bitmap.

Hiil M Transfer Setup @
Select transfer sebup |Qn Sarial st configure... | | Comm. Test... |
_.—ﬂ. Serial
=]
=
FC¥F fcom CPU type f20agH;

Tine-aut [1000 ms Transmission speed [115200 bps
Conirel [T or RT3
Wutpl CRU pione
Sy i J
Name Description Choices / Setting range Default

Select transfer setup

Lists the names of existing transfer
setups and the functions 'New' and
'Rename/Remove’

1-32 characters

name of selected transfer setup

Configure

Edit the selected transfer setup

Comm. Test

Test the connection to the PLC

Pressing the OK button closes the dialog and uses the settings of the currently selected transfer setup to the device, for which

the transfer setup has been opened.
If the dialog is closed by pressing the 'Cancel' button, the transfer settings of the device remain unchanged.

Pointp

Please notice that devices using the same transfer setup name are not automatically updated.
You need to select each device separately, open the transfer setup dialog and reassign the settings to the

device.
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BENew Transfer Setup
For defining a new transfer setup, the user selects the entry '<New...>' from the selection list.

‘ Select transfar setup |<New...> _:_I Configure... | Cormm. Tesk.. | ‘

If the maximum number of transfer setups (default is max. 32 setups) has been reached, a message is displayed.

Mx Transfer Setup B X |

L] E The maximum numbsr of setup sririss has beenreached.

In this case the user must either delete a setup or modify an existing one.

If there is sufficient space for a new transfer setup, a dialog prompts the user to enter the name of the new transfer setup.

The user can select an existing transfer setup, from which the settings are copied, or select <Default>.

Hew Setup =

Hame
Transferietupd

Copy Settings from

Qn Seral =l

Qz6UDPV

n Seril
Name Description Choices / Setting range Default
Name Name of new transfer setup 1-32 characters TransferSetup<n>
Copy Settings from Uses the current settings of the - existing transfer setup names - selected setup
selected setup for the new setup <Default>

The name assigned to the transfer setup must meet the following restrictions
* Must be unique

* Must not be empty

» Must not exceed 32 characters in length

» Must not start or end with blanks (automatically removed)
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HRename / Remove Transfer Setup
The user can change the name of existing setups or remove them, if they are no longer used.

Select transfer setup

I{KEITEI'I'IE!J"REHD\‘E...} VI Configure... | Comm. Test... | ‘

When the entry '<Rename/Remove...> is selected, a dialog is displayed, which lists the existing transfer setups.

‘Rename/Remove Setups

ITransfer Setup

Remove |

Q25UDPV
Rename

Cancel

el

Pressing the 'Remove’ button deletes the currently selected setup. Pressing the 'Rename' button or doubleclicking a setup

name in the list opens an editor for the name within the list.

Rename/Remove Setups ==
Transfer Setup Rermove |
QREUDPY| 1
Qn Serial | Rename

Cancel

el

A setup name is rejected, if it does not meet the requirements for setup names.

HEditing an Existing Transfer Setup

Pressing the 'Configure' button opens the transfer setup wizard for the selected transfer setup.
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HReplace Transfer Setup Dialog

When the transfer setup dialog is opened, it imports the transfer setup of the currently selected device into the local transfer
setup database. This database is kept in the Windows™ registry.

If the registry already contains a setup with the same name as the one of the selected device, the settings in the registry are
compared with the settings used by the device. In case the settings differ, the user is asked, whether the local settings should
be overwritten with the settings from the device.

MX Transfer Setup . x |

\z) Should local transfer cattings be overwitten with the cetkings from the project?

Selecting "Yes' causes the transfer settings from the device to overwrite the settings currently kept in the registry under the
given transfer setup name. Otherwise the settings of the transfer setup in the registry remain unchanged.

If no setup with the name exists, a new setup is added to the database. In case there is insufficient space for a new setup, the
following message is displayed.

]

“? | There isno fre= buffer to impork the transfer setup,
\'(J Do you want bo sslect an entry to be overwritten ?

If the user selects 'Yes', a list of existing setups is displayed. The user can select a setup in the list, which is overwritten with
the new settings.

"Seiect & setup to be replaced

|Tra; sfer Setup

Qn Serial
Qn Ethernet

Cancel

EConnection Test
The 'Comm. Test' button uses the settings of the selected transfer setup to connect to the PLC. If the connection can be
established, a success message is displayed.

x

'ﬂ" Connected to FLC

= Typeofconnected CPU & Q17305

=]

If the connection to the PLC fails, the Easysocket error code is displayed, together with an explanatory message.

d
() Failzd ko connect to PLEC demor cods Ox1008201 %
ey

Cannok communicate with the PLC,

Execite again after checking the conneckions wikh the PLC,

Flease check power module, CPU module, 110 module, Inteligen: moduls,
Metwork madule, base, cable,

Fleaze checkthe manual and other documentation.
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Transfer Setup Wizard

The transfer setup is used for the configuration of communication links from the PC to a PLC system.

The settings for a communication link between PC and PLC are entered in a set of dialogs. These are organized as a series

of sequential pages. Moving between adjoining pages is done via the 'Back’' and 'Next' buttons.

Co;ggﬁgéeu Relayed stafion
IBM-PCIAT s
compatible i
0
MX :_l:
Componant 11 NERE]
I U]
T —h ) =
1= Il
Connected network Relayed natwork
Screen Name Description
Wizard 1) Set the connected network between the IBM-PC/AT compatible and connected station (PLC CPU and module).
Wizard 2) Set the connected station (PLC CPU and module).
Wizard 3) Set the relayed network between the connected station (PLC CPU and module) and relayed station (PLC CPU and module).
Wizard 4) Set the relayed station PLC CPU.
Wizard 5) Add a comment.

Start the communication setting wizard.

=

A Transfer Setup Wizerd - PC side
Fiease seiecithe FC sde IF
rementf [T -
Comnectport | GO =] i
Time ol [ 1008 g
Cancel_| | Hartr |

The items shown in the 'Communication setting' box depend on the selected PC side interface.

Choose the 'PC side I/F' to communicate with. The available interface types are listed below:

'PC side I/F' Selection

Communication Type

usB USB communication
USB (via GOT) USB communication via GOT
Serial Computer link communication, CPU COM communication, CC-Link G4

communication

Serial (via GOT)

Serial communication via GOT

Ethernet board

Ethernet communication

Ethernet board (via GOT)

Ethernet communication via GOT

Modem

Modem communication

CC-Link IE Control board

CC-Link IE communication

MELSECNET/H board

MELSECNET/H communication

MELSECNET/10 board

MELSECNET/10 communication

CC IE Field board

CC-Link IE Field communication

CC-Link board

CC-Link communication

Q Series Bus

Q Series bus communication

GX Simulator3

GX Simulator3 communication

GX Simulator2

GX Simulator2 communication

GX Simulator

GX Simulator communication

MT Simulator2

MT Simulator2 communication

CPU board

CPU board communication

After setting the parameters continue by pressing the 'Next' button.
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M Transfer Setup Wizsrd - PLC side |

Fiease stiaciine ALL siselF

Pcader | EIGETCNE v |

CFU P CRIH] -
Trensmeson meed | 115200 ] vos

Costral DTRar RTE Cosiral hal

Coerl | Bk | e |
The contents of the 'PLC side I/F' page depend on the selected PC side interface.
Set all available parameters and click the Next button.

M Transher Setup Wizerd - Netwroek Tl
Pioane selci the Hetwork

- T —

Hstweert VELEECNET/101H) =

—Metwnrk

Weder VELSILCHETIT i

cool | | ot~ |

The contents of the 'Network' page depend on the selections in the previous pages.

Set all available parameters and click the Next button.
Note: when 'Modem' has been selected as 'PC side I/F', the line setting screen appears next. For details of the line setting

screen refer to 'Modem Line Settings'.

I Transfer Setup Wizard - Cer = abion oizml|
Fiease seieatthe Dher stabon
Gther stetion setting
CRU series la =
oA e T - |
Matwor Ho T
Stalio o 1
Ut oY N
coeal | | s |

The contents of the 'Other station' page depend on the selections in the previous pages.
Set all available setting items and click the Next button.

M Transfer Setup Wizsrd - Finished =

Tha Comrunicaton wizard has Thished coliacing
nformation.

Press Finish' to atore: the: modified setings and b close
ihe wizard

Commemn
I

Paszword

Cancel | <buek | Finsh |

You can enter an optional comment of up to 32 characters for the connection.
Pressing the Finish button stores the current settings and closes the wizard.

Pointp

The enclosed sample programs should serve as examples when writing the user program.
They must be modified to match the specific application requirements.
The use of code taken from the sample programs is done at the customer's own risk.
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HPC Universal Serial Bus (USB) Interface

Configure a connection from an USB port of the PC to a PLC.

* PC side USB parameters

Parameter

Values

Description

Time out

1-2147483647

Communication timeout in milliseconds

Canecal |

Pleage select the PC gide UF

resderr [T |
Communicetion satting
Tme out I 1000 | ms
=Bacl | Naoct = |

For a description of the editable parameters on the page see PC side USB parameters.
The connected interface on the PLC side is a CPU module.

HPC Universal Serial Bus (USB) Interface via GOT
Configure a connection from an USB port of the PC to a GOT and from there to a PLC.

* PC side USB parameters

Parameter

Values

Description

Time out

1-2147483647

Communication timeout in milliseconds

Cancsal |

Flease select the PC side UF

PC =ide IF

Tmeout

Coemmunicetion satting

1000 ms

= Back |

Neaxt = |

For a description of the editable parameters on the page see PC side USB parameters.
Pressing the <Next> button opens a page for selecting the PLC side interface of the GOT.
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BPC RS232 Serial Interface
Configure a serial connection to a PLC.

Parameter Values Description

All Ports — If cleared, only one of the serial interfaces actually installed in the PC can be selected.
If checked, any COM port can be selected. This may be useful when defining a
configuration for a different PC.

Connect port 'All Ports' cleared COM1 - COMn Selects the serial interface in the PC from a list of serial interfaces found on the PC

'All Ports' checked COM1 - COM256 Selects the serial interface in the PC from a list of possible serial interfaces

Time out 1-2147483647 Communication timeout in milliseconds

Please select he PC side UF

poscer: [ -

Communicetion satting

Connect port  |CON »| [ AlForts

Tme out I 000 me

Cancal | = Back | Naoct = |

For a description of the editable parameters on the page see PC side serial parameters.
The connected interface on the PLC side can be

* A CPU module (either RS422 or USB interface)

* A C24 module

+ A G4 module

* An FX extended port
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BPC RS232 Serial Interface via GOT
Configure a serial connection to a GOT and from there to a PLC.

* PC side serial parameters

Parameter Values Description

All Ports — If cleared, only one of the serial interfaces actually installed in the PC can be selected.
If checked, any COM port can be selected. This may be useful when defining a
configuration for a different PC.

Connect port 'All Ports' cleared COM1 - COMn Selects the serial interface in the PC from a list of serial interfaces found on the PC

'All Ports' checked

COM1 - COM256

Selects the serial interface in the PC from a list of possible serial interfaces

Transmission speed

9600, 19200, 38400,
57600, 115200

Baud rate of the serial connection

Time out

1-2147483647

Communication timeout in milliseconds

Cancal

M3 Transfer Setup Wizerd - PC side.

PC =ide IF
Communicetion satting

Connect port

Tmeout

Please select he PC side UF

Seraliviz GOT) b

Comt +| " AlPorts

Transmission speed 15200 - | bps

I 1000 ms

==

| = Back |

—

For a description of the editable parameters on the page see PC side serial parameters.

Pressing the <Next> button opens a page selecting the PLC side interface of the GOT.
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BPC Ethernet Board
Configure the PC side Ethernet interface

» PC side Ethernet parameters

Parameter Values Description
Connect module AJ71E71, AJ7T1QE71, QJ71E71, RU7T1ENT71, Type of PLC Ethernet module
LJ71E71, GOT, FXENET(- ADP), FX3U-
ENETADP, CPU module, CC IE Field Ethernet
adapter
Protocol UDP, TCP Connection-less (UDP) or connection-oriented (TCP) protocol
Not for FX3U-ENET modules
Precautions for use of TCP protocol
* Provide an interval longer than the sequence scan time of the Ethernet module
loaded station from when the Open method is executed until the Close method is
executed.
* Provide an interval of at least 500ms from when the Close method is executed until
the Open method is executed again.
Packet type ASCII, Binary Selects ASCII or binary packet type for communication
Only for AJ7T1E71 and AJ71QE71 modules
Network No 1-239 Network number of the E71 Ethernet module, the PC is connected to. The E71
Network number is configured in the 'Network Parameters' of the PLC settings.
Only for AJ71QE71(UDP), QJ71E71, LJ71E71 and RJ71EN71 modules
Station No. 1-64 Station number of the PC side interface. This number can be freely chosen, but must
be unique within the network specified by the network number.
Only for AJ71QE71(UDP), QJ71E71, LJ71E71 and RJ71EN71 modules
Port No. 0 - 65535 Free UDP port number on the PC side for data sent by the PLC. Port numbers below
1025 should not be used.
Only for UDP protocol and for GOT module
Time out 1-2147483647 Communication timeout in milliseconds
Point}° : — —
When connecting from several MELSOFT applications to the same E71 module, make the following settings:
« Set the protocol of the communication setting wizard screen to 'UDP".
» Set "SW2" of the communications setting switches of the E71 module to OFF (binary).
The following restrictions apply to simultaneous connections from multiple PCs to the same E71 module using
the TCP/IP protocol:
* For Q series-compatible E71 modules (except QJ71E71-100) the first five digits of the serial number must
be '02122' or later and the function version must at least be 'B'
» Select 'MELSOFT connection' in the Ethernet parameter 'open system' (via the network parameters in GID/
GD)
Point > .
Connecting to the PLC CPU through Ethernet depends on the correct PLC CPU status:
» TCP selected: the target PLC CPU must be in RUN mode
» UDP selected: the target PLC CPU must have been in RUN mode once
Point}3

When a QnA-, AnU-, Q- (A mode) or motion controller CPU (via E71) are accessed, the device range is

equivalent to that of an AnA CPU.
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* AJT1ET1

Please select the PC side UF

PC =ide IF | Ethernet boand j
Communicetion satting
Connect module A JTIETT -
Protocol TCP -

Packet type IElinar&.r 'l

Cancal | = Bacl I Kext > |

For a description of the editable parameters on the page see PC side Ethernet parameters.
Pressing the <Next> button opens a page for entering the address of the PLC Ethernet module.

+ AJT1QE71

Please sclect the PC side UF

PC side UF | Ethernet board j

— Communicstion eetting

Comectmocue | R~

Protocol uppP 7T

Packei type IBinary "l

Port Mo | 5001
Tme out | 1000 ma

Cancsl | = Bach | Neaxt~ |

For a description of the editable parameters on the page see PC side Ethernet parameters.
Pressing the <Next> button opens a page for entering the address of the PLC Ethernet module.

* QJ71ET1

Please select the PC side IF

PC side UF |Elnernet board j
Communicetion satting
Comect module  [U71E71 -l
Protacol uoP o
TR

Network No I 1

Station No I 2

Port No I 5001

Tme out I 1000 ms

Cancal | = Bach | Haut |

For a description of the editable parameters on the page see PC side Ethernet parameters.
Pressing the <Next> button opens a page for entering the address of the PLC Ethernet module.
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* RJ71EN71

Piease select the PC side IF

PC side UF |Ethernet board =]

r Communication setiing

Connectmoduk  [RITIENT -

—
—
-3

Protocol

Hetwork No

Statien Ne

Port No I 5001
Time out I 1000 m=

Cancel | = Bech I Next = I

For a description of the editable parameters on the page see PC side Ethernet parameters.
Pressing the <Next> button opens a page for entering the address of the PLC Ethernet module.
Note: the option 'Port No' is only visible, if UDP as transport protocol is selected.

« LJ71ET71

Flease select he PC gide UF

PC side UF |Emernet boara |
Communication satting
Comect module  [LIT1E71 =]
Protocol uopP i

uoe

Network Mo I 1
Station No I 2
Port No I 5001
Tme out I 1000 ms

Caneal I = Back | Mot = |

For a description of the editable parameters on the page see PC side Ethernet parameters.
Pressing the <Next> button opens a page for entering the address of the PLC Ethernet module.
Note: the option 'Port No' is only visible, if UDP as transport protocol is selected.

+ GOT

Pleage select the PC gide UF

PC side IF | Ethernet board ;‘
Communicetion satting
Comest e -
Fort No | 5011
Time out | 1000 ms

Canecal | = Back | Naot = |

For a description of the editable parameters on the page see PC side Ethernet parameters.
Pressing the <Next> button opens a page for entering the address of the GOT Ethernet module.
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* FX Ethernet Module

Please select the PC side IF

PC =ide UF Ethernet board j

Communicetion satting

Connect medule

Cancal | = Bach | Naxt > |

For a description of the editable parameters on the page see PC side Ethernet parameters.
Pressing the <Next> button opens a page for entering the address of the PLC Ethernet module.
* FX3U Ethernet Module

Flease select the PC side UF

PC side UF Ethernet boand j

Communicetion aatting

Connect medule

Time out I 1000 ms

Cancal | = Back | Nt = |

For a description of the editable parameters on the page see PC side Ethernet parameters.
Pressing the <Next> button opens a page for entering the address of the PLC Ethernet module.
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* CPU Module

'CPU module' is selected when connecting to a Qn-, Ln-, Rn-, RnSF-, FX3-, FX5- or Q and Rn Motion series CPU with an
Ethernet interface.

Note: FX3-series CPUs with Ethernet interface support either TCP protocol or direct UDP protocol connections. UDP protocol
connections in a network will be automatically changed to TCP protocol connections.

Please select ihe PL side UF

PC side IF | Emernet boars |
Communicetion satting
Connect medule ICFU module ;i
Prowmcol uoP -
uop

Cancal | =~ Back | Mzt = |

Pressing the <Next> button opens a page to search for the PLC CPU or to manually enter its IP address.
» CC IE Field Ethernet Adapter

Flease select the PC gide UF

PC side UF |Emnernet boara |
Communicetion satting
Connect medule |cc E Fisld Ethernst adapter =]
Protacal IUDP - I
upe

Tme out I 1000 ms

Cancal | = Back | Neaoct = |

Pressing the <Next> button opens a page for entering the address of the CC-Link IE Field Ethernet adapter.
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HPC Ethernet Board via GOT
Configure an Ethernet connection to a GOT and from there to a PLC.
» PC side Ethernet parameters

Parameter Values Description
Time out 1-2147483647 Communication timeout in milliseconds
WX Transfer Setup Wizard - PC side ===

Please select he PC gide IF

PC side UF |Ell‘|ernet board ij

Communicetion satting

Connect medule GOT -

Port Mo l 5011
Time out I 1000 ms

Cancal | = Back ' Kaoxt = |

For a description of the editable parameters on the page see PC side Ethernet parameters.
Pressing the <Next> button opens a page selecting the PLC side interface of the GOT.

HPC Modem

Configure a dial-up connection via modem.

Point/®

It is recommended to configure and test the connection in GX Works3 or GX Works2 before using this wizard.

* PC side modem parameters

Parameter Values Description
All Ports — If cleared, only one of the serial interfaces actually installed in the PC can be
selected

If checked, any COM port can be selected. This may be useful when defining
a configuration to a different PC

Connect port 'All Ports' flag cleared Selects the serial interface in the PC from a list of serial interfaces found on
the PC
'All Ports' flag checked Selects the serial interface in the PC from a list of all possible serial interfaces
Connect module Q6TEL(QnA), FXCPU, AJ71QC24N, | Type of remote PLC module
QJ71C24, QJ71CMO, LJ71C24
Time out 1-2147483647 Communication timeout in milliseconds
Point/®

Simultaneous modem communication by several MELSOFT applications is not supported.
Communication errors, a disconnection of the telephone line or similar problems may occur.
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WX Transfer Setup Wizard - PC side ==

Please select he PC gide IF

Pescesr [N - |

T Communicetion satting

Connect port COu1 »| [ a0 Ports

Cannect medule QETEL(QnA) o ;
Tme out 1 |

Cancal I ~Back ' Naxt = |

For a description of the editable parameters on the page see PC side modem parameters.

Pressing the <Next> button opens a page for configuring the modem connection (e.g. telephone number etc.).

* Modem Line Settings

Enter the parameters for the modem connection to a remote PLC including the phone number and any AT commands to
configure the local modem.

Pointp

* Do not use a call-waiting phone line.

On a call-waiting phone line, data corruption, telephone line disconnection or similar may occur due to
interrupt reading sounds.

* Do not connect the line to master/slave phones.

If the slave phone picks up while the telephone line is connecting to the master/slave phones, the telephone
line may be disconnected.

» Use an analog 2 wire type telephone line.

When using a digital line, use a terminal adaptor.

When the telephone line is of 4 wire type, the line may not be connected depending on the wiring type of the
modular jack.

For the 4 wire type conduct connection tests in advance to check for connection.

Point}S

* Modem for radio communication using a cellular phone

Although the modem name is different depending on the maker, the modem is generically referred to as the
cellular phone communication unit in this manual. Select the model of the cellular phone communication unit
according to the cellular phone used.

For details, contact the company of your cellular phone.

« Cellular phone without auto answer function

For a cellular phone without auto answer function, use a cellular phone communication unit that has the ANS/
ORGI/TEL select switch. If the cellular phone communication unit does not have the ANS/ORG/TEL

select switch, it is impossible to connect the line. The line connection procedure is different depending on the
cellular phone company and cellular phone model.

For details, contact the maker of your cellular phone
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» Connect line dialog
Set the line connection system, telephone line, AT command, etc.

M Transfer Setup Wizard - Connect Line Es|

Connect way |Auto lin connect =

Callback numbsr l

Line typa TOKE 'i Outzide line number

r—Lin |

Bulse |
————{PULSE
—Caonnection
Call number 150N Browse. . |

Hame |

AT command

# Modem siandard Hep of AT command...

AT command satting | Brovves

TEle |

Details setiing |

Cancsal | = Back i Meit = |

Pointp

The 'Next' button is disabled, if no number has been entered in the 'Call number field.

Item Description
Connect way Fixed to 'Auto line connect'
Callback number Not available
Line Line type Set the line type (Default: Tone)
Outside line number Set the outside line access number. The number must not exceed a length of 10 characters and can consist

of0,1,2,3,4,56,7,8,9,-,#

Connection target Call number Enter the telephone number of the connection target.

When the connection target has been selected on the phone book screen, the telephone number of the
connection target appears.

The phone number must not exceed a length of 50 characters and can consistof 0, 1, 2, 3,4, 5,6, 7,8, 9, -,

#
Name An optional name, which has been assigned to the phone number in the phone book
Browse Displays the phone book screen. For details see 'Call book dialog’
AT command Modem standard When selected the standard AT commands are used
AT command setting AT command sequence to initialize the local modem

The command must not exceed a length of 70 ASCII characters

Title The optional title of the AT command selected in the AT command registration screen
Browse Displays the AT command registration screen. For details see 'AT command registration dialog'
Help of AT command Displays the AT command help
Details setting Displays the 'Details setting dialog'
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+ Call book dialog

e

=l Remote PLCs

TargetPLC

Diaplay curser position

Close
Cancel

New call number...
Hews group...

Edit ..

Copy...

Wove group...
Delete
Find...

Call number [122458 Salect
Outside Ine number ’7
Comment Read file... [
| virie fie.. |
Item Description
Close Store the edited data and close the phone book dialog
Cancel Discard the edited data and close the phone book dialog

New call number

Open the 'Call number setting dialog' to enter a new phone number

New group Create a new group; opens the 'Group setting' dialog for entering the group name

Edit If a group is selected, the 'Group setting' dialog is opened. Otherwise it opens the 'Call number setting dialog' to edit a phone
number

Copy Copies the selected phone number to a different group (see 'Select phone group name')

Move group Moves the selected phone number to a different group (see 'Select phone group name')

Delete Deletes the selected phone number or group. Only empty groups can be deleted. If a group is not empty, the phone numbers
must be deleted first.

Find Used to search phone numbers and associated names (see 'Find a phone number')

Select Closes the dialog and copies the selected phone number to the line dialog

Read file Reads phone numbers from a file selected by the user

Write file Stores the contents of the phone book in a file selected by the user
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+ Call number setting dialog

Set the telephone number to be registered to the phone book.

For only Ine connection

Password l_

Apassword input is necessary when the pazsword is unset or when connacting 1o a line.
Comment

OK | Cancel |

Group name The group name of the registration destination.
Destination name Name associated with the phone number
Call number Enter the telephone number of the connection target.

The phone number must not exceed a length of 50 characters and can consistof 0, 1,2, 3,4,5,6,7,8,9, -, , #

Outside line number Set the outside line access number.
The number must not exceed a length of 10 characters and can consist of 0, 1, 2, 3,4,5,6,7,8,9, -, , #

For only line connection If a password has been set in AGTEL, Q6TEL or Q series C24 for remote access, the password must be entered here in
order to access the target PLC

Comment An optional comment describing the phone number

+ Edit phone group name

Enter the name for a group of telephone numbers.
+ Select phone group name

Select the name of the group, where the selected phone number is copied to.
* Find a phone number

E::e destination || R Firie mewt

Find cal numbor | = Cancel

— Find direction
(¥ Fromtop to down

" From cursor to down

™ From cursorto up

Search the phone book for a given name or number.
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« AT command registration dialog

Set the AT commands used on the line setting screen.

Digplay cursor position
AT command

}arr\msw

Close Store the edited data and close the AT command registration dialog

Cancel Discard the edited data and close the AT command registration dialog

New AT command Define a new AT command. For details see 'AT command edit dialog'

Edit Edit an existing AT command. For details see 'AT command edit dialog'

Copy Copy the selected command to a different group (see 'Select AT command group name')

Move group Move the selected command to a different group (see 'Select AT command group name')

Delete Delete the selected AT command

Select Used to display the AT command selected in the AT command display list on the line setting screen.
Read file Reads AT commands from a file selected by the user

Write file Stores the AT commands in a file selected by the user

* AT command edit dialog
Register a new AT command and edit the AT command.

Group name
|Modem at NELSDFT applicafion side
Tille
| it modem
AT command
| ATVSE=1
Cancsl | Help of AT command. .. |
Group name Displays the name of the group to which the AT command is assigned
Title A name for the AT command (max 60 ASCII characters)
AT command Enter the AT command for modem initialization (max. 70 ASCII characters)
Help of AT command Displays the AT command help
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+ Select AT command group name
‘.Gronpsening
Group rame -

oK | Cancel |

Select the name of the group, where the selected AT command is copied to.

* Details setting dialog
Set details for telephone line connection.

Delails setting ===
Line connaction CD eignal wait time ! 30 e
Line connection modem report wait fima I 5 s
Line disconnection CO signal wait time i 5 s
Ling disconnection detay time l 3 corde
Data transmision delay time 1 o il
AT command rasponss wat times [1 i s
Password cancellation response wait time !'5 it
AT command/password cancelation retry tmes. I 3 ot
Line calback cancel wat tme ! 30 i)
Call back defay time i 20 L
Call back reception waiting tims-out 120 e
CAMCEL i
Item Description
Line connection CD signal wait time Set the maximum time to wait for the carrier-detect signal to be set (Default: 90)
Increase the time, if the CD signal does not turn ON within the set time depending on the line-connected
region (example: overseas).
Setting range: 1 to 999
Line connection modem report waiting time Set the line connection modem report wait time. (Default: 5)
Increase the set time if the response speed of the modem is low.
Setting range: 1 to 999
Line disconnection CD signal wait time Set the maximum time to wait for the carrier-detect signal to be dropped (Default: 5)
Increase the set time if the CD signal does not turn OFF within the preset time depending on the line-
connected region (example: overseas).
Setting range: 1 to 999
Line disconnection delay time Set the line disconnection delay time. (Default: 3)
Increase the set time if the response speed of the modem is low.
Setting range: 1 to 999
Data transmission delay time Set the data transmission delay time. (Default: 0)
Increase the set time if the response speed of the modem is low.
Setting range: 1 to 999
AT command response wait time Set the AT command response wait time. (Default: 1)
Increase the set time if the response speed of the modem is low.
Setting range: 1 to 999
Password cancellation response wait time Set the password cancellation response wait time. (Default: 5)
Increase the set time if the quality of the line with the other end is low.
Setting range: 1 to 999
AT command/password cancellation retry times | Set the AT command/password cancellation retry count. (Default: 3)
Increase the set count if the AT command cannot be sent or the password cannot be canceled.
Setting range: 1 to 999
Line callback cancel wait time Set the Line callback cancel wait time. (Default: 90)
Increase the set time if the line at the other end (Q series corresponding C24 side) is not disconnected
within the set time depending on the line-connected region (example: overseas).
Setting range: 1 to 180
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Item Description

Call back delay time Set the callback delay time. (Default: 20)

Increase the set time if the device for relaying connection to the line (example: modem, etc.)
requires the set time for reconnection after line disconnection.

Setting range: 1 to 999

Call back reception waiting time-out Set the callback reception waiting time-out. (Default: 120)
Increase the set time if a time-out occurs in a callback receive waiting status.
Setting range: 1 to 3600

BPC CC-Link IE Control Board

A connection between PC and PLC via CC-Link IE requires the CC-Link IE interface board and the corresponding driver to be
installed in the PC.

» PC side CC-Link IE Control parameters

Parameter Values Description
Board No. 1st, 2nd, 3rd, 4th module Selects the interface board in the PC
WX Transfer Setup Wizard - PC side ===

Pleage select the PC side LF

PC =side UF |CC E Control board 71

Communicetion satting

Board No I15t modulz 'I

1=t modulz
Znd moduie

3rd moduk
4th module

Cancal | = Back i Next = |

I-:or a description of the editable parameters on the page see PC side CC-Link IE parameters.
The PLC station, to which a connection is established, can be either

* The host station

+ A different station in an attached network

« A different station in a separate network
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BPC MELSECNET/H Board

A connection between PC and PLC via MELSECNET/H requires the MELSECNET/H interface board and the corresponding
driver to be installed in the PC.

* PC side MELSECNET/H parameters

Parameter Values Description
Board No. 1st, 2nd, 3rd, 4th module Selects the interface board in the PC
WX Transfer Setup Wizard - PC sids =

Please select the P side IF

PC side IF | MELSECHET/H board =]

Communicetion satting

Board No I151 modul 'I

15t moduls
Znd moduie
3rd modulz
4th module

Cancal | = Bach i Next = |

For a description of the editable parameters on the page see PC side MELSECNET/H parameters.
The PLC station, to which a connection is established, can be either

* The host station

+ Adifferent station in an attached network

+ A different station in a separate network

HPC MELSECNET/10 Board

A connection between PC and PLC via MELSECNET/10 requires the MELSECNET/10 interface board and the corresponding
driver to be installed in the PC.

» PC side MELSECNET/10 parameters

Parameter Values Description
Board No. 1st, 2nd, 3rd, 4th module Selects the interface board in the PC
MX Transfer Setup Wizard - PC side ==

Please select the PG sids LF

PC =ide IF ||'-'|EL5ECHETI1U poard ’:'i

Communicetion satting

Board Mo i15t module 'I

15t moduls
Znd moduie
3rd moduke
4th module

Cancsal | = Back i Neaxt = |

For a description of the editable parameters on the page see PC side MELSECNET/10 parameters.
The PLC station, to which a connection is established, can be either
* The host station

» Adifferent station in an attached network
« A different station in a separate network
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BPC CC-Link IE Field Board

A connection between PC and PLC via CC-Link IE Field requires the CC-Link IE Field interface board and the corresponding
driver to be installed in the PC.

» PC side CC-Link IE Field parameters

Parameter Values Description
Board No. 1st, 2nd, 3rd, 4th module Selects the interface board in the PC
WX Transfer Setup Wizerd - PC side ===

Please select the PC side IF

PC side IF | cC E Fieid board ~|

Communicetion satting

Board No I15’f modul 'I

15t moduls
Znd module
3rd moduk
4th module

Cancal | = Back i Naxt = |

For a description of the editable parameters on the page see PC side CC-Link IE parameters.
The PLC station, to which a connection is established, can be either

* The host station

« A different station in an attached network

« A different station in a separate network
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HPC CC-Link Board
A connection between PC and PLC via CC-Link requires the CC-Link interface board and the corresponding driver to be

installed in the PC.

» PC side CC-Link parameters

Parameter Values Description
Board No. 1st, 2nd, 3rd, 4th module Selects the interface board in the PC
Point/®

The CC-Link master/local module used in CC-Link communication or CC-Link G4 communication (only when
the AJ65BT-G4 is used), must have software version 'N' or later.
Modules with software version 'M' or earlier will not operate properly.

WX Transfer Setup Wizard - PC side

Cancal |

Please select the P side IF

PC side UF |CD—L|nk board .:J

Communicetion satting

Board No I15t modul 'I

15t moduls
Znd moduie
3rd modulz
4th module

= Back i Next > |

For a description of the editable parameters on the page see PC side CC-Link parameters.
The PLC station, to which a connection is established, can be either

* The host station

» Adifferent station in an attached network
+ A different station in a separate network

HPC Q Series Bus

Configure a connection from the PC CPU module installed in a Q series rack to a PLC CPU within the same rack, using the
back panel bus. Alternatively the communication between PC CPU and PLC CPU module can use a MELSECNET/H or a CC-

Link interface.

WX Transfer Setup Wizard - PC side

Cancsal |

Please select the PC side LIF

roser (TR ~

Caution:

I accessing the PLC CPU through a MELSECHNETH unic
ihat is controlled by compuier CPU, pease select
[MELSECKET/H board] on the [PC side UF].

f accessing the PLC CPU through a CC-Link unit that is
controlled by computer CPU, please select [CC-Link
board] an the [PC side UF].

= Bacl i Neaxt = |

Pressing the <Next> button opens a page for selecting the connected CPU type.
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» Q Series Bus - Network

Parameter Values

Description

CPU type see list of supported CPU types

Type of PLC CPU module

Multiple CPU No. 1, No. 2, No. 3

Selects the CPU module in the PLC

Pleace gelect the Natwork

Connect CPU series jo |
CFU type

Multiple CPU X |

Cancal | =< Back | Haut = |

Pressing the <Next> button opens a page for entering a comment for the connection.
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HPC GX Simulator

Define a connection to an instance of GX Simulator running on the same computer.
* PC side GX Simulator parameters

Parameter Values Description

Station type 'Host station' or 'Other station’ Direct connection or MELSECNET network

CPU series Q, QnA, A, FX Series of the CPU type selected in GX Simulator
(FXis only available for station type 'Host station')

CPU type see list of supported CPU types Type of CPU selected in GX Simulator
Not selectable for 'Other station' as 'Station type'

Network No 1-239 Network number of the E71 Ethernet module, the PC is connected to. The E71
Network number is configured in the 'Network Parameters' of the PLC settings.
Only for 'Other station' as 'Station type'

Station No. 1-64 Station number of the PC side interface. This number can be freely chosen, but must
be unique within the network specified by the network number.
Only for 'Other station' as 'Station type'

Time out 1-2147483647 Communication timeout in milliseconds

Pointp

Before configuring the connection please make sure that GX Simulator and GX Developer are operating.
In addition, do not terminate GX Simulator and GX Developer while the user program is running.
If you do so, you will not be able to terminate the user program normally.

X Transfer Setup Wizerd - PC side =
Please select e PC gide IF
PC side IF | Gx Simuator =]
Communicetion Sattion
Siaton type Host station et
CPU Serizs IG vI
CPLU type IQI:Q(H} 'I
Tme out I 1000 ms
Cancal = Back Naxt =
MIX Transfer Setup Wizerd - PC side ]

Please select he PC side IF

PCsdelF |G Sinuater =]
Communicetion Settion
siaton type -
CPU Series |0 vl
CPLU type Q25H ki
Matwork No I 1
Station No I 1
Tme out I 1000 ms
Cancal | = Bac | Kaxt > |

For a description of the editable parameters on the page see PC side GX Simulator parameters.
Pressing the <Next> button opens a page for entering a comment for the connection.
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HPC GX Simulator2
Define a connection to an instance of GX Simulator2 running on the same computer.
» PC side GX Simulator2 parameters

Parameter Values Description

Target simulator * None Simulator instance to connect to (for FX series projects at present only one simulation can be
* Simulator A executed at a time)
« Simulator B If the simulation is currently running, pressing the 'Browse' button opens the 'Find GX Simulator2
 Simulator C Runtime' dialog to view additional information of the available targets, e.g. the GX Works2 project
+ Simulator D name

CPU series Q, L, FX Series of the CPU type selected in GX Simulator2

Pointp

Before configuring the connection please make sure that GX Simulator2 is operating.
In addition, do not terminate GX Simulator2 while the user program is running. If you do so, you will not be
able to terminate the user program normally.

M Transfer Setup Wizerd - PC side ==

Please select he PC side UF

PC side UF |GX Simuatorz _:J

Communicetion satting

Target Simulator anne vl Browse... |
CPU Saries |au: PU(Q mode) vI

QCPUC mode)

LCPU
FXCRU

Cancal | = Back I Kext = |

For a description of the editable parameters on the page see PC side GX Simulator2 parameters.
Pressing the <Next> button opens a page for entering a comment for the connection.

* 'Find GX Simulator2 Runtime' Dialog

This dialog shows the list of locally active GX Simulator2 runtimes.

Find GX Simulator? Runtime =

! = 2 Cancel I
B gqldude_rulti_cpu.g.. Un QO4UDEH

Update I

Listz the current gimulatons on the beal computer

For each runtime the following items are displayed:

Column Description

Target Marks the instance of the runtime, if multiple runtimes are active
Project Name File name of the GX Works2 project

CPU Series Family of the CPU type set in the GX Works2 project

CPU Type CPU type set in the GX Works2 project

Workspace The GX Works2 workspace of the project, if it is part of a workspace

The table contents are not automatically refreshed, when a runtime is started or stopped. To update the list of runtimes press
the <Update> button.
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Pressing <OK> sets the 'Target Simulator' selection in the transfer setup wizard to the simulation, which has been selected in
the table.

BPC GX Simulator3
Define a connection to an instance of GX Simulator3 running on the same computer.
» PC side GX Simulator3 parameters

Parameter Values Description
CPU series R, R Safety Series of the CPU type selected in GX Simulator3
CPU type see list of supported CPU types Type of CPU selected in GX Simulator
Port Number 5511 - 5594 TCP port number of the GX Simulator3 instance to connect to.
Timeout 1-2147483647 Connection timeout in milliseconds.
Point/®

Before configuring the connection please make sure that GX Simulator3 is operating.
In addition, do not terminate GX Simulator3 while the user program is running. If you do so, you will not be
able to terminate the user program normally.

MX Transfer Setup Wizard - PC side =

Please select the PG side IF
PC side UF |G Simulator3 -

Communication setting

CPU series R =

CPU type |Ro4 =

Porthumber 5511

TimeOut 100 ms

‘ Cancel < Back Next >

For a description of the editable parameters on the page see PC side GX Simulator3 parameters.
Pressing the <Next> button opens a page for entering a comment for the connection.
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HEPC MT Simulator2
Define a connection to an instance of MT Simulator2 running on the same computer. MT Simulator2 simulates only motion

CPUs which are supported by MT Developer2. The simulator runtime can be controlled with MT Developer2.
* PC side MT Simulator2 parameters

Parameter Values Description

Target simulator « Simulator No. 2 Simulator instance to connect to
« Simulator No. 3
« Simulator No. 4

Point />
Before configuring the connection please make sure that MT Simulator2 is operating.
In addition, do not terminate MT Simulator2 while the user program is running. If you do so, you will not be
able to terminate the user program normally.
WX Transfer Setup Wizard - PC side =

Please select the PG sids LIF

PC side IF | T Simulator2 .1_1
Communicetion satting

Target Simulator ISimuhtnrND.Z 'I

Simuiater Ho.3
Simulator Ho.4

Cancal | = Back i Naxt = |

For a description of the editable parameters on the page see PC side MT Simulator2 parameters.
Pressing the <Next> button opens a page for entering a comment for the connection.

EPC CPU Board
A connection between PC and PLC using a CPU board requires the CPU board and the corresponding driver to be installed in

the PC.

WX Transfer Setup Wizerd - PC side ==
Please select the PC side IF
pe s b :
Cancal | = Back I Kaxt = |

The PLC station, to which a connection is established, can be either
» The host station
» Adifferent station in an attached network

3 Configuring the Address Space
3.3 Devices 87



88

HPLC CPU Interface

Enter the settings for the serial interface of a PLC CPU module.
* PLC side CPU interface parameters

Parameter Values Description
CPU series Q, QnA, A, FX, L, Q Motion, R, R Motion, R Series of the CPU type selected in serial PC side interface
Safety (R-series is not available for 'Serial' as PC side I/F)
CPU type see list of supported CPU types Type of PLC CPU module
Transmission speed 300 - 115200 Baudrate on the serial link (only available for 'Serial' as PC side I/F)
Control DTR only, RTS only, DTR and RTS, DTR or RTS | Handshake signals (only available for 'Serial' as PC side I/F)
Pointp
Note for Q00J/Q00/Q01 CPUs:
If the baudrate set in the PC differs from the baudrate in the CPU module, the actual baudrate is fixed at 9600
bps. To increase the communication speed, match the personal computer side transmission speed with the
QO00J/Q00/Q01CPU side transmission speed.
Point}3

Supported transmission speeds:

As the transmission speed of the QCPU(Q mode) and QCPU(A mode), you can set 9600bps, 19200bps,
38400bps, 57600bps or 115200bps.

For the QnACPU of version 9707B or later, you can set the transmission speed of 9600bps, 19200bps or
38400bps.

For the QnACPU of other versions, you can set 9600bps or 19200bps.

The transmission speeds of the ACPU (except A2USHCPU-S1), FXCPU and motion controller CPU are fixed
to 9600bps. (The A2USHCPU-S1 may be set to 19200bps.)

» PLC CPU Standard Serial Interface (RS 422)

MX Transfer Setup Wizard - PLC side ==

Cancal ] <Back ]

Please select the PLC side IF

PLCsiceVF  |CPU module -
Communicetion satting
CPU series a v!
CPU bype QDZ[H} "i
Tranzmizzien spced | 115200 ‘1 bz
Conéral |DTR or ATE Conirol -

For a description of the editable parameters on the page see PLC side CPU interface parameters.
Pressing the <Next> button opens a page for entering a comment for the connection
* PLC CPU Universal Serial Bus Interface (USB)
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* PLC side CPU USB interface parameters

Parameter Values Description

CPU series Q, R, FX, L, Q Motion, R Motion, R Safety Series of the CPU type
CPU type See list of supported CPU types Type of PLC CPU module
M Transfer Setup Wizard - PLC side =)

Please select the PLC side UF

PLCsieVF  |CPU mDdule ]
Communicetion satting
CPU series a hd

CPU type |anz(Hy - i

Cancal | < Back I | ....... Next~ | ’

For a description of the editable parameters on the page see PLC side CPU USB interface parameters.
Pressing the <Next> button opens a page for entering a comment for the connection.

Pointp

Frequently disconnecting/reconnecting the USB cable or resetting or powering ON/OFF the PLC CPU during
communications with the PLC CPU may cause a communication error which cannot be recovered.

If it is not recovered, completely disconnect the USB cable once and then reconnect it after 5 or more seconds
have elapsed.

* PLC Ethernet CPU
Please see PLC Ethernet Interface.

HPLC C24 Interface
Enter the settings for a serial interface module in the PLC.
* PLC side C24 module parameters

Parameter Values Description

Module type RJ71C24 ,AJ71C24 , AJ7T1UC24 , AJ71QC24 , Type of PLC C24 module
QJ71C24 ,LJ71C24

Station No. 0-31 Station number of the PC side interface. This number can be freely
chosen, but must be unique within the network specified by the
network number.

Transmission speed 300 - 115200 Baudrate on the serial link
Parity QOdd, None, Even Parity
Data bit 7,8 Number of data bits in a byte
Only for AJ71C24 and AJ71UC24
Stop bit 1,2 Number of stop bits
Only for AJ71C24 and AJ71UC24
Sum check Existence, None Enable/disable sumcheck
Only for AJ71C24 and AJ71UC24
Control DTR only, RTS only, DTR and RTS, DTR or RTS | Handshake signals
Point}3

In any connection form (direct coupling, relaying), where the target station of the UC24 or C24 is the
QnACPU, an error is returned, if clock data read/write is executed.
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+ RJ71C24

Please select the PLC side UF

PLC s 17 .

Communicetion satting

Module type im‘m c v I

Station No [ i}

Transmission speed | 19200 ~| ops

Parity Odd o

control [DTR or RTS Conirol -
Cancal | = Back | Hext > |

« AJ71C24 /| AJ71UC24

Flease select ihe PLC side IF
PLCsideUF  |C24 madule =]

Coemmunication setting

Madule type m
Station No [ (1]
Transmission speed | 18200 | tps
Parity Odd -

Dats bit [é—zl bit
Stop bt i1 ,,I it
sum chock [Emerce 7]

Conirol |DTRor RTS Contral |

Canczl = Back | Hext = |

Please select the PLC side WF
PLCsidelF  |C24 moduie -
Communication setting
Module type m
Station No [ 0
Transmiszion speed 18200 *| bps
Parity Odd -
Data bt e =]
Sum check m
coniral |pTRor RTS Gontral |
Cancal | =« Back | MNaxt = |

For a description of the editable parameters on the page see PLC side C24 module parameters.
Pressing the <Next> button opens a page for specifying an optional additional network layer.
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Point}3

If the connected station CPU is the AnUCPU and the computer link module is the UC24 for computer link

connection, remote operation will result in an error when access is made to the AnNCPU, AnACPU or
QnACPU via the MELSECNET/10.

Switch™

Settings

For 1:1
communication

For 1:n communication

Module 1) Module 2)

Mode setting switch

1 (format 1)

5 (format 1)

A (format 1)

Station number setting switches

0

As set by user

Transmission
specifications setting
switches

Main channel setting

OFF (RS-232)

OFF (RS-232) ON (RS-422)

Data bit setting

As set by user

As set by user?

Transmission speed setting

As set by user

As set by user?

Parity bit yes/no setting

As set by user

As set by user?

Stop bit setting

As set by user

As set by user 2

Sum check yes/no setting

As set by user

As set by user?

Online change enable/disable setting

As set by user

Computer link/multidrop setting

ON (computer link)

ON (computer link) ON (computer link)

*1  For switch numbers, refer to the computer link module manual.
*2 Make the same settings to Module 1 and Module 2.

+ AJ71QC24

WX Transfer Setup Wizerd - PLC side

Cancsl |

Please select the PLC side IF

PLCsidelF  |Gz4 moduie

Communization aatting

Module type

Station No |

Transmission speed 15200 | ops

Parny |0dd -

Conitrol |DTR or RTS Conirol =

= Back l Next = |

For a description of the editable parameters on the page see PLC side C24 module parameters.
Pressing the <Next> button opens a page for specifying an optional additional network layer.

Point/®

For the QC24, note that the illegal case of specifying the first I/O number of a nonexisting module and reading/

writing U \G will not return an error if the software version of the module is 'k" or earlier.
With AJ71QC24-R2, A1SJ71QC4-R2, AJ71QC24N-R2 or A1SJ71QC24N-R2 modules only CH1 can be

used.
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Switch (Switch Number)

Settings

For 1:1 For 1:n communication

communication Module 1) Module 2)

CH1 side CH2 side CH1 side CH2 side CH1 side CH2 side
Mode setting switch 5 (format 5) 0 or 5 (format 5) 5 (format 5) 5 (format 5)
Station number setting switch 0 As set by user

Transmission Operation setting switch (SW01) OFF (independent operation) | OFF (independent | ON or OFF™ OFF (independent operation)
specifications operation)

setting Data bit setting (SW02) ON (8 bit)

switches

Parity bit yes/no setting (SW03)

As set by user

As set by user?2

Even parity/odd parity setting
(SW04)

As set by user

As set by user 2

Stop bit setting (SW05)

OFF (1 bit)

Sum check yes/no setting (SW06)

ON (yes)

Online change enable/disable
setting (SW07)

As set by user

Setting change enable/disable
setting (SW08)

As set by user

As set by user?

to SW12)

Transmission speed setting (SW09

As set by user

As set by user?

—(SW13 to SW15)

All OFF

*1 Set to ON if the CH1 side mode setting switch setting is 0 or to OFF if the setting is 5 (format 5).
*2 Make the same settings to Module 1 and Module 2.

+ QJ71C24

MX Transfer Setup Wizerd - PLC side

Fiease select ihe PLC side UF

PLC side VF

Coemmunicetion satting

| c28 maue

Module type

Station No

Parity

Control

Transmission speed | 19200 vI bps

-

|DTR or RTS Conirol ~|

= Back i

Cancal |

vors |

For a description of the editable parameters on the page see PLC side C24 module parameters.
Pressing the <Next> button opens a page for specifying an optional additional network layer.

Point}3

When QJ71C24-R2 of function version A is used, only either of CH1 and CH2 can be used.
When the MELSOFT product, such as GX Works2 or GOT, is using one channel, the application cannot use

the other channel.

When the QJ71C24-R2 of function version B is used, the application can use both channels.
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Switch 1 CH1 communication speed CH1 transmission setting™! 0000H
Switch 2 — CH1 communications protocol 0000H
Switch 3 CH2 communication speed CH2 transmission setting*1 0000H
Switch 4 — CH2 communications protocol 0000H
Switch 5 Module station number 0000H

*1 Settings of CH1 and CH2 are indicated below.

b0 Operation setting 0 (independent) 0 (independent)
b1 Data bit 0(7) 0(7)

b2 Parity bit 0 (no)?2 0 (no)?2

b3 Odd/even parity 0 (odd)™2 0 (odd) "2

b4 Stop bit 0 (1) 0 (1)

b5 Sum check code 0 (no) 0 (no)

b6 Online change™’ 0 (disable) 0 (disable)

b7 Setting change 0 (disable) 0 (disable)

*1  When the communication protocol is set to GX Works2 connection (OH), the online change bit (b6) setting is made invalid to enable
online change regardless of the online change setting.

*2 Set the followings to odd: "Parity bit" of the communication setting utility/"ActParity" of the ActQJ71C24 control property.

Setting CH1/CH2 communication protocol to GX Works2 connection (OH) makes the communication speed/ transmission

settings to OH (all OFF).
Refer to the Q series-compatible C24 manual for details.

I:l —Td | [T
[ 2 ik
Al

Module 1)
Switch 1 CH1 communication speed CH1 transmission setting™ 0726H
Switch 2 — CH1 communications protocol 0008H
Switch 3 CH2 communication speed CH2 transmission setting*1 0727H
Switch 4 — CH2 communications protocol 0000H
Switch 5 Module station number As set by user

*1 Settings of CH1 and CH2 are indicated below.

b0 Operation setting Match to module 2) setting.
b1 Data bit Match to module 2) setting.
b2 Parity bit Match to module 2) setting.
b3 Odd/even parity Match to module 2) setting.
b4 Stop bit Match to module 2) setting.
b5 Sum check code Match to module 2) setting.
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Bit Description

Settings Synchronous operation

CH1 transmission setting

CH2 transmission setting

b6 Online change Match to module 2) setting.
b7 Setting change Match to module 2) setting.
Module 2)
Item Settings Set Value
b15 to b8 b7 to b0 Synchronous operation
Switch 1 CH1 communication speed CH1 transmission setting*1 0726H
Switch 2 — CH1 communications protocol 0008H
Switch 3 CH2 communication speed CH2 transmission setting™ 0727H
Switch 4 — CH2 communications protocol 0000H
Switch 5 Module station number As set by user

*1 Settings of CH1 and CH2 are indicated below.

Bit Description CH1 transmission setting CH2 transmission setting
b0 Operation setting 0 (independent) 1 (synchronous)

b1 Data bit 1(8) 1(8)

b2 Parity bit 1 (yes) 1 (yes)

b3 Odd/even parity 0 (odd) 0 (odd)

b4 Stop bit o) 0(1)

b5 Sum check code 1 (yes) 1 (yes)

b6 Online change”’ 0 (disable) 0 (disable)

b7 Setting change 0 (disable) 0 (disable)

*1  When the communication protocol is set to GX Works2 connection (OH), the online change bit (b6) setting is made invalid to enable
online change regardless of the online change setting.
Refer to the Q series-compatible C24 manual for details.

Switch (Switch Number) Settings
Module 1) Module 2)
CH1 side CH2 side CH1 side CH2 side
Mode setting switch 0 5 (format 5) 5 (format 5)
Station number setting switches 1 3
Transmission Operation setting switch (SW01) OFF (independent ON (synchronous OFF (independent operation)
specifications operation) operation)
sefting switches Data bit setting (SW02) ON (8 bit) ON (8 bit)
Parity bit yes/no setting (SW03) ON (yes) ON (yes)
Even parity/odd parity setting (SW04) OFF (odd) OFF (odd)
Stop bit setting (SW05) OFF (1 bit) OFF (1 bit)
Sum check yes/no setting (SW06) ON (yes) ON (yes)
Online change enable/disable setting (SW07) ON (enable) ON (enable)
Setting change enable/disable setting (SW08) OFF (disable) OFF (disable)
Transmission speed setting (SW09 to SW12) 19200bps 19200bps
SW Setting SwW Setting
SW09 OFF SW09 OFF
SW10 ON SW10 ON
SW11 ON SW11 ON
SW12 OFF SW12 OFF
—(SW13 to SW15) All OFF All OFF
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« LJ71C24

M Transfer Setup Wizerd - PLC side ]|

Please select the PLC side UVF

PLCsidelF  |G24 moduke -

Communicetion satting

woepe RG]

Station No [ o

Transmission speed | 15200 *| bps

Parny Odd e

contral TR or RTS Conirol |
Cancal | <Back | Naxt = |

For a description of the editable parameters on the page see PLC side C24 module parameters.
Pressing the <Next> button opens a page for specifying an optional additional network layer.

HPLC FX Extended Port
Enter the settings for the serial port of an FXCPU.

* PLC side FX port parameters

Parameter Values Description
Module type FX485BD/ADP Type of PLC C24 module
Station No. 0-15 Station number of the PLC side interface
Transmission speed 300 - 19200 Baudrate on the serial link
Parity Odd, None, Even Parity
Data bit 7,8 Number of data bits in a byte
Stop bit 1,2 Number of stop bits
Sum check Existence, None Enable/disable sumcheck
Control DTR only, RTS only, DTR and RTS, DTR | Handshake signals
or RTS
Transmission wait time 1-65535 Transmission timeout as multiple of 10 milliseconds
Point

The FX extended port is required when using C24 communication with FXON, FX1S, FX1N(C), FX2N(C),
FX3U(C), FX3G (C/E), FX3S CPU.

MX Transfer Setup Wizerd - PLC side S|

Flease select he PLC side UT

Poscerr  [MTTETRI -

Communicetion satting

Module type [Frassanaoe +]

Stafion No l—u

Transmiszion speed m bps

Parity Qdd =

Data bt & x| it

Stop bit [ =]

Sum check Existence vi

Control | DTR or RTS Conirol LI
ereg O Y

Cancal =< Back | Neaoct = |
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For a description of the editable parameters on the page see PLC side FX port parameters.

Pressing the <Next> button opens a page for specifying an optional additional network layer.

Before use the FX extended port must be configured for communication. There are two ways of configuring the FX extended
port module:

1. UsePLC parameters

2. Write values to special data registers (D8120, D8121, D8129) in a sequence program. This is the only approach for
FXON CPUs.

» Set PLC parameters

Start GX Works2 and select [Parameter]-[PLC parameter] in the project list. Then select the "PLC system (2)" tab.

I =l
Menare capacity |Device |PLE name |1/0 assignment | FLE svsteml1] PLC systen(2) |Pusih0ning |
CH1 £ If the box iz nat checked, the parametes will be cleared.
Operate [afhen the prooram iz transfensd to the communication boand. parameters and
v e e D81 20w zlues ik the FLE must ke cleard upan progranm barsfer. |
zelling
Protacal
’7 Dedicated protosd ‘I ‘ | ™| Eatirel line ‘
Data lengih HeM tppe
‘ Thit - ‘ | IF!S-dEE vI ‘
Prarity Corfral mode
‘ 'I ‘ Irwedid ‘
Sitop hit
’V it vl ‘ | ¥ Surn check, ‘
Trarnsrigsion sped T iszion control procedure
’7 19200 -l [bpsl ‘ { IFam‘I [withwout CRLF] =
Station number seting
‘ I= Hedder ‘ { o0 (COH-0FH)
Time oul judge tmes-
‘ I™ | Temminaton ‘ | 1 “10me [1-255] ‘
Disfaull Check End |  Cancel |
Item Setting value
Operate communication setting Check the corresponding check box.
Protocol Dedicated protocol
Data length As set by user.
Parity As set by user.
Stop bit As set by user.
Transmission speed As set by user.
H/W type RS-485
Sum check As set by user.
Transmission control procedure Form1
Station number setting O0H to OFH
Time out judge time 1to 255
Point}S

* When communication setting is made, power the FX CPU again after writing to the PLC.
* When performing multi-drop connection, make the same communication settings for the devices. However,
make sure that the station numbers do not overlap.
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» Special data registers
1) D8120 (Communication format)

Bit Description Setting details
b0 Data length 0: 7 bit
1: 8 bit
b1 Parity
—_— b2 b
b2
Kane 1] 0
Cidd nurnber ] 1
Even number 1 1
b3 Stop bit 0: 1 bit
1: 2 bit
b4 Transmission speed
—_— b7 hE h5 ba
b5
300bps 0 0 1 1
b6
B — G00bps 1] 1 0 0
b7 1200hps 0 1 i 1
2400hp= ] 1 1 0
4800hps 1] 1 1 1
96E00bps 1 I a 0
19200bps 1 0 0 1
b8 — 0
b9 0
b10 H/W type
bto ] —\\‘ 011 b0
b11
RS-435 0 0
b12 — 0
b13 Sum check 0: N/A
1: Available
b14 Communication protocol 1: Computer link
b15 Transmission control procedure 0: Form 1

2) D8121 (Station No. setting)

Specify the station No. in the range of 00H to OFH

3) D8129 (Time out judge time setting)

Specify the FX CPU timeout as a multiple of 10ms. The range depends on the CPU type:

CPU Type Range
FXON, FX1S and FX1N(C) 1 to 255 (10 to 2550ms)
FX2N(C) 1 to 3276 (10 to 32760ms)

A value of 0 corresponds to 100ms.

Point}@

* When communication settings have been downloaded, reset the FX CPU
* When setting up a multi-drop connection, apply the same communication settings for all devices. However
make sure that the station numbers do not overlap.
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REMARK

The following shows an example of setting values to the special data registers by using GX Works2.

oo
I
I

HA0g0

Lzag

b0

ez

b2

The following shows the setting details of each special data register in the above program.

D8120 Transmission control procedure Form 1
Communication protocol Computer link
Sum check Available
H/W type RS-485
Transmission speed 9600bps
Stop bit 1
bit Parity N/A
Data length 7 bit

D8121 Station No. 12

D8129 Time out time 200ms

HPLC Modem

Enter the settings for a modem interface module in the PLC.

* PLC side modem parameters

Parameter Values Description
Module type Q6TEL(QnA), FXCPU, AJ71QC24N, QJ71C24, Type of PLC modem or serial interface module
QJ71CMO, LJ71C24
Station No. 0-31 Station number of the PLC side interface
Only for AJ71QC24N, QJ71C24, QJ71CMO
Transmission speed 300 - 115200 Baudrate on the serial link

Only for AJ71QC24N, QJ71C24, QJ71CMO

* Q6TEL

MK Transfer Setup Wizerd - PLC side

Cancal |

Fiease select ihe PLC side UF

PLCsideUF  [Wocen -

Communicetion setting
QBTEL(QinA) ¥

Module type

= Back i |

For a description of the editable parameters on the page see PLC side modem parameters.

Pressing the <Next> button opens a page for specifying an optional additional network layer.
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+ AJ71QC24N / QJ71C24 / QJ71CMO

Please select the PC side IF

PCsdelF  [Wogenm |
Communicetion satting

Connect port cou1 | [T Al Pors

Connect module: IQ_J'{‘] C24 - I
Tme out I 10000 ms

Cancal |

For a description of the editable parameters on the page see PLC side modem parameters.
Pressing the <Next> button opens a page for specifying an optional additional network layer.

*+ FXCPU

Pleage select the PLC side IF

PLCsideUF  [wogen -
Communication setting

Module type FXCPU it

Cancal | « Back | [

For a description of the editable parameters on the page see PLC side modem parameters.
Pressing the <Next> button opens a page for specifying an optional additional network layer.

« LJ71C24

Fiease select ihe PLC side UF

PLCsideUF  [Wogem Bd
Coemmunicetion satting

Module type ILJ?‘I Ci4 -

‘Staton No i}
Transmission speed !192&& | bps

Cancal |

For a description of the editable parameters on the page see PLC side modem parameters.
Pressing the <Next> button opens a page for specifying an optional additional network layer.
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HPLC Ethernet Interface

Enter the settings for an Ethernet module in the PLC.

* PLC side Ethernet module parameters

Parameter

Values

Description

Connect module

AJT1ET1, AJT1QE71 , QIT1ET1,
RJ71EN71, LJ71E71, GOT, FX-ENET(-
ADP)"!, FX3U-ENET-ADP , CPU module,
CC IE Field Ethernet Adapter

Type of PLC Ethernet module

Host (IP address)

nnn.nnn.nnn.nnn

IP address of the PLC side interface. This value must equal the address, which has
been configured in the 'Network Parameters' of the PLC settings.

Network No

1-239

Network number of the E71 Ethernet module. This value can only be edited in the 'PC
Ethernet board' page.
Only for AJ71QE71, QJ71E71 and RJ71EN71" modules

Station No.

Station number of the PLC side interface. This value must equal the station number,
which has been configured in the 'Network Parameters' of the PLC settings.
Only for AJ71QE71, QJ71E71 and RJ71EN71" modules

Port No.

1-65535

Free UDP port number on the PC side for data sent by the PLC. Port numbers below
1025 should not be used.
Only for AJ71E71 (UDP and TCP), AJ71QE71 (TCP), FX3U-ENET modules

CPU time out

1-65535

CPU timeout as multiple of 250 milliseconds
Only for AJ71E71 modules

*1 When using FX3U-ENET, select "FX-ENET(-ADP)".

Point/®

The 'Next >' button is disabled, if no IP address has been entered.

Pointp

Replacement of Ethernet modules

If the PLC Ethernet module has been replaced during Ethernet communication, the communication on the PC

must be restarted, because Ethernet (MAC) address is different.

« AJT1ET1

Cancal I

"M Transfer Setup Wizard - PLC side

Please select the PLC side UF
PLC side IF | Ethernet module :J
Communicetion setting
Module type -‘-|T1E?1 "I
Hosi(IP Address) I
Port Mo l 1?&_0
CPU time out I 40 x250 ms
= Back l Meat = |

For a description of the editable parameters on the page see PLC side Ethernet module parameters.

Pressing the <Next> button opens a page for specifying an optional additional network layer.
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+ AJT1QE71

MX Transfer Setup Wizerd - PLC side X

Pleage select the PLC side UF

PLC side IF | Ethernet module ﬂ

Communication setting

Module type _&..I'."Hll-__('l vI
Host(IP Addreaa) |

Fort Mo I 1280
CPU time out | 40 %750 me
Canczl | < Back l et = |

For a description of the editable parameters on the page see PLC side Ethernet module parameters.
Pressing the <Next> button opens a page for specifying an optional additional network layer.
* QJ71ET71

M3 Transfer Setup Wizerd - PLC side =

Please select the PLC side UF

PLC side IF | Etnernet medule :|
Communicetion satting

Module type QJT1ET! nd

Host(IP Addreze) I
Network Mo I 1
Staton Mo | 1

Cancal | <Back ' Mt = |

For a description of the editable parameters on the page see PLC side Ethernet module parameters.

Pressing the <Next> button opens a page for specifying an optional additional network layer.

* Unlocking password when using QJ71E71

If a password has been set in a QJ71E71 for remote access, the corresponding PLC cannot be accessed as target PLC. A
password has however no effect, when the E71 module is used as a relay.

Starting Enter password ta
source unlock:.
AADN

= MNo.] Remote Password
1) |With setting (AAAA)
Eth 2) |Without satling
[} g Lemnel 3) [Wit setiing (AAAR)
_________________________ " 4) Jwith setting (BEBR)
pﬁwﬁn 3) [withowt setiing
E71 | ET

O Accessible
s ! Inaccessible

QGEQY ) m:vg 4 G 5
}; 271 ! =Nrgl {E | po
pada lET g‘iul ET1 EM

'

1

i

I O [ iy
I I | Efhernet 1l

i

1

!

+ Use of Q4AR CPU
For using UDP/IP protocol the manufacture date (year and month) of the Q4AR CPU must be "0012" or later and the function
version must be 'B' at least.
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* RJ71EN71

MX Transfer Setup Wizard - FLC side

Please select tha PLC side iF

PLC side IFF  |Ethemet madule
Communication setting
Moduls type [RiziENT1 -

[ Ethemet port direct connection

Host[IP Addresz) |

Netwark Mo 1|

Station Mo 1
Select PC side adapter

Adaoter |Mon=

IP Address

[ cancel | = Back | Mext »

For a description of the editable parameters on the page see PLC side Ethernet module parameters.

Pressing the <Next> button opens a page for specifying an optional additional network layer.

Note: the option 'Ethernet port direct connection’ and 'Select PC side adapter’ controls are only visible, if 'UDP' has been
selected for the 'Protocol' parameter on the previous 'PC side' page. Where the PC has more than one Ethernet adapter
installed, the adapter to use can be selected from a drop-down list. The IP address of the adapter is shown for confirmation.

(53]

* LJ71E71
MX Transfer Setup Wizerd - PLC side
Please select the PLC side VF
PLC side iF | Ethernet medule
Communication setting
Module type I LITIET 'I
Host{IP Address) Ili
Netweork Mo 1_1‘
Station Mo |—1
Cancsal | = Back i Meit = |

For a description of the editable parameters on the page see PLC side Ethernet module parameters.
Pressing the <Next> button opens a page for specifying an optional additional network layer.

+ GOT

M Transfer Setup Wizerd - PLC side

Please select the PLC side UF

=

PLC side VF
Communicetion satting

cor _____d

| Emernet moguie
Module type

R

Host(IP Addreze)

<Back i et = |

Cancal |

For a description of the editable parameters on the page see PLC side Ethernet module parameters.
Pressing the <Next> button opens a page for specifying an optional additional network layer.
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* FX Ethernet Module

WX Transfer Setup Wizerd - PLC side

PLC side IF

Module fype

Hest(IP Addrezs)

Cancal | =< Back |

Please select the PLC side UF

| Etnernet moule x|
Communicetion satting

|F)(—ENET Vl

FR-ENET

FX-ENET-ADP

Mt = |

For a description of the editable parameters on the page see PLC side Ethernet module parameters.

Pressing the <Next> button opens a page for specifying an optional additional network layer.
The communication parameters of following modules can be set in FX Configurator-EN or GX Works2.

* FX3U-ENET: FX Configurator-EN
* FX3U-ENET-ADP: GX Works2

i+ FX Configurator-EM {Unsct filc) - [Ethernct scktings] :iElAl
Fllz Wew Help
DS WS
— Fthernet hodule setings
Module Mone o
o pera{l‘nn al settings
Initial sattings
Open settings
Ruuterralay paramater
E-mail seftings
Hecessary seting Moseting [ Alresdy set ) Defaut |
Setifit i nesded]  Moseting | Sjreqdyset ) Check |
i
Tranzfer setug | PLC remote operation | Disgnoztics |
Writs | Fead | “WErify |
Reedy UM 7
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1. Selectthe module, up to 8 modules can be selected.

2. Dialog to select the operational setting:

tor-EM (Unsct file) - [Ethernet operational settings]

- F% Configurator-Er (Unset file] - [Echernet open settings]

I TeF o [MELSDFT connaction

-
=
B
B
B
-
R

[ [ fefafaafa]a]

“ 7|_|7|._!ﬁ_'|_|L

5. Transfer setup is used to download the Ethernet parameter to the FX3U-ENET. The transfer happens through the PLC,
so that the corresponding setting should be selected, for example serial communication to transfer the Ethernet
parameters.
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The Ethernet communication via FX3U-ENET for FX1S, FX1N(C) and FX2N(C) is configured through settings in special PLC

devices.

Set the Ethernet parameters to nine data registers from D1000 to D1008. If these data registers are used for any other
purpose, the Ethernet parameters can be set to nine registers 'D' starting from D2000, D3000, D4000, D5000, D6000 or

D7000.
Data registers Setting Item Default parameter Description
Dn000, Dn001 Header — Set H454E4554 ("ENET")
Dn002, Dn003 IP address 192.168.0.100 Set the IP address of the FX3U-ENET module

Dn004, Dn005 subnet mask 255.255.255.0 Set the sub net mask of the FX3U-ENET module
Dn006, Dn007 Gateway address 192.168.0.1 Set the gateway address ofthe FX3U-ENET module
Dn008 TCP port number 1024 Set the TCP port number within the range from 1024 to 65535

n: Choose any number in the range between 1 and 7

» When a PLC program is used to set the Ethernet parameters

The Ethernet parameters for the FX3U-ENET can be set using the PLC program below:

Point >
In the FX3U-ENET the Ethernet parameters become valid only when the power is turned ON and the setting
data is stored in specified data registers.
In any of the following cases, turn off the power of the PLC once, and turn it on again.
* When a parameter is set for the first time
* When the setting of a parameter is changed during operation

M8|{|)02

[BIMOV[ H454E4554 [D1000 |

——I[EIMOV| HCOA8006E [D1002 |-

——BIMOov| HFFFFFFO0 [D1004 |-

——EIMov] HCoAB0001 [D1006 |-

—| MOV | K1024

|D1008 |—

Setting of Header:
ASCII codes 1o specily
'ENET"

Setting of IP address’®:
192 . 168 .0 . 110
_ e

Co A8 00 6E

Setting of Subrnet mask:
255 ,255.255.0

_ ]
FE FF FF 00

Setting of Galeway
address:

192 .168,.0,.1,
CO A8 0001

TCP Port number:1024
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* FX3 Ethernet Module

Use this setting to connect to FX3 CPUs equipped with ether an build in Ethernet port or an ADP module attached.

Alternatively the connection can be configured using the CPU module setting as described in the next section.

'MX Transfer Setup Wizard - PLC side

Cancel

For a description of the editable parameters on the page see PLC side Ethernet module parameters.

= Back

Pleaze selact the PLC sids I'F
PLC side UF | FXIJ-ENETADP ~|

Communication setting

|| Ethemat pont direct connaection

Host{IP Address) |

=l

E Find CPU (Built-in Ethemet port] an network

Select PC side adapler

Adapter None

IP Address |

Mext =

If the option 'Ethernet port direct connection' has been selected, the Ethernet interfaces of PC and PLC CPU must be

connected point-to-point with a single cable. The IP address is not required for this type of connection and the corresponding

input field is therefore disabled. Where the PC has more than one Ethernet adapter installed, the adapter to use can be

selected from a drop-down list. The IP address of the adapter is shown for confirmation.

Pressing the <Next> button opens a page for specifying an optional additional network layer.

* PLC Ethernet CPU

If TCP has been selected in the previous page, the following page is displayed:

WX Transfer Setup Wizard - PLC side

Cancal |

Please select the PLC side UVF

PLC sice IF =

Communicetion satting

—

Find CPU {Buit-in Ethernet port) on network

Host(IP Addreze)

<Back ' Meyt = |

=i

The IP address of the Ethernet interface can be manually entered or looked up online.
Pressing the 'Find CPU' button opens the 'Find CPU' dialog, in which the QnUDE, L-series and FX3- series CPUs in the local

network are listed.
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+ Connections to C-Controller (Q12DCCPU-V)
The 'Find CPU' function Q12DCCPU-V does not show Q12DCCPU units in the network. Their IP-address must be entered
manually and MELSOFT connections must be explicitly enabled with the 'C-Controller Setting Utility'.

il C Controller setting ubility(192.166.0.52) B ] o |
Device scttings | 1/D assignment setiings i Mutinle CP U sctiings i Communication dingnosiics i
Mocdeinformetion | Eventhistoy | SRAMmoriteing | Moddemonioing | Online operafion Syetem asttinge
~Poirts occupied by emoty sot(”) ~WDTWatchoog fimer] seiting -
TN ~ | Foite Systom WO agtting 10002 ms
Remate reast |1 1 Emor chedle
™ Alow P Battery check
¥ Fuse blown chack
Output rmode at STOP to RUN i e
& Previous sale —Operaton mode =t the tma of smor
i~ Hosst output 1] Fuse blown Stop -
r~Inieligent function module setiings R Sop s
Imtemupt event actting ~Mad e symekrnnizaon
I Synchronizs intcligent fnction maduls on risrg od
“Intid setings of ntelivert Fancion modde it
Settrng st Load iritial s=tting fie | B[ | | = Buit4n Fthemat povt apan setings
140 addiezs [ Moduls name [ Inilial zaiting [a] ¥ Enable MELSOFT connection
—Ewant history registration estings
| I Do net register system frformation) evert detals
{71 muet be st identically for all CPLUe when uzng multiple CPUe Defaut
Corverten sellics Losd Fe_ | S fle | Heb | Bi |
b ELSECYTCPUICCPUP aramigh_3cpu _settings cst lepU typesqiznocPUY Juser name: target

If UDP has been selected in the previous page, the additional controls 'Ethernet port direct connection' and 'Select PC side
adapter' are displayed.

'MX Transfer Setup Wizard - PLC side ==l

Please select the PLC side I/F

PLC side F  [CPU module -

Communication seiing

[ Ethemet port direct connactiont

Host{IP Address)

[ Find CPU (Buitin Ethemet port} an network |

Select PC side adaptar
Adanter Mane -

IP Address |

LCancel = Back Hext =

If the option 'Ethernet port direct connection' has been selected, the Ethernet interfaces of PC and PLC CPU must be
connected point-to-point with a single cable. The IP address is not required for this type of connection and the corresponding
input field is therefore disabled. Where the PC has more than one Ethernet adapter installed, the adapter to use can be

selected from a drop-down list. The IP address of the adapter is shown for confirmation.
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Please select the PLC side IF

PLC gide iF  |CPU modula v

Communication setting

|5 Ethamat port diract connaction
Host{IP Address)

Find CPLU (Built-in Ethernet port) on network :

Select PC side adapter
Adapter ﬂm

IP Address [192.168.26.128

| Cancal [ ¢Back | [ News> |

Pressing the <Next> button opens a page for specifying an optional additional network layer.
 Find CPU

Finds CPU (Built-n Ethemet port) on the same network. This cannot be performed

when the followng happens: Response waitng time{szc. )
- 1D TREDONSE WILNIN FEsPONSe Wanng tme. q

- Connected va a muter or subnet mask is different.

- "Do not respend to search for CPU {Buit-in Etharnei port)™ ia chacked in PLC paramatar. Update

This dialog lists the QnUDE, QnUDV, L-series, Q Motion series and FX3-series CPUs found in the local Ethernet network.
When a CPU in the list is selected and the OK button pressed, the IP address of the selected CPU is copied to the 'Host(IP
Address)' field. By pressing 'Update’ the local Ethernet network is scanned again for QnUDE, QnUDV, L-series and Q Motion
series CPUs and the list is updated. The time to wait for CPUs to respond during the search is entered in the field 'Response
waiting time'.

+ CC IE Field Ethernet Adapter

Please select the PLC side UF

PLC side IF

Communicetion satting

CC E Fleid Ethemet adaptsr fag

[~ Ethernst port direct connection

Hosi(P Address) |

Cancsal | = Back | Pt = |

If UDP has been selected in the previous page, the additional option 'Ethernet port direct connection' is displayed.
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HPLC G4 Module
Enter the settings for a G4 module connected to the PC.
* PLC side G4 module parameters

Parameter Values Description
Mode A, QnA, Q Type of PLC C24 module
Transmission speed 9600 - 115200 Baudrate on the serial link
Available baudrates depend on selected mode
Control DTR only, RTS only, DTR and RTS, DTR or RTS Handshake signals
Pointp

The CC-Link G4 module used in CC-Link G4 communication (only when the AJ65BT-G4 is used) must have
software version 'D' or later. Modules with software version 'C' or earlier will not operate properly.

* G4 Module connected to PC

I Transfer Setup Wizerd - PLC side =)

Please select he PLC side I

PLCsidelF  |G4 module |

Communicetion satting

Mode [ﬁ\ 'I
Transmiszion speed | 9600 'I bps

Contral lDTR or RTS Control 4|

Cancal | <Back |

For a description of the editable parameters on the page see PLC side G4 module parameters.
Pressing the <Next> button opens a page for specifying an optional additional network layer.
* Host station attached to G4 module

M Transfer Setup Wizard - Network =3

Please sclect the Network
Staton e [EEEE -
Connect CPU sarias ] -
CPU type QO2(H) -
CC-Link mogule Ko I 0
Multiple CPU lNone j

cancel <Back | text > |

Pressing the <Next> button opens a page for entering a comment for the connection.
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» Other station in a network attached to G4 module

* In a CC IE Control network

Pleace zelect the Metwork
Station type Other staton R

Connect station No | 2

Network CC IE Control
Network route

Cancal | <Back | Neaoct =

* In a CC IE Field network

Pleaze gelect the Natwork
Station type Other staton R

Connect station No I 2

Network CC IE Field o
Netvwork route
Cancsal | = Back | Mext =

* In a MELSECNET/10 network

Pleaze zelect the Matwork
Station tyne Other staton |

Cennect station No | 2

Network | MELSECNETA0{H) -]
MNetwork route

Mode | MELSECNET/O -
NELSECHET/H

Cancal | = Back | Haut ~ |

Pressing the <Next> button opens a page for specifying the station type and address.
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* In an Ethernet network

Pleaze gelect the Natwork
Station type Other staton R
Connect station No I 2
Network -
Netvwork route
Cancal | = Back | Neaxt = |

Pressing the <Next> button opens a page for specifying the station type and address.
* In a C24 network

Please select the Natwork
Station type Other staton R
Connect station No I prd
Metwork 5

Network route

Network type !'524 [ |

10 address ’ 000

Cancal | «=Back | Naxt > |

Pressing the <Next> button opens a page for specifying the station type and address.
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HPLC CC-Link IE Field Ethernet Adapter
If TCP has been selected in the previous page, the following page is displayed. Enter the IP address or host name of the CC
IE Field adapter.

T 1 yriesr
WX Transfer Setup Wizerd - PLC side |
Please select he PLC side IF

TSR o i ome soapior ]

Communicetion satting

Host(IP Addrese) |

Cancal | <Back Mext =
Parameter Values Description
Host (IP Address) IP address or host name IP address of the CC-Link IE Field Ethernet interface

If UDP has been selected in the previous page, the additional option 'Ethernet port direct connection' is displayed.

s S Vi LE =)
Please select he PLC side IT

Poscerr [T |

Communicetion satting

™ Ethernst port direct connaction

Host(IP Address) |

Canecal | <Back | Mt = |

If the option 'Ethernet port direct connection' has been selected, the Ethernet interfaces of PC and PLC CPU must be
connected point-to-point with a single cable. The IP address is not required for this type of connection and the corresponding
input field is therefore disabled.

VT s S Wi -PLCside =)

Flease select ihe PLC side UF

PLC side IF CC E Fled Ethemet sospter v |

Communicetion setting

[ Ethernat port direct connection

Host(IP Address) |

Cancal = Back Next >
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ENetwork
* Host station for CPU connections

MX Transfer Setup Wizerd - Network i |
Please select the Network
Station type [Host station |
Muttiple CPU |none =
Canecal | = Back I |J ....... ligxt:\-‘l

If the target PLC contains multiple CPUs, the number of the target CPU must be selected in the 'Multiple CPU' parameter. For

details see 'Appendix Multi-CPU'.
Pressing the <Next> button opens a page for entering a comment for the connection.

* Host station for MELSECNET and CC-Link connections

MK Transfer Setup Wizard - Metwork 3|
Pleaze zelect the Matwork
Station type Host station -
Cancal | = Back i | ....... Nsxt:l

When using a PC interface board for MELSECNET or CC-Link connections, the dialog differs from that for serial and USB
connections. For details see 'Appendix Multi-CPU'.

Pressing the <Next> button opens a page for entering a comment for the connection.

+ Host station for C24 connections

X Transfer Setup Wizerd - Netwerk |
Please select the Natwork
Station type Host station 1=
Connect CPU senies Q B
CPU type | mozen |
Multiple CPU None ll
Cancal =Back I | """" Wewt s}
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Select the type of the target CPU. If the target PLC contains multiple CPUs, the number of the target CPU must be selected in

the 'Multiple CPU' parameter. For details see 'Appendix Multi-CPU'.
Pressing the <Next> button opens a page for entering a comment for the connection.
* Host station for Ethernet connections

Please select the Network

Station type Host stetion hd
Connect CPU sernies ana 1=
CPU type nza =

For PLCs, which support multiple CPUs, the index of the CPU in a multi-CPU system can optionally be selected.

Caneal | = Back | [

Pleaze zelact the Maetwork

Station type Host station hd

Connect CPU senes Q hd

CPU type Roz(H) =

Multiple CPU lone |
Cancal | <Back |

Select the type of the target CPU and press the <Next> button to open a page for entering a comment for the connection.

» Host station for modem connections

Pleaze select the Matwork

Station type Host station Jhd
Connect CPU senes ana hd
CPU type nza =

Canecal |

Pressing the <Next> button opens a page for entering a comment for the connection.
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» Host Station for CPU Board Connections

Please select the Natwork
Station type Host station R

Caneal | = Back | [

« Station in single network

Pleaze zelect the Metwork
Station type Other staton(Single) |

Cancal | =Back |

Pressing the <Next> button opens a page for entering the MELSECNET address of the target PLC.
« Station in coexisting network
* For MELSECNET/10 interfaces

Pleaze zelect the Matwork
Station type Other staton(Coexistenca) 1=
Connect CPU senes Q =]
Connect CPU typs noZ(H) |
Network MELSECNETAOH) |
Network route
Cancal | =< Back | [

Select the type of the coexisting network and press the <Next> button to open a page for entering parameters of the target
PLC in the coexisting network.
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* For MELSECNET/H interfaces

MX Transfer Setup Wizard - Netwerk =)
Pleace zelect the Matwork
Station type l Other siaton{Coexistenca) j
Connect CPU series |a R4
Connect CRU typs | moz(n) |
Network | MELSECNETAO(H) |
Network route

Mode [nELsECHETIO ~|

Cancal | = Back I I

Select the type of the coexisting network and press the <Next> button to open a page for entering parameters of the target

PLC in the coexisting network.
» For CC-Link interfaces

MX Transfer Setup Wizerd - Network =
Please select the Natwork
Station type Other staton(Coexistenca) =
Connect CPU series o 1=
Connect CPU fype | mozen) |
Connect station No I 2
Netwark MELSECNETAO{H) B4
Netvork route
Cancal <Back I I
Parameter Values Description
Connect station no. 0-64 Station number of the CC-link module in the target station

Select the type of the coexisting network and press the <Next> button to open a page for entering parameters of the target

PLC in the coexisting network.
» For CC-Link IE interfaces

X Transfer Setup Wizerd - Netwerk )
Pleaze zelect the Matwork
Station type Other staton(Coexistenca) 1=
Connect CPU senes Q =]
Connect CPU typs | nozi) |
Network | MELSECNETAOH) -
Metveork route

Mode IHELSECNEI'H o vI

Cancal | =< Back I I

Select the type of the coexisting network and press the <Next> button to open a page for entering parameters of the target

PLC in the coexisting network.
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« Station in MELSECNET/10 network

Pleace gelect the Natwork
Station type Other staton |
Network MELSECNETA OH} |

Network route

Canecal | <Back |

Select the type of the network, to which the target PLC is connected. Additionally the mode may also be selectable.

Please gelect the Metwork
Station type Other staton R
Network | MELSECNETH0H) -]

Network route

Mode | MELSECNET/O -

Cancal | =< Back |

Pressing the <Next> button opens a page 180 for entering the MELSECNET address of the target PLC.
« Station in Ethernet network

Network

Network routs

Cancal <Back Naoct =

Please select the Matwork
Station type [other staton |
PLC mode [acru@ mode) =]

RCPU
LCPU

IEtherne1

L=}
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+ Station in MELSECNET(II) network

M Transfer Setup Wizerd - Network |
Pleace select the Natwork
Station type Other staton R
Network MELSECNET(I) |
Network route
ot | e | [ ....... e

Pressing the <Next> button opens a page for entering the MELSECNET address of the target PLC.

Pointp
When access is made to the QnACPU, AnUCPU, QCPU (A mode) or motion controller CPU via the

MELSECNET(Il), the device range is equivalent to that of the AnACPU.

« Station in C24 multi drop network

MK Transfer Setup Wizard - Network |
Pleaze zelect the Matwork
Station type Other staton |
Network l c2e j
Network route
Natwork type |Muttidropfindependsnt) 2

0 address (]

Pressing the <Next> button opens a page for entering the station address of the target PLC in multi drop network.
« Station in FX multi drop network

Cancal | = Back I l

MK Transfer Setup Wizard - Netwark ==
Pleace zelect the Metwork
Station type Other staton R
Network route
Natwark type Muttidrop K3
— | _— I I ....... le

Pressing the <Next> button opens a page for entering the station address of the target PLC in multi drop network.
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* Network with C24 station

Parameter Values Description
Network type C24 Fixed
I/O address 1/0 number divided by 0x10 Module I/O address of connected station

Pleaze zelect the Matwork
Station type Other staton |
Metwork I t24 j
Network route
Netwark type EQ“ L=

0 zddress o000

Cancal | = Back |

» Network with CC-Link station

Pleaze select the Natwork

Station type | Other staton B
PLC mode |QcPuU(D mode) =
RCPU
LCPU
Network |ec-Link |

Metwork route

0 address [ iy

Cancal = Back MNaxt >
Parameter Values Description
I/O address 1/0 number divided by 0x10

Module I/O address of connected station

* Network with CC-Link IE Control

Pleaze zelect the Matwork
Station type [other staton -

PLC mode |QcPU(Q mode) |
RCPU
LCPU

Network |cCE Control ~|

Network route
Cancal =< Back Next =
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» Network with CC-Link IE Field

X Transfer Setup Wizerd - Netwerk =)
Pleage eelect the MNatwork
Station type lDthersiatbn j
PLC mode |QcPu(R mode) |
RCFU
LCPU
Network | CCIE Fiekd =
Hetwork route
Cancal | = Back | Next = |
HOther Station
This page is used to provide type and network address information of the target PLC in a multi-layered network.
Parameter Values Description
CPU series Q, QnA A, FX, R, L and Q, R Motion and R Series of the CPU type
Safety depending on previous choices
CPU type see list of supported CPU types Type of PLC CPU module
Network No 1-239 Network number of the target interface
Station No. 1-64 Station number of the target interface, limits may be different for
certain protocols
Station No. for CC-Link network 0-63 Station number of the target interface, 0 is not available for FX CPUs

« Station in same network for MELSECNET(II)

Cancal |

<Back |

Please select he Other station

— Other statinn setting

CPU serigs Gna
CPU type

Station Mo

Pressing the <Next> button opens a page for entering a comment for the connection.

120

3.3 Devices

3 Configuring the Address Space



« Station in same network for C24 or FX

Flease select the Other station

— Dther statinn setting

CPU series ana =

CPU type azA - I
Station No o

For PLCs, which support multiple CPUs, the index of the CPU in a multi-CPU system can optionally be selected.

Cancal | = Back | [

Flease select the Other siation

— Other station zetting

CPU series ‘Q = l

CPU type QuzH) - I

Station No o

Wutiiple CPU [NME .i
Cancsl | « Back | |-

Pressing the <Next> button opens a page for entering a comment for the connection.
» Station in same network for CC-Link

Please select the Other station

— Other station setting

CPU series [Q = l
CPL type Qnol -
Stafion Mo o

For PLCs, which support multiple CPUs, the index of the CPU in a multi-CPU system can optionally be selected.

Cancsal | = Back | [
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IR Transfer Setup Wizerd - Other stetion

Please select he Other station

— Other station setting

CPU =erizs a = ]
CPU type QO2(H} - i

Station No l_u

Muliple CPU Nanz -

Cancal |

Pressing the <Next> button opens a page for entering a comment for the connection.

 Station in same or different network

MX Transfer Setup Wizerd - Other station i |
Please select the Other station
— Other station zetting
CPU series "
CRL type [wzra =]
Network No ,_1
Station Mo ,_1
Cancal | ~Back I [ """" Nextl
For PLCs, which support multiple CPUs, the index of the CPU in a multi-CPU system can optionally be selected.
]

WA Transfer Setup Wizerd - Other station

Please select he Other station

— Other station setting

CPU serizs a = ]
CPU type QO2(H} - i

Network Mo

1
Station Mo 1
Mutiple CPU Mans vl

If the target PLC is in a different network, the network number of that network must be provided additionally to the station

number of the target PLC.
Pressing the <Next> button opens a page for entering a comment for the connection.
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BGOT Side Settings
+ PC Serial Interfaces (USB and RS232)

For USB and RS232 serial connections between PC and GOT the following interfaces of the GOT can be used to connect to

the PLC

» GOT Serial Interface

* GOT Bus Interface

» GOT Ethernet Interface

The interfaces, which are actually available on the GOT, depend on the specified GOT hardware used.

* GOT Serial Interface

Pesse salect the GOT - PLC UF

GOT-PLC VF |5eria| - I

—Com icaton ssting

Connectmodule | CPU modile =]

RITICZ24
QTicze
LJ71C24

Cancal = Back et >

Connect module CPU module
RJ71C24
QJ71C24
LJ71C24

Type of connected unit on the PLC side

* GOT Bus Interface

Please salect the GOT - PLC VF

GOT-FLC IF Bus =
— Communicaton ssttng
Connect module ICPU meduie ;I

Connect module CPU module

Type of connected unit on the PLC side (fixed)
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* GOT Ethernet Interface

Please select the GOT - PLC UF

GOT-PLC VF |Ethemet - I

— icati =tin
Communicaton ssting

Connectmodule | CPU module 7|

Cancal | ~Back | Next > |
Connect module CPU module Type of connected unit on the PLC side
QJ71E71
RJ71EN71
LJ71E71

CC IE Field Ethernet adapter
FX3U-ENET-ADP
FX3U-ENET(-L)

* PC Ethernet Interface

For Ethernet connections between PC and GOT the following interfaces of the GOT can be used to connect to the PLC
» GOT Serial Interface

* GOT Bus Interface

The interfaces, which are actually available on the GOT, depend on the specified GOT hardware used.

» GOT Serial Interface

Pesse sslectthe GOT - PLC IF
GOT-PLC 1P ISeriaI vl
— Communicaton ssttng
Connect module |CPU medule ;l
RITICZ4
QIFic2e
LIT1C24
—GOT side
HostiP Address) |
Port Ho 5014
Cancal | <Back | Mt = |
Connect module CPU module Type of connected unit on the PLC side
RJ71C24
QJ71C24
LJ71C24
Host (IP Address) IP address or host name IP address of the GOT Ethernet interface
Port No 1024 - 65534 Port number on the GOT for the PC connection
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* GOT Bus Interface

MX Transfer Setup Wizerd - GOT side
Please salect the GOT - PLCUF
GOTPLL IF Bus

—Communication s=tting

=

Connect module |CPU module

— BOT =id

HostiP Address) | 12.3.4
Port o 218

Cancal

Parameter

Values

Description

Connect module

CPU module

Type of connected unit on the PLC side

Host (IP Address)

IP address or host name

IP address of the GOT Ethernet interface

Port No

1024 - 65534

Port number on the GOT for the PC connection

BEnter Comment

Enter a comment to describe the configured PLC connection and test the PLC connection with the current settings.

1rPal!)('*[mﬂ*:.fe_i Setup Wizerd - Finished

Caneal |

The Communication wizard has finished colecting
information.

Press Finizh' to store the modifed settngs and to close
the wizard.

Comment
[l

Password

= Back I Finiah |

=

For modem connections to QJ71C24 and QJ71CMO modules a password may be required in order to gain access to the

CPU. Enter the password, which has been set in the CPU parameters. For other connection types the password input field is

disabled.

The password must not exceed four characters and can consist of alphanumerical characters and standard signs. Blanks are

not allowed.
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* Remote access password

The password for remote access via QJ71E71 and QJ71C24 is assigned in the CPU parameters of a GX Works2 project and
downloaded to the target PLC. Passwords set in any relaying units have no effect.

-

Remote password settings
5| g0z _passwd

-] Program

=1 {F] Devics comment
=I-{o] Parameter

3 E] PLC parameter

i~ Fassword sefings S . b . 4

Sraciers that can 0 Wsed in passaorn
Pazawiord I""" 4 characters, Mumbers, 82 a-z,
Special charachers.

r~ Password active module setiing

2] Hetwork para
Fied E Bemc‘:e Fitg Madel name Stakdy’ Candiian
__::E HeA ey @TIC24/CMD  |0C00
-
b
-
b
-
b
-
Mecessary setting) Mo seting / Alreadp ==t ]

Clear | S etting comnpletion | Carcel |

Enter the same password in the 'Password' input field for the connection to gain access to the target PLC.

+ Validating TransferSetups

If 'Finish' is pressed, it is checked, whether the transfer setup is supported by the software using the transfer settings. If the
transfer settings are not supported, an error message is displayed and the settings cannot be stored.

WX Transfer Setup

I ;. The r_anigurec! connection is not yet supported by the spplication.
@ Please change it
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Special Setups

ECommunication with Multi-CPU Systems
For a multi-CPU system the user must specify the CPU number of the target CPU, i.e. the last accessed station.

When making access to the non-control CPU of the relay module on the accessed station, use the modules of function
version B as the relay modules and Q-CPUs (Q mode) on the own station, all relay stations and accessed station.

* (Example 1) CPU COM communication

Communication Setting wWizard - Network : EI
Fleaze zclect e Metwork
Stationtype
Muttiple CPLI Mo 3 =1
Cancel | = Bach | Mzt - |

When the user has selected 'No. 3' (0x3E2) in the 'Multiple CPU' field, the connection is established to the third CPU in the
rack, marked as (3) in the following figure.

Pareonal Last access target

computer | () :QCPU (Q mode] Mo. 1
@ :QCFU (Q mode) No. 2
@|®| & ocru(Qmode)No. 3
@ :QCPU (Q mode) Mo, 4

Plegze select the Ceher stetion

Cther stotion sching

CPL =eries IQ = I
A IQDZ[H] - I

Matwecel Mo

| z
Station Mo I—z

Cancel = Blach | ezt = |

When the user has selected 'No. 3' (0x3E2) in the 'Multiple CPU' field and entered '2' for network and station number, the
connection is established to the third CPU in the 'Last access target' rack, marked as (3)' and grayed in the following figure.
The CPU number in the 'Relay station' rack cannot be specified. Therefore, if '1' has been entered as network number for the
sample below, an error will occur, because the network number controlled by the CPU (2) is only '2'.

: : QCPU (O mode) Mo. 1
Parsonal Relay station Last access target : QcPU :Q 5 odsi No. 2
t r———— { 1l -
c &: QCFU (Q mode) No. 3
: - || @&: QCPU (O moda)No_ 4
D@ 12| |O|@|@|F|Z [1]: MELSECNET/H module controlled by(])
(MNetwork number; 1, station number; 1)
['———F1  5:: MELSECNET/H module controlled by
( MELSECNETH ‘] [Metwork rumber: 2, station number: 1)
: MELSECNET/H medule controlled by (@
[Metwork number: 2, station number; 2)

]
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HRestrictions with Q00, Q00J and Q01 CPUs
The number of network modules is restricted for Q00J, Q00 and Q01 CPUs.

Type of Network Module Max. Number of Modules
MELSECNET/H module 1 module

Ethernet module 1 module

CC-Link module(Function version B or later) 2 modules

The following figures mark network architectures for Ethernet and MELSECNET/H, which are not supported in combination
with Q00J, Q00 and Q01 CPUs.
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HBRedundant CPUs
* Q-series
The following text describes the configuration for accessing redundant Q series PLC systems, i.e. Q12PRH and Q25PRH.

1. Target system

Communication Setting Wizard - Network 1'
Please scloct the Motwork
Stationtyoe Host stetin -l
Target system Cantrol system

Cancel | = Blach | Mt = |

As 'Target system' either 'Control system' or 'None' can be selected.

Parameter Values Description

Target system Control system Connects to the control system and maintains access to the control system after switching
control and standby CPU

None Connects to the target PLC CPU independently of whether it is control or standby system

Note: to determine which CPU in the redundant PLC system is being accessed, the following special relays can be checked.
« To distinguish, whether system A or B are accessed

SM1511 System A identification flag « Identifies system A/system B of a redundant system.
SM1512 System B identification flag . Rem.ains ON/OFF even if the tracking cable is disconnected while the redundant system is
running.
during TRK.CABLE
ERR.
System A | System B (= code 6120)
(System not
determined)
SM1511 ON OFF OFF
SM1512 OFF ON OFF

When checking the operation system status

SM1515 Control/ Standby system status « Indicates the CPU module operation status
SM1516 * Remains ON/OFF even if the tracking cable is disconnected while the redundant system is
running.
during TRK.CABLE
ERR.
Control | Standby -
o = (= code 6120)
(System not
determined)
SM1515 ON OFF OFF
SM1516 OFF ON OFF
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2. Operation at occurrence of system switching

When system switching occurs during access to the redundant CPU and 'Control system' has been selected as target system,
access is continued as described below.

+ Connection via other than MELSECNET/H or Ethernet

Access to the control system after system switching is continued.

) ; .4" Connection to control system |

T
Control system l

Tracking cable I
ll. __.=,—;.1-'J Cannection to control system |
’\*h*:gﬁ‘al ?3‘*" | Connection to control system via standby system
{
Standby system Control system

F

+ Connection to MELSECNET/H or Ethernet
Access to the control system after system switching is continued as shown below, depending on whether a communication

I

I Tracking cable I

error occurs or not.
The following shows an example of Ethernet connection.
<When communication is normal>

.\l __=,—-—_.|—| Gonneclion Lo conbol sysiem |

Ethermest

Control system Standby system

Tracking cable
-‘-\-..-]

__...5:1 Connection to control aystem

*‘az-__-‘:} i .Oonnec.ljen o control system via standby system |

<When communication error occurs>
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s
| __.=_—J| Connection 1o control syatem

IL} Etharnet

! T .
Communication
¥ ermor

Control systsm Standby system

="

E

| " Tracking il |

-=,__,."

Note: in the case of Ethernet connection, it may take time from when a communication error occurs until communication starts

after connection to the control system.

3. Automatic switching of communication route

If a communication error occurs during access to the redundant CPU via a MELSECNET/H or Ethernet network, the
communication route is automatically switched to continue access to the control system.

In the following text this automatic switching of the communication route is referred to as 'route switching'.

The following describes the route switching conditions, how to check for route switching occurrence, and examples of access
by route switching.

* Route switching conditions

When access is being made under the following conditions, access to the Redundant CPU is continued by route switching if a
communication error occurs.

Mode Conditions for continued access
Operation mode Backup mode, Separate mode
Target system Control system

However, if a tracking error had already occurred at a start of communication (caused for example by power off or reset of the
redundant system), access to the control system is not continued by route switching even if tracking is recovered after that.

* How to check for route switching occurrence and examples of access by route switching

How to check whether route switching occurred or not

Special devices and registers allow to detect whether route switching has occurred.

SM1600" | SD15902 SD16902 | Possibility of route switching Reference

OFF either one is other than 0 Since a system switching request from the network module was detected, see example 1
route switching may have been executed.

ON 0 0 Since an other system fault occurred, route switching may have been see example 2
executed.
ON either one is other than 0 Since an other system fault occurred or a system switching request from the | see example 1 and 2

network module was detected, route switching may have been executed.

*1 even if SM1600 is ON, route switching does not occur when the CPU is not accessed via the tracking cable.

*2  when using SM1600, SD1590 and SD1690 to estimate whether route switching has occurred or not for the Redundant CPU connected
to Ethernet, check the following items in the redundant setting of the network parameter dialog box of GX Works2.

* Issue a system switching request at disconnection detection.

* Issue a system switching request at communication error.

Check the following based on the states of the above special relay and special registers and remove the error cause.

* Check the Redundant CPU for an error.

» Check the tracking cable status and whether the tracking cable is correctly connected.

» Check the relevant network module for an error and the network where the relevant network module is connected for an
error.
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Examples of access by route switching
The following shows examples of route switching during access to the control system by Ethernet connection. When system

switching occurs at communication error:

[
%

_.._..=-_,J Connestion lo conirel system |

ll\"r—':':”"-"'*.
ST
|

Efernst

Control system

= Commurication
Fol e

~ Standby system

Tradcing cable I

Route switching example 1

When standby system fault occurs:

_‘%J Connection 1o conirgl system |

= Ethemet

Central sysiam | |

~ Stard
i ayatem F;_ul :
S TBe T

Ethemet

Tracking cable

Route switching example 2
Note: the following table indicates details of the special relay and special registers to be monitored when estimating whether
route switching occurred or not.

Tt

Device Meaning Explanation
SM1600 Other system error flag OFF: No error | + Turns on when an error occurs during redundant system error check. (Turns on when either of bits for
ON: Error SD1600.)
» Remains off when no errors are present.
SD1590 Module no. for network module * Any of the following bits turns on corresponding to module No. for network module requesting route

requesting route switching in host
system

switching in host system.
* Turns off by the system after recovery from error of the relevant module by user.

Bit status
bi5 to bid bl bl O OFF
soiseg| o Joa[ - fonfo] WOM
Module Mo. Tt Invakd, as CPU modute

uses 2 slofe,

Module No. 1: Indicstes the module to
ko tha right of CPU madula

Module No. 11 Indicetes the module at
the right end of a 12-1/0
slot base (Q3128)

* Refer to SD1690 for module No. for network module requesting route switching in other system.
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Device Meaning Explanation

SD1690 Module no. for network module * Any of the following bits turns on corresponding to module No. for network module requesting route
requesting route switching in other switching in other system.
system * Turns off by the system after recovery from error of the relevant module by user.
Bit status

spisan| 0 pa[ o omo] tOM

b1 o bid o biba O OFF
| ' Module Mo. It Invalid, as CPU module

uses 2 glols,
Module No. 1: Indicates the module to
[0 the right of CPU module

Moduls No.11: Indicatss the module at
the right end of a 1240
siot base (Q3128)

* Refer to SD1590 for module no. for network module requesting route switching in host system.

* R-series

The following text describes the configuration for accessing RnP CPUs (e.g. R120P) in redundant mode. Two RnP CPUs can
be combined with an R6RFM module to form a redundant PLC system.

» Operation mode

The redundant operation mode can be selected from the network page.

'MX Transfer Setup Wizard - Netwark

Flease select the MNetwork

Station type [Hosl station b
Connact CPU senes [R hd
CPU type [Ro8P v
Operation Mode [Redundan[ V]

Target system ’?Contrul system I

Communication setting

Opan system [MELSOI-_T connection » |

Cancel | [ <Back | [ Ned> |

The 'Operation Mode' selects whether redundant mode is enabled or not.

Parameter Values Description
Operation mode Redundant Use redundant mode.
None Do not use redundant mode, instead a multiple CPU target can be selected.

As 'Target system' either 'Control system' or 'None' can be selected.

Parameter Values Description

Target system Control system Connects to the control system and maintains access to the control system after switching
control and standby CPU.

None Connects to the target PLC CPU independently of whether it is control or standby system.

The 'Open system' setting selects how the connection is made.

Parameter Values Description

Open system MELSOFT connection Connect with a standard MELSOFT connection.
Note: Other connection methods may be available in later versions.
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HEConnection Types for Q24DHCCPU-V C-Controllers
The user interface of the transfer setup offers connection types for Q24DH CCPUs, which are not supported by this software.
The supported connection types are:

« PC (USB) - Q24DHCCPU-V

» PC (Ethernet) - Q24DHCCPU-V

« PC (USB) via GOT (Bus) - Q24DHCCPU-V

+ PC (USB) via GOT (Ethernet) - Q24DHCCPU-V

» PC (Ethernet) via GOT (Bus) - Q24DHCCPU-V

The following connection types can be selected in the transfer setup, but are presently not supported by the hardware:
» PC (Serial) - Q24DHCCPU-V

* PC (C24) - Q24DHCCPU-V

« PC (MELSECNET/H) - Q24DHCCPU-V

» PC (CC-Link) - Q24DHCCPU-V

» PC (CC-Link G4) - Q24DHCCPU-V

« PC (CC-Link IE Control) - Q24DHCCPU-V

» PC (CC-Link IE Field) - Q24DHCCPU-V
PC (Serial) - GOT (Serial) - Q24DHCCPU-V
PC (Serial) - GOT (C24) - Q24DHCCPU-V
PC (Serial) - GOT (Bus) - Q24DHCCPU-V

PC (Serial) - GOT (Ethernet) - Q24DHCCPU-V

PC (USB) - GOT (Serial) - Q24DHCCPU-V

PC (Ethernet) - GOT (Serial) - Q24DHCCPU-V

Communication setting wizard

A channel is equivalent to a physical port in the computer. To correctly configure a channel means to set up the specific
communication parameters for the port like the serial channel speed (Baud rate) and protocol characteristics: Transmission
mode (ASCII or RTU), RTS flow control, Stop bits and Parity scheme. When configuring a device, the channel communication
properties are configured in the Communication Setting Wizard to set up the communication between the PC and the PLC

device.

Communication Settings on the PC Side

First you will specify the communication type to use on the PC side, as shown in the figure below.

MX Transfer Setup Wizard - PC side

COommunization seting
Connect port | COMT v | [Janparts
Teme ot | 10000 | s

Setting up the Connection for the PC Side
PC Side I/F: Specifies which connection type and which physical connection (COM) port to use for the selected device. The
connection parameters (listed in the following tables) are selected in the Communication Setting Wizard. Click the
Configuration button to launch the Communication Setting Wizard.
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Note: The configuration parameters vary depending on which connection type is selected in the PC Side I/F field.

Communication Path

Description

Serial Communication over a serial link can be either direct CPU or to a serial communications card, e.g.
AJ71C24, QJ71C24, LJ71C24.

MELSECNET/10 Communication over MELSECNET/10 is via a special function module.

MELSECNET/H Communication over MELSECNET/H is via a special function module.

CC-Link board

Communication over CC-Link network.

CC-Link IE board

Communication over CC-Link IE network.

CC-Link IE field board

Communication over CC-Link IE field wiring.

CC-Link IE field Ethernet adapter

Communication over CC-Link IE field wiring via Ethernet adapter.

Ethernet board

Communications via Ethernet using TCP/IP or UDP/IP protocols.

CPU board Communications via a slot PLC

GOT transparent Communication indirectly via a GOT (serial, USB or Ethernet).

Q Series Bus Communication over Q Series bus is via a back plane.

GX Simulator Communication over GX Simulator is via GX Developer.

GX Simulator2 Communication over GX Simulator2 uses GX Works2.

GX Simulator3 Communication over GX Simulator3 uses GX Works3.

MT Simulator2 Communication over MT Simulator2 uses MT Works2.

Modem Communication over MODEM is via a special function module.

USB Communication over a serial link can be direct to the CPU USB port.

SX Controller

Not supported.

Connect Port: Specifies which physical COM port to use for the selected channel. You can specify as many channels as
needed for communication with your hardware.

COM1 to COM2 (if available)

Computer Ports

COM3 to COM256

Expansion Ports

By default, you will only see the physical COMports that are actually available on your computer. If you are preparing a

configuration to be used on another computer which has different COMports, check the All ports box to show a full list of

possible serial ports.

Item

Description

IMPORTANT

Verify that the COM port you select is not used by another channel or application. Assigning two channels to the same
port results in a communication failure on one of the channels. Assigning a channel to a COM port used by another
application (such as an alarm printer) can produce problems with driver communication.

Board Number

Specifies the module (1-4) of the selected board.

Connect Module

Select a unit type from the drop-down list.

Protocol Specifies the primary device's communication protocol as the Transmission Control Protocol (TCP) or the User
Datagram Protocol (UDP). This selection must match the protocol used by your process hardware.

Packet Type Select Binary or ASCII from the drop-down list.

Port Number This is the port address to be used when connecting to a MELSEC Ethernet module. Valid range is 256-65535. The
Ethernet module must be configured to accept connections through this port.

Time out Specify a connection time out (in milliseconds).

Note: If you are using UDP connections to a PLC, and the OPC server and the PLC are connected through a network
with a large volume of traffic, you may experience a high number of connection timeouts. This is due to the nature of
the UDP protocol, which drops network 'packets' under high load conditions without informing the sending application
that the data was lost.

To solve this problem, either improve the quality of the connection (for example by ensuring that there is enough
bandwidth in the network, or that the two systems are connected through a single network switch), or change the
connection to use the TCP/IP protocol instead. TCP/IP is designed to guarantee that data sent is eventually received,
even when the underlying network link sometimes loses individual 'packets’.

Network Number

The Network Number (1-255) only applies to MELSECNET/10, and is the number given to a MELSECNET/10 network
using the network module's rotary switches.
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Item

Description

Station Number

Specifies the station number (0-64 and 255) for the selected device. The station number is the number given to a PLC
connected to a second tier network. This is a PLC station number on a Mitsubishi MELSEC Network, such as NetB,
Netll or Net10.

For A and Q PLCs, the setting range is 0-64 and 255. The range 0-64 can be set on the appropriate Network modules
rotary switches.

For MELSECNET/B the setting range is 0-31 where Zero is the master.

For MELSECNET/II the setting range is 0-64 where Zero is the master.

For MELSECNET/10 the setting range is 1-64 (master-less network).

Notes:

* A setting of 255 (FF Hex) is the default for a PLC when no network is connected.

« Station number has no meaning for FX range of PLC's.

* This setting is often referred to as PC number in other documentation and drivers.

Communication Settings on the PLC Side

Now you must specify the communication type to use on the PLC (device) side, as shown in the figure below.
PLC Side I/F: In the PLC Side I/F field, select a communication module from the drop-down list. (The module types listed
depend on the communication type you specified for the PC side.)

MX Transfer Setup Wi

Cancel

- PLC side

Please select the PLE side |IF

PLC sice IF v |
Cammunizaion seting
CPL sevies !Q v

,7‘—
CRUtye |@02iH] e |
Transmission spsed {5600 v | bps
Carrel [pTR o RTS Coniral -
I = Back l I Meat =

Setting up the Connection for the PLC Side

Note: The configuration parameters vary depending on which connection type is selected in the PLC Side I/F field.

Item

Description

CPU type

Specifies the CPU type of the selected device. Select a CPU type from the drop-down list.

Process hardware, such as programmable controllers and interface modules, has specific values for the baud rate,
data bits, stop bits, and parity. These properties are the language of the devices — how they communicate with each
other. In order for the 1/O driver to communicate with these devices, it must speak the same language.

Consequently, when configuring a driver, enter and verify that the driver uses the same baud rate, data bits, stop bits,
and parity that your process hardware devices use. If you specify incorrect values, you can never establish
communication between driver and hardware. Refer to your hardware vendor for correct values.

Transmission Speed

Specifies the baud rate for the selected channel. Baud rate is a characteristic of serial communication. It indicates the
number of electrical impulses (data bits) transferred to the communications line per second. For example, transmitting
a raw 8-bit code at the rate of 1200 characters-per-second is expressed as 9600 baud.

The baud rate you enter in this field must match the baud rate of the device that the driver is communicating with. The
device cannot respond to requests or communicate if you enter an incorrect baud rate. Refer to your hardware
documentation for the correct baud rate setting.

The Transmission Speed field lets you select from a set of applicable baud rates:

+ 300

* 600

+ 1200

2400

* 4800

* 9600

+ 19200

+ 38400

+ 57600

+ 115200
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Item

Description

Control

Request to Send (RTS) and Data Terminal Ready (DTR) are signals that control the flow of process data for serial
communications. Your process hardware may not require these signals, but all devices on a channel must use the
same RTS and DTR signal settings. The driver uses the flow control signal as follows:

* RTS: Raises the RTS line high when the driver starts. The signal remains high while the driver runs.

* DTR: Raises the DTR line high when the driver starts. The signal remains high while the driver runs.

Station Number

Specifies the station number (0-64 and 255) for the selected device. The station number is the number given to a PLC
connected to a second tier network. This is a PLC station number on a Mitsubishi MELSEC Network, such as NetB,
Netll or Net10.

For Aand Q PLCs, the setting range is 0-64 and 255. The range 0-64 can be set on the appropriate Network module's
rotary switches.

For MELSECNET/B the setting range is 0-31 where Zero is the master.

For MELSECNET/II the setting range is 0-64 where Zero is the master.

For MELSECNET/10 the setting range is 1-64 (master-less network).

Notes:

* A setting of 255 (FF Hex) is the default for a PLC when no network is connected.

« Station number has no meaning for FX range of PLC's.

* This setting is often referred to as PC number in other documentation and drivers.

Network Number

The Network Number (1-255) only applies to MELSECNET/10, and is the number given to a MELSECNET/10 network
using the network module's rotary switches.

Data Bits

Specifies the number of data bits for the selected channel. Data bits are a characteristic of serial communications. The
unit of data that is passed along a serial data line consists of data bits, parity, and stop bits. The data bits comprise the
actual message being communicated.

The number of data bits used for communication can differ between devices. Devices may use 7-bit, or 8-bit code. The
number specified in this field must match the number of data bits used by the device that the driver communicates with
or communication cannot be established. Refer to your hardware documentation for the correct data bits value. Valid
entries are 7 or 8.

Stop Bits

Specifies the number of stop bits for the selected channel. Stop bits are a characteristic of serial communications. The
unit of data that is passed along a serial data line consists of data bits, parity, and stop bits. The stop bits indicate the
end of a unit of data.

The number of stop bits varies between devices. Some devices require two stop bits while others only require one. The
number specified in this field must match the number of stop bits for the device that the channel is communicating with.
Refer to your hardware documentation for the correct stop bits setting. A defective stop bit generates a framing error.

Valid entries are 1 or 2.

Parity

Specifies the selected channel's parity. Parity is a characteristic of serial communications. The unit of data that is
passed along a serial data line consists of data bits, parity, and stop bits. Parity is an error-checking method for a unit
of data on a serial data line. A parity bit is added to a unit of data to ensure that the unit of data conforms to the
particular parity rule.

The type of parity specified for the channel must match the parity of the device it communicates with. Refer to your
hardware documentation for the correct parity setting.

* None:The parity bit is not used and no parity is specified.

» Odd:If odd parity is in effect and an even number of 1s is received, an error is detected.

» Even:If even parity is in effect and an odd number of 1s is received, an error is detected.

Sum Check

Does the message type require a checksum?
* None: The check sum is not used.
« Existence: The check sum is used.

Module Type

Select a unit type from the drop-down list.

Port Number

This is the port address to be used when connecting to a MELSEC Ethernet module. Valid range is 256-65535. The
Ethernet must be configured to accept connections through this port.

Transmission wait time

Specify a connection time out (in milliseconds).

Mode

Specify a mode for the selected communication module.
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Specifying the Network Station Type

Select the network Station Type (host or other) and CPU Type (if applicable) from the respective drop-down lists, as shown in

the figure below.

MX Transfer Setup Wizard - Network
Fleaze select e Metwiork
Stetion type

[cow ] [ ]

Configuring Network Settings
Click the Finish button to complete the communication channel setup, as shown in the figure below.

MX Transfer Setup Wizard - Finished

The Communication swizard hes finizhed collecting
infor maticn.

Prezz 'Firish' to store the modifisd settings and to cloze
the wlzard .

Comment

[ cows | [ron ]

Completing Channel Setup
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Properties for Station Type "Other Station"

If you select Other Station under network Station Type in the Communication Setting Wizard, the Other Station properties
dialog appears, as shown in the figure below. Select a Station Type from the drop-down list, and specify the other parameters
(which will depend on the Station Type). For some station types there may be another page of parameters. Click the Next
button when you are finished. Then click the Finish button to complete the communication channel setup.

MX Transfer Setup Wizard - Network
Fleaze select e Network
Station type Cther station

Network | Etharnet v
[tk Foute

(=] [

Properties for "Other" Station

MX Transfer Setup Wizard - Other station

Pleaze select the Cther station

Cther station setting

CAU geries Q -
CPL typoe COEH!

Metwwcrl Mo

Sation Mo

1]
]
l

BRI

Additional properties for "Other” Station type "Ethernet”
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Modem support

MX OPC Server 7.00 has MODEM configurations:

1. MODEM in Device Configuration Wizard:
» PC Side I/F: MODEM
» Connect Module: Q6TEL, A6TEL, FXCPU, AJ71QC24N, QJ71C24, LJ71C24

2. MODEM in Device Advanced Setting:
» PC Side I/F: Serial

« PLC Side I/F: CPU module or C24 module (AJ71C24, AJ71UC24, AJ71QC24N, QJ71C24, LJ71C24)
+ Advanced setting in device modem: tone or pulse

PLC Connection Connection Mitsubishi Non- Mitsubishi Results Comments
Type Hardware Modem Modem
Q06 MODEM 1 QJ71C24 O — — —
Qo6 MODEM 1 QJ71C24 — O O Code required in the PLC
Qo6 MODEM 2 QJ71C24 O — O Note B
Qo6 MODEM 2 QJ71C24 — O — —
Q06 MODEM 2 Prog. Port O — — —
Q06 MODEM 2 Prog. Port — O — —
FX2N MODEM 1 Prog. Port or 232BD | O — O AT%ADP=3 at both ends
FX2N MODEM 1 Prog. Port or 232BD | — O O —
FX2N MODEM 2 Prog. Portor 232BD | O — O AT%ADP=3 at both ends
FX2N MODEM 2 Prog. Port or 232BD | — O O —
Q2AS MODEM 1 Q6 TEL O — O No available settings that will work
Q2AS MODEM 1 Q6 TEL — O O DIP switch 1 ON in Q6 TEL.
Q2AS MODEM 1 Qc24 O — O AT%ADP=Q at PLC end &
AT%ADP=D at PC end
Q2AS MODEM 1 Qc24 — O — —
Q2AS MODEM 2 HMI to Prog. Port O — — —
Q2AS MODEM 2 HMI to Prog. Port — O — —
Q2AS MODEM 2 Q6 TEL O — — —
Q2AS MODEM 2 Q6 TEL — O — —
Q2AS MODEM 2 Qc24 O — — —
Q2AS MODEM 2 QC24 — O — —
A2AS MODEM 1 Q/A6 TEL O — — —
A2AS MODEM 1 Q/A6 TEL — O O All DIP switches off in A/Q6 TEL
A2AS MODEM 2 C24 O — O AT%ADP=2 at PLC end &
AT%ADP=0 at PC end
A2AS MODEM 2 C24 — O — —
A2AS MODEM 2 HMI to Prog. Port O — — —
A2AS MODEM 2 HMI to Prog. Port — O — —
A2AS MODEM 2 Q/A6 TEL O — — —
A2AS MODEM 2 Q/A6 TEL — O — —
NOTES:
 A: For all non-Mitsubishi modems it is mandatory that the setting &C1 is set and saved in the modem before it is used, e.g.
AT&C1&W.

» B: All settings throughout this connection method must be 9600 Baud, no Parity, 8 data bits, 1 stop bit and checksum on.
For both modems this means that AT%ADP=T,9600,8,N,1 must be set.
» C: The Q6 TEL must be configured for default settings such as the Modem initialisation string. The only way found to do this

was by using features available in GX Works2 i.e. from the TOOLS menu use 'Set Tel Data' and its sub-menu.
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Transfer setup management

When new MX devices are added to the MX OPC project, the communication type (e.g. Ethernet, Serial etc.) and details (e.g.
serial port number, host address etc.) must be set up so that the runtime module knows how to communicate with the device.
Once you have configured the communication details for a device, it can be useful to recall them instantly without having to
enter all of the details again. In MELSOFT MX OPC Server DA Configuration Tool, these transfer details are handled using
the MX Transfer setup dialog.

When you configure the connections for a device, the MX Transfer setup dialog will be shown, as in the figure below.

FHMX Transfer Setup [x]
Select trarsfer setip I Coefigure. . ‘ I Comm, Test.. ‘
Etharned
PCIF Elherriet CRU Lype Q2SR
Pratocal LoP Moduletyps CJTIET]
ek Mo 1 HostiP A dokess) M92.168.20.350
Station Ho 13 Hletwork Ho i
PoIt Mo s001 Station M h
Timeowt 1000 me
uttiple CPUI Mone
[ Ok ] [ Cancel ]
MX Transfer setup dialog

The network architecture and settings for the selected transfer setup are displayed with graphics representing each network
node. The parameters associated with a network node are shown under the graphic. The PC side connection is shown on the
left, and the PLC side connection on the right.

Using this dialog, you can:

* Add new transfer setups

* Rename existing transfer setups

* Remove existing transfer setups

* Modify a transfer setup

» Select a transfer setup to be used for the device

+ Test the communication with a selected transfer setup

The controls on this dialog are:

Item

Description

Select transfer setup

This list contains the previously configured transfer setups, along with the entries:
« <New...> - select this to show the New Setup dialog, to create a new transfer setup definition.
« <Rename/Remove...> - select this to rename or delete other entries in the list.

Configure If an existing transfer setup is selected in the Select transfer setup list, the Communication Setting Wizard is shown to
modify it. If <New...> is selected, the New Setup dialog is displayed.

Comm. test Attempt a connection to the device using the selected transfer setup details, and confirm whether or not the connection
was successful.

OK Accept the changes and continue

Cancel Exit to the previous screen

You can also double-click on a network node graphic or on the properties to edit the properties for that node in the
Communication Setting Wizard.

The transfer setup details are stored in the local configuration database. If you have moved the configuration database from
one computer to another, the connection details for a named transfer setup may be different from those stored locally. If this
happens, you may be prompted to overwrite the local settings when you first edit the device on the new computer. If there is
not enough space to store the new settings, you will be prompted to select another transfer setup to overwrite.
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Creating new transfer setups

To create a new transfer setup, select <New...> from the Select transfer setup list, as shown in the picture below:

MX Transfer Setup

Select trarsfer satun

<Mew,,, = o
<Rename fRemove.. =

Creating a new transfer setup

Note: A maximum of 32 different transfer setups can be stored. If this number is exceeded, an error message will be shown,
and you will need to either delete one of the existing transfer setups to make space for the new one, or modify another existing
setup instead.

You will be prompted for the name of the new transfer setup, and given the option to copy its settings from another transfer
setup. To use default settings, select <Default>, as in the example figure below:

Mew Setup |">< ]

[Name
| serld |

Copy Settings from
| <Defaults "|

New transfer setup

After you click OK, the Communication Setting Wizard will be shown to edit the details of the new connection.

Renaming/removing transfer setups

To rename or remove an existing transfer setup, select <Rename/Remove...> from the Select transfer setup list, as shown in
the picture below:

B MX Transfer Setup

Select trarsfer setup !Etherr'et

Ethernat

‘- <Rename/R

- ?t:jn:s""ﬁ'

5
Renaming or removing an existing transfer setup

A list of existing transfer setups will appear:
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X

Rename/Ramove Setups |

Transfer Setups [ Remave ]

Ethetnes

OK

Rename/remove transfer setups dialog
The controls on this dialog are:
* Remove: Delete the selected transfer setup from the list. You will not be prompted to confirm this, but if you accidentally
delete the wrong entry pressing Cancel will undo the change.
» Rename: Change the name of the selected entry. Modify the name in-place (as in the picture below) then press Enter. You
can also rename an item by double-clicking on it in the list.

Rename/Remove Setups

Transfer Sekups }
I

f““\-’}' H"'--‘f"""’"/

Renaming a transfer setup

+ Cancel: Exit without saving the changes.
» OK: Save changes and close the dialog.

Refresh device

To refresh a device, select 'Refresh Device' from the device context menu.

&E’? Address Space Mame -

Eﬁi W = s
@ Alarm ol Mew@roup.. Cri+F
. Sinulat] Mew DataTan. .. Chrl+L
E’J Convert  Rerame
Poll Met

| Delete
Cuf
Copy
Propetties. ..
Refresh Dy, Tags
Refresh Device

Refresh device menu
This will reset ('refresh') the device and start communication again.
Any tags monitored on the device may lose their values until the connection is re-established and they have been read again.
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3.4 DataTags

Data tags represent an OPC data item, a register in the device or a range of registers.
A symbolic name and description is associated with each tag. An OPC client can obtain the tag description.

Basic MX data tag properties

The examples below show the Basic Tab of the MX Tag Properties dialog for a tag in an MX Device and an MX Device (ver.
2).

Tags in an MX Device (ver. 2) do not use the 1/0 Address field.

Up to 10000 data tags can be created for one MX Device.

é]“ Tag Properties lﬁ

Basic | Advancad IAIamE | Mudtiphy

Tag Propertias
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f : [ IEEE
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Desc. Desc
Gereral Setuy
Generel Sstup by it
[ &dd N Eravae
140 Addresa: MO Browse...
| secas g
Accese Bights: | Recd, Wime ¥
: [ata Type: |aoo|_ - |
Data Typ=: | ECOL -
Data Foling
Diata Poling

Pal. [Aethed: 1000ms -
Pol Method:  1000me -

Save || [ SavsiNew | [ Cancd
Sawe | l Sawve & Heg | LCarced J
Tag in MX Device: Basic Tab Tag in MX Device (ver. 2): Basic Tab

The following settings can be configured:

* Name: Enter a logical name for the data item. In an MX Device (ver. 2) this must exactly match the label name in GX
Works3, and the label name must have been configured with the 'Allow external access' checkbox enabled. The tag name
must be no more than 34 characters in an MX Device, or 255 characters in an MX Device (ver. 2).

 Description: Allows you to enter text about the tag. Entries in this field can be very helpful when you go back to look at old
configuration or report files, or when you need to modify an existing configuration. The more detailed and specific the
information you enter in this field, the easier it is to identify the tag. The description can be up to 128 alphanumeric
characters and symbols.

+ 1/O Address: Indicates the data starting address - not used for tags in an MX Device (ver. 2). This may be edited to access
a bit within a word for certain register types. For example, if you enter the address 'D100.0' the Data Type will automatically
change to BOOL and the tag will reference bit 0 within the word at address D100. The bit numbers are always entered in
decimal.

Use the Browse button to see a list of supported device types and maximum ranges for your hardware. There will be an

additional BIT entry in this list for word registers that support access to bits within a word.

Note: You can also read bit values from a word by using the 'dot' notation when defining the item in the client. For more

information, see Accessing bits.

Label addresses in the GV: range (label area) are assigned automatically by the compiler and could be moved at any time, so

they cannot be entered manually in an MX Device (ver. 1). Instead, use an MX Device (ver. 2) to access this address range.

» Access Rights: Enables/disables Read, Write, or Read/Write operations.

Note: If a tag is defined with only "Write" access, its value will appear as "?" in the monitor view, and it will not be possible to

read the tag's value from any other application.

Note: Some devices (such as the SA\* safety registers) are always read only, so when they are used Write and Read/Write

will not be available.
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» Data Type: Specifies which type of data the tag will expose to OPC clients.

Data Type Description

INT Signed 16-bit integer.

UINT, WORD Unsigned 16-bit integer.

REAL 32-bit floating point (IEEE).

LREAL 64-bit floating point (IEEE).

BOOL Digital, one bit.

UDINT, DWORD Unsigned 32-bit integer.

DINT Signed 32-bit integer.

COUNTER Signed 16-bit integer (Counter).

TIMER Signed 16-bit integer (Timer).

RTIMER Signed 16-bit integer (Retentive timer).
UTIMER Unsigned 16-bit integer (Unsigned timer).
UCOUNTER Unsigned 16-bit integer (Unsigned counter).
URTIMER Unsigned 16-bit integer (Unsigned retentive timer).
LTIMER Unsigned 32-bit integer (Long timer).
LCOUNTER Unsigned 32-bit integer (Long counter).
LRTIMER Unsigned 32-bit integer (Long retentive timer).

The available types will depend on the I/O address and the PLC series. For example, timers can only be used in address
ranges such as 'TN', and later PLC series such as MELSEC iQ-R do not use signed timers.

To use other types (e.g. STRING, WSTRING and ARRAY types), the data type must be selected in the Advanced tag
properties.

The data types available for use in the PLC programming software will vary depending on the PLC series and the software
version.

In an MX Device (ver. 2), tags that were defined in GX Works3 with a native timer/counter type must be entered with the same
native data type. The tag cannot be read using an equivalent integer type such as UINT, INT or DINT.

The following devices, data types and ranges are supported:

Note: The device ranges listed in the table below are the maximum ranges possible on any PLC. The actual range supported
depends on the type of PLC used and the configuration (as ranges can often be resized in the PLC using the programming
software). The Browse button next to the 1/0 Address field can be used to view the typical maximum supported ranges for
your hardware.

Device Device Data Type Device Range Size Bits
Link relay B BOOL 0-EFFFh 1
Counter coil cC BOOL 0-32767 1
Counter Present value CN WORD, UINT, INT, COUNTER/UCOUNTER 0-32767 16
Counter Contact (O] BOOL 0-32767 1
Data register D DWORD, WORD, UDINT, UINT, DINT, INT, REAL, 0-4910079 16
LREAL, STRING, WSTRING, BOOL
GOT register EG DWORD, WORD, UDINT, UINT, DINT, INT, REAL, 0-32767 16
LREAL
Annunciator F BOOL 0-32767 1
Free run timer FT DWORD, UDINT, DINT — 32
Global label GV: DWORD, WORD, UDING, UINT, DINT, INT, REAL, 800h-5A5FFFh 32
LREAL, STRING, WSTRING, BOOL
Latch relay L BOOL 0-32767 1
Long counter coil LCC BOOL 0-2784543 1
Long counter current value LCN DWORD, UDINT, DINT, REAL, LREAL, LCOUNTER 0-2784543 32
Long counter contact LCS BOOL 0-2784543 1
Long retentive timer coil LSTC BOOL 0-1479295 1
Long retentive timer current value LSTN DWORD, UDINT, DINT, REAL, LREAL, LRTIMER 0-1479295 32
Long retentive timer contact LSTS BOOL 0-1479295 1
Long timer coil LTC BOOL 0-1479295 1
Long timer current value LTN DWORD, UDINT, DINT, REAL, LREAL, LTIMER 0-1479295 32

3 Configuring the Address Space
3.4 Data Tags 1 45



Device Device Data Type Device Range Size Bits
Long timer contact LTS BOOL 0-1479295 1
Internal relay M BOOL 0-61439 1
Motion device WORD 0-12287 16
File register R DWORD, WORD, UDINT, UINT, DINT, INT, REAL, 0-32767 16
LREAL, STRING, WSTRING, BOOL
Safety link relay SA\B BOOL O0h-9BFFFh 1
Safety counter contact SA\CC BOOL 0-35487 1
Safety counter current value SA\CN WORD, UINT, INT 0-35487 16
Safety counter coil SA\CS BOOL 0-35487 1
Safety data register SA\D WORD, UINT, INT, DWORD, UDINT, DINT, REAL, 0-39935 16
LREAL, STRING, WSTRING, BOOL
Safety internal relay SA\M BOOL 0-638975 1
Safety special register SA\SD WORD, UINT, INT, DWORD, UDINT, DINT, REAL, 0-4095 16
LREAL, STRING, WSTRING
Safety special relay SA\SM BOOL 0-4095 1
Safety retentive timer coil SA\STC BOOL 0-35487 1
Safety retentive timer current value SA\STN WORD, UINT, INT 0-35487 16
Safety retentive timer contact SA\STS BOOL 0-35487 1
Safety timer coil SA\TC BOOL 0-35487 1
Safety timer current value SA\TN WORD, UINT, INT 0-35487 16
Safety timer contact SA\TS BOOL 0-35487 1
Safety link register SA\W WORD, UINT, INT, DWORD, UDINT, DINT, REAL, 0h-9BFFh 16
LREAL, STRING, WSTRING
Safety input relay SAX BOOL Oh-1FFFh 1
Safety output relay SA\Y BOOL Oh-1FFFh 1
Link special relay SB BOOL 0-7FFFh 1
Special register SD DWORD, WORD, UDINT, UINT, DINT, INT, REAL, 0-2255 16
LREAL, STRING, WSTRING
Special relay SM BOOL 0-2255 1
Retentive Timer Coil STC BOOL 0-32767 1
Retentive Timer Present value STN WORD, UINT, INT, RTIMER/URTIMER 0-32767 16
Retentive Timer Contact STS BOOL 0-32767 1
Link special register S DWORD, WORD, UDINT, UINT, DINT, INT,REAL, 0-7FFFh 16
LREAL, STRING, WSTRING
Timer Coil TC BOOL 0-32767 1
Timer Present value TN WORD, UINT, INT, TIMER/UTIMER 0-32767 16
Timer Contact TS BOOL 0-32767 1
Shared device U3En\G BOOL, DWORD, WORD, UDINT, UINT, DINT, INT, 10000-24335 16
REAL, LREAL, STRING, WSTRING
Link register W DWORD, WORD, UDINT, UINT, DINT, INT, REAL, 0-49FFFFh 16
LREAL, STRING, WSTRING
CC-Link input register WR DWORD, WORD, UDINT, UINT, DINT, INT, REAL, 0-255 16
LREAL
CC-Link output register ww DWORD, WORD, UDINT, UINT, DINT, INT, REAL. 0-255 16
LREAL
Input relay BOOL 0-1FFFh 1
Output relay BOOL 0-1FFFh 1
File register ZR DWORD, WORD, UDINT, UINT, DINT, INT, REAL, 0-16777215 16
LREAL, STRING, WSTRING, BOOL
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Polling Method: Select a polling method from the drop-down list, which lists all polling methods configured in the Polling

Method Definitions tree control of the Configurator.

Save: Saves all changes specified in the properties dialog box. The data tag appears in the list view for the selected device.
Save & New: Saves all changes specified in the properties dialog box and immediately starts configuration of a new data

tag.
Cancel: Closes the properties dialog box.
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Addressing

Note: Addresses are handled automatically in MX Device (ver. 2), and not displayed in MELSOFT MX OPC Server DA
Configuration Tool.

ER:MemoryBlock:Address — Where the memory block is between addresses 1-256, the MELSOFT MX OPC Server DA
Configuration Tool will address ER linear in a decimal format.

Note: ZR registers must be addressed in a decimal format.

+ Address Ranges

The address ranges available will depend on the PLC type and the hardware parameters that have been configured. For
details of the addresses, refer to the hardware manual. To check the maximum possible addresses for a new data tag, use the
Browse button in the Basic MX Data Tag Properties page.

« Starting Address

Specifies the location in the device where the selected data block begins.

+ Valid Data Block Registers

B,CC,CN, CS,D, ER, F, FT, GV;, L, LCC, LCN, LCS, LTC, LTN, LTS, LSTC, LSTN, LSTS, M, R, SA\B, SA\CC, SA\CN,
SA\CS, SA\D, SA\M, SA\SD, SA\SM, SA\STC, SA\STN, SA\STS, SA\TC, SA\TN, SA\TS, SA\W, SA\X, SAY, SB, SD, SM,
SW, STC, STN, STS, TC, TN, TS, U3En\G, W, WR, WW, X, Y, Z, ZR, #

» Ending Address

Specifies the location in the device where the selected data block ends.

Advanced MX data tag properties

In the Advanced tab of the Tag Properties dialog box, shown below, configure the following settings:

Iag Properties

.Basic J Advanced | Alamg || Mulbgly

General Setp
Enabls Tag

D ate Cornversion

1 5 wap ward byt arder

Uze Corversion

Canverzon:

Data Typ=

Deadband: | 0.2
Simulation
1 Simulate

1 Use Manual Value

i Save [ Save & Mew ] [ Cancel ]

MX Data Tag Properties: Advanced Tab
To modify a tag, the tag must first be enabled by checking the Enable Tag check box. Once the tag is enabled, all

configuration fields can be modified.

« Save: Saves all changes specified in the properties dialog box. The data tag appears in the list view for the selected device.

« Save & New: Saves all changes specified in the properties dialog box and immediately starts configuration of a new data
tag.

« Cancel: Closes the properties dialog box.
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Data Conversions

To get the data value converted to another form, choose one of the predefined or user-defined conversions. MX OPC Server
includes the following conversions:

1. Swap word/byte order
* WORD conversion B1/B2 < B2/B1
« DWORD conversion B1/B2 B3/B4 < B4/B3 B2/B1

2. Convert to Word (32bits < 16bits)

If an OPC client requests a VT_l4 (DINT), where the tag is defined in the MELSOFT MX OPC Server DA Configuration Tool
as a VT_I2 (INT), the MX OPC Server will reduce it to VT_I2 when writing and expand it to VT_I4 when reading. The sign of
the data will be taken into account.

3. Use Conversion
To select a conversion definition, check the Use Conversion check box and then select a conversion definition from the drop-
down list, which lists all conversion definitions configured in the Conversion Definitions tree control of the Configurator.

Data Types

Checking the Use Advanced Types check box enables the fields under the Data Types section. The Data Type field specifies
which type of data the tag will expose to OPC clients.

Data Type Description

STRING Text stored internally as a 16-bit integer (ASCII, 2 x 8-bit characters per word).
WSTRING Text stored internally as a 16-bit integer (UNICODE, 1 x 16-bit character per word).
Array of INT Array of signed 16-bit integers.

Array of UINT, Array of WORD Array of unsigned 16-bit integer.

Array of REAL Array of 32-bit floating point (IEEE).

Array of LREAL Array of 64-bit floating point (IEEE).

Array of BOOL Array of digital (bit) values.

Array of UDINT, Array of DWORD Array of unsigned 32-bit integers.

Array of DINT Array of signed 32-bit integers.

To use other types (e.g. non-array types), uncheck Use Advanced Types and change the type in the Basic tag properties 214.
The following devices, data types and ranges are supported:

Note: The device ranges listed in the table below are the maximum ranges possible on any PLC. The actual range supported
depends on the type of PLC used and the configuration (as ranges can often be resized in the PLC using the programming
software). The Browse button next to the I/O Address field on the Basic tab can be used to view the maximum supported
ranges for your hardware.

Device Device Data Type Device Range Size Bits
Link relay B BOOL 0-EFFFh 1
Counter coil CcC BOOL 0-32767 1
Counter Present value CN WORD, UINT, INT, COUNTER/UCOUNTER 0-32767 16
Counter Contact Cs BOOL 0-32767 1
Data register D DWORD, WORD, UDINT, UINT, DINT, INT, REAL, 0-4910079 16
LREAL, STRING, WSTRING, BOOL
GOT register EG DWORD, WORD, UDINT, UINT, DINT, INT, REAL, 0-32767 16
LREAL
Annunciator F BOOL 0-32767 1
Free run timer FT DWORD, UDINT, DINT — 32
Global label GV: DWORD, WORD, UDING, UINT, DINT, INT, REAL, 800h-5A5FFFh 32
LREAL, STRING, WSTRING, BOOL
Latch relay L BOOL 0-32767 1
Long counter coil LCC BOOL 0-2784543 1
Long counter current value LCN DWORD, UDINT, DINT, REAL, LREAL, LCOUNTER 0-2784543 32
Long counter contact LCS BOOL 0-2784543 1
Long retentive timer coil LSTC BOOL 0-1479295 1
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Device Device Data Type Device Range Size Bits
Long retentive timer current value LSTN DWORD, UDINT, DINT, REAL, LREAL, LRTIMER 0-1479295 32
Long retentive timer contact LSTS BOOL 0-1479295 1
Long timer coil LTC BOOL 0-1479295 1
Long timer current value LTN DWORD, UDINT, DINT, REAL, LREAL, LTIMER 0-1479295 32
Long timer contact LTS BOOL 0-1479295 1
Internal relay M BOOL 0-61439 1
Motion device WORD 0-12287 16
File register R DWORD, WORD, UDINT, UINT, DINT, INT, REAL, 0-32767 16
LREAL, STRING, WSTRING, BOOL
Safety link relay SA\B BOOL 0h-9BFFFh 1
Safety counter contact SA\CC BOOL 0-35487 1
Safety counter current value SA\CN WORD, UINT, INT 0-35487 16
Safety counter coil SA\CS BOOL 0-35487 1
Safety data register SA\D WORD, UINT, INT, DIWORD, UDINT, DINT, REAL, 0-39935 16
LREAL, STRING, WSTRING, BOOL
Safety internal relay SAWM BOOL 0-638975 1
Safety special register SA\SD WORD, UINT, INT, DIWORD, UDINT, DINT, REAL, 0-4095 16
LREAL, STRING, WSTRING
Safety special relay SA\SM BOOL 0-4095 1
Safety retentive timer coil SA\STC BOOL 0-35487 1
Safety retentive timer current value | SA\STN WORD, UINT, INT 0-35487 16
Safety retentive timer contact SA\STS BOOL 0-35487 1
Safety timer coil SA\TC BOOL 0-35487 1
Safety timer current value SA\TN WORD, UINT, INT 0-35487 16
Safety timer contact SA\TS BOOL 0-35487 1
Safety link register SA\W WORD, UINT, INT, DWORD, UDINT, DINT, REAL, 0h-9BFFh 16
LREAL, STRING, WSTRING
Safety input relay SAX BOOL Oh-1FFFh 1
Safety output relay SA\YY BOOL Oh-1FFFh 1
Link special relay SB BOOL 0-7FFFh 1
Special register SD DWORD, WORD, UDINT, UINT, DINT, INT, REAL, 0-2255 16
LREAL, STRING, WSTRING
Special relay SM BOOL 0-2255 1
Retentive Timer Coil STC BOOL 0-32767 1
Retentive Timer Present value STN WORD, UINT, INT, RTIMER/URTIMER 0-32767 16
Retentive Timer Contact STS BOOL 0-32767 1
Link special register sSwW DWORD, WORD, UDINT, UINT, DINT, INT,REAL, 0-7FFFh 16
LREAL, STRING, WSTRING
Timer Coil TC BOOL 0-32767 1
Timer Present value TN WORD, UINT, INT, TIMER/UTIMER 0-32767 16
Timer Contact TS BOOL 0-32767 1
Shared device U3En\G BOOL, DWORD, WORD, UDINT, UINT, DINT, INT, 10000-24335 16
REAL, LREAL, STRING, WSTRING
Link register w DWORD, WORD, UDINT, UINT, DINT, INT, REAL, 0-49FFFFh 16
LREAL, STRING, WSTRING
CC-Link input register WR DWORD, WORD, UDINT, UINT, DINT, INT, REAL, 0-255 16
LREAL
CC-Link output register ww DWORD, WORD, UDINT, UINT, DINT, INT, REAL. 0-255 16
LREAL
Input relay BOOL 0-1FFFh 1
Output relay BOOL 0-1FFFh 1
File register ZR DWORD, WORD, UDINT, UINT, DINT, INT, REAL, 0-16777215 16

LREAL, STRING, WSTRING, BOOL
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Deadband

The Deadband feature is added to the tag properties and is enabled only for REAL / LREAL tags. It specifies the maximum
acceptable data fluctuation in an exception-based tag. Entering a Deadband value prevents the tag's current value from
changing when there is only a slight fluctuation in data.

Example:

Suppose the current value of a tag is 50.0 and you set a deadband of 20.0. MX OPC Server updates the exception-based tag
when incoming values are less than or equal to 30.0 or greater than or equal to 70.

Simulation

To test the client functionality, check the Simulate check box and then choose a Simulation Signal from the drop-down list.
Checking the Use Manual Value check box enables the fields under the Manual Value section. The Manual Value field
specifies with which value the simulated tag will be initialized.

MX tag properties: Alarms

In the Alarms tab of the Tag Properties dialog box, shown below, you can check the Generate Alarms check box to make the

server generate a limit alarm and/or a digital alarm based on the data item value. The Message Prefix parameter is the text of

the message for this data item; it will be followed by the text configured for a particular alarm type. The second part of the

alarm message will contain the Message Body string (see Alarm Definitions). The server allows having any number of Alarm

Definitions (templates) predefined. You can then combine one of them with the specific tags.

+ Digital Alarm: Select a Digital Alarm Definition from the drop-down list.

« Limit Alarm: Select a Limit Alarm Definition from the drop-down list.

« Save: Saves all changes specified in the properties dialog box. The data tag appears in the list view for the selected device.

« Save & New: Saves all changes specified in the properties dialog box and immediately starts configuration of a new data
tag.

« Cancel: Closes the properties dialog box.

lag Properties E]
1 Easic Advanccd- Alamnz .:_ Mulbply

Genzral Setp
[ Generatz Alams

L Save .] | Save & MNew | | Cancel |

MX Data Tag Properties: Alarms Tab
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Multiply pages on Tag dialogs

This feature is available from the MX Tag property sheets, and can be used to add many tags at the same time. It replaced the

'Multiply' item on the main menu and pop-up menus in earlier versions of MX OPC server. The following screenshots show the
Multiply tab on the Tag property sheets.

lag Properties @

.Basic: I Advancc;:l-: -Alanm.| ; MU""P'}“ |

HLitiply when s3ving

First nurmber. 12

Mumeric places:

Nurrber of items i-5

Base text iDupIicahe

i
44

ik

Save & Mew | Cancel
The Multiply when saving checkbox changes the text on the Save button to "Multiply" and disables the Save & New button.
When the user now clicks the Multiply button, the tag is saved and multiplied.

All the items on this property page (except the Multiply when saving checkbox) are enabled if and only if the Multiply when

saving checkbox is checked.

The new tags will be created with addresses immediately following the existing tag [except in MX Device (ver. 2) where the

address is not used], and with other details (such as data type) unchanged. The name is formed from the base text followed

by an incrementing number. The fields are:

* First number - the value to be used for the number part of the first tag

* Numeric places - the number of digits to add in the number. For example, if you will be creating 10000 tags with the same
base text, using 5 numeric places will ensure that the numbers are sorted as expected in the list.

* Number of items - the number of new tags to create (in addition to the original tag which is being saved).

+ Base text - the text used for the start of the new tag names.
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Example
Let's assume the user has an MX device in his configuration with no items. Then he adds a new item, names it "OriginalTag",

configures it, but before he closes the window with the "Save" button, he changes to the Multiply tab and sets it up as on the

next screenshot:
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Now, when he pushes "Multiply", the tag is saved and five duplicates created.
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Adding a new MX data tag

To add a new data tag:

Operating procedure

1. Right-click a device on the tree control of the Configurator screen and select New Data Tag from the pop-up menu, as
shown in the figure below.

EMXCunfiguralor.mdb - MX OPC Configurator
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Adding a New MX Data Tag

2. The Basic tab of the Data Tag Properties dialog box appears, as shown in the figure below.
Note: For a tag in an MX Device (ver. 2), the I/O Address will not be available.

- =
Tag Properties Iﬂ
Besic | Advanced | Mams | Mutipty

@ Hame: 2001

Desc.:

Geneml Setup

10 Address: MO Browse. ..
Access Rghts. |Read, Wite =

Data Type: EBOCL -

Data Polling

Pall. Method:  1000ms =

! Save ],[ Savek New ][ Cancel ]

Configuring MX Data Tag Properties
3. Inthe Name field, type a name for the new tag, and type a description for the tag (optional).

4. Setthe parameters for the /O Address (except for tags in an MX Device (ver. 2)) and data Access Rights.

3 Configuring the Address Space

3.4 Data Tags 1 53



5. Click on the Advanced tab. Check the Enable Tag check box to activate the tag.

lag Properties E]

Basic | Advanced 1 Alams | Mulbply |

General Sebp -
Enabie Tag
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Simulation -
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MX Data Tag Properties: Advanced Tab
6. Set the Data Conversion and Data Type parameters for the tag.

7. Inthe Alarms tab of the Tag Properties dialog box, you can check the Generate Alarms check box to make the server
generate a limit alarm and/or a digital alarm based on the data item value.

8. When you have finished configuring the tag properties, click the Save button. The new tag appears under the device tree
control.
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Basic Modbus data tag properties

In the Basic tab of the Tag Properties dialog box, shown below, configure the following settings.

’ R
Data item properties ﬂ
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Modbus type-
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S OINT  ©REAL ) LREAL
Data length {chams):
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Number of elements: 20
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Bit riuml
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[ Save ]I Save i Mew ] [ Carcel |

Basic Modbus tag properties
* Name: Enter a logical name for the data item.

Description: Allows you to enter text about the tag. Entries in this field can be very helpful when you go back to look at old
configuration or report files, or when you need to modify an existing configuration. The more detailed and specific the
information you enter in this field, the easier it is to identify the tag. The description can be up to 50 alphanumeric
characters and symbols.

Location type: Location type is a type of a register in the device. The register types are read as Input (1 bit long) or Input
Register (16 bits), or written to as Coil (1 bit) or Holding Register (16 bits). The table below explains the name conventions

used:
Bit Read Only Read / Write
1 bit Input Coil
16 bit Input Register Holding Register

When the Location type is set as Input or Coil, the only possible Modbus Type is BOOL, Bit Field is off and disabled.

Modbus type: Allows you to choose how the location type (device data) will be understood as Modbus type (OPC data
type). Modbus data type also depends on the Location type selected.

Data Length (chars): String length in characters, enabled only when Modbus type is set to STRING or WSTRING

Starting address: Specifies the data item address (register number) in the device data space.

Array: Whether to handle this data item as a vector of values. When Modbus type is set to BOOL, STRING or WSTRING, it
is disabled and off.

Number of elements: How many items the vector comprises of. Only enabled when Array checked.

Bit field: It is possible to extract bits from the register and use them as a Boolean or integer value (this functionality is read-
only). Enabled only for the BOOL, UDINT and UINT Modbus Types when Location Type is set to Input Register or Holding
Register.

Bit num: The Boolean bit field starts at this bit position. Enabled only when Bit Field checked.

Count: The length of the bit field. Enabled only when Bit Field checked.
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Advanced Modbus data tag properties

In the Advanced tab of the Tag Properties dialog box, shown below, configure the following settings:

- <
Data item properties |\ﬁ
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Advanced Modbus tag properties
To modify a tag, the tag must first be enabled by checking the Enable Tag check box. Once the tag is enabled, all
configuration fields can be modified.
» Save: Saves all changes specified in the properties dialog box. The data tag appears in the list view for the selected device.
« Save & New: Saves all changes specified in the properties dialog box and immediately starts configuration of a new data
tag.
 Cancel: Closes the properties dialog box.

Data Conversions
To get the data value converted to another form, choose one of the predefined or user-defined conversions. MX OPC Server

includes the following conversions:

1. Swap word/byte order
* WORD conversion B1/B2 < B2/B1
+ DWORD conversion B1/B2 B3/B4 <> B4/B3 B2/B1

2. Convert to Word (32bits < 16bits)

If an OPC client requests a VT _14 (DINT), where the tag is defined in the MELSOFT MX OPC Server DA Configuration Tool
as a VT_I2 (INT), the MX OPC Server will reduce it to VT_I2 when writing and expand it to VT_14 whenMELSOFT MX OPC
Server DA Configuration Tool reading. The sign of the data will be taken into account.

3. Use Conversion
To select a conversion definition, check the Use Conversion check box and then select a conversion definition from the drop-
down list, which lists all conversion definitions configured in the Conversion Definitions tree control of the Configurator.

Simulation

To test the client functionality, check the Simulate check box and then choose a Simulation Signal from the drop-down list.
Checking the Use Manual Value check box enables the fields under the Manual Value section. The Manual Value field
specifies with which value the simulated tag will be initialized. A warning will be shown if the value is not suitable for the tags

data type.
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Alarms

To test the client functionality, check the Simulate check box and then choose a Simulation Signal from the drop-down list.
Generate Alarms: Check the Generate Alarms check box to make the server generate alarms based on the data item
value. When Modbus type is set to STRING/WSTRING, it is disabled and off.

Mess. Prefix: The Message Prefix parameter is the text of the message for this data item; it will be followed by the text
configured for a particular alarm type. The second part of the alarm message will contain the Message Body string from the

alarm definition. Enabled only when Generate alarms checked.

Limit Alarm: Choose one of the previously defined limit alarms or create a new one. Enabled only when Generate alarms
checked and Modbus type is not set to BOOL.

Limit Alarm: Choose one of the previously defined digital alarms or create a new one. Enabled only when Generate alarms
checked and Modbus type is set to BOOL.

Multiply pages on Modbus Tags

This feature is available from the Modbus Tag property sheets, and can be used to add many tags at the same time. It
replaces the 'Multiply' item on the main menu and pop-up menus in earlier versions of MX OPC Server. The screen below

shows the Multiply tab on the Tag property sheet.

Data item properties EI

Basic || Advanced MU""DEJ.

Muliply when saving
First number. | 2 |
Mumenic places: |3 _;]
Numbercfiems 1 3
Base text: i_-'.f-?g__ B - B -

Data item properties dialog

The Multiply when saving checkbox changes the text on the Save button to "Multiply" and disables the Save & New button.

When the user now clicks the Multiply button, the tag is saved and multiplied.

All the items on this property page (except the Multiply when saving checkbox) are enabled if and only if the Multiply when

saving checkbox is checked.

The new tags will be created with addresses immediately following the existing tag, and with other details (such as data type)

unchanged. The name is formed from the base text followed by an incrementing number. The fields are:

» Base text - the text used for the start of the new tag names.

* First number - the value to be used for the number part of the first tag

* Numeric places - the number of digits to add in the number. For example, if you will be creating 10000 tags with the same
base text, using 5 numeric places will ensure that the numbers are sorted as expected in the list.

* Number of items - the number of new tags to create (in addition to the original tag which is being saved).
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Writing to tags

Right clicking on a tag in the Monitor view or List view will open a context menu offering the possibility to write into the tag:
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The "Write to tag" menu item is enabled only if exactly one writable item is selected, that is when an MX or Modbus data tag is

selected in the Monitor view or the List view.
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Clicking the new menu item will open a dialog box, as seen below.
The values accepted depend on the value type of the tag, that the value is written into. For all numeric data types, the value of
the number is checked if it is in range of the tag's data type. The radix character for real numbers will depend on the current

locale (e.g. '1.0"in English or '1,0" in Germany).

Enter a value

Walue ko write: | |
“irike mode
{3 Synchronous wike

() Asynadronous write

L [l J [ Cancal I

To write data to arrays, simply separate the elements by commas or semicolons, e.g. writing to an array of floats: 0.1, 0.2, 0.3
or 0.1; 0.2; 0.3 (for 'German (Germany)' locale where the comma replaces the decimal point, use '0,1;0,2;0,3"). When a
semicolon is found in the input value, the configurator assumes that values are separated by semicolons; otherwise it
assumes that commas are used as a separator.

Writing to string tags is simple; write the string directly to the edit box. The length of the string is not constrained. When any of
the previous formatting requirements are not met, a dialog box appears showing the error, as in the example below.
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MXConfigurator
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3.5 Groups

Data tags can be logically organized into groups (folders). You can configure as many folders as required. You can even

create subfolders for each group to create a hierarchical organization of tags. The use of folders is optional; tags can be
defined under the device level without using folders at all.

Basic group properties

In the Basic tab of the Group Properties dialog box, shown below, type a name for the group and a description for the group
(optional).

Group Properties

Basic |Advanccd|

L:’ Nane: [ Greup001 |
D ‘ ‘
[ Save ] [ Save & Mew ] [ Canicel ]

Group Properties: Basic Tab

Advanced group properties

In the Advanced tab of the Group Properties dialog box, shown below, check the Enable Group check box to activate the
group. Check the Simulate check box if you want to simulate data for the data tags contained within the group.

Group Properties |z|

Basic | Advanced |

General Setup
[¥] Enable Graup
[ Simulate

L Save J [ Save & Mew ] [ Cancel

Group Properties: Advanced Tab
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Adding a new group

To add a new group:

Operating procedure

1. Right-click a device on the tree control of the Configurator screen and select New Group from the pop-up menu, as
shown in the figure below.
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Adding a New Group
2. The Basic tab of the Group Properties dialog box appears, as shown in the figure below.

Group Properties |z|

Basic | Advanced |

] memer [Breupont |

Desc.: ‘ ‘

[ Save ][ Save & Mew ] [ Cancel ]

Configuring Group Properties

3.

In the Name field, type a name for the new group, and type a description for the group (optional).
4. Click on the Advanced tab. Check the Enable Group check box to activate the group.

Group Properties |Z|

Basic Advanced |

General Setup

[#] Enabie Group
[ Simulate

L Save J [ Sawve & Mew ] [ Cancel

Group Properties: Advanced Tab
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3.6 Exporting Configuration Data to a CSV File

The Configurator offers the flexibility of exporting data from your configuration database to a text (.txt) file or a Microsoft Excel
(.csv) file. To export data, select CSV Export from the File menu. You can export all data, or you can choose to export only
alarms and simulation signal data. This opens the Export Configuration into CSV File dialog box, as shown in the figure below.

By default All Items are selected for export, but you can also select to export Definitions Only (Conversions, Alarms,
Simulation Signals, or Polling Methods).

You can then specify the delimiters for exporting the data. Unless you specify delimiters in the Export Configuration Data to
File dialog box, the file uses Commas as delimiters by default. Each group contains headings and columns that provide
information about each item, such as descriptions and associated translations and expressions. It also provides the "tree"
pathway for each item. Choose the directory to which you want to export the data from your database. In the Save As Type
field, choose the file type (.txt or .csv) that you would like to save.

_Export Configuration inta CSV file
Savein | 9 Databases VI € ? E'
Filename:  |NewFile | [ Save ]
Save az Wpe: | Tet files [ cav v | Cancel
Export Drelimibars
&) all Trems O Definitions Orhy i7ab
ors (%) Comma

Exporting Configuration Data
Depending on the regional settings on the PC, it may not be possible to save all the text in the configuration to a normal ASCII
file. If some text data has been lost due to the conversion to ASCII, the warning below will be shown:

MXConfigurator

2 some data will be lost if the file is saved as A5CIL
\-:/ Try saving as UNICODE?

Conversion warning

Select either:
* Yes - replace the file with an export in UNICODE format instead, preserving the original text.
* No - leave the saved file as ASCII. Some of the text will be missing and replaced by a default character (usually '?',

depending on the Windows settings).
You may also be able to work around this problem by changing the regional settings on the PC to a locale that more closely
matches the language used for the data in the configuration, and then exporting again.
The regional settings on the PC will also affect the format used for floating point numbers in the exported file. For example the
same value could be exported as '1.0' with the locale set to 'English (UK)', but as '1,0" with the locale set to 'German
(Germany)'. The settings used for export and import must match for the file to be imported correctly.

Precautions

Do not edit an exported CSV file in a text editor or Excel etc. The format will be changed and a CSV file cannot be imported.
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3.7 Importing Configuration Data from a CSV File

The Configurator offers the flexibility of importing data from a text (.txt) file or a Microsoft Excel (.csv) file to your configuration
database. To import data, select CSV Import from the File menu. This opens the Import Configuration From CSV File dialog
box, shown below. You can then specify the delimiters and choose from the following import settings:

Create new items: When the import file contains items that are not yet in the configuration database, then it creates them.
Otherwise it skips these items.

Update existing items: When the import file contains items that are in the configuration database, then it updates them
using data from the import file. Otherwise it skips these items.
Note: Either Create new items or Update existing items must be selected. Otherwise there is nothing to import.

Display errors: When this item is checked, the Configurator shows a dialog box if an error occurs, and then asks you if you
want to proceed with the import. When it is not checked, it skips all items where an error occurred.

Insert Missing Parent Items: When the import file contains parent items that are not yet in the configuration database, then
it creates them with the tree control structure of the database. This item is checked by default.

Eﬂn Configuration from CSV file

Look in: | 29 Databases vl 2 A
E MewFis.csv
File hame: | | [ Open ]
File= of type: | Teut fles [zl ~ | Cancel
Imipart zettings Daimitaiz
Create new items Irvz=rt Mizzing O Tab
[JUpdata esicting teme Ealent ik &) Camma
[ ] Dsplay eners i

Importing Configuration Data
When you have selected a file to import, click Open. When the import is completed, the File Import Results dialog box opens,
as shown below. This shows the import settings, including the input file name. It also provides a summary of the import,
including how many items were inserted, updated, or rejected, and shows how many errors occurred.

File Import results EI
Usezd Impart zettings

Iniput file:
%} |EAMELSEC N enFile cov |

Cieate new items
Updata existing tams

Record Stalistcs

& Fead from irput fle: 43 B

o | ]

Updatedt o 4[]
Rejected: fa@ | 1]
Ermar: Docured: | it

File Import Results Dialog Box
Click the ... button to the right of each field to get the details view of the import results, as shown in the figure below. This view
shows the specific items that were inserted, updated, or rejected, as well as a description of any errors that occurred.
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File Import results - detail view

Line Mo Itern Loz atior ke Hame Achon #
2
2
4 HDigitalalarmDrefinitions;
5 Headszr sting
E
7 H#SmulationSignal::
g Header sting
Li L “hSirnulation D efiition: FeadCourt Uniciate
o 10 “WSimulation D efinitions witeCourt Updat:
f‘ 1 WA Sirmulatinn 1 efinitinns: R andnnn | | Inrl.;h e
Al il il

Eiroi Descrptiar:

L Ok J [ Save...

File Import Results Details
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3.8 Activating the Database

Once your configuration is complete, you need to make sure that it is the active database. The database that is currently
active is the one that the server uses. To make the current database active, click the Make Active button (light bulb icon) on
the Standard Toolbar.

Note: If the button is depressed and the light bulb is yellow, then the current database is already the active database.

A dialog box appears showing both the current active database and database that is currently being edited, as shown in the
figure below. To set the edited database as the active database, click the Yes button. Next time the server goes into runtime, it

will use this active database for all of its operations.

MXConfigurator

@y Curentacive database s
\g/ 'CHMELSEC MR Configur ator mdb'
Actrve database Is the datanase that the server will load when stated.

Cutrently edited database is:
'CAMELSECYMECanfigurator? mdb,

Do wou wank ko cet ediced databacs ac active database?

= Jw ]

Activating the Database
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4 DNP3 Device

DNP3 Communication

DNP3 is a communication protocol, which is widely used especially by utilities (electricity, water, gas). It is controlled by an

independent 'DNP User Group' and has become an |IEEE standard. DNP3 has similarities with the international standard IEC
60870-5.

EDNP3 Network

The physical layer can be either serial (frequently combined with modems) or Ethernet with TCP/IP, which allows applying
DNP3 in a wide range of environments. A DNP3 network consists of at least one master and one or more slaves. So-called
'OutStations'. Different DNP3 networks can be combined in a hierarchy, where an outstation (slave) on a higher level network

is also a master on a lower level DNP3 network.

—— DNPI Master
DMP3 Mastar
<SS
b ad
DNP3 Channel —/ TPIO0T
h— S 2
- R ~
— DNP3 Network
In’
DNPA OwiStation DHE3
Mastar I/F / DNP3 Netwerk
ol

= oy s

DNP3 differs from other fieldbus communication protocols in a number of characteristics:

especially reliable data transfer

+ Detection of transmission errors

* Authentication

* VPN connections

+ Time synchronization

The reliable communication is a task of the DNP3 stack, which is accessed by the OPC server. The DNP3 data transfer is
hidden from the user by the OPC interface, except for the configuration of the communication properties (see 'DNP3 Channel
Properties').

event-driven communication

» Event detection in DNP3 station

* Unsolicited data without polling

» Time-stamped events

The OPC interface is already event-driven, even if the underlying communication is a classical polling-based protocol.
Therefore these features are hidden from the user by the internal implementation of the OPC server.

Multiple masters

* 'select-before operate' to synchronize access to 'out' values

This feature distinguishes DNP3 from other single-master Fieldbus protocols. During operation it must be considered, which
output data could be written by another master in the network.

flexibility/extensibility

» Message segmentation (i.e. split a message over several frames)

» User-defined data objects

* File transfer

DNP3 can be extended from the pre-defined data objects by adding user-defined objects. The size of an object is not
restricted by the size of the transport frame. However only the object types (DNP3 groups) listed in section "can be accessed.
Support for user-defined objects will be added at a later stage.

4 DNP3 Device
165



EDNP3 Terms and Types

The following terms are frequently used in combination with DNP3:

DNP3 Term Description OPC
Channel Network connection between a DNP3 master and the network interface of Transfer settings for connection between
one or multiple remote'OutStation(s)'. MXOPC and DNP3 station
Group Identifies the type of an 1/O point, e.g. binary input, analog output. There are | OPC tag address
several pre-defined groups. On some stations user-specific groups can be
defined as well.
Point Object Data item, which is identified by its numerical ID within the respective group. | OPC tag address
The ID equals the sequential index of the data point within the group.
Master Controls the communication with an 'OutStation’ OPC server
Network Either serial multi-drop or standard Ethernet connection between one or Fieldbus network
multiple masters and one or many 'OutStations'.
OutStation Term used for a DNP3 slave network node, which serves the communication. | OPC device
The 'OutStation' must be attached to a 'Channel' and is identified by channel
and DNP3 station address. Several stations can share the same channel,
provided that they have different DNP3 addresses.
Session Term used for the connection between a master and an 'OutStation’ via a Connection between OPC server and device
specific channel. In most cases there is a 1-1 relation between session and
channel.
Station address Numerical value, which in combination with the channel identifies the network | Part of transfer settings
node (master or outstation).
Sub type Selects the attribute of a point object to be accessed, e.g. the value, OPC tag value or property
timestamp etc.
Variation Format of a point object, e.g. the bit size, additional flags etc. OPC tag address
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HEDNP3 Data Model

The data is presented in a point-list, where a point is identified by its group or type and its ID within the group. Standard groups

for points are for example:
* Binary inputs

+ Binary outputs

* Double binary inputs

* Analog inputs

* Analog outputs

» Counters

« Time and date

Points of different types can be combined in the same message. Additionally to the predefined object types user definable

objects are also supported. A point may exist in different formats, in DNP3 named 'variations'. To identify a point within an

outstation DNP3 defines the following notation:
<Group>.<Variation>.<ltem ID>[.<Sub Attribute>]

Group

Variation

Item

Sub Attribute

Type of a set of items group no. in the
range [1,254]

Representation/format of the data
point number in the range [0, 255]

Addressed with its ID, i.e. index in
group range is [0, 65535]

Part of the data point to access,
e.g.'Value' or 'Flags'
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4.1 Adding DNP3 Device

Support of DNP3 outstations is implemented in a new type of device, which is included in the context menu of the 'Address
Space' node. The menu item 'New DNP3 Device..."' opens the 'DNP3 Device Properties - General' dialog.

File Edit View Go Tools Help
Active Configuration: K\ Tools\Melsec\MROPCE0Gdev]d MK Configurater_rtu.mdb
i TR A o
=] @_E : e = ~ ription Enable PCSideIF
H E‘-'lﬂﬂ DMP35ed Mew M Device... Ctri+E
| Meaibi Do Yes <none>
i _“lm'- Yes Ethemet board
R thilee Yes Ethemet board
Llarm Defin Renarne: Yes Ethemet board
@ Simulation [
£] conversion Delete
] Poll Method
Cut
Copy
Paste
Properties...
3
Refresh Dyn. Tags
DMP3 Device 1 Ohject(s)

Steps to Add a DNP3 Device

The following steps show the configuration in MXConfigurator to access a DNP3 station.

Operating procedure
1. Select the item 'New DNP3 Device' from the 'Address Space' context menu.

2. Define a'DNP3' channel (i.e. network connection) by pressing 'Configure’'.

3. Configure an Ethernet or a serial connection.

Fileesn Eifiti Viewim Baw ook Help
| Active Configuration:  D:\Projects\Mitsubishi
nECEY T

0 NewMXDesice.. CireE | Ethemet| serial | \
| BewiNE B Ethemnet Communication =L
Selected ; Enabled M
3 e Pratocol @ ITce
Dectination Host 192168010 _
Delete Destination Port 20000
Source Port | 20000 @
i Connection Timesut (mnz) 10000 rr=
Copy Reply Timeout (ms) 10000 L
Paste Keep Alive Period (s] 30000
. Master Address 3
Topctice Slave Address 4
Refresh Dyn. Tags ) :
Carfigure...
TS
[ oome |

[ Cornection Test
4 |: l

Carcel

Save I | Save & Mew ] [

Inzert New DMP2 Device

4 DNP3 Device
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4. Assign CPU buffer devices for the data exchange between the ME-RTU and the host CPU (ME-RTU only; for other types
of DNP3 stations this is outside the MX OPC server!)

_Read Config. fromFike.. |

Sizenpol } .

[ Buffer Devices
. StartAddress
| End Addrasc

B e (o poirtsh

= Buffer Devices

Start Address

End Address

S5ize (in points]

10

D110 - D129

Ready

| save || Saekew || Cored |

br2.mdb

@]

DataTag or Group.

jnkes device data accesable for OFC clicnis. A
yrouping of DataTags.

ﬁotj.ct{;a

5. Close 'Device Properties' and select item 'New Data Tag' from the device context menu.

File Edit View Go Tools Help

]"Adi\reCanﬁgmaﬁmt D:\Projects\ MitsubishiMX OPC Seneri

‘DwleE=E 48R 5%

(| -
o

Properties...
Refresh Dyn. Tags

Groups <Var=, <D <SubAttib =

1.1.10.Value

Arcess Rights: |Read Only. 1]

Data Type: @;

-

Incert New DataTag

1 Object(s) selected
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6. When using the PLC code generation the user library must be updated each time 1/O layout or CPU buffer devices have

changed.

ﬂ MiCorfiguratar.mdb - MX OPC Configurator

| "Active Configuration: D:\Projects\MitsubishiM{ | General | Event Paling | MERTU

D @|e=r 48 8% 5| wesmacs
- Address Space | Read Config, romRTU... | [ Read Config, from Fie... s Ric
¢ w-ffif] RTUL

‘] alarm Definitions PLC Code

@ Sirnulation Definitions I EwpartUseriib... l

Conversion Definitions

L-d] Poll Method Definitions B Binary Input (Group: L Variation: 2)

Sizz (in points) 12 I

[ Buffer Devices D10- D10

B Double Binary Input (Group: 3. Variation: 2)
3ize (in pointz) 1]

E Bl‘.lﬁel" Dcvrces |

= 16bit Counter [Group: 20. \"a'i_alim: bl

»

Sizz (in points) 10 i
B Buffer Devices /D100 - D109
B 32 bit Counter (Group: 20, Variation: 1)

Size (in points) 10
@ Buffer Devices D110 - D129

3 16 bit Analeg Input (Group: 30, Variation: 2)
| Size (in points) 1]

& Buffer Devices

B 32bit hﬂngl'mlﬂﬁfﬂllx 30. Variation: 1) i

| Save ] [ Saved New ] [ Cancel

Reachy
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4.2

DNP3 Device Properties - General

The 'DNP3 Device Properties - General' dialog provides access to the settings for the connection between MX OPC Server
and the DNP3 OutStation. Both serial and Ethernet connections are supported.

DNP3 Device Properties

Gereral |Event Pallng | MERTU

==

I

DMNP3 Backup Channel

1op:/192.168.0. 10: 20000

Device Mame: DeviceDNP
OMP3 Channel

Mumber of Retres 3

Delay Time 0

Polling rate 1000

Connection Test

[T Enzble Configure. ..
0 m
1000
connection Test
Save 3| Savedhew | Cancel

Parameter Type Range Description

Device Name String Max 32 characters, must be unique identifier chosen by user

DNP3 Channel String Read-only identifier of associated primary channel (see section 'Channel Identifier
' below on how the identifier is constructed)

Configure Button — opens the dialog 'DNP3 Channel Properties'

Number of Retries Long 0 - 16, 3 (default) number of communication retries before the communication is aborted
or handed over to backup channel

Delay Time Long 0 —99999, 0 (default) time in ms to wait in between two communication retries

Polling rate Long 1-2147483647 1000 (default) Interval in ms to check for updates of DNP3 tags with explicitly sending
requests

Connection Test Button — Performs a connection test with the configured channel parameters,
see section Connection Test

Enable Bool Checked or unchecked (default) if selected, the backup channel will be used in case the primary channel
fails
(for details see section 'Backup Channel ')

DNP3 Backup Channel String Read-only identifier of associated backup channel , which will be activated if

primary fails (see section 'Channel Identifier ' below on how the
identifier is constructed)
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Channel Identifier

The identifier of the configured communication link (i.e. 'DNP3 channel') is constructed from the current settings:

Ethernet connection <protocol>://<IP address>:<port number>
Serial connection COM<serial port number>
EBackup Channel

The backup channel is a second set of connection settings, which are used to automatically establish an alternative
communication link to the device in case the primary connection fails. If the 'Enable’ checkbox is set, the 'Configure' button is
enabled and opens the same dialog for editing the connection settings as for the primary channel.

DNP3 Badaup Charnel
[#] Enable top: {192, 168.0. 10: 20000 Configure. ..

Mumber of Retries =

Delay Time 0 ms

1000 e

Cannection Test

EConnection Test
Pushing this button performs a connection test using the configured channel parameters. Additionally DNP3 connectivity is

Poling rat=

checked also. If the connection test succeeded, the message box shows the text "Successfully connected to station:",
followed by the channel identifier as defined in section 'Channel Identifier '. For a TCP connection the message box may look
like

.MXCunﬁguratoz .

Iﬂl Succeszfully connacted to ctation: tepy//102.168 1.10:20001

For a serial connection the message box may look like:

.mConﬁgumm{ .

|ﬂl Successfully connected to station: COML

In case of failure the message box shows the text "Failed to connect to station:" followed by the channel identifier, for

example:

.annﬁgmator

I-\\ Failed to connect to station: tep://182.168.1.10:20001

A similar message box appears if the serial connection test failed:

.mConﬁgurator -

I-\ Failed to connect to station: COML
i O
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DNP3 channel properties

A DNP3 channel represents the Ethernet (TCP/UDP) or serial connection between a DNP3 master and one or several

outstations. Multiple outstations can share the same channel, provided they have different DNP3 IDs.

The DNP3 device driver supports the following connection types:

* Ethernet
» Serial

Ethernet Channel Properties

'DNP3 Channel Properties ==
Ethemet] Serial ]
|\BE]l Fthernet Commumnication
Selectzd Enabled
Protacol TCP
Destination Host 1821680.10
Destination Port 20000
Source Port 20000
Connection Timeout {ms) 10000
Reply Timeout (ms] 10000
Keep Alive Period (mz) 30000
Master Address 4
| Slawve Address 3
(0] Cancel
Parameter Type Range Description
Selected Boolean Enabled (default)/Disabled True: the connection type is active False: the connection type is
inactive
Protocol Enumeration TCP (default), UDP Type of IP communication, either stream- (TCP) or datagram-
(UDP) based
Destination Host ANSI string String (chars for valid host name) or Network identifier or address of outstation

IPv4 address (decimal dot notation)
default: 192.168.0.10

Destination Port Unsigned long

1 - 65535 default: 20000

TCP or UDP port number of the outStation

Source Port Unsigned long

1 - 65535 default: 20000

UDP port number on the master (i.e. OPC server) side

Connection Timeout Unsigned long

1-99999 ms default: 10000 ms

Time in milliseconds, in which station must have responded to a
connect request usually longer than request timeout

Reply Timeout Unsigned long

1-99999 ms default: 10000 ms

Time in milliseconds, in which station must have responded to
any request except a connect request

Keep Alive Period Unsigned long

0-86400 ms
default: 30000 ms

Interval in milliseconds for the periodical status check of the TCP/
IP connections

DNP3 master address ID Unsigned long

0 — 65519 default: 4

DNP3-specific address of master

DNP3 slave address ID Unsigned long

0 — 65519 default: 3

DNP3-specific address of outStation

4 DNP3 Device
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Serial Channel Properties

'DNP3 Channel Properties
Ethernet Serial I
EE| Lorial Communication
Selected Disabled
COM Port 1
Baud Rate (bps) 9500
Datz bits &
Stop bits 1
Parity MNone
Flow Control Mone
Connection Timeout (ms) 10000
Feply Timeout (ms] 10000
Master Addrece 4
Slave Address 3
Ok, Caneel
Parameter Type Range Description
Selected Boolean Enabled/Disabled (default) True: the connection type is active False: the connection type is
inactive
COM Port List (integers) 1 — 65535 default: 1 List contains the ports existing on the local system on the first
places, then all other port numbers up to 99
Baud Rate List (integers) 0 Transfer rate on serial interface
600
1200
2400
4800
14400
15200
28300
38400
55000
57600
115200
128000
256000
Default: 9600
Data bits List (integers) 7, 8 (default) Number data bits
Stop bits List (integers) 1 (default), 2 Number stop bits
Parity List None (default), odd , even Data parity
Flow Control List None (default), DTR, RTS, Flow control/handshake
RTS+DTR, RTS Always Note: If the 'Flow Control' option on the ME-RTU is set to
'Hardware', select 'RTS Always'
Connection Timeout Unsigned long 1-99999 ms default: 10000 ms Time in milliseconds, in which station must have responded to a
connect request usually longer than request timeout
Reply Timeout Unsigned long 1-99999 ms default: 10000 ms Time in milliseconds, in which station must have responded to
any request except a connect request
DNP3 master address ID Unsigned long 0 — 65519 Default: 4 DNP3-specific address of master
DNP3 slave address ID Unsigned long 0 — 65519 Default: 3 DNP3-specific address of outStation

EDNP3 Backup Connection
Additionally to the settings of the channel for normal communication the user can specify a second connection, which is used,
if the first connection fails. This handling corresponds to the backup connection mechanism, which exists for MELSOFT (MX)

devices.
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4.3

DNP3 Device Properties - Event Polling

'DNP3 Device Properties

Gereral | EventPoling [MERTU

=

iE| Event Polling

|
Class 1 Event Polling Interval (mz) 3000 |
Claszs 2 Event Polling Interval {ms) 5000 |
Class 3 Event Polling Interval (ms) 5000 |
| Integrity Poll Interval (ms) 3600000 |
|Bl Unsalicited Fuents |
Class 1 unsolicted updates Automatic |
Class 2 unsolicited updates Automatic |
Class 3 unsolicited updates Autornatic |
Enable unsolicited updates after connect | Disabled |
EEI Time Synchronization |
Time synchronization intenval (s 600 |

|

Save | Save kMew | | Cancel
Parameter Type Range Description

Class 1 Event Polling interval

Unsigned long

Class 2 Event Polling interval

Class 3 Event Polling interval

0 — 86400000, 5000 (default)

Interval in milliseconds in which to check for new events of
the respective class
0 means no polling for the respective class

Integrity Poll Interval

Unsigned long

0 — 86400000, 3600000 (default)

Interval in milliseconds in which to request class 0/1/2/3
data
0 means no integrity polling

Class 1 unsolicited updates Choice Automatic (default), Enabled, Set, whether the outstation can send unsolicited data
Class 2 unsolicited updates Disabled updates

Class 3 unsolicited updates

Enable unsolicited updates after Bool Enabled, Disabled (default) If set, the outStation will send the current data to the master

connect

without a change of the data or a request from the master

Time synchronization interval

Unsigned long

0 — 2592000 Default: 600

Interval in seconds, in which the internal clock of the
outstation is synchronized
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4.4

DNP3 Device Properties - ME-RTU

The 'ME-RTU' device properties page allows to configure parameters specifically for the ME-RTU DNP3 module. The

following options are supported:
 Configuring CPU Buffer Devices

* Reading ME-RTU Configuration File
* Export UserLib

'DNP3 Device Properties

Gereral | Event Palling | ME-RTU

ME-RTU Access
[ Read Config. from RTU... ]

[ Read Config. from File...

PLC Code

|2 Binary Input (Group: 1, Variation: 2) [=]
|| Size in points) 12 1l
|B Ruffer Devices

Star Address (i}

End Address D10 ‘E
|El Double Binary Input (Group: 3, Variation: 2) |

Size (in points) 0 |

' [ Buffer Devices
|El 16 bit Counter (Group: 20, Variation: 2)

Size(in points) il
|El Buffer Devices
Stark Address D100
| End Address D109
|E1 32 bit Counter (Group: 20, Variation: 1)
Size (in pointe) 0
|E Buffer Devices D120 - D139 Il
Save | S ave & Maw | Cancel
Parameter Type Range Description
Read Config. from RTU Button — » Opens a dialog to provide the login information for the ME-
RTU
« Establishes a SFTP connection and downloads the
configuration file 'settings.xml' from the file system of the
ME-RTU
« Displays a file 'Save As' dialog to select the file path, where
the uploaded ME-RTU configuration will be stored
» Shows the buffer sizes as set in the RTU
See section 'Reading ME-RTU Configuration File'
Read Config. from File Button — » Opens a dialog to select the file with the MERTU
configuration ('settings.xml')
» Shows the buffer sizes as set in the RTU
Export Userlib Button — « Displays a file dialog to select the file path for the user
library (.sul)
* Queries for the target PLC software, for which the user
library should be generated
» Checks, whether a user library can be generated from the
DNP3 configuration
« If the configuration is valid, a user library is generated in
the given directory with global variables for access to RTU
1/0 points
See section 'Export Userlib'
[DNP3 Group Name] Size (in points) | Number 0 — <max point ID> (see The size of the respective area in points
table below), default: 0 Each buffer can hold 512 words (1024 bytes) of points as
maximum. Therefore the max number of points is specific to
the respective buffer.
[DNP3 Group Name] Start Address CPU device address D and R devices (see table | Valid CPU device address (no bit indices, bit devices must be
below) word-aligned)
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Parameter Type Range Description

[DNP3 Group Name] End Address CPU device address Read-only The end addresses is calculated by adding the buffer size to
the start address. The buffer size is determined from the
number of points set for the respective group.

Note: If there are no tags defined in the respective group, the
end address of the buffer device block is shown as 'N/A',
because the buffer is not used.

Configuring CPU Buffer Devices

In order to facilitate the integration of DNP3 1/Os into the PLC application, each DNP point group must have a PLC device
address assigned. The contents of these devices are copied to/from the shared memory addresses in the RTU, which are
fixed for each point group.

The following word device types are supported as buffer devices:

Device Type Address Range
D 0 - 4891647
R 0 - 32767

Note: this limited range is based on the facts that the device types must be supported by all CPUs, which can interact with the
ME-RTU (Q,L and FX).

The ME-RTU exchanges DNP3 protocol data from or to the PLC via shared buffer memory. The different data types (DNP3
object groups) are associated with different BFM start addresses. The following table shows the BFM layout of the RTU
modem for data exchange with the PLC:

Data direction Basic data type Group Variation Max number points BFM address
Start End
Input Data Binary Input 1 2 8192 1024 1535
Double Binary Input 3 2 4096 5632 6143
16 — bit Counters 20 2 512 8192 8703
32 — bit Counters 20 1 256 8960 9471
16 — bit Analog Input 30 2 512 9600 10111
32 — bit Analog Input 30 1 256 10368 10879
Short float Analog Input 30 5 256 11008 11519
Output Data Binary Output 10 2 8192 16384 16895
16 — bit Analog Output 40 2 512 20992 21503
32 — bit Analog Output 40 1 256 22272 22783
Short float Analog Output 40 3 256 23424 23935

Note: for further information on the buffer structures in the ME-RTU please consult the user's manual of the RTU.

Reading ME-RTU Configuration File

The ME-RTU can be configured with a text file in XML format. This file can be read from the RTU using the separate
command line utility 'rtuscp'. Pressing the 'Read Config. from RTU' button does the same as the command line tool, but more
comfortable. It opens a 'File Save As' dialog to select the path, where the configuration file is stored.

Note: the file is not imported by MX OPC Server. The main purpose of this function is to read the configuration file without
using the separate 'rtuscp' command line executable. Optionally the user can view the available point IDs, which result from
the RTU configuration.
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i Save As @ \
@_OvL_g b Computer b Local Dick (B} » = Jr| | Learch Local Disk (E:) P'

Organize Mew folder i= - @
| zampp = Mames a4
Local Disk (E:
& Local Risk &) SRECVCLERIN
. SRECYCLE.BIN
Ecot
. Boot

i System Velume Infomation
3. Systermn Volume Information

<L DVD Drive ()
<43 DVD RW Dirive (G7)
= Local Disk (H:)

: I
= REmovable Disk (L)
= Removable Disk (1) =% = 1 .
File name: | ZzadlisEwia] o
Save as type: [RTU Settings Files (*aml) ']
4 Hide Folders [ Save l ’ Cancel ]

After the file dialog has been closed by pressing 'Save', the 'Authorization' dialog is displayed. Here the user must provide the

valid login information as it has been configured in the ME-RTU.

{lﬁmhuﬂzaﬁon \@\

Metware Address 182.1£9.1.10

Login

Us=r riuadmin

Pazeword rﬁjauilﬁn

[ oK | [ Carcel
Parameter Type Range Default Description
Network Address Text Either host name | Host address as setin | Host name or IP address of the MERTU
or IPv4 address the primary DNP3
channel
User Text — "rtuadmin” (default) User ID as configured in the ME-RTU
Password Text — "rtuadmin” (default) Password as configured in the MERTU
OK Button — — Closes the dialog and attempts to connect to the ME-RTU and to upload
the configuration file.

Cancel Button — — Cancel the upload attempt

If the given login is correct, the file is read from the ME_RTU and stored in the selected path.
The file contains an XML document with the settings of the ME-RTU. The format is specific to the ME-RTU, but can be viewed

with a standard text editor or a web browser.
Excerpt of a sample configuration file:

<?xml version="1.0"?>
<Settings xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
xmilns:xsi="http: //www.w2.0rg/2001/XMLSchema-instanca"=
- «=GeneralSettings>
<RTUOperatingMode:=SlaveOnly</RTUOperatingMode >

<!-- SlaveOnly or MasterAndSlave --=>
<PLCInputDataWriteAccess>Enable < /PLCInputDataWriteAccess>
<«1-- Enable or Diszable --=
<PLCtype>FX</PLCtype>
<= FXorQ_| =

<UsedFProtocol>DNP3 < /UsedProtocol >

<ProtocolCommPath > Ethernet</FrotocolCommPath>
<1-- Ethaernat or Serial -->

< DataRetentionEnable > Disable< /DataRetentionEnable >

The user is informed that the file has been stored in the selected file path and can choose to view the point buffer

configuration of the RTU.
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IMEConfigurator i3 ),

I"_‘ i The ME-RTU scttings have been stored in file
¢ Davtmphymertu_sestings.amil’,

Do you want to see the buffer settings of the ME-RTU?

[ ves J[ Mo ]

If the user presses 'Yes', the settings file is analyzed and the available point buffers are listed in an HTML document displayed
with the default browser. This HTML document assists the user when specifying DNP3 addresses on the ME-RTU for OPC

tags.
“Ele Edt Wiew Hgtory Bookmeds Iook Help e =
ME-RTL Settings x
Fills/ 1/ D:/Prje che/Mitzubishi/ M3 OPC Server/images/sett ngsZxmbhim| @ | Bl storpage (5L 2B > B =
ME-RTU Settings
Lra Nr. Point DNP |
Buffer Group Variation Points IDs Adliosses BFM Address
Binary Inputs 1 2 rd | 0-31 1.2.40 - 31} | 1024
Dauble Binary Inputs I g 2 7 [ o8 [ 32({0-& | 5532
Ll Sl E .. at = 2] s S e 1 Sia2
32-bit Counters 20 1 20 5-24 20.1.{5-24} 960
16-bit Analog Inputs 30 2 B D-7 30.2.{0 -7} | 9500
32-bit Analog Inputs | 30 1 [] §-15 | 30.1.{8-15y 10368
Short Float Anzlog Inputs 30 5 B 16 - 23 30.5.{16 - 23} | 11008
Binary Outputs il 10 2 B D-7 | 10.2.40-7% 16384
1&-bit Analog Dutpubs 40 2 B 0-7 40.2.40 - 7 20992
32-bit Analog Outputs 40 i B 8-15 40.1.{8 - 15} 22272
Short Float Anslog Oukputs 40 2 B 16 - 23 40.3.416 - 233 23424
Column Description
Buffer Name of buffer contents
Group DNP group number
Variation DNP variation number
Nr. Points Size of the respective buffer in points
Point IDs Possible point ID numbers, which can be used with that group and variation
Note: The DNP3 point IDs must be unique within the respective group over all variations. Therefore the ME-RTU assigns consecutive
IDs for the different buffers of group 20 (counters), 30 (analog inputs) and 40 (analog outputs)
DNP Addresses Possible DNP addresses (the brackets '{}' mark a range of values)
BFM Address BFM address where the actual values of the respective DNP3 object group (column Buffer) starts at
Export Userlib

The OPC tags of DNP3 devices refer to DNP3 data points. These data points are related to addresses in the buffer memory of
the ME-RTU and depend on the respective configuration of the RTU. A PLC program, which interacts with the ME-RTU, will
use CPU devices for exchanging the contents of the data points. To ease addressing the individual data points, a user library
can be generated.

This user library contains:

1. A global variable of type '"ARRAY OF WORD' for each supported DNP3 group and variation combination, which has the
same size as the corresponding DNP3 buffer. This GV is mapped to the device address, which the user has assigned to
the buffer.

2. A global variable for each OPC item, which is related to a specific item ID and variation and with the subattribute 'Value'.
OPC items, which refer to other subattributes of DNP3 points (e.g. 'Flags'), are not included in the user library.

Note: the user library does not include code for exchanging the contents of CPU devices with buffer memory in the ME-RTU.

This part depends on the specific PLC type used and must be implemented in the PLC application program.

The exact contents of the user library must be adjusted for the PLC software, in which the user library should be imported.

The user must therefore first select the PLC software.
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‘Select the PLC Software

PLC Software Tool % Works2
|7 Do not ask agan G IEC Developer
I 0K J I Cancel I
Control Type Range Description
PLC Software Tool Selection * GX Works2 Supported MELSOFT software packages for PLC programming
* GX IEC Developer

Do not ask again Checkbox checked/unchecked (default) If checked, the message is not displayed again until MX Configurator is
restarted; the user library is generated for the chosen PLC software

OK Button — Closes the dialog; the user library is generated for use with the chosen
PLC software

Save Button — Closes the dialog without exporting a user library

Before the user library is generated, the configuration of the OPC tags and the DNP3 settings are checked against certain

restrictions imposed by either the ME-RTU or the generated IL PLC code. Warnings and/or errors found during these checks

are displayed in a dialog. In case of errors the user library is not exported.

the user library:

Iszues found in co#iguraiion

The tag name TagBinin_16vD¥ s not unigue.

The followng wamirgs and srmors have been encountered while preparing

ok [ save
Control Type Range Description
OK Button — Closes the dialog; the user library is not generated
Save Button — Opens a file dialog to select the path, where the error messages are stored

il Selact fils far doring recult messages
(I w Local Cisk (D) » tmgr » [ & || Seorch ime ]
File name: | DAmpldnp_errors bt i

Save a5 tyme | Tt e ) =

= Browse Falders {7 Save | Cancel

The following 'warning' issues are checked:

1. Device addresses do not overlap

2.
3.
4.

The following 'error' issues are checked:

1. Each tag name must be unique

Group and variation is supported by ME-RTU
Point ID within the range set for the respective group and variation

Number of tags in user library does not exceed the limit imposed by GX Works2 (i.e. 20480)

2. Tag identifiers must not exceed 32 characters

Note: OPC tag names must be unique within the respective OPC group. Therefore the same tag name can exist in different

groups. As the OPC tag name is used as identifier for the corresponding global variable in the user library, tags with identical

names would create a conflict in the user library.
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4.5 Adding DNP3 Data Tag

To define an OPC tag the context menu of the device node contains an entry 'New Data Tag'. This follows the standard
procedure for other device types.

File Edit View Go Tools Hep
] Active Configuration:  DAPrejects\ Mitsubishi\MX OPC Server\WIXOPCSOTAMX OPC Server DA\ Mitsubichi MY 607 binl MXConfigun
D@ esm| A% EET G «[F|[Ta
Fa
E-QE Address Space Mamz Ena.. Simulate Address  AccessRig.. Alarms  Data Type
. =3 Dﬁruupﬂﬂl Yes Mo
H Iim DevMER MNew Greup.. Ctrl+F £c Mo 1.216.Value Read Ne BOOL
Alarm Defin Mew DataTag.. CtrleL
| Simulation O
: Conversion Rename
o] Pell Methad
Delete
Cut
Copy
Paste
Properties...
Refrash Dyn. Tags
I < | L] | +
Insert New DataTag 2 Ohjectis)

Selecting the menu item opens the 'DNP3 Tag Properties' dialog.

DNP3 Tag Properties |mESn|
Generl | Advancad |Nan‘n5| Wudtiphy

Name: TagBInOut VarZ

<Groups. <Vars. <D <Sub Mirib. >

Address: 10.2 1 Value Erowss
Access Fights: | Readite v|
Dtz Type: T
BOOL
UINT (VDRD) I
Save [ Sawve & MHew ] | Cancel

This dialog holds several tab pages described in the following sections ( DNP3 Tag Properties - General).
The buttons displayed below the tab pages have the same meaning independently of the selected tab page.

[ Eave J l Save & MNaw ] | Eancel
Button Description
Save Close the dialog and store the tag settings in the database
Save & New Close the dialog and store the settings for the currently edited tag immediately start configuration of a new tag with default settings
Cancel Close the dialog and discard the changes
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4.6

DNP3 Tag Properties - General

The definition of an OPC tag for a DNP3 data point includes specifying the OPC identifier and data type as for MX and
Modbus devices. The DNP3 data point is entered in the standard address format as described in section 'Data model'.

The following sub sections are available:

* DNP3 Address Validation

» Supported DNP3 Groups and Variations
« Different Variations for Binary Inputs and Outputs

DINP3 Tag Froperties =
General |—Advar|ced I NEITIISI Mm
Narme . TagBinOut 1Var
<Groups.<Mar> <1D>. <SubMirb. >
Addess: 10.2.1 Valus Bromsa
Access Fights: | Read/Mfite v|
Data Type: BOOL >
UINT (WORD} |
Save [ Save & Mew ] Cancel
Parameter Type Range Description
Name String 1-32 characters Descriptive name of the this tag
Address String <group number> Address string format must be follow DNP3 specification which is the following
.<variation> .<item ID> group.variation.index.attribute (e.g. 40.0.0.Value)
.<sub attribute> For the ranges see restrictions imposed by DNP3 for group, item ID and variation in
Default: empty section 'Supported DNP3 Groups and Variations'
See '3.4.1.4' for details
Browse — — Displays offline valid address string formats for supported DNP3 data points

Access rights: Read/Write (default)

and Read Only

Depending on the DNP3
data point address

Access rights of the OPC tag will be checked against access rights of DNP3 data
point

Data Type —

BOOL

UINT (WORD)
DUINT (DWORD)
INT

DINT

REAL

Disabled by default

Data type of the OPC item, the available data types are restricted by the variation
selected

Note: Here only basic data types can be assigned. For more complex types
(arrays), the 'Advanced'tab must be opened.

The 'Browse' button opens a list of the supported DNP3 groups and variations.
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iR B EE WU LU R R e

Group Mame

Binary Inputs default

Einary Inputs packed Format
Einary Inputs with Flags
Einary Inputs with Flags

Binary Inputs

Double Binary Inputs default
Diouble Binary Inputs packed Feor. ..
Couble Binary Inputs with Flags.
Double Binary Inputs

Binary Dutputs d=fault

Birary Outputs packed Format
Birary Ouiputs withFlags

Blrary Quputs with Flags

D mmsr e v

Variation Mn.ID Max.[D Subattr. DataType Acocess =
] 0 65535 Yalue boal R |
2 0 65535 Vaue  bodl R =
2 0 65535 Yaue Lintd R
2 1] 65535 Yale boal R
0,1,2 0 55535 Flage Lint8 R
1] 0  ©3535 Yaue unts R
i 0  B5535 Yale Lint® R
z 0  ©5535 Yaue uintd R
012 0 65535 Flags uintd R
a a 55535 Vale boal RW
1 0 65535 Yaue boal RN
2 a 55535 Vale uini2 RW
Z a 55535 Yalue boal RV L
n4n n E£CLCIC  Clama et n

Group DNP3 group number

Group Name Name of the DNP3 group

Variation DNP3 variation

Min. ID minimum point ID

Max. ID maximum point ID

Subattr. DNP3 sub attribute (see 'Subattributes')

Data Type Data type according to DNP conventions
This type is translated to an OPC tag data type as:
HDNP Data Type BOPC Tag Default Type
bool BOOL
int8, int16 INT
uint8, uint16 UINT (WORD)
int32 DINT
uint32 DUINT (DWORD)
float32 REAL

Access R: read-only, W: write-only, RW: read- and writable

The following entries are displayed in the table:
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Group Group Mamez Varaton Min.ID Max. ID Subattr. Dol Type  Access

i Eirary Inputs cefault o] ] 65535 Vaue bool R
i Binary Inputs packed Format 1 ] 53535 Vaue bool R
1 Binary Inputs with Flags 2 ] 65535 Vaue uintd R
1 Binary Inputs with Flags 2 ] 65535  Waue boal R
1 Binary Inputs b, 1,2 1] B85535 Flags uint3 R
3 Double Birary Inputs default 4] 1] 65535 Value urit3 R
3 Double Binary Inputs packed Format i 1] 65535 Vaue uints R
3 Double Binary Inpute with Flags 3 i} 65535  Vaue uint® R
3 Deuble Binary Inputs 0,12 1} 63535 Flags uints R
10 Binary Outputs cefault 0 0 65535 Vaue boal RV
10 Binary Outputs packed Format 1 (] 65535 Waue bool RW
10 Binary Outputs with Flags 2 ] 63535 Vaue uintd RIW
10 Binary Outputs with Flags 2 (] 65535 Vaue boal RW
10 Binary Outputs 01,2 ] 05535 Flags uints R
12 Binary Outputs (S0 default o ] 65535 Vaue hoal R
12 Binary Cutputs {SO] packed Format i ] 83535 Waue bzl R
12 Birary Ouiputs (S0) with Flags 2 0 65535 Vaue uintg Ry
12 Birary Ouiputs {SO] with Flags 2 1] 65535  Vaue boal R
12 Binary Outputs (SC) D12 ] 65535 Flags uints R
20 Counters default o ] B5535  Value uint32 R
20 Counters with Flags 1 1] 65535 Vaue uint32 R
0 Counters with Flags 2 o 63535 Waue uint16 R
20 Counters without Flags I3 o 63535 Wadue uint32 R
20 Counters without Flags 6 0 65535 Vaue uint16 R
20 Counters 0,1,2,56 1] 65535 Flags uint3 R
21 Frozen Counters cefaut 0 ] 63535 Vaue uint32 R
21 Frozen Counters with Flaga i ] £5535  Vaue uint32 =
21 Frozen Counters with Flags 2 ] B85535 Vaue uint1s R
21 Frozen Counters with Flags and Time 5 ] B5535  Vdue uink32 R
21 Frozen Counters with Flags and Time [ ] 63535 Waue uint1s R
21 Frozen Counters without Flags =] 1] 65535 Vaue uint32 R
21 Frozen Counters without Flags 10 ] 65535  Vaue uink1s R
21 Frozen Counters  0,1,1,5,6,9,10 1] 65535 Flags uint3 R
30 Andog Inputs with Flags 1 o 65535 Vaue int32 R
30 Anaog Inputs with Flags 2 ] 63535 Vaue int16 R
30 Analog Inputs without Flags 3 ] 65535 Vaue int32 R
30 analog Inputs without Flags El 1] 63535 Waue intis R
30 Anaog Inputs with Flags 5 ] 65535 Vaue float32 R
0 Analog Inputs 1,2,3,4,5 (] 65535 Flags intd R
40 Analog Qutputs with Flags 0 65535 Vaue int32 R
40 Analog Outputs with Flaga 2 1} 65535 Value intis RW
40 Analog Outputs with Flags 3 1] B85535 Vaue fioatd2 RW
40 Analog Outputs .38 ] 65535 Flags intd R
41 Analog Outputs {50 with Flags 1 ] 83535 Waue int32 RW
M1 Analog Outputs (50) with Flags 2 ] 65535 Vaue intls RW
41 Analog Outputs {50] with Flags 3 (] 65535  Vaue fioati2 R
S Aralog Outputs (50) 1,2,3 0 65535 Flags intd R

DNP3 Address Validation
The input in the 'Address’ edit field will be validated against the supported DNP3 groups and variation, data point ID and sub

attribute by every key stroke. If the address is validated successfully the text color will be set to default, otherwise if an invalid
address string is entered the text color will turn to red.

<Group > <Var>.<|D> <SubMtrb >
Addrees: 3.2 65536 Flage

Supported DNP3 Groups and Variations

DNP3 distinguishes 1/0 data according to its function into groups. A DNP3 I/O point can be accessed in different formats,

which in DNP3 are called 'variations'. Depending on the group and variation data may be read-only or writable.
The following table lists the groups and formats, which are supported by the first version of the DNP3 OPC server. The default
data type of the corresponding OPC tag is also listed.

DNP3 Group | Group No. | Group Name Access Variations OPC Type
No. for Events
1 2 Binary Inputs R 0: slave-default BOOL
1: packed BOOL
2: with flags BOOL
UINT
3 4 Double Binary Inputs R 0: slave-default UINT
1: packed UINT
2: with flags UINT
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DNP3 Group | Group No. | Group Name Access | Variations OPC Type
No. for Events
10 — Binary Outputs (status) R/W 0: slave-default BOOL
1: packed BOOL
2: with flags BOOL
UINT
12 — Binary Outputs (command) R/W 0: slave-default BOOL
1: packed BOOL
2: with flags BOOL
UINT
20 22 Counters R 0: slave-default DUINT
1: 32-bit w/ flag DUINT
2: 16-bit w/ flag UINT
5: 32-bit w/o flag DUINT
6: 16-bit w/o flag UINT
21 23 Frozen Counters R 0: slave-default DUINT
1: 32-bit w/ flag DUINT
2: 16-bit w/ flag UINT
5: 32-bit w/ flag and time DUINT
6: 16-bit w/ flag and time UINT
9: 32-bit w/o flag DUINT
10: 16-bit w/o flag UINT
30 32 Analog Inputs R 1: 32-bit w/ flag DINT
2: 16-bit w/ flag INT
3: 32-bit w/o flag DINT
4: 16-bit w/o flag INT
5: 32-bit float w/ flag REAL
40 — Analog Outputs (status) R/W 1: 32-bit w/ flag DINT
2: 16-bit w/ flag INT
3: 32-bit float w/ flag REAL
41 — Analog Outputs (command) R/W 1: 32-bit w/ flag DINT
2: 16-bit w/ flag INT
3: 32-bit float w/ flag REAL

EDNP3 Event Groups

If modified points are reported as events, DNP3 uses a different group number than for normal read access. However the MX
OPC Server stores the point data always under the group number used for explicit read requests. The event groups are not
relevant to the OPC client.

The group numbers 10 and 40 for binary respectively analog outputs are destined only for reading the current value of the
respective output, thus read-only. The write access uses the group number 12 or 41 respectively. However MXOPC
automatically changes the group number, if the OPC client attempts to write to groups 10 or 40.

ESubattributes

The following subattributes are available for DNP3 points, provided, that the selected variation supports it.

Subattribute Identifier | Description

\Value The value of the item (this is default)

.Flags Flags according to DNP3, if variation is 'w/ flag'
Note: Flags of outputs cannot be written by the DNP3 master (here: OPC server), but only the PLC application, that controls the
MERTU.

.Freeze Writing to a tag with the group ID 21 (‘frozen counters) and this subattribute causes a DNP3 'Freeze' command to be sent to out

station for the respective counter. The counter value can be read via another OPC tag with the same point ID and the
subattribute '.Value'.

The subattribute 'TimeStamp' will be translated into the time stamp property of the OPC tag.
Note: To access via OPC a point in a different variation, a new OPC tag must be defined. This OPC tag has the same DNP3
group number and point ID as the original tag, but a different index for the variation.
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Note: The flags content depends on the object group and for a definition of its meaning external DNP3 specification
documents may be consulted.

EDifferent Variations for Binary Inputs and Outputs

The following tables show how the same binary input with ID 16 is accessed using different variations and data types.
The tags with their respective DNP addresses:

Mame 2 Address  Data Type Access Rights
Ifa; TagBirlnl 6Var) 1.016Nalue BOOL Read
f& TagBinInl &Varl 1116 Value BDOL Read
(& TagBirlnleVar2 1.216Nalue BOOL Read

1.216Nalue WORD Read

The tag values in the monitoring view:

Item ID Valu= Timestamg Quality
DevMERTU. TagBinlnl&Vard 1 (VT_BOOL) 11/25(14 17:42:45.165 Good
[¥] DewMERTU. TaginIn16Varl 1 (WT_BCOL) 11/25/14 17:42:49.165 Good
[¥] DevMERTU. TagBinInlfVarl 1 (WT_BOOL) 11/25/14 17:42:49.165 Good
DevMERTU. TagBinInlGVar2_uint L VT_ULZ) 1L/25/14 17:42:49.155 Good

The following tables show how the same binary output with ID 1 is accessed using different variations and data types.
The output tags with their respective DNP3 addresses:

A

Mame Address  Data Type Access Rights Encblz
@TagﬂinOuﬂUarﬂ 1001 Value BOOL Read, Write Ves
(@ TagBinOutlVarl 10,11 Value BOOL Read, Write Yes
( TaglinOutlVar2 10.21Value BOOL Read, Write Yes
(i TagBinOutlVar_uint 10.2.1Value WORD Read Write Yes

The tag values in the monitoring view:

Ttem 1D Value Timestamp Qunlity Subqunlit_‘f

& RTUL.BinOutl. TagBinOutl Varl 1 [WVT_BOOL) 11/26/14 09:32:45.852 Good Mon-specific
[¥] RTUL.BinOut, TagBinOutlVarl 1 [WT_BOOL) 11/26/14 (9:32:45.852 Good Non-specific
¥ RTUL.BinOutl, TagBinOutl Var2 1 [WT_BQOL) 11,/26/14 09:32:45.852 Good MNon-specific
|3 RTUL BinQut2 TagBinOutlVar_uint 1 VT_UI) 11/26/14 (9:32:45.852 Good Non-specffic
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4.7

DNP3 Tag Properties - Advanced

.DNP’:l"[a'g Froperties

Generl | Advanced | Alams | Mudtiply|

==

[#] Us= Amay Type
Data Type: [Anayof BOOL hd
MNurmber of Blements: 20
Loweer Bounds: 0
Sawe [ Save & Mew ] Cancel
Name Type Range Description
Use Array Type Checkbox Checked/not checked (default) If clicked enables the usage of array as OPC tag
Data Type Choice list Array of BOOL Data type of the array container

Array of UINT (WORD)

Array of DUINT (DWORD)

Array of INT

Array of DINT

Array of REAL

Entry depends on data type selected
in the 'DNP3 Tag Properties —
General 'page

Number of Elements

Integer

1 — 254 Default: 20

Number of elements in array

Lower Bounds

Integer

0 — 254, default: 0

First index in the array
Note: The global array variables exported in the user library will always
start with index 0 as 'Lower Bounds'.
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4.8 DNP3 Tag Properties - Alarms

'DNP3 Tag Froperties (==
Generl | Advanced | Alams | Mutiply|
Generel Jetup
[¥] Generate Alzrma
Message
Limit Hlam: Lim®am 001 -
Digtal Alamm:
Save [ Save & Hew ] L Cancel
Name Type Range Description
Generate Alarms Bool Checked/unchecked (default) If checked, the OPC server will automatically generate a limit and/or digital
alarm based on the data item value
Message prefix Text — First part of the alarm message for this data item
Limit Alarm Selection Existing limit alarm definitions Select a definition for limit alarms from the list
Digital Alarm Selection Existing digital alarm definitions Select a definition for digital alarms from the list
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4.9 DNP3 Tag Properties - Multiply

'DNP3 Tag Properties
Genersl | Advanced | Nan-nsi Wutiphy |

] Mutiply when saving
First Number: 5

Murreric placee: ] 2

Nurrber of fems: i)

Baze Tent: Tag

Address: 40.0.0Valus

I ukiph Save & MNew Carcel

The multiply page allows creating multiple tags using a template which is assembled from text and numeric range items.
When clicking the 'Multiply' button the tags will be created, if the template is able to construct valid OPC identifiers and DNP3

address strings.

Name Type Range Description

Multiply when saving Bool Checked/unchecked (default) If checked allows to insert multiple OPC tags

First number Integer 0 - 1.000.000.000, default depends Start number to append to base text for building the OPC tag name
on tag counter from database Note: The upper limit is based on the max number of numeric places

Numeric places Integer 1-10 Number of digits in resulting OPC tag name

Number of items Integer- 1-65535 Number of tags to be created

Base Text String Max 34 chars, default: empty Starting Name of the tag

Address DNP3 address Read only DNP3 address which will be multiplied.

For each new tag the DNP3 address is constructed by incrementing the
point ID in the given address, until the max possible DNP3 point ID
number of 65535 is reached.

Note: the default values for 'Numeric places' and 'Number of items' are the last values, the respective user has entered in the

'Multiply' dialog for a tag of any of the supported devices.
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4.10 iQ Works Integration (User Library)

In order to provide access to DNP3 interfaces the MX OPC server does not have to communicate with the host PLC of the
RTU or to interact with iQ Works. However a good integration of the DNP3 RTU into iQ Works will be the major advantage for
customers compared to solutions, where a standard DNP3 OPC server is used with any other PLC. The automatic code
generation brings down engineering and service costs. The experience gained from existing PLC code generators for
PROFIBUS, PROFINET and CC-Link proves helpful in designing an integration of the DNP ME-RTU modules.

The following sections describe the iQ Works integration in detail:

* Purpose of User Library
» Contents of User Library
» Generating the User Library

Purpose of User Library

The DNP3 RTU must interact with the PLC application running on the respective CPU. The data for DNP3 inputs must be
copied from CPU devices to the shared memory of the RTU. For FX3 CPUs the data can be transferred via the CPU bus
connection. For Qn- and Ln-CPUs the data is transferred via a 'Simple Socket'-connection.

There is already a collection of function blocks specifically for the ME-RTU. The function blocks encapsulate the data
exchange with the ME-RTU. The library contains different function blocks for FX3- and for Qn-/Ln-CPUs.

The following diagram shows the data exchange between global variables used in the PLC program via buffer devices and the
DNP3 protocol to the OPC data model consisting of groups and items.
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Buffer RTU |/ _DNP3
memory |« DNP3 | Communi-
of RTU Stack |, cation

DUT
Global
Variable

Buffer 1 f
I 1

Devices " '
Group <n> ! i i

The DNP3 firmware fetches the data from the shared memory to send it via DNP to the DNP3 master, which in this case is
identical to the OPC server. In the opposite direction the outputs, which are set by the master, are stored in the shared
memory of the RTU, from where they are copied to CPU devices used by the PLC program.

Note: the 'l/O Mapping' functionality is only provided for the 'ME-RTU' model as DNP3 outstation. If the OPC server is
connected to a 3rd party DNP3 station, these functions cannot be provided, as they are vendor-specific.
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Contents of User Library

A DNP3 user library contains the definitions and code for a single ME-RTU. At first the use of multiple RTUs connected to the
same CPU is not supported, as it is rather unlikely for real applications.
The user library consists of:

1. A global variable of type 'ARRAY OF WORD' for each supported DNP3 group+variation combination, which has the
same size as the corresponding DNP3 buffer. This GV is mapped to the device address, which the user has assigned to
the buffer.

2. A global variable for each OPC item, which is related to a specific item ID and variation and with the subattribute '.Value'.
OPC items, which refer to for example 'Flags' of DNP3 points, are not included in the user library. The corresponding
DNP3 identifier (<group>.<variation>.<item ID>.<sub_attribute>) is added as comment.

3. The global variables for DNP3 outputs are presently only exported for the group numbers 10 (binary) and 40 (analog)
and only for the command values, not for the status areas.
The data types of global variables for OPC items are derived from the OPC tag type, except for the following groups:

Group No. Group Identifier Fixed Variable Type
1 Binary Inputs BOOL
3 Double Binary Inputs ARRAY [0..1] OF BOOL
10 Binary Outputs BOOL

Note: the user library does not include the copy instructions to exchange the buffer device blocks with the corresponding
shared memory areas in the ME-RTU. This part must be added by the user.

HEExample

{* SOFTCONTROL:P32cZqRé
VERSION:7.00.03 =}

IYFE
END TYPE

7 PROGRIM DNP: 4
()
1=
VID
11 BOOY
12 WORKSFACE
13 HETWORE_LIST TYPE := WWIYPEIL ;:
14 BRCTIVE NETWORKE := 0 :
15 END WORKSFACE

17 END BODY
18 END PROGEAM

CONFIGURATION scConfiguration GVL _DNP3J %

- Variables for
2 BESCURCE scResource ON scRescurceType 1 for
22 VEE GLOBAL e
23 gvDNPGrp20Var2 AT @§'D100': ARRAY [0..9] OF WORD:
24 gvDNBGrp20Varl AT @'D120': ARRAY [0..19] OF WORD:
23 gVDNPGrp30ovarz AT @'D200': ARRAY [0..0] ©F WORD;
B gvDNPGrp30Varl AT @'D250': ARRAY [0..99] OF WORD:
P gvIDNPGrplOvar2z AT @'D50°: ARRAY [0..0] OF WCRD:
28 gvINPGrp40Var2 AT @'D300': ARRAY [0..0] OF WORD:
29 gvDNPGrp40Varl AT @'D350': ARRAY [0..32] OF WORD;

TagAl 16bit AT G'D201': INI;
TagAI 32bit AT €'D330': DINT;
1 TaghAD 16bit AT @'D301': INT:
53 Tagao szpit AT @'D370°: piwr: Yanables for QPC

34 TagDI_ibit AT §'D10': WoRD; 1805
3 TagDC 1bit AT @°D50': WORD;
36 END VAR

END RESOURCE
END CONFIGUEATION

The listing shows the contents of an example user library with the DNP3 global variable definitions as described in section
'Contents of User Library'.
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Generating the User Library
The next diagram contains the PLC program objects, which are generated by MX OPC Server (actually the MX Configurator

component) for the PLC application. The user library must first be manually imported into the respective PLC program, before
it can be used.

User enters ARRAN

buffer devices |\ Global
"\ Buffer Device for / Pty

each point group <]
_ Base Ty
Global
_ . Variable
. OPCTags User Librar
User defines | | \\R_EE_ ] __f_,/-’/<
OPC tags for MX
DNP points Configurator

MX Configurator GX Works2 —»

m 1 o4 b '

FrATY “"'J._]
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4.11 OPC Alarms and Events

OPC Alarms & Events for DNP3 devices allows AE clients to receive condition events generated by the OPC servers. The

OPC server supports the following filtering options for Condition Events for AE clients:

Event Condition.
Category Filter by server-defined categories. Each event is assigned to one category. Descriptions of the categories are as follows:
Level Alarms Events that are generated by process level conditions. The following levels will be
supported:
* high and highhigh, for example, tank level > high > highhigh
* low and lowlow, for example, LowLow < Low < tank level
Deviation Alarms Events that are generated by deviation conditions (deadband), For example, tank level
+-10.
Severity Filter by severity level. Levels range from 0 to 1000; 1000 is the most severe. Each event is assigned a severity.
Source All events are related to OPC DA server tags. Filter by source gets events only from the related DA server tag.

In a later step it will be possible to not only configure events that are related to OPC tags but also simple events such as
information, warning and error reported by an outstation.

The user interface to create limit alarms is already specified in MX OPC server and will be supported by the DNP3 device
type. No online monitoring of OPC events will be supported as it is the same for all device types supported by MX OPC server.
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4.12 Online Monitoring of OPC DNP3 Tags

Online monitoring of OPC DNP3 tags is enabled for each item with a check mark next to it. To enable/disable monitoring for
an item, you can click on the box to the left of the item. A check mark inside the box means the item is enabled for monitoring.
If there is no check mark, then the item is disabled.

WXConfigurstor mdb - X OPC Configurstor =
File Edit View Go Tools Hep
] Active Configuration: DA Projects\ Mitsubishi, MX OPC Server\ MXOPCSOTVME OPC Server DANMitsubishi MK 6 07\ bin\ MXConfigo
DElerBlipB|.>=EHr @@ Q)2
E‘"'E':ﬂ Address Space Mame Ena.. Simulate Address  AccessRig..  Alarms  Data Type
e @_éﬁ:ﬁml (£ Grauph01 Yes Mo
I:m DevMERTU Eé TagBinInl6Vard Ve Mo 1.216.Value Read Mo BOOL
Alarm Drefinitions
-5 Simulation Definitions
; Cenversion Definitions
-] Poll Method Definitions
4| [0 | +
Item D Value Timestamp Quality Subguality Limit
[¥] DevDNP3.TagBirlrl6Vard 1 WT_BOOLl  12/15/14 11:08:09.678 Good MNon-specific Mot Limited
Ready 1 Objact(s) selected

Note: after a reset of the ME-RTU the status of all inputs is 'Bad' except for the first bits of group 1, which are hardwired to the
input pins on the RTU front. Only after the first write to the buffer memory either from the PLC program or via the 'Modify
Value' function in GX Works2, the input status changes to 'Good'.

Initial Status
Item D Vzlue Timestamp Quality Subquality Lirnit
[¥] DewDMP3. TagRirlrl6Varl " 12/16/14 1101:28,101 Bad Out of Service Mot Limited
Ready 1 Object(s) selected

Write to RTU Buffer Memory

-Dc\fim“_djd Buffar Memary |
Module Start : Address & Ec
9 i -
Data Type |Word[5ig’1ed] ;!
&=
Valie 711 Set
[l =
Settable Range
-32768 to 32767
Execution Result< < { Cloze
Execution Result
Device/Lebel | Data Typ= | setthgvalue |
Module Start:0 Addr... Word[Signed] 4711(0)
Reflect to Input Column I Delet=(C)
Tag Status Good
Item (D Vilue Timestamp Qualty Subguality Limit
[] DevDMP3 TagBirlrl6Vard 1 (VT_BOOL)  12/15/14 11:08:09 678 Good MNan-gpecific Met Limited
Ready 1 Ubject(s) selected

4 DNP3 Device 1
4.12 Online Monitoring of OPC DNP3 Tags 93




5 |EC 60870-5 Device

IEC 60870-5 Communication

The international standard IEC 60870-5 is a communication protocol, which is widely used especially by utilities (electricity,

water, gas).

IEC 60870-5 Network

The physical layer can be either serial (sub standard '-101') or Ethernet with TCP/IP (sub standard '-104'"), which allows
applying IEC 60870-5 in a wide range of environments. An IEC 60870-5 network consists of at least one master and one or
more slaves. Different IEC 60870-5 networks can be combined in a hierarchy, where a slave on a higher level network is also

a master on a lower level IEC 60870-5 network.

B70-5 Masier

B70-5 Master

1
v

B70-5 Channel —1*
[ -

T BT0-5 Metwork

B70

Mastar |/F /— BTOLE Matao:

: S -

870-5 Slave j

N

IEC 60870-5 differs from other fieldbus communication protocols in a number of characteristics:
especially reliable data transfer

+ Detection of transmission errors

* Authentication

* VPN connections

» Time synchronization

» Test procedure
The reliable communication is a task of the IEC 60870-5 stack, which is accessed by the OPC server. The IEC 60870-5 data

transfer is hidden from the user by the OPC interface, except for the configuration of the communication properties (see 'lEC
60870-5 Channel Properties').
event-driven communication

» Event detection in IEC 60870-5 station

* Unsolicited data without polling

» Time-stamped events

The OPC interface is already event-driven, even if the underlying communication is a classical polling-based protocol.
Therefore these features are hidden from the user by the internal implementation of the OPC server.

Multiple masters

* 'select-before operate' to synchronize access to 'out' values

This feature distinguishes IEC 60870-5 from other single-master Fieldbus protocols. During operation it must be considered,
which output data could be written by another master in the network.

flexibility/extensibility

* Message segmentation (i.e. split a message over several frames)

» User-defined data objects

* File transfer

IEC 60870-5 can be extended from the pre-defined data objects by adding user-defined objects. The size of an object is not
restricted by the size of the transport frame. However in the first edition only the ASDU types (IEC 60870-5 type IDs) listed in
'Supported IEC 60870-5 Type IDs (ASDU Types)' can be accessed.
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IEC 60870-5 Terms and Types

The following terms are frequently used in combination with IEC 60870-5:

IEC 60870-5 Term

Description

OPC

Channel

Network connection between a IEC 60870-5 master and the network interface
of one or multiple remote slaves.

Transfer settings for connection between MXOPC
and IEC 60870-5 station

Type ID

Identifies the type of an 1/O point, e.g. binary input, analog output. There are
several pre-defined groups. On some stations user-specific groups can be
defined as well.

OPC tag address

Point Object, IOA

Information Object Address (IOA) addresses a Data item, which is identified by
its numerical ID within the respective sector.

OPC tag address

Master Controls the communication with a slave OPC server
Network Either serial multi-drop or standard Ethernet connection between one or Fieldbus network
multiple masters and one or many slaves.
Slave Term used for a IEC 60870-5 slave network node, which serves the OPC device
communication. The 'slave’ must be attached to a 'Channel’ and is identified by
channel and IEC 60870- 5 station address. Several stations can share the
same channel, provided that they have different IEC 60870-5 addresses.
Session Term used for the connection between a master and a slave via a specific Connection between OPC server and device

channel. In most cases there is a 1-1 relation between session and channel.

Station address

Numerical value, which in combination with the channel identifies the network
node (master or slave).

Part of transfer settings

Sub type Selects the attribute of a point object to be accessed, e.g. the value, timestamp | OPC tag value or property
etc.
Sector A device can be divided into several sectors to allow for grouping related data. | OPC tag address
It has its own Information Object Address( IOA) space. In the OPC server a
session/sector pair is represented as server devices for each channel.
Data Model

The data is presented in a point-list, where a point is identified by its ASDU type (type ID) and its IOA within the sector.
Standard type IDs for points are for example:
* M_SP binary inputs

« C_SP binary outputs

* M_SE_FV analog inputs

» C_SE_FV analog outputs

* M_IT counters

Points of different types can be combined in the same message. To identify a point within a slave IEC 60870-5 defines the

following notation:
<Type ID>.<IOA>[.<Sub-Type>].[Optional]

Type ID I0A

Sub-Type

Optional

The ASDU type Addressed with its ID, i.e. unique
index in sector

Range is [0, 16777215]

Attribute of the data point to access, e.g. 'Value' or | Attribute which is not required, e. g.

'QualityDesc'

'Short Pulse'
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5.1 Adding IEC 60870-5 Device

Support of IEC 60870-5 slaves is implemented in a new type of device, which is included in the context menu of the 'Address
Space' node. The menu item 'New |IEC 60870-5 Device..."' opens the 'lEC 60870-5 Device Properties' dialog.

Steps to Add a IEC 60870-5 Device

The following steps show the configuration in MXConfigurator to access a IEC 60870-5 station.

Operating procedure
1. Select the item 'New IEC 60870-5 Device' from the 'Address Space' context menu.
2. Define a 'lEC 60870-5' channel (i.e. network connection) by pressing 'Configure'.

3. Configure an Ethernet connection.

i MEConfigurtor_dnpd_1emdb - MK OPC Confi PAEC G0ET0-5 Device Properties
File Edit View Go Tools Help —
] Active Configuratior: D\ PngjectsiMits) ';[Cﬂﬁmschunnd P’mp:llru : : @
= 1EC 60870-5-104]
|2 IEC 60870-5-104 Communication
e Destination Host 192.168.0.168 B
E Destination Port 2404
= - Connection Timeout (ms] 10000
Mew IEC B0BT0-5 Device... & Link Sett [ J
Rename T1 (ms) 10000
. R
Belsts T3 ims) 10000 Te
Cut K 10000 ms
- W 10000
Copy
Paste
Propertiss. Confgure...
Refresh Dyn, Tags T2 (ms)
Time to wait befons se nding 2 supervicory APDU
acknowledgemnent [ramge 1 - 2147483647 ms, default
10000)
mis
Canzel
I+
Insest New IEC 60870-5 Device [ See ][ savetNew | [ Corcel

4. Assign CPU buffer devices for the data exchange between the ME-RTU and the host CPU (ME-RTU only; for other types
of IEC 60870-5 stations this is outside the MX OPC server!)

EC 508I0-5 Devicr Properties ==
ceneral I Commurications | MERTU |
ME-ATU Access
Read Gonfig. from ATU.. | | Read Gonfig. fiomFle... |
PLC Cod=
Export Userlic... J
B Binary Input (IM_SP_NA_1) (ASDU type ID: 1) =
Size (in paints] an
Starting 104 10000
O -
Stort Address 0100
End Address D100
Bl Double Binary Input {M_DP_NA_1) (ASDU type ID: 3}
Size (in points] 11
Starting [O& 20000
Fl Buffer Devices 0110- 0111
1 32 bit Counter (M_TT_NA_1} (AS DU type ID: 15)
Size (in points] 12
Starting IO& 30000
[ Buffer Devices 0120 - D143
£l 16 bit Analog Inpust (M_ME_NB_1) (ASDU typeID: 11)
Size (in points] 13
Save || BavehMes || Cancal |

5. Close 'Device Properties' and select item 'New Data Tag' from the device context menu.
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il Eclit Viesw: =5 Toals = Help
| Active Configuration:  DAMELSECHMX DPC Serys
D@ e=m| L 2R, X

El-@E Address Space L A ed | Alsme | Mutiph
! MewGroup.. CirkeE : T=g001t
= -

' Mew DataTag... I CirlsL

Rename “typeids <ioa> csubdypes soptional =
Ackdress W_IT 1 Vinhs| _ Browse |

Access Aights: | Aead Orly. ]
L T

Delete

6. When using the PLC code generation the user library must be updated each time 1/O layout or CPU buffer devices have

changed.

End Address

' Size (in paints)
Starting 104
B Buffer Deviees

[ Buffer Devices
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5.2

IEC 60870-5 Device Properties - General

The 'IEC 60870-5 Device Properties - General' dialog provides access to the settings for the connection between MX OPC
Server and the IEC 60870-5 OutStation. The Ethernet connection -104 is supported.

1EC 60870-5 Device Froperties
Gereral | Communications | MERTU
Device Mame: DevIEC
TEC BOR70-5 Channal : o
10p:/[192.168.0, 10:240%
Mumber of Retries 3
Delay Time 0 ms
Polling Rate 1000 ms
Connection Test
[EC 608705 Backup Channel
[ Enable Here Configare. ..
0
Polling Rake 1000 s
Connection Test
Save : | SavebMNaw | Canecel
Parameter Type Range Description
Device Name String Max 32 characters, must be | Identifier chosen by user
unique
IEC 60870-5 Channel String Read-only Identifier of associated primary channel (see section 'Channel Identifier ' below on how
the identifier is constructed)
Configure Button — Opens the dialog 'lEC 60870-5 Channel Properties'
Number of Retries Long 0 - 16, 3 (default) Number of communication retries before the communication is aborted or handed over to
backup channel
Delay Time Long 0 —99999, 0 (default) Time in ms to wait in between two communication retries
Polling rate Long 1-2147483647 1000 Interval in ms to check for updates of IEC 60870-5 tags by explicitly sending read
(default) requests
Connection Test Button — Performs a connection test with the configured channel parameters, see section
Connection Test
Enable Bool Checked or unchecked If selected, the backup channel will be used in case the primary channel fails
(default) (for details see section '‘Backup Channel')
IEC 60870-5 Backup String Read-only Identifier of associated backup channel , which will be activated if primary fails (see
Channel section 'Channel Identifier' below on how the identifier is constructed)

Channel Identifier

The identifier of the configured communication link (i.e. 'IEC 60870-5 channel') is constructed from the current settings:

Ethernet connection

| <protocol>://<IP address>:<port number>
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Backup Channel

The backup channel is a second set of connection settings, which are used to automatically establish an alternative
communication link to the device in case the primary connection fails. If the 'Enable' checkbox is set, the 'Configure' button is
enabled and opens the same dialog for editing the connection settings as for the primary channel.

IEC 80870-5 Backup Channel
[¥] Enable topaf)192,168.0, 168: 2405 I Configure...

3

Mumber of Retres
Celay Time i} ms
Polling rate Lono ms

Connection Test

Connection Test

Pushing this button performs a connection test using the configured channel parameters. Additionally IEC 60870-5-104
connectivity is checked also. If the connection test succeeded, the message box shows the text "Successfully connected to
station:", followed by the channel identifier as defined in section 'Channel Identifier'. For a TCP connection the message box

may look like:

IMEConfigurator _.-

Iﬂl Succeszfully connected to station: top://192 1680 168: 2404

In case of failure the message box shows the text "Failed to connect to station:" followed by the channel identifier, for

example:

A Corfigurator
l b Failed to connect te station: tep://192.168.0.168:2404

If the connection test with the channel parameters was successful, but the IEC 60870-5-104 connectivity has not been
successfully (i.e. wrong sector address (Common Address)) the following message box is displayed:

MHConfigurator

Connected to station: tops//192.168.0169:2404,
! Y, but wrong sector ('Common Address) 3
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IEC 60870-5 channel properties

An |IEC 60870-5-104 channel represents the TCP/UDP connection between an IEC 60870-5 master and one or several
slaves. Multiple slaves can share the same channel, provided they have different IEC 60870-5 ASDU IDs (Common

Addresses).

IEC 60870-5 Ethernet Channel Properties

IEC 60870-5-104]

Destination Host
Destination Port

'EI Address Settings

IEC 60870-5 Channel Propeties

|Bl TEC BOBTO-5-104 Communication

1921680.168
2404

Connection Timecout (ms) 10000

COriginator Addresz 0

=

Bl Link Settings

BT (my) 15000
T2 (ms) 10000
T3 (m3) 20000
K 12
W 8

Originator Address

This parameter specifies the second byte of the Cause of |
Transmission (COT] field, which is used by a dual-mode
device to route responses from a slave to the correct
master. The valid range is 0 to 254, The default setting is

Lo
QK. Cancel
Parameter Type Range Description
Destination Host ANSI string String (chars for valid host name) or IPv4 | Network identifier or address of slave

address (decimal dot notation)
Default: 192.168.0.10

Destination Port Unsigned long 1-65535 TCP or UDP port number of slave
Default: 2404
Connection Timeout Unsigned long 1-99999 ms Time in milliseconds, in which station must have responded to a

Default: 10000 ms

connect request
Usually longer than request timeout

Originator Address Unsigned short 0-254 This parameter specifies the second byte of the Cause of
Default: 0 Transmission (COT) field, which is used by a dualmode device to
route responses from a slave to the correct master.
T1 Unsigned long 1-2147483647 ms Time to wait for acknowledgement to a transmitted APDU
Default: 15000 ms
T2 Unsigned long 1-2147483647 ms Time to wait before sending a supervisory APDU
Default: 20000 ms acknowledgement
T3 Unsigned long 1 - 2147483647 ms Idle time before sending TEST APDU
Default: 20000 ms
K Unsigned long 1-32767 Maximum unacknowledged transmitted APDUs. The master does
Default: 12 not send more APDUs if the maximum number of ADPUs have
been transmitted and have not been acknowledged.
W Unsigned long 1-32767 Maximum unacknowledged received APDUs. This setting works in
Default: 8 conjunction with T2 to limit how often the master acknowledges

APDUs. Increasing this setting can reduce bandwidth required for
acknowledging
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IEC 60870-5 Backup Connection

Additionally to the settings of the channel for normal communication the user can specify a second connection, which is used,
if the first connection fails. This handling corresponds to the backup connection mechanism, which exists for MELSOFT (MX)
devices. However the access to the backup connection settings differs between both device types, as the following

comparison shows.

IEC 60870-5 Device MELSOFT MX Device
Standard connection .
Dievie Propertes
Geeral | Communizanons | MERTU Basic | Advanced | Tuning
[y :|||; Hame: [T
Desz
Deswice Mame:
1EC EEB70-5 Chanrel Fiimary Devics
T ——
Wurrber of Retims 3 FC Sica |F Samal
Oelay Trme a ms Comment:
Poling rate 1000 ma
Cermection Test |
1EC 50870-5 Backup Chanrel
i Enable Tine | [ configns
Wurrbar of Ratiies 7 |
Dl = T i | ms
Folirg rets 1000 |
[ Save I- Sawe b New | Cancsl [ Eies ]l Save b how l' Eaea) l
Backup connection = m
Generl | commricatens | MesT | [ | Aarosd [ Turing]
r!' Prmary Devica
[] Eraole Device I Sruiais
Dewice Mame: MERTL-B70-5
162 0870 Chanrel
fop 192 163, 0. 1683414 cmﬂmm_l Feptymcout: [ 1000 g &uxﬂ 3
Delery Megegep: — ga
Wurrber of Rebries 3 i D provis
e count for FUW eperation: 15 words
Dl 3y Time a ms
Folling rate 1000 ms iy
[ Entles Cevic= Configuration... |
Connection Test | S
PC Gide [/F:  <none>
1ES §0870-5 Backup Channel
e = Comment:
W Eneble tepiff192. 168.0.68:0905 ||| Cenfigure... |
Murrber of Retries 3
Dl 2y Time: _
= 0 ™ Ficphy tmzout: Ty, Mo 3
Foling rate L ms Dialry tima: Oma Manga gap: 64 worda
Connection Test | Max count for RAW eosralion: 18 words
Save || Sawtlew | [ Cacm [ sewe || SawebMew | [ Caneal
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5.3

IEC 60870-5 Device Properties - Communications

1EC 0270-5 Device Propertics
Communicatens | veE-RTU|
E| Addrec: Settings
| Commen Address 3
EI General Interrogation
General Interrogation Period 0
General Interrogation at start-up Disabled
|E Incremantal Totals Interrogation
| Counters Interrogation Period 4]
Countzrs Interrogation 2t start-up Disabled
E| Unsclicited Messages
Unsolicited Messages Disalled
|5 Time Synchronisation
Time Synchronization Disabled
Time Synchronization Pericd o]
|E] Test Procedure Settings
| Test Procedure Perind 0
[ Save ] [ Save i Hew | [ Cancel ]
Parameter Type Range Description

Common Address

Unsigned Short

1 - 65534, default is 3

This parameter specifies whether to permit the
addressing of the whole station and, optionally, a
particular sector within a station. A station represents a
physical device; a sector represents a set of data within a
device. Sectors are commonly used by passthrough
devices (which must separate data from the multiple
devices they represent, i.e. ME-RTU) and by devices
that want to segment their data based on type.

General Interrogation Period

Unsigned long

0 — 2147483647, default is 0

Configures the master to perform a General Interrogation
based on a specified time interval. The specified period
elapses. Specifying an interval of 0 disables periodic Gl

General Interrogation at startup

Bool

Enabled, Disabled, default is
Disabled

Commit General Interrogation after connection is
established

Counters Interrogation Period

Unsigned long

0—2147483647, default is 0

Configures the master to perform a Counter Interrogation
based on a specified time interval. The specified period
elapses. Specifying an interval of 0 disables periodic Cl

Counters Interrogation at startup Bool Enabled, Disabled, default is Commit Counter Interrogation after connection is
Disabled established

Unsolicited Messages Bool Enabled, Disabled, default is Send command to outstation to enable/ disable sending
Disabled unsolicited messages after connection is established

Time Synchronization Bool Enabled, Disabled, default is Time synchronization at start-up

Disabled

Time Synchronization Period

Unsigned long

0 — 2147483647, default is 0

Commit time synchronization periodically. Specifying an
interval of 0 disables time period time synchronization

Test Procedure Period

Unsigned long

0 — 2147483647, default is 0

Send test procedure periodically to outstation. Specifying
an interval of 0 disables period test procedure generation
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5.4

IEC 60870-5 Device Properties - MERTU

The 'ME-RTU' device properties page allows to configure parameters specifically for the ME-RTU IEC 60870-5 module. The

following options are supported:

 Configuring CPU Buffer Devices
* Reading ME-RTU Configuration File

» Export UserLib

IEC 60870-5 Device Properties

Gereral I Communicatiors | ME-RTU

ME-RTLI Access

[ Read Config. from RTLU... ]

[ Read Config. from File...

PLC Code

Size (in points)
Starting I0A
|E] Buffer Devices

Size (in points)
| Starting[0A
|E] Buffer Devices

Size (in points)

Cim i TAA

Expart Userlib, .,

[E1 Binary Input (M_SP_NA_1) (ASDU type ID: 1)

Size (in points) 12
Starting 104 i
|El Buffer Devices
End Address 010

|E1 Double Binary Input (M_DP_NA_1) (ASDU type 1D: 3)

0
1

B 32 bit Counter (M_IT_NA_1) (ASDU type 1D: 15}

0
1

[E1 16 bit Analog Input (M_ME MB_1) (ASDU type ID: 11)

0

=

v

m

[ Gave

]_ S ave & Mew |

Cancel

Parameter

Type

Range

Description

Read Config. from RTU

Button

« Opens a dialog to provide the login information for the ME-RTU

« Establishes a SFTP connection and downloads the configuration file
'settings.xml' from the file system of the ME-RTU

« Displays a file 'Save As' dialog to select the file path, where the uploaded ME-
RTU configuration will be stored

» Shows the buffer sizes as set in the RTU

« See section 'Reading ME-RTU Configuration File'

Read Config. from File

Button

» Opens a dialog to select the file with the MERTU configuration ('settings.xml’)
« Shows the buffer sizes as set in the RTU

Export Userlib

Button

« Displays a file dialog to select the file path for the user library (.sul)

* Queries for the target PLC software, for which the user library should be
generated

« Checks, whether a user library can be generated from the IEC 60870-5
configuration

« If the configuration is valid, a user library is generated in the given directory with
global variables for access to RTU I/O points

« See section 'Export Userlib

IEC 60870-5 Type ID] Size
(in points)

Number

0 — <max point ID> (see
table below), default: 0

The size of the respective area in points each buffer can hold 512 words (1024
bytes) of points as maximum. Therefore the max number of points is specific to
the respective buffer.

[IEC 60870-5 Type ID]
Starting IOA

Number

1-16777215

The 'Information Object Address' of the first point in the respective group. This
setting must match that of the RTU.

[IEC 60870-5 Type ID]
Start Address

CPU device
address

D and R devices (see
table below)

Valid CPU device address (no bit indices, bit devices must be word-aligned)

[IEC 60870-5 Type ID] End
Address

CPU device
address

Read-only

The end addresses is calculated by adding the buffer size to the start address.
The buffer size is determined from the number of points set for the respective
group.

Note: If there are no tags defined in the respective group, the end address of the
buffer device block is shown as 'N/A', because the buffer is not used.
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Configuring CPU Buffer Devices

In order to facilitate the integration of IEC 60870-5 I/Os into the PLC application, each DNP point group must have a PLC
device address assigned. The contents of these devices are copied to/from the shared memory addresses in the RTU, which
are fixed for each point group.

The following word device types are supported as buffer devices:

Device Type Address Range
D 0 - 4891647
R 0 - 32767

Note: this limited range is based on the facts that the device types must be supported by all CPUs, which can interact with the
ME-RTU (Q, L and FX).

The ME-RTU exchanges IEC 60870-5 protocol data from or to the PLC via shared buffer memory. The different data types
(IEC 60870-5 type IDs) are associated with different BFM start addresses. The following table shows the BFM layout of the
RTU modem for data exchange with the PLC:

Data Basic data type IEC 60870-5 Type ID Max number | BFM address
direction points Start End
Input Data Binary Input M_SP, Single point Information 8192 1024 1535
Double Binary Input M_DP, Double point Information 4096 5632 6143
32 — bit Counters M_IT, Integrated Totals 256 8960 9471
16 — bit Analog Input M_SE_SV, Measured Value, Scaled value 512 9600 10111
32 — bit Analog Input M_BO, Bit String of 32 bit, does not support bit indexing 256 10368 10879
Short float Analog Input M_SE_FV, Measured Value, Short Floating Point Number 256 11008 11519
Output Data | Binary Output C_SP, Single Point Command 8192 16384 16895
Double Binary Output C_DP, Double point Command 4096 24576 25087
16 — bit Analog Output C_SE_SV, Set Point Command, Scaled Value 512 20992 21503
32 - bit Analog Output C_BO, Bit string of 32 bits, does not support bit indexing 256 22272 22783
Short float Analog Output C_SE_FV, Set Point Command, Short Floating Point Number | 256 23424 23935

Note: for further information on the buffer structures in the ME-RTU please consult the user's manual of the RTU.
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Reading ME-RTU Configuration File

The ME-RTU can be configured with a text file in XML format. This file can be read from the RTU using the separate
command line utility 'rtuscp'. Pressing the 'Read Config. from RTU' button does the same as the command line tool, but more

comfortable. It opens a 'File Save As' dialog to select the path, where the configuration file is stored.

Note: the file is not imported by MX OPC Server. The main purpose of this function is to read the configuration file without
using the separate 'rtuscp' command line executable. Optionally the user can view the available point IDs, which result from
the RTU configuration. In a future version the configuration file can however be used to validate the IEC 60870-5 addresses of
the OPC tags and the POU-related settings.

Authorization ===

Hetwork Address 182.169.1.10

Login

User rtuadmin

Password rtuadmin

[ ok | [ Carcel
Parameter Type Range Default Description
Network Address Text Either host name or IPv4 Host address as set in the primary Host name or IP address of the MERTU
address IEC 60870-5-104 channel
User Text — "rtuadmin” (default) User ID as configured in the ME-RTU
Password Text — "rtuadmin” (default) Password as configured in the MERTU
OK Button — — Closes the dialog and attempts to connect to the ME-
RTU and to upload the configuration file.

Cancel Button — — Cancel the upload attempt

If the given login is correct, the file is read from the ME_RTU.

The file contains an XML document with the settings of the ME-RTU. The format is specific to the ME-RTU, but can be viewed
and edited with a standard text editor as well as specific XML editors.

Excerpt of a sample configuration file:

<?xaml version="1.8" 1>
<Settings xml "hitp: //wwe. w3 .org/ 2001/ MMLSchema-instance™

xmlns:xsd="htkp:/ /wew.w3.org/I8081/ XMl Schema™ >

<GeneralSettingss
<l--FXor QL --»
<PLCtype>FX</PLCEype>
¢!-- slaveOnly or MasterfndSlave --»
<RTUCperatingioderslavednly</RTUperatingtode?
¢<!-- Enable or Disable -->

<PLCInputDataliritelccess»Dicables /PLCInputDatalritefccesss
<UsedProtocol >TECABE7@ /UsedProtocol>

¢!-- Ethernet or Serial --»
<ProtocolCommPathrEthernet</ProtocolCommPath>
<DatafetentionZnable>Enable</DataRetenticninable>

After the configuration file is read from the ME-RTU, the 'Save' dialog is displayed. Here the user must select a file where to
store the configuration information from the RTU.

il Seve s
@CJIYL_.J r Computer v Locel Disk (E) » v |i,. | search Local Disk | HI
Organize MNew folder FESE (7]

¢ EAmpp = Mame=
=z Local Disk (E:)
L SRECYCLERIM
. Boot
@ Systemn Volume Information
&2 DVD Drive (F:)
A% OVD Rw Drive [G2)
- Local Disk (]
e Removable Disk ()
wm Removable Disk (1)

SRECYCLE BT
Eoot
Systern Volumne [nfarmation

File name:  SaULAR ] -
Save askype: | RTU Settings Files (Famil) -
* Hide Folders [ save J Cancel
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The user is informed that the file has been stored in the selected file path and can choose to view the point buffer

configuration of the RTU.

The ME-RTU scttings have been stored in file
‘Devtmiphymertu_settings.aml’.

Do you want to cee the buffer cettinge of the ME-RTU?

S—T———

If the user presses 'Yes', the settings file is analyzed and the available point buffers are listed in an HTML document displayed

with the default browser. This HTML document assists the user when specifying IEC 60870-5 addresses on the ME-RTU for
OPC tags.

ME-RTUIEC 60870-5 Settings +
\(— A i i tcubichi/My 0O fiackup/ csp ingeumlhe 7 @ || O Soarch | &l @ + & 4 8 @& =
ME-RTU IEC 60870-5 Settings
ASDU Nr.
Buffer Type Points I0A IDs 104 Addresses | BFM Address
Einary Inputs M_SP 1040 10000 - 11039 M_SP.{10000 - 11039} 1024
\Double Binary Inputs M_DF 512 20000 - 20511 M_DP, {20000 - 20511} 5632
32-hit Caunters M_IT 4 30000 - 30003 M_IT. {30000 - 30003} BO60
16-bit analog Inputs M_ME_5V 4 40000 - 40003 M_ME_SV.{40000 - 40003} SAO0
32-bit Analog Inputs M_Bo 4 90000 - 90003 M_BO. {90000 - 90003} 10368
shart Float Analog Inputs M_ME_FV 4 30000 - 50003 M_ME_FV.{50000 - 50003} 11008
Einary Outouts C_5C 1040 60000 - 61039 C_5C.{6000D - 51039} 16364
Double Binary Dutputs C_DC =00 110000 - 110598 C_DC.{1100030 - 110589} 24576
16-0it Analog Outputs C_SE_SV 4 70000 - 70003 C_5E_sV.{7D000 - 70003} 20992
32-hit Analog Outputs C_BD 4 100000 - 100003 C_B0.{100000 - 100003} 22272
short Float Analog Dutputs C_SE_FVW 4 B0000 - 80003 C_5E_FY.{80000 - 50003} 23424
Buffer Name of buffer contents
Type ID IEC 60870-5 ASDU type string
Nr. Points Size of the respective buffer in points
Point IDs Possible point ID numbers, which can be used with that ASDU type
Note: The IEC 60870-5 point IDs must be unique within the respective sector. Therefore the ME-RTU
assigns consecutive |Ds for the different buffers of all ASDU types
IEC 60870-5 Addresses Possible IEC 60870-5 addresses (the brackets '{}' mark a range of values)
BFM Address BFM address where the actual values of the respective IEC 60870-5 ASDU type (column Buffer)
starts at
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Export Userlib

The OPC tags of IEC 60870-5 devices refer to IEC 60870-5 data points. These data points are related to addresses in the
buffer memory of the ME-RTU and depend on the respective configuration of the RTU. A PLC program, which interacts with
the ME-RTU, will use CPU devices for exchanging the contents of the data points. To ease addressing the individual data
points, a user library can be generated.

This user library contains:

1. A global variable of type 'ARRAY OF WORD' for each supported IEC 60870-5 ASDU type, which has the same size as
the corresponding IEC 60870-5 buffer. This GV is mapped to the device address, which the user has assigned to the
buffer.

2. A global variable for each OPC item, which is related to a specific item ID (IOA) and with the subtype 'Value'. OPC items,
which refer to other subtypes of IEC 60870-5 points (e.g. 'QualDescr'), are not included in the user library.

Note: The user library does not include code for exchanging the contents of CPU devices with buffer memory in the ME-RTU.
This part depends on the specific PLC type used and must be implemented in the PLC application program.

The exact contents of the user library must be adjusted for the PLC software, in which the user library should be imported.

The user must therefore first select the PLC software.

| Select the PLC Software (===
PLC Seftware Tool % Works2 ’
X Warks2
[“Iponct ask agan Gy IEC Developer |
l 0K ] | Cancel |
Control Type Range Description
PLC Software Tool Selection * GX Works2 Supported MELSOFT software packages for PLC programming
* GX IEC Developer
Do not ask again Checkbox checked/unchecked (default) If checked, the message is not displayed again until MX Configurator is restarted;
the user library is generated for the chosen PLC software
OK Button — Closes the dialog; the user library is generated for use with the chosen PLC
software
Save Button — Closes the dialog without exporting a user library

Before the user library is generated, the configuration of the OPC tags and the IEC 60870-5 settings are checked against
certain restrictions imposed by either the ME-RTU or the generated IL PLC code. Warnings and/or errors found during these
checks are displayed in a dialog. In case of errors the user library is not exported.

Issues found in configuration
The following wamings havs besn encountsred whis preparing the user
liorary:
Some point IDs of ASDU Type ID M_IT, are outsde the possble
range of [30000,3000Z].
[ ok | [ sawe |
Control Type Range Description
OK Button — Closes the dialog; the user library is not generated
Save Button — Opens a file dialog to select the path, where the error messages are stored

| il Select fie for storing result messages

Cooonsd [1 4 Local Disk @1 + tmp » [ #p ||| Search trp =

File name:  Diitmphdng_emrors:tet =

Seve 2z bype: | Test file [ot] -

= Browee Foldes

The following 'warning' issues are checked:
» Device addresses do not overlap
» ASDU type ID is supported by ME-RTU
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+ Point ID within the range set for the respective ASDU type ID

* Number of tags in user library does not exceed the limit imposed by GX Works2 (i.e. 20480)

The following 'error' issues are checked:

« Each tag name must be unique

« Tag identifiers must not exceed 32 characters

Note: OPC tag names must be unique within the respective OPC group. Therefore the same tag name can exist in different

groups. As the OPC tag name is used as identifier for the corresponding global variable in the user library, tags with identical
names would create a conflict in the user library.
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5.5 Adding IEC 60870-5 Data Tag

To define an OPC tag the context menu of the device node contains an entry 'New Data Tag'. This follows the standard

procedure for other device types.

New Group... Ctrl=F
Mew DataTag... CtrlrlL

Rename
Delete

Cut
Copy

Paste

Properties...
Refresh Dyn. Tags

Selecting the menu item opens the 'lEC 60870-5 Tag Properties' dialog:

IEC 60870-5 Tag Properties =
General | Advanced | Alamms | Mutinhe
Namz: Anabginiz_01
<ypaids. Goax. <aub type <cptioral

Addmss: M_BED 50001 Value Bromes
Access Fights: |Read Oy v|

Daete Type:  |{DUINT (DWORD) -

Save [ Save & Mew ] Cancel

This dialog holds several tab pages described in the following sections (IEC 60870-5 Tag Properties - General). The buttons

displayed below the tab pages have the same meaning independently of the selected tab page.

[ Save J[ SavetMow | | Corwel

Button Description

Save Close the dialog and store the tag settings in the database

Save & New Close the dialog and store the settings for the currently edited tag
Immediately start configuration of a new tag with default settings

Cancel Close the dialog and discard the changes
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5.6 IEC 60870-5 Tag Properties - General

The definition of an OPC tag for a IEC 60870-5 data point includes specifying the OPC identifier and data type as for MX and
Modbus devices. The IEC 60870-5 data point is entered in the standard address format as described in section 'Data model'.
The following sub sections are available:

« IEC 60870-5 Tag Properties - General

+ [EC 60870-5 Address Validation

» Supported IEC 60870-5 Type IDs (ASDU Types)

IEC 60870-5 Tag Piopeities
GE"E'E'_I—Mvanced | Atams [ Muktipty |

Name: Analogin3Z_01

<ypeids>. <ioa> <sub-type> <cptioral>

Addrmss: M_EQ 90001 Value [ Bowse |
Access Fights: | Read Only v|
Datz Type: DUINT {DWORD) -|

Save [ Save & Mew ] Cancel

Parameter Type Range Description
Name String 1-32 characters Descriptive name of the this tag
Address String <Type ID> .<IOA> .<Sub-Type> Address string format must be follow IEC 60870-5 specification which is the
.<Optional> Default: empty following TypelD.IOA.Sub-Type.Optional (e.g.
C_B0.100001.Value.LongPulse)
Browse — — Displays offline valid address string formats for supported IEC 60870-5 data
points

Access rights: | Read/Write (default) | Depending on the IEC 60870-5 data | Access rights of the OPC tag will be checked against access rights of IEC

and Read Only point address 60870-5 data point
Data Type — BOOL UINT (WORD) DUINT Data type of the OPC item, the available data types are restricted by the
(DWORD) INT DINT REAL Disabled | Type ID selected
by default Note: Here only basic data types can be assigned. For more complex types

(arrays), the 'Advanced' tab must be opened.
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The 'Browse' button opens a list of the supported IEC 60870-5 ASDU types (type ID).

AT type Typ=ID  Descipbion Min ICA  Max.I0A  SubTyps Optonad  Datz Type
1,30 M_SF Sngle Point-Information 1 16777215 Value - ool R
L3 MEP sngle-Pont-Infarmation 1 18777215 QualityDese - urts 3
3,31 MDP Double-Point Information 1 1G7T772S Vahu - inta R
331 M_DP Dauble-Point Information 1 15777215 QualityDesc - uintd R
532  M.ST Steo Fasibon Informatan 1 15777215 value - Ints R
531 MST Sten Pogition Infarmatian L 1777215 QualityDesr - s 3
33 M_BC Bit string of 32 hit 1 15777215 Value - uirt32 R
73 MED Bt otring of 32bit 1 16777215 QusltyDese - urts 3
9,21,34 M_ME MY Measred vaue, Normaized vaue L 16777215 vale - float=2 R
9,21, M_ME_MV  Measured Value, Normalized Value 1 16777215 QualityDese - uintd R
110 P_ME_M¥  Parameter of Measured Yalug, Marmalzed Yalue 1 16777215 Valpe - fioat=2 R
140 F_ME_MY  Parameter of Meszuied Yalus, Mormalzed Yalus L 18777245 QualityDesc - uintd :3
aame  mamem e we o dwld. e d_dud_ 4 aewrmas udo iiae n

i T

ASDU type 'Application Service Data Unit'

Type ID Specifies the type of /O point

Min. I0OA Minimum point ID ('Information Object Address')

Max. I0A Maximum point ID ('Information Object Address')

Sub-Type IEC 60870-5 sub attribute (see 'Sub-Types')

Optional IEC 60870-5 optional type (see 'Optional-Types')

Data Type Data type according to DNP conventions
This type is translated to an OPC tag data type as:
HIEC 60870-5 Data Type BOPC Tag Default Type
bool BOOL
int8, int16 INT
uint8, uint16 UINT (WORD)
int32 DINT
uint32 DUINT (DWORD)
float32 REAL

Access R: read-only, W: write-only, RW: read- and writable
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The following entries are displayed in the table:

ASDU type  Type ID Diesaription Min. 128 Maw, [0A Sub-Type Cpticnal Datz Type  fccess
130 M_sF SirglePoint-Information 1 16777215 Vakie - bool R
1,20 M_5F Single-Pomt-Informaton 1 16777215 QuaityDesc - uirtd .3
33L M _oe Double-Point Information 1 15777215 vake - Int8 R
331 M_oR DioubleFoint Information 1 15777115 CualtyDesc - uintd R
532 MST Siep Pasition Information 1 16777215 Vake - it R
532  M.ST Step Pasibon Information 1 16777215 QuaityDesc - uint8 3
33 M_BD Bitatring af 32 bit 1 16777215 vake - uint32 R
733 MED Bit etring of 32 bit 1 167772115 QusityDesc - uint3 3
9,21,34 M MENY Measured Vaus, Normsbzed Vahe 1 1677725 Vakie - fioata2 1
9,21,39 M_MENY Measured Vaue, Mormalized Value 1 16777215 QuoityDesc - uirtd 3
110 P_ME MV Parameter of Measured Valse, Normalized Value 1 15777215 vake - floatz2 R
110 P_ME MV Parameter of Messured vale, Normaized value 1 15777115 CualtyDesc - uintd R
11,35 M_ME_ZV  Measue=d Valus, Scaled Vabie 1 16777115 Vabe - Nkl ;3
11,35 M_MESV  Measured Value, Scaled Vale 1 16777215 QuoltyDesc - uintd i
111 P_ME SV Parameter of Messured value, Scaled Value 1 16777215 vabe - Intls W
1y P_ME SV Parameter of Measured vale, Scaled value 1 16777215 QualtyDesc - uiritd R
13,36 M_MEFV  Measu=d Vaue, Srort Floating Point 1 167775 Vakie - fioata2 L0
13,36 M_MEFV  Mensured Volue, Short Floating Point 1 16777215 QuobtyDesc - Lintd R
112 P_ME_FV  Parameter of Mezsured Value, Short Hoating Paint 1 16777215 vake - float=2 R
112 P_MEFV  Parameter of Messured vale, short Foating Paint 1 15777215 QualtyDesc - uintd R
1537 mIT Tntegrat=d Totsls 1 16777115 abe - ink32 ;3
1537 M7 Integroted Totsls 1 16777215 QuoltyDesc - uintd R
1537 MaT Integrated Totsls 1 16777215 £ - int8 13
45 C_SC_NA  Shgle Command 1 16777215 vale - bool w
45 C_SC_NA  Single Commarned 1 1BTT7I1S vabie ShortPuke  uintd w
45 C_SC_HA  Singl Command 1 16777215 Vobie LongPulse  wintd w
45 C_SC_HA  Sirgle Command 1 16777115 Valie Pergstent uintd "
58 C_SC TA  Sihglke Command with tme 1 16777215 vale - bodl w
58 C_SC_Ta  Sigk Command with time 1 16777115 vakie ShortPuke  uint3 "
53 C_5CTA  Singlk Command with time 1 16777215 Vobie LongPulse  wintd w
58 CECTA  Sirglke Command with time 1 16777115 Vake Pergstent  uintd w
% C DC_MA  Double Command 1 16777115 vake - uirtd w
* C_DC N4 Double Commard 1 1STT7ILS vabe ShartPuke uintd w
% C_DC_NA  Doubl Command 1 16777215 Vabe LongPuse  uintd w
% CDC MA  Double Commard 1 16777215 valie Persstent  uintd w
52 C DC_TA  Double Command with time 1 15777215 vale - uintd w
58 C_DC_TA  Doublke Command with time 1 16777115 vabe ShortPuke  uint3 w
b CDCTA  Doubk Command with time 1 16777215 Vole LongPuse  wintd w
] CDCTA  Double Commard with ime 1 16777215 Vakie Persstent  uintd w
9 C_RC_MA  Aeguiztng Step Command 1 16777215 vahe - (-] ]
47 C_RC_MA  Regulating Step Command 1 16777115 vake ShartPuke  intE "
-1? C_RC_NA  Regulsfing Step Command 1 16777215 Vobie LongPulse  intR w
a C_RC_MA  Aeguiating Step Command 1 16777215 Valie Persstent  intB w
&l CRC_TA Regulatng Step Command with tme 1 16777215 vale - Int8 w
50 C_RC_TA  Regulating Step Command with tmes 1 16777115 valie ShortPuke  ints w
(1] C_RC_TA  Regulafing Siep Command rith bme 1 16777215 Vabie LongPuss  intR w
=1} CRCTA Reguiating Step Command with tme 1 16777215 Vakie Persstent  intB w
L C_SE MA  SetPoint Command, Normalised Yalue 1 16777215 vale - floats2 w
51 C_SE_TA SebPoint Command, Mormalised Yalus with tine 1 167715 vabe - floatsz w
L] € 8E MNE  SetPoint Commend, Sceled vake 1 16777115 Vabe - ink1s w
62 C_SETB  SetPoint Commend, Scoled value with time 1 16777215 vake - inkls w
50 C_SE NC  SetPoint Command, Shart Hoatng Faint Number 1 15777215 vabe - floatsz w
53 C_SE_TC  SetPointCommand, Short Aoating Paint Number with time 1 16777215 vake - floatsz w
51 C_BO_MA  Bit string of 32 bits 1 16777115 Vabe - uint32 w
=23 C_BO_TA  Bitstring of 32 bits with tme: 1 16777215 vabie - uint32 w

IEC 60870-5 Address Validation

The input in the 'Address' edit field will be validated against the supported IEC 60870-5 ASDU type, data point ID (IOA), sub-
type and optional type by every key stroke. If the address is validated successfully the text color will be set to default,
otherwise if an invalid address string is entered the text color will turn to red.

Aypeid . doa> csubtypes, wptional>
Addrece: C_BOC. 100000002 QualtyDess
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Supported IEC 60870-5 Type IDs (ASDU Types)
IEC 60870-5 distinguishes /O data according to its function into ASDU types (Type ID). Depending on the ASDU type points

may be read-only, writable or both.

The following table lists the ASDU type and formats, which are supported by the IEC 60870-5 OPC server. The default data
type of the corresponding OPC tag is also listed. IEC 60870-5 distinguishes I/O data according to its function into ASDU types
(Type ID). The default data type of the corresponding OPC tag is also listed.

IEC 60870-5 | ASDU type for Group Name Access Optional OPC Type
Type ID Events™
1 30 Binary Inputs R — BOOL
3 31 Double Binary Inputs R — UINT
5 — Step information R — INT
15 37 Counters R — DUINT
11 35 Analog Inputs (16bit) R — INT
7 33 Analog Inputs (32bit) R — DUINT
13 36 Analog Inputs (Float) R — REAL
1 30 Binary Outputs (status) R — BOOL
45 — Binary Outputs (command) w — BOOL
Short Pulse UINT
Long Pulse UINT
Persistent UINT
3 31 Double Binary Outputs (status) R — UINT
46 — Double Binary Outputs (command) w — UINT
Short Pulse UINT
Long Pulse UINT
Persistent UINT
47 — Regulating Step (command) w — UINT
Short Pulse UINT
Long Pulse UINT
Persistent UINT
1 35 Analog Outputs (16bit)(status) R — INT
49 — Analog Outputs (16bit)(command) w — INT
7 33 Analog Outputs (32bit)(status) R — DUINT
51 — Analog Outputs (32bit) (command) W — DUINT
13 36 Analog Outputs (Float) (status) R — REAL
50 — Analog Outputs (Float) (command) w — REAL
111 — Analog Inputs (16bit) Threshold Parameter R/W — INT
UINT
112 — Analog Inputs (Float) Threshold Parameter R/W — REAL

*1 see section below for details

HIEC 60870-5 Event Types

If modified points are reported as events, IEC 60870-5 uses a different group number than for normal read access. However
the MX OPC Server stores the point data always under the group number used for explicit read requests. The event groups
are not relevant to the OPC client.
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HIEC 60870-5 Sub-Types
The following sub types are available for IEC 60870-5 points, provided, that the selected ASDU type supports it.

Sub Type Identifier Description
Value The value of the item (this is default)
.QualityDesc Quality Descriptors according to IEC 60870-5

Note: Flags (Quality Descriptors) cannot be written by the IEC 60870-5 master (here: OPC server), but only the
PLC application, that controls the ME-RTU.

The sub-type 'TimeStamp' will be translated into the time stamp property of the OPC tag.
Note: The flags (Quality Descriptors) content depends on the ASDU type and for a definition of its meaning external IEC
60870-5 specification documents may be consulted.

HIEC 60870-5 Optional-Types
The following optional types are available for IEC 60870-5 points, provided that the selected ASDU type supports it.

* .ShortPulse
+ .LongPulse
» .Persistent
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5.7 IEC 60870-5 Tag Properties - Advanced

1EC 60870-5 Tag Properties =
Geneml W Nan‘nsl I-I'Idtipry|
[#] Us= Armay Type
Data Type: [Anayof DUINT (DWCRD) hd
Nurber of Hemerts: 20
Lewer Bounds: 0
Save [ Save & Mew ] Cancel
Name Type Range Description
Use Array Type Checkbox Checked/not checked (default) If clicked enables the usage of array as OPC tag
Data Type Choice list Array of BOOL Data type of the array container

Array of UINT (WORD)

Array of DUINT (DWORD)

Array of INT

Array of DINT

Array of REAL

Entry depends on data type selected in the
'[EC 60870-5 Tag Properties — General 'page

Number of Elements

Integer

1 — 254 Default: 20

Number of elements in array

Lower Bounds

Integer

0 — 254, default: 0

First index in the array
Note: The global array variables exported in the user library will
always start with index 0 as 'Lower Bounds'.
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5.8 IEC 60870-5 Tag Properties - Alarms

1EC 60870-5 Tag Properties

Generl | Advanced | Alams | Mutiply|

==

General Jetup
[¥] Generate Mlarma

Messzge

Limi Alamm: AnaOut 323 Limit 1

Digeal Alarm: | <ot Assigned: -
Save [ Save & Mew ] Cancel
Name Type Range Description
Generate Alarms Bool Checked/unchecked (default) If checked, the OPC server will automatically generate a limit and/or digital
alarm based on the data item value
Message prefix Text — First part of the alarm message for this data item
Limit Alarm Selection Existing limit alarm definitions Select a definition for limit alarms from the list
Digital Alarm Selection Existing digital alarm definitions Select a definition for digital alarms from the list
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5.9 IEC 60870-5 Tag Properties - Multiply

IEC 60870-5 Tag Piopeities

Generl | Advanced | Alams | Multiply |

] Mutiiply when saving
First Nurmber: 2
Murmeric places: 2 =

Murber of fems: 6

Bage Ten: Analnput

Address: M_BC.1 Value

tukiph Save b MNew Cancel

The multiply page allows creating multiple tags using a template, which is assembled from text and numeric range items.
When clicking the 'Multiply' button, the tags will be created, if the template is able to construct valid OPC identifiers and IEC
60870-5 address strings.

Name Type Range Description

Multiply when saving Bool Checked/unchecked (default) If checked allows to insert multiple OPC tags

First number Integer 0-1.000.000.000, default depends on tag | Start number to append to base text for building the OPC
counter from database tag name

Note: The upper limit is based on the max number of
numeric places

Numeric places Integer 1-10 Number of digits in resulting OPC tag name
Number of items Integer- 1-16777215 Number of tags to be created

Base Text String Max 32 chars, default: empty Starting Name of the tag

Address IEC 60870-5 address Read only IEC 60870-5 address which will be multiplied.

For each new tag the IEC 60870-5 address is constructed
by incrementing the point ID in the given address, until the
max possible IEC 60870-5 point ID number of 16777215 is
reached.

Note: the default values for 'Numeric places' and 'Number of items' are the last values, the respective user has entered in the
'Multiply' dialog for a tag of any of the supported devices.
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5.10 iQ Works Integration (User Library)

In order to provide access to IEC 60870-5 interfaces the MX OPC server does not have to communicate with the host PLC of
the RTU or to interact with iQ Works. However a good integration of the IEC 60870-5 RTU into iQ Works will be the major
advantage for customers compared to solutions, where a standard IEC 60870-5 OPC server is used with any other PLC. The
automatic code generation brings down engineering and service costs. The experience gained from existing PLC code
generators for PROFIBUS, PROFINET and CC-Link proves helpful in designing an integration of the DNP ME-RTU modules.
The following sections describe the iQ Works integration in detail:

* Purpose of User Library

» Contents of User Library
» Generating the User Library

Purpose of User Library

The IEC 60870-5 RTU must interact with the PLC application running on the respective CPU. The data for IEC 60870-5 inputs
must be copied from CPU devices to the shared memory of the RTU. For FX3 CPUs the data can be transferred via the CPU
bus connection. For Qn- and Ln-CPUs the data is transferred via a 'Simple Socket'-connection.

There is already a collection of function blocks specifically for the ME-RTU. The function blocks encapsulate the data
exchange with the ME-RTU. The library contains different function blocks for FX3- and for Qn-/Ln-CPUs.

The following diagram shows the data exchange between global variables used in the PLC program via buffer devices and the
IEC 60870-5 protocol to the OPC data model consisting of groups and items.
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G PLCCPYU ... ¥ ME-RTU ___; i MXOPC Server,
The IEC 60870-5 firmware fetches the data from the shared memory to send it via IEC 60870-5 protocol to the IEC 60870-5
master, which in this case is identical to the OPC server. In the opposite direction the outputs, which are set by the master, are
stored in the shared memory of the RTU, from where they are copied to CPU devices used by the PLC program.

Note: the 'l/O Mapping' functionality is only provided for the 'ME-RTU' model as IEC 60870-5 slave. If the OPC server is

connected to a 3rd party IEC 60870-5 station, these functions cannot be provided, as they are vendorspecific.
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Contents of User Library

An IEC 60870-5 user library contains the definitions and code for a single ME-RTU. At first the use of multiple RTUs
connected to the same CPU is not supported, as it is rather unlikely for real applications.

The user library consists of:

1. A global variable of type '"ARRAY OF WORD' for each supported IEC 60870-5 ASDU type, which has the same size as
the corresponding IEC 60870-5 buffer. This GV is mapped to the device address, which the user has assigned to the

buffer.

2. A global variable for each OPC item, which is related to a specific ASDU type and with the subattribute "Value'. OPC
items, which refer to for example 'QualityDesc' of IEC 60870-5 points, are not included in the user library.

3. The global variables for IEC 60870-5 outputs are presently only exported for the ASDU types 45, 46 (binary) and 49, 50
and 51 (analog).

The data types of global variables for OPC items are derived from the OPC tag type, except for the following groups:

ASDU Type ID ASDU Type Identifier Fixed Variable Type
1 Binary Inputs (Single Point) BOOL
3 Double Binary Inputs (Double Point) ARRAY [0..1] OF BOOL
45 Binary Outputs (Single Command) BOOL
46 Double Binary Outputs (Double Command) ARRAY [0..1] OF BOOL

Note: the user library does not include the copy instructions to exchange the buffer device blocks with the corresponding

shared memory areas in the ME-RTU. This part must be added by the user.

HBExample

(* SOFTCOMTROL :P3fnZqns
VERSIONW:7.00.03 =)

TYFE
END TYPE

PROGRAM MERTUL0Z 3

Z (* %)
14 (¥}
1t TIR"
12 BODY

i3 WORES PACE

14 HWEIWCORK LIST TYPE := NWIYPEIL :
15 ACTIVE WETWORE := 0 »
16 END WORKSPACE

18 END BODY

1 CONFIGURATION scConfiguration GVL MERTU104 5

2 RESCURCE scResource ON sc Resozrcer';c-e
VAR GLOBAL transfer

END PROGRAM

Variables for

gvi03ASDU1: HRRAY [0..64] DF WORD:

gv104ASDULS AT @':MW0.100': ARRAY [D..7] OF WORD;
gwl04ASDU11: ARBAY [0..3] OF WORD:

gV104ASDU7 AT ¢'3MWO0.110': ARRAY [0..7] OF WORD;
gvl04250013 AT @'SMWO.130': ARRAY [0..7] OF WOED:
AnalnpFlt32 02 AT @'iMD0.132': REAL:

AnaInpFlt3Z_03 AT @'3MD0.134": REAL;

ZAnaTnpFlt32 04 AT @'#MDO.136": REAL:

Councer3Z Ol AT @'3MDO.100": DINI; Variables for
Councer3? 07 AT @'3MDO.102': DINT: OPC tags
Councer3Z 03 AT @'MDO.104': DINT:

Counter32 O4 AT @'I¥MDO.106": DINT:

END VAE

END EESOURCE

=

40

29 END CONFIGUBATION

The listing shows the contents of an example user library with the IEC 60870-5 global variable definitions as described in
section 'Contents of User Library'.

5 IEC 60870-5 Device 2 1
5.10 iQ Works Integration (User Library) 9



Generating the User Library
The next diagram contains the PLC program objects, which are generated by MX OPC Server (actually the MX Configurator

component) for the PLC application. The user library must first be manually imported into the respective PLC program, before

it can be used.

User enters ARRAY
buffer devices Global
Buffer Device for | | Variables
each point gro
point group . Basa Tyme
Global
Variables
oPCT L~ :
i User Library (.sul)
User defines
OPC tags for MX =
DNP points Canfigurator .
GXW2
WX Configurator =" GX Works2 | s Project
MXOPC
Servar
Runtime
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5.11 OPC Alarms and Events

OPC Alarms & Events for IEC 60870-5 devices allows AE clients to receive condition events generated by the OPC servers.
The OPC server supports the following filtering options for Condition Events for AE clients:

Item Description
Event Condition.
Category Level Alarms Filter by server-defined categories. Each event is assigned to one category.

Events that are generated by process level conditions. The following levels will be supported:
« high and highhigh, for example, tank level > high > highhigh
« low and lowlow, for example, LowLow < Low < tank level

Deviation Alarms Filter by server-defined categories. Each event is assigned to one category.
Events that are generated by deviation conditions (deadband), For example, tank level +- 10.

Severity Filter by severity level. Levels range from 0 to 1000; 1000 is the most severe. Each event is assigned a
severity.:

Source All events are related to OPC DA server tags. Filter by source gets events only from the related DA server
tag.:

In a later step it will be possible to not only configure events that are related to OPC tags but also simple events such as
information, warning and error reported by an outstation.

The user interface to create limit alarms is already specified in MX OPC server and will be supported by the IEC 60870-5
device type. No online monitoring of OPC events will be supported as it is the same for all device types supported by MX OPC
server.

5.12 Online Monitoring of IEC 60870-5 Tags

Since the IEC 60870-5 device type uses the existing configuration database format of MX OPC server it will be possible to
online monitor OPC IEC 60870-5 tags.

Hill MiCanfigurntor_all.mdh - M OPC Canfiqurstar [
File Edit View Go Tools Help
Active Configurstion: D¢\ Prajects\Mitsubishi\MX OPC Server\ backup|MXConfigurstar_all meb
DM 4k By FEEE e 7]
| £ 8 Address Space Neme Enable Simulate Acddress  AccessRig..  Alarms  Dats Type
i =Tl MERTUL04 (gh Analnpotls 1 Hes e BA_ME_SV.A0003 Value  Resd Mo T
o> [ : g3
2 Alarm Definibans
Simulatizn Definitions
i~ Ell Conversion Defintions
- Poll Method Definitions
) il ] 3
Itern 10 Valus Timestamp Qulity Subguality Limit
| [# MERTULO4 AnsloglnpubAnslngutlf 1 4455 (VT 1] 07/30/15 100751062 Good Hor-specific Mot Limited
Fieady 1 Dbject{x} HUM

Note: please note that after a reset of the ME-RTU the buffer memory of inputs must first be written to by the PLC program or
from the device memory diagnostics function in GX Works2, before the status of the tag can become 'Good'.
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6 Configuring Alarm Definitions

The MX OPC Server is an OPC Alarm and Events server that supports the following alarm types:

« Limit (High High, High, Low, Low Low)

+ Digital

Alarm parameters are set up in the Configurator under the Alarm Definitions tree control, shown in the figure below, which is
divided into two alarm template types: Digital alarm definitions and Limit (analog) alarm definitions. Digital alarms can be
defined for a data item of "BOOL" type only, while Limit alarms can be defined for all other types except for the "String" data
type. Default alarm definitions are provided in the "MXConfigurator.mdb" database.

HMXCumiguralur.mdb - MX OPC Configurator
File Edit %ew Go Tools Help

| Adtive Configuration:  CHMELSECMACenfigurator mdk
D@m=l e w|@ern)d3
#-2E Address Space
; B} Alarm Definticns
} Simdal‘inn Definitions
Corvetsion Definitions
4]l Pall Miethod Definitizrs

@ Right click to add an Alarm Definition.

Ready 0 Ohjeckisy

Alarm Definitions Tree Control
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6.1 Limit AlarmDefinitions

A limit alarm sets the values for four levels of alarms: LoLo, Lo, Hi, and HiHi. Limit alarm parameters can have subranges

within the data item amplitude. Every subrange definition includes a Message Body that will be appended to the alarm

message, the Severity of the alarm, and the Req. Ack. flag for alarm acknowledgement.

Basic limit alarm properties

In the Basic tab of the Limit Alarm Properties dialog box, shown below, configure the following settings:

Limit Alarm Properties E|
Basic |Advanccd§
4 Neme,  [Linélain0nz .
Limit Alarm Sehap
Lirnit: Walue: Message Body: Seveity,  Req Adc:
I HHi | 100, [HiHi Level &lam [ em| ™=
FH | 90 |Hi Level Alam !| sal [
[ A etum ta nerraal | iha Narernal |
Lo | 10) | LoLevel laim [ 50| =
Lolo | 0/ [ LoLo Level alam [ s ®=
L Save J [ Save & Mew ] [ Cancel

Limit Alarm Properties: Basic Tab
In the Name field, type a name for the new limit alarm.
The Value field is used to calculate the state of the input fields. For example, a value of 10 for LoLo is compared with the
value of the input to determine if the alarm is in LoLo state.
In the Message Body field, enter the warning message that will appear when the alarm is sent. The message can be any
text string.
In the Return to Normal field, check the check box and then enter the text that will appear when the alarm is taken care of
(e.g. has been acknowledged). The message can be any text string.
Note: It is not necessary to enter a message text or a base text. The Server will default to the OPC subcondition name and
the OPC condition name. For example, a LoLo alarm will post a description of LoLo limit.
Severity is the OPC-defined value for alarm Priority. The valid OPC severity range is 0 (lowest) to 1000 (highest).
The Requires Ack field is used for OPC condition alarms to determine whether the alarm needs a user acknowledgement.
If the Requires Ack field is checked, then the alarm requires a user acknowledgement. If the value is not checked, then the
alarm is posted as already acknowledged.
Note: Changes to the alarm property fields (HiHi, LoLo, Hi, Lo, Message Text, etc.) in runtime through an OPC tag update
will be automatically saved to the database, over-writing any values specified in configuration mode.
Save: Saves all changes specified in the properties dialog box. The alarm definition appears in the list view.
Save & New: Saves all changes specified in the properties dialog box and immediately starts configuration of a new alarm
definition.
Cancel: Closes the properties dialog box.
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Advanced limit alarm properties

In the Advanced tab of the Limit Alarm Properties dialog box, shown below, configure the following settings:

Limit Alarm Properties E]

Basic ] Advanced

OPC Data Setup

Updats rate: i ml me

Deadhand: | 1

[ save “ Save & New H Cancel |

Limit Alarm Properties: Advanced Tab
Update Rate: Defines the frequency of checking the data item value (in milliseconds), and possibly responding by sending
the alarm message.
Deadband: Prevents the server from generating a huge amount of alarm messages and overloading the clients when the
signal oscillates around one of the limits specified. The deadband value extends the limit zone. It results in sending only
one alarm message even if the signal oscillates. Deadband indicates the deadband value to apply to the converted analog
values. The deadband value is required and is calculated on borderline alarming limit values to prevent repeated alarm

cycles.
Save: Saves all changes specified in the properties dialog box. The alarm definition appears in the list view.
Save & New: Saves all changes specified in the properties dialog box and immediately starts configuration of a new alarm

definition.

Cancel: Closes the properties dialog box.
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Creating a new limit alarm definition

To create a new limit alarm definition:

Operating procedure

1. Right-click the Alarm Definitions folder on the tree control of the Configurator screen and select New Limit Alarm
Definition from the pop-up menu, as shown in the figure below.

2Y Address Space v
Alarm Definitions, ‘ﬁ)\ Right click to add an Alarm D
Simulatien Defin Mew Limit Alarm Definition... Ctri+ H

| Conversion Def New Digital Alamn Definition... Ctrl+B
Poll Method Defi

Fenames

MNalwka

Creating a New Limit Alarm Definition
2. The Basic tab of the Limit Alarm Properties dialog box appears, as shown in the figure below.

Limit Alarm Properties

Easic | Advanccd_!

@ Hame: Liréslarm0D2

Limit Alzrm Sehup

Limk  Veus: Messags Bady: Seveity  Faq. Adk:
W HiHi | 100/ [HiHi Level Alsrm EE
FHi | a0 [Hi Level Alam || sm|
[ Actum 1o narmal |r:c:;.,-. 110 Nicerial |

o | 10 [LoLevel Alaim || swm] ™
FLolo | 0/ LoLo Level alam |[ =g

[ save “ Save & New ][ Cancel ]

Limit Alarm Properties: Basic Tab
In the Name field, type a name for the new alarm definition.

w

4. Specify the limits, values, and severity levels for the alarm.

5. Click on the Advanced tab, as shown in the figure below. Specify a server Update Rate (in milliseconds) as well as a
Deadband value.

Limit Alarm Properties

Bazc ' Advanced

OFC Data Setun
Lpdatz rate: mE
[eadband: 1

ﬁ Save ” Save & MNew ] [ Cancel

Limit Alarm Properties: Advanced Tab
6. When you have finished configuring the alarm definition properties, click the Save button. The new configuration appears
under the Alarm Definitions tree control.
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6.2 Digital AlarmDefinitions

A digital alarm sets an alarm if the comparison between the Alarm State Value and the input state is TRUE.

Basic digital alarm properties

In the Basic tab of the Digital Alarm Properties dialog box, shown below, configure the following settings:

+ In the Name field, type a name for the new digital alarm.

« The Limit check box enables or disables alarm condition checking.

» Specify a Value for the digital alarm (True or False).

* In the Message Body field, enter the warning message that will appear when the alarm is sent. The message can be any
text string.

* In the Return to Normal field, check the check box and then enter the text that will appear when the alarm is taken care of
(e.g. has gone back to its normal value). The message can be any text string.
Note: It is not necessary to enter a message text or a base text. The Server will default to the OPC subcondition name and
the OPC condition name.

Digital Alarm Properties EJ

Basic I Advanced !

E| Maine: | Digalarmant

Drigital Alarm Sstup

Value Mezzage Body: S ety
Limit [True (1]~ Digitel &l |[[ 50| Req. sek

[ Aetum o normal | =t ho Nioema |

L Save J I Save & Mew I | Cancel

Digital Alarm Properties: Basic Tab
« Severity is the OPC-defined value for alarm Priority. The valid OPC severity range is O (lowest) to 1000 (highest).
» The Requires Ack field is used for OPC condition alarms to determine whether the alarm needs a user acknowledgement.
» Save: Saves all changes specified in the properties dialog box. The alarm definition appears in the list view.
« Save & New: Saves all changes specified in the properties dialog box and immediately starts configuration of a new alarm
definition.
+ Cancel: Closes the properties dialog box.
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Advanced digital alarm properties

In the Advanced tab of the Digital Alarm Properties dialog box, shown below, specify the Update Rate, which defines the

frequency of checking the data item value (in milliseconds), and possibly responding by sending the alarm message.

» Save: Saves all changes specified in the properties dialog box. The alarm definition appears in the list view.

» Save & New: Saves all changes specified in the properties dialog box and immediately starts configuration of a new alarm
definition.

» Cancel: Closes the properties dialog box.

Digital Alarm Properties

Bazc | Mdvanced

OPC Data Setup —

Updatz rate: | 5000 mz

L Save J [ Save i Mew ] [ Cancel

Digital Alarm Properties: Advanced Tab

Creating a new digital alarm definition

To create a new digital alarm definition:

Operating procedure

1. Right-click the Alarm Definitions folder on the tree control of the Configurator screen and select New Digital Alarm
Definition from the pop-up menu, as shown in the figure below.

: 2 Address Space i B ~
W] Alarm Definitons ) Riahtclickto add an Alam D

New Limit Alarm Defintion, ., Cerl+H

“fs] Simulation Defin
: (2] Conversion Defi Mew Digital &larm Definition... Ctrl+B
o] Poll Method Defi
Bename
Delete

Creating a New Digital Alarm Definition
2. The Basic tab of the Digital Alarm Properties dialog box appears, as shown in the figure below.

Digital Alarm Properties [5?]

[ Basic Advanced !

E| Mame: | Digadarmnnt |

Drigital Alarm Setup

Walue: Meszage Body: Savatity
[ Limit [ True (1] se||Digital &lamn || 5006 Req ek

1 A ctum to normal |E':-:.‘.u- i ta Hormal |

L Save ] [ Save & Mew ] | Cancel

Digital Alarm Properties: Basic Tab

w

In the Name field, type a name for the new alarm definition.

4. Specify the value and severity level for the alarm.
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5. Click on the Advanced tab, as shown in the figure below. Specify a server Update Rate (in milliseconds).

Digital Alarm Properties

Baac | Advanced

OPC Data Setup

Lpdatz rate: BO00) me

L Save J [ Save b MNew ] [ Cancel

Digital Alarm Properties: Advanced Tab
6. When you have finished configuring the alarm definition properties, click the Save button. The new configuration appears
under the Alarm Definitions tree control.
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7 Configuring Simulation Signals

The Configurator offers a wide range of OPC data items in the Simulation Definitions tree control, as shown in the figure
below.

[ Mxco nfigurater.mdb - MX OPC Configuratar

Flie Edt Wew Go Taok Hep
_ Acthe Configuraton: O MELSECYMEConfiouracormoh
D= ) 2R - i el
4-ZIE Adckess Spacs Hame = Type Anpliode  Mumber of steps Period | Phese | Position Ratia | &
2] larm pefrkons (5] 100 Reampi Ty Ramp 100 M)A 1001 i i e
3} sindation Cefiritions Eel 00 RammTH0)  Rann 100 WA oo i i A
&l Corwerson Defrors Fe| 100PRareiTIO0  Rann 100 MA 100000 0 i sy
&]] Pol Miethod Defintions (] 100*Random Aardom 100 M TR i e
=] 10 sy sire 100 A 1000 0 0 e
[ tocsneTiiny Sie 100 Y 10000 0 0 rfs
M NSRS THI00  Sire 1nn MIA 1n0nod 1} i} ]
MIUD”SD.H’B{T] Square 100 MIA 1000 1} 0 0,3333.. =
Feady 3 Dbzchls)

Simulation Definitions Tree Control

7.1

Basic Simulation Signal Properties

In the Basic tab of the Simulation Signal Properties dialog box, shown below, configure the following settings:

Simulation Signal Properiies

Basic 1
@ Mame: |
?ng;: ! i Sine - |
Sigral Parameter: -
Pazitian: | il
anpliuge: | 1]
Ferod (ms}
Fhase [deq): 1
[ 1
L Save ” Save & New ] [ Cancel ]

Simulation Signal Properties: Basic Tab

Item Description

Name Specifies the name of the selected simulation signal. The name can be up to 50 alphanumeric characters, including
underscores (_ ) and hyphens ( - ).:

Signal Type For each signal, you can select one of the following signal types from the drop-down list:

* Read Count is incremented by one when any item using the same simulation signal definition is read.

» Write Count increments when any item using the same simulation signal definition is written.

* Random generates random value within the Amplitude range starting with Position.

* Ramp, Sine, Square, Triangle and Step are periodical signals. Their time behavior is influenced by Period and Phase
parameters. Period specifies the signal frequency (in milliseconds), while Phase moves the signal origin on the time
axis (in degrees).

» Square and Triangle have one additional parameter: Ratio. Ratio defines Triangle signal steepness, or Square signal
H/L proportions.

Number of Steps The Number of Steps parameter of the Step signal defines the number of steps into which the signal amplitude will be
divided.

Save Saves all changes specified in the properties dialog box. The simulation signal appears in the list view.:

Save & New Saves all changes specified in the properties dialog box and immediately starts configuration of a new simulation
signal.

Cancel Closes the properties dialog box.
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7.2 Creating a New Simulation Signal

To create a new simulation signal:

Operating procedure

1. Right-click the Simulation Definitions tree control and select New Simulation Signal from the pop-up menu, as shown in

the figure below.

% MXConfigurator.mdb - MX OPC Configuraior
File Edit Wiew Go Took Help

.: Active Configuration:  CAMELSECMXConfigurator, mdb
Dl == 3| B2 B2 - B

| =@ Address Space
: Alarm Definitions

] PoliMethad Cefinitiar 2 eneme

’,’-‘-.a
.

Creating a New Simulation Signal

2. The properties dialog box for the new configuration appears in the right-hand pane of the Configurator, as shown in the
figure below.

Simulation Signal Properties |Z]

Basic ]

Signal Paameters -
Pasitiar: [ g
arghude: | 1]
Period (ms}
Fhase [deg): 1

L Fave ” Save & Mew ] [ Cancel ]

Setting the Properties for the New Simulation
Signal

3. Inthe Name field, type a name for the new signal.
4. Choosea Signal Type from the drop-down list.

5. When you have finished configuring the simulation signal properties, click the Save button. The new configuration
appears under the Simulation Definitions tree control.
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8 MX OPC Server Runtime Module

The MX OPC Server is the actual runtime module. The OPC Server is responsible for accessing the data on the OPC clients'

requests. The OPC server has no user interface. It will be started automatically when any OPC client connects to the server.

The runtime module operates directly with the database. Read and write operations are performed directly with no

intermediate cache level. It has the effect that every client works with accurate data. In normal situations, the data in the

database will be accessed (read/write) by OPC clients. The OPC Server refreshes (with a configurable delay) its tags in order

to inform the OPC clients of changes through some external application.

One of the basic concepts of the OPC server is that monitored data are relatively stable in time. By default, the runtime

database is located in the same directory in which the runtime module resides.

Note: Please ensure that the runtime database exists prior to connecting OPC clients to the OPC server.

The I/O Server is the I/O driver core. The I/O Server contains objects and interfaces that:

+ Maintain the 1/O driver configuration.

* Read and write process hardware data.

The MELSOFT MX OPC Server DA Configuration ToolMELSOFT MX OPC Server DA Configuration Tool is a client of the MX

OPC Runtime that accesses the I/O Server and lets you view and modify properties for devices and tags. The Address Space

tree control in the Configurator sets the properties and connection parameters for the following hierarchy of server objects:

» Devices: A device is a hardware device or station that uses the 1/O driver to communicate with a client PC. The device item
contains the properties and methods that govern the behavior of a device. A device is visible to the OPC client.

+ Data tags: A data tag is an object that makes device data accessible to OPC clients. Data tags can be logically organized
into groups (folders).
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8.1 Activating the Database

Once your configuration is complete, you need to make sure that it is the active database. The database that is currently
active is the one that the server uses. To make the current database active, click the Make Active button (light bulb icon) on
the Standard Toolbar.

Note: If the button is depressed and the light bulb is yellow, then the current database is already the active database.

A dialog box appears showing both the current active database and database that is currently being edited, as shown in the
figure below. To set the edited database as the active database, click the Yes button. Next time the server goes into runtime, it
will use this active database for all of its operations.

MXConfigurator

@y Curentadive database s
\..g/ 'CHMELSECMConfigieaton mdb',
Actrve database Is the datanase that the server will load when stated.

Currently edited database is:
'CAMELSECYMECanfigurator? mdb!,

Do you want ko set edied databacs as active databacs?

e Jw ]

Activating the Database

8.2  starting and Stopping the Driver

The 1/O Server maintains the driver's device and data tags, performs all required functions for communicating with the process
hardware, and exposes the methods and properties to other applications. This server provides a software layer between all
client applications and the Mitsubishi ActiveX Communication support Tool (MX Component). The MX Component tool
handles all the low-level communication details by providing a set of interfaces that the I/O Server uses.

To enable client/server communication, you must start the driver by clicking the Start button (green triangle icon) on the
Standard toolbar of the MELSOFT MX OPC Server DA Configuration Tool. To stop the driver, click the Stop button (red square
icon) on the Standard toolbar, as shown in the figure below.

) = )

{5 MXConfigurator.mdb - MX OPC Configurator
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= P Address Space Device Marne Desoiprion Enable™ PCSideIF | Comment
Alarm Defiritions D01
; Simulation Definitions
Corwersion Definitions
" [#]] Poll Method Definitions

es Serial

JReady 1 Chjectis)

Starting and Stopping the Driver
Precautions

Do not change the date and time of the personal computer while MX OPC DA Server is acquiring data of the device.

If you change it to one out of the range of 49 days before and after the current date and time, MX OPC DA Server may stop.
When changing it, stop MX OPC DA Server.

In addition, time stamps and data values may be updated at shorter intervals than usual in the screen of a client.

In this case, perform any of the following operations.

* Reopen the screen being monitored.

+ Click [View] = [Refresh] to update the screen of Configuration Tool.

* Restart MX OPC DA Server.
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8.3 statistics Mode

The MELSOFT MX OPC Server DA Configuration Tool includes a Statistics Mode for viewing the data statistics of your 1/0

driver while it is running. Statistics are provided for the following:
* Devices

» Data tags

To change to statistics mode:

Operating procedure

1. Select Statistics from the View menu.

2. The Configurator switches the current dialog view to data statistics mode, as shown in the figure below.
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Statistics Mode View
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Setting the Statistics Mode Refresh Rate

To set the Statistics Mode Refresh Rate (in milliseconds), select Options from the Tools menu and click on the General tab of

the Options dialog box, as shown in the figure below.

Options

General I:Advanccd || Logging

Starmup settinos

(® Dpen the active fle (@ file, which M2 0PC server
E curently Lsing as a configuration fig)

2 Dpen the mask resently used file
3 Dpen a specific fle

() Browee a specfic path

| I
“winrkzpare settings

Statistics Fefesh Rate: 1000| s

OFC Monitoring Refresh
Hate:

EED! ms

[ Eratle hover selection:

&l T, ’| ms

[Raziar MxCanfigurator ta applp new hower time|

Dizplay Hints
[[] Skow R egister Rarges bor b4 devicas

[ [5]:% ,” Cancel |

Options Dialog Box: General Tab

Device statistics

To view device statistics in statistics mode, click on a device or tag under the Address Space tree control, as shown in the

figure below.

P Statistics
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Viewing Runtime Data Statistics for Devices
Transmits: Displays the number of messages sent to the process hardware from the selected device.
Example
* Number of data blocks configured for the driver = 8
* Number of messages sent from DataBlock1 = 5
* Number of messages sent from DataBlock2 = 6
* Number of messages sent from DataBlock3 = 3

8 MX OPC Server Runtime Module
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* Number of messages sent from DataBlock4 = 12

* Number of messages sent from DataBlock5 = 16

* Number of messages sent from DataBlock6 = 6

* Number of messages sent from DataBlock7 = 6

* Number of messages sent from DataBlock8 = 6

+ Total number of messages sent = 60

* Transmits field displays: 60

Receives: Displays the total number of messages the device received from the process hardware. The Receives field

includes both valid and invalid messages. Use the Errors field for the number of invalid messages.

Timeouts: Displays the total number of messages sent to the process hardware from the selected device that did not receive

a reply. Timeouts result from the device property Reply Timeout. This property specifies the length of time that the 1/O driver

waits for a response from the process hardware. If the driver sends a message to the hardware and does not receive a

response within the specified Reply Timeout value, a timeout occurs and increments the Timeouts field.

Modem transmissions are particularly vulnerable to timeouts because of the length of time it takes to establish

communication. If you have a high timeout count:

* Try increasing the value for the Reply Timeout property.

« Check your cable. You may have a bad connection.

« Verify that your channel properties match the process hardware. If you don't know your hardware settings, refer to your
process hardware documentation.

Retries: Displays the total number of messages resent to the process hardware because of errors. A value in the Retries field

for a device does not indicate a communication problem. It may, for example, indicate that the process hardware is slow

replying to driver requests.

Retries are a timing property that you set for each device. The driver uses the value you enter to determine how many times

to resend a request after a timeout occurs. Possible reasons for the driver timing out include:

» Checksum errors from communication line interference

» Busy PLCs. PLCs may not reply if they are involved in another task.

» Hardware problems such as a faulted PLC. The hardware cannot recover unless you clear the fault.

Errors: Displays the total number of protocol errors that were sent from the process hardware and received by the selected

device. Protocol errors occur when:

» The process hardware receives a message with a checksum error. Typically, interference or a loose connection can cause
checksum errors.

« The driver requests data from a register that does not exist in the process hardware.

For more information on the cause of the error, check the Last Error field for all data blocks configured for the driver.

Overruns: Displays the total number of overruns for the device. An overrun occurs when the driver sends more messages to a

data block than it can process at one time. A high number in the Overruns field indicates that your driver cannot poll all of the

enabled data blocks at the rate specified. It also indicates that your data is not updating at the specified poll rate.

Note: Setting the poll rate to zero forces the driver to run at its maximum rate. Overruns are disabled for poll rates equal to 0.

Set the poll rate equal to 0 if it is more important that the driver run at its maximum speed than detect overruns.

Last Transmit Time: The last time data was sent to the device.

Last Receive Time: The last time data was successfully received from the device.

Last Error Time: The last time an error was observed on the device, including connection errors.

Reset: Resets all data statistics.
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Device statistics (Additional)

To view additional device statistics in statistics mode, click on a device or tag under the Address Space tree control, and then
select the "Device (additional)" tab, as shown in the picture below.
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Viewing Runtime Data Statistics for Devices (Additional)

The additional statistics are:

Item Description

236

Consecutive Faults

Displays the total number of faults without an interposing success on this device.

Add Point Calls

The total number of points added during the lifetime of this device. Note that the device lifetime is not the same as the
running time of the server, as the server may release the device altogether, if no points are requested.

Remove Point Calls

Similar to Add Point Calls

Write Point Calls

The count of sync/async write calls; similar to Add Point Calls

Read Point Calls

Count of sync read calls; similar to Add Point Calls

Poll Count

How many times the internal calendar triggered polling of blocks. One or more blocks can be polled per one Poll Count
increase (see Block Poll Count).

Block Poll Count

How many blocks were polled during regular update. Extra read requests and write requests do not increase this counter.

Write Poll Count

Counts the blocks created during writes to the device.

Update Count

The total number of tags that were processed in the Block Polls, Read Polls and Write Polls.

Number of Data Blocks

The total number of data blocks this device uses. Data blocks are allocated automatically by the runtime module
depending on the values set for the advanced device properties.

Number of Points

The total number of tags that the device manages currently.

Last Read Time

The last time any data was explicitly read from the device.

Last Write Time

The last time data was written to the device.

8.3 Statistics Mode
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Statistical tags in OPC address space

In a similar way to the "Hints", the MX Runtime can optionally expose statistics tags in a group called "Device Statistics", as
seen on the next screenshot:
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Which tags are shown will depend on the settings in the Advanced tab of the Options dialog . The possible settings are:

Setting Tags shown
Off None - the 'Device statistics' branch will not appear.
Normal « Connected: Returns a number indicating whether the runtime is connected to the device or not. 1 means connected, 0 not connected.

* Receives: Number of receives. The same as the statistical counter "Receives" in the statistics dialog.
« Transmits: Number of transmits. The same as the statistical counter "Transmits" in the statistics dialog.

Extended « Connected: Returns a number indicating whether the runtime is connected to the device or not. 1 means connected, 0 not connected.

* Receives: Number of receives. The same as the statistical counter "Receives" in the statistics dialog.

« Transmits: Number of transmits. The same as the statistical counter "Transmits" in the statistics dialog.

« DataBlocks: Number of data blocks. The total number of data blocks this device uses. Data blocks are configured automatically by the
Runtime module depending on the advanced settings for the device.

« PointCount: Number of points. The total number of tags that the device manages currently.

» QueTrans: Queued transactions. The number of transactions queued.

* QueReads: Queued reads. The number of reads remaining in the queue.

* QueWrites: Queued writes. The number of writes remaining in the queue.

» QueEvents: Queued events. The number of future events scheduled for the queue
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8.4 Monitor View

Monitoring is enabled for each item with a check mark next to it. To enable/disable monitoring for an item, you can click on the
box to the left of the item. A check mark inside the box means the item is enabled for monitoring. If there is no check mark,

then the item is disabled.

The monitoring view of the Configurator has been optimized for a smoother, better user experience. Monitoring of thousands

of tags will not hinder operators from using the Configurator.

The MELSOFT MX OPC Server DA Configuration Tool includes a runtime monitor for viewing server data. To change to the
monitor view, select Monitor View from the View menu. The runtime monitor appears in the bottom pane of the Configurator

screen, as shown in the figure below. During runtime, the monitor scans the server and displays the tag values and other
statistics such as date, time, and quality.

F"ﬁMXComiguratur.mdb - MX OPC Configurator
File Edit ‘iew Go Tools Help

Active Configuration:  CAMELSECIMECorfigaratarmdb

D@ &= BB .

=] P2 Address Space Mamz = Emabie Simulate
i B E[J Dl [E@oynamic Tags
i (D Dynamic Tags (B Tagoo1 Yes Mo

]l Alsrm Defiritions

I Simulation Definicions
i Carwersion Definitiors
“ ]| Poll Method Definitians

4 I >
Tkem I0 Value Trmestamp Quality  Subgasity Limit

(ool Tag00L [0 (WT_BOCL) | 06/14/08 17:20:00.¢ Good Mon-specific | Mat Lirited

Ready 1 Chijeck(s) s=leck=d

Runtime Monitor View

Setting the monitor view refresh rate

To set the OPC Monitoring Refresh Rate (in milliseconds), select Options from the Tools menu and click on the General tab of

the Options dialog box, as shown in the figure below.
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Options Dialog Box: General Tab
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Enable monitoring

Monitoring is enabled for each item with a check mark next to it. To enable/disable monitoring for an item, you can click on the
box to the left of the item. A check mark inside the box means the item is enabled for monitoring. If there is no check mark,
then the item is disabled. To enable monitoring for an unchecked item in the monitor view, you can also right-click on the item

and select Enable Monitoring from the pop-up menu, as shown in the figure below.
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Disable monitoring

To disable monitoring for a checked item in the monitor view, you can also right-click on the item and select Disable Monitoring

from the pop-up menu, as shown in the figure below.
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8.5  Writing to Tags

Right clicking on a tag in the Monitor view or List view will open a context menu offering the possibility to write into the tag:

E'ﬁMXConfiguramr.mdb - MX 0PC Configurator
File Edit ¥ew Go Tools Help

Ackive Configuration:  CAMELSECYMACorfigurator.mdb

D+ & @

@ e [vm @ 3

I;l P8 Address Space Mams = Enable Simulats
o = pevm [dDynamic Tags
L@ Dynamic Tags (S T=gmo1 Yas Mo

Alarm Defiritions
Simulation Defintions
Conversion Definitiors
“ ]| Poll Method Definitans

Ikem ID Yalue Trestanp Quality  Subqudity Limit.
[l revnt Ta0001 0T Baciy |etdins 17:00:00. 616 Man-specific | Wt Limited

Enablz Monitoring
Disable Menitaring

Select Al
Trvert Selectan

‘wiribe Lo this data itemn 1 Chject(s) szlectad

The "Write to tag" menu item is enabled only if exactly one writable item is selected, that is when an MX or Modbus data tag is
selected in the Monitor view or the List view.
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Clicking the new menu item will open a dialog box, as seen below.

The values accepted depend on the value type of the tag, that the value is written into. For all numeric data types, the value of
the number is checked if it is in range of the tag's data type. The radix character for real numbers will depend on the current
locale (e.g. '1.0" in English or '1,0" in Germany).

Enter a value

Walue bo write: | |
“irike mode
(%) Syrchronous write

) Asymadnronous write

L Qk, ,] [ Cancel I

To write data to arrays, simply separate the elements by commas or semicolons, e.g. writing to an array of floats: 0.1, 0.2, 0.3
or 0.1; 0.2; 0.3 (for 'German (Germany)' locale where the comma replaces the decimal point, use '0,1;0,2;0,3"). When a
semicolon is found in the input value, the configurator assumes that values are separated by semicolons; otherwise it
assumes that commas are used as a separator.
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Writing to string tags is simple; write the string directly to the edit box. The length of the string is not constrained.
When any of the previous formatting requirements are not met, a dialog box appears showing the error, as in the example

below.

MXConfigurator
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8.6 Special temnames

As well as allowing defined tags to be read, the MX OPC Runtime module can read other details using special item names.

Accessing array items

If your client application does not support reading single array elements, you may still be able to read them by changing the
name of the item that you add.

A client can address a single element of an array tag using the item syntax:

* 'arraytag[elemNr]'

* e.g. arraytag[2] for element 2 of arraytag.

If the item is of "Array" type, single items representing the array elements will be also created. These items cannot be browsed
(they are hidden for browsing), but can be monitored (added to OPC client).

Let's say we have an array item:

* TagArray

« array of WORDS

* Number of Elements: 20

* LowerBound: 10.

Then, in the server, aside from the "TagArray' item that is visible, will also exist the hidden items "TagArray[10]', "TagArray[11]',
..., 'TagArray[29]'. The tags can be added from an OPC client, if the OPC client knows about its existence (other than via
browsing).

Accessing bits

If your client application does not support reading a single bit within a word, you may still be able to use this feature by
changing the name of the item that you add.

To read a single bit within a larger type (such as INT, WORD etc.), the easiest way is to define a new tag for the item in
MELSOFT MX OPC Server DA Configuration Tool. For instance, if you set the address of a new tag as 'D0.2" and the type as
BOOL, the tag will read/write bit 2 from address DO. The bits are numbered starting from 0 for the least significant bit.
Alternatively, most clients will allow you to read bits from other types using dot notation, with the syntax:

« "tagname.bitNr"

* e.g. tagname.O for bit 0 of tagname.

With this "Bit access" feature, if the item is of a type other than BOOL, STRING, WSTRING, REAL or LREAL, you can access
its single bits. They are implemented as custom "OPC Properties", and also can be accessed that way. However, it is not
possible to write bit values this way as the properties are read-only. If you need to write to the bit, define a new tag for it (as
described above).

Examples:

» TagDO, type WORD

* You can access 'TagD0', but also its properties:

» 'TagDO0.0', 'TagD0.0', ..., 'TagD0.15'
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8.7 Dynamic Tag Support

The MELSOFT MX OPC Server DA Configuration Tool has a special folder "Dynamic Tags" in each MX Device where these
dynamic tags show up. This folder cannot be modified and is present all the time, even if no dynamic tags are present.

Dynamic tags are like normal tags, but as the name suggests, they are added dynamically and can be used without having to
first define them in the configurator database. When an OPC client application requests a dynamic tag, it will be added
temporarily and removed again when there are no longer any OPC client applications using it. This can be useful when (for
example) setting up a display screen in a SCADA package which the user will only view occasionally. By using dynamic tags
to read the values on the screen, the tags will only be created and polled while the screen is in use. When the screen is not in
use, there is no additional load on the system.

Dynamic tags have a fixed name format, which MX OPC Server uses to determine the device, address and data type of each
tag. Each tag has a name such as:

+ <Device>[\<Group>)\Item

The backslash ('\') separator is used to identify dynamic tags — parts of other item IDs are separated by period (.) characters.
If you are writing your own client application, this means that when programmatically browsing the OPC server hierarchy for
dynamic tags (for example, in Visual Basic — See "Using OPC from Visual Basic", the item path and item ID can be different,
for example, the path "Dev01.Dynamic Tags.DO0.1.4" would have item ID "Dev01\DO0.1.4".

The '<Device>' part must match the name of an MX device which is already configured in the database; devices cannot be
created dynamically.

The '<Group>' section is optional, and works in a similar way to the normal OPC server groups, although only one level is
allowed for dynamic tags.

The '<ltem>' part can be in one of two formats, either:

+ <Register><StartAddr>[.<bit>[.<Type>[.<ArraySize>]]]

which specifies 'bit-within-word" addressing to read starting from the bit number specified (decimal format), similar to

addressing bits within a tag using the 'Tag.1' syntax, or the alternative format:

» <Register><StartAddr>[.<Type>[.<ArraySize>]]

The <Register> part gives the device register within the address, e.g. 'D' for 'D0', 'X' for 'X1A', 'Y" for 'Y5' etc. For devices that
contain a backslash (\') e.g. U3E1\G, the backslash should be removed from the device name to prevent it being used as an
item name separator - e.g. specify 'USE2G' instead of 'U3E2\G'.

The <StartAddr> part gives the numeric element of the address, e.g. '0' for 'D0', "1A' for 'X1A', etc. Depending on the PLC type
and register selected, this may be in decimal, hexadecimal or octal — this will match the address entry in the configurator.
The <Type> part is optional, and specifies the data type of the tag (see list below). If this is not specified, a suitable default
type will be used based on the device register.

The <ArraySize> part is used to define array tags, and specifies the number of elements in the array (except for strings where
it gives the length instead — see note below). The <Type> part must always be supplied as well when an array size is used.
Possible values for the <Type> part and their abbreviations are:

<Type> Part Abbreviation
BOOL B

WORD w

DWORD DW

INT I

DINT DI

REAL R

LREAL LR

STRING S

WSTRING WS
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For strings, the <ArraySize> must be supplied and gives the string length in characters.
Some example item names for dynamic tags using this format are shown below, for a device called 'PLC'.

PLC\D20 Address D20, default type

PLC\D20.W Address D20, read as word type

PLC\D20.1 Bit 1 of address D20 (will be Boolean)
PLC\GroupA\D40 Address D40, within a group called 'GroupA'
PLC\D41.Dint DINT at address D41

PLC\X1A Address X1A, in a register type that uses hexadecimal addressing on this PLC
PLC\D50.1.10 Array[10] of int

PLC\D100.S.10 String of length 10

PLC\M10.B.5 Array [5] of bool at M10

PLC\D100.12.B.8 Array [8] of bool at D100.12
PLC\U3E1G10000.I Shared word device in CPU 2 as integer

The following special dynamic tag names can also be defined:

» RefreshDeviceCommand - this is a write-only boolean tag that will refresh the device if a non-zero value is written to it, in
the same way as if the 'Refresh device' menu item had been selected.

The "Dynamic Tags" folder can hold tags directly or the tags can be grouped, depending on the way the client created the

tags. Only one level of groups is allowed and dynamic tag group nhames have the same restrictions as normal groups, i.e. the

group name must contain only standard letters, numbers, underscores, hyphens and parentheses, and the name must start

with a letter, hyphen or underscore. The maximum name length is 32 characters.

{55 MXConfigurator.mdb - MX OPC Configurator
File EdEt “®ew Go Tools Help

| Active Configuration:  CHMELSECYMEConfigurstor.mdb

0w + = $ BB = E el 2] 3
Tag nams
[ _Tags
C'Gruupf'-\

H (2 Monitar

- [l Simuation Defritions (oo

H Canversion Definitions @Dl

Pall Methiod Definitions (D141
&z
pz0.1
($pas.B
(d030.5.10

[ REr

Ready 3 Dhjectis) UM

Example.mdb dialog
Dynamic tags will also show in the Monitor view and the Statistics dialog, the Monitor view can be used to write into existing
dynamic tags.
The dynamic tags for a device are read from the server when the user clicks on the Dynamic Tags folder for the first time. Also
all tags that are in a group (like GroupA) are read in when the user clicks on that group for the first time.
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Refresh dynamic tags

To re-read (or refresh) tags in a particular group, or device, simply right click on that item and choose the new item: Refresh
Dyn. Tags.

i MXConfipurator.mdb - MX OPC Configuratar
File Edit Miew Go Toos Heb

| Actve Configuration:  CHMELSEC,MXConfigurstor . mdb

D eE=sE BB %

| = @2 Address Space 1 Name = J ’
i = ' el e Group, . rE

T —— {
(£ arn Defit — L
]| Srulstion . Rename 1)
: [e]] Corwersor Delbtn i
M Poll Methor j
Cuf L!
Copy i
Propertes. .. |

f

{

3

L

[

¢ ¥ | {

Refresh dynamic tags menu
This new item is available for the Address Space, MX Devices and the Dynamic Tags folder in each device, and for individual
dynamic tag groups. Refreshing each of the items has the following results:
Address space - Refreshes all the tags and all groups in all MX Devices, which were previously read in at least once, that
means the user clicked on them at least once in the past.
MX Device - Refreshes all tags and groups of this device, which were previously read at least once.
The Dynamic Tags folder - Same effect as refreshing the parent MX Device
A Dynamic Group - Refreshes all tags in this group.
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8.8  Automatic Backup

Each time MELSOFT MX OPC Server DA Configuration Tool starts up, it now makes a backup copy of the opening database
to the same folder where the original resides. The name of the backed-up database is the original database name but with the
extension "bak" added. The resulting filename will be for example "MXConfigurator.mdb.bak".

8.9 Diagnostics

As shown in the screenshot below, MELSOFT MX OPC Server DA Configuration Tool includes an item in the main menu
called Diagnostics:

[ MXConfigurater.mdb - MX DPC Conﬁgurato.

File Edit BUESS o Took  Help i
active Corf  Toobars ¥ fonmdb
= | W Ackive Configuration Bar T
D o w Shabus Bar l_n}__ie
=@l ad | ¥
= [ Largelcons F7 rage
; | amdl Ioons F& I i
] g L Fa i
cnf ® Details FLO ¥
|
B staistics Fi1 J
=BIPol it view Fiz .
i
Sort b b f:
Showsfhide calumns r 1
!
Refresh F5 !
{
g
[
3 1
i ¥
rd

Selecting this item will show a window with diagnostic information from the connected OPC server. You can still use other
windows normally while this information is shown.

Diagnostics (23a]
T 07/12/17 14:55:04 Up time: oo03z30 |
Last update time: (N0 updates) Group count: 0
Server status: Running Client count: 1
Version 700
endorinfo: MITSUBISHI ELECTRIC CORPORATION MELSOFT MX OPC Server DA

Refresh ] [ Close

Diagnostic information

« Start time: The time the server started in format mm/dd/yy hours:minutes:seconds
» Up time: The time the server is running, formatted as days:hours:minutes:seconds
Last update time: The time the server sent the last data value update to this client. This value is maintained on an instance
basis. Formatted in the same way as start time.

» Group count: The total number of groups being managed by the server.

« Server status: Possible server states include Running, Failed, and No configuration
+ Client count: The connected client count

* Version: The version of the server

» Vendor info: The vendor info as reported by the server

» Refresh: Reload this dialog data from the server

* Close: Closes the window

The runtime will also support various diagnostics on various abstraction levels and log these diagnostics using TraceWorX

into an XML file. The Configurator will not show or parse these XML files in version 7.00. These options are described in
"Options - Logging Tab".
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8.10 Showing Register Ranges

The new server runtime can provide the list of possible register ranges of each MX device. This list is provided to the OPC
clients as a special group called "Hints" in the address space of the device containing tags.

The names of these tags are in the form <register><starting address>-<ending address>, where all three items are in the
same form as seen in the Supported Devices dialog (clicking Browse from Tag Properties Basic tab). D0.0-7999.15 is a valid
example for the FX3U(C) CPU type.

This function can be enabled or disabled through the Options dialog. It is switched off by default.
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9 Configuring Conversion Definitions

The Conversion Definitions tree control, shown in the figure below, allows you to configure conversion settings for data tags.
Conversion settings can be associated with a data tag via the tag properties dialog box.

HN.'J(Configurator.mdb MX OPC Configurator
Fie Edt Wew Go Toole Help

| Active cCorfigueston: o AMELSEC)MEConfigurator mdb

Dw e f RN rEEE @ e 73
?I-QE? hddrezs Spare Mame = Typs  LowEL  HighEU  low IR HghlR  Clamping Lowdamp  High Clamp
1] Barm Defnizions Linaar ] 100 0 10000 DamponEJ [ 100
- [ Smulgon Cefiritions
i Q Canversion Defnitans
; Poll Methed Defnions
Rbuclll'( 1 f)l:q'c:ti:s) ;c‘l:clcr:l

Conversion Definitions Tree Control

9.1

Basic Conversion Properties

In the Basic tab of the Conversion Properties dialog box, shown below, configure the following settings:

Conversion Properties |EJ
Basic ]
]
Convesion -
Tups: | Linear - |
Lowalue: High*alue:
Enainesi
Unis B | o | 1cg]
Range (1) o [ o]
Clarrping —
Tep=: | Clamp an EL w |
[ | |
L Save ][ Save & New ] [ Cancel ]

Conversion Properties: Basic Tab

Item Description

Specifies the name of the conversion definition. The name can be up to 50 alphanumeric characters, including underscores (
_)and hyphens (- ).

Name

For each conversion definition, select one of the following conversion types from the drop-down list:

* None (make float): Converts the data into float data type, but does not change the value itself. When this option is selected,
the Engineering Units and Instrument Range fields are disabled.

« Linear: Keeps a linear relation between EU and IR.

« Square Root: Keeps a square root relation between EU and IR.

Conversion Type

Engineering Units (EU)

Client scale; specify low and high values for the engineering units (if applicable).

Instrument Range (IR)

Device scale; specify low and high values for the instrument range (if applicable).

Clamping If clamping is enabled, the data value will be limited to its High Value/EU High Value when it exceeds the upper limit, and
similarly to its Low Value/Low EU Value parameter when it exceeds the bottom limit. Select one of the following clamping
types from the drop-down list:

« None: No clamping type is specified.
« Clamp on EU: Clamps on the specified low and high engineering units (EU) values.
« As Specified: Clamps on a specified range of low and high values.

Range Specify low and high values for the range.

Save Saves all changes specified in the properties dialog box. The conversion definition appears in the list view.

Save & New Saves all changes specified in the properties dialog box.

Cancel Closes the properties dialog box.
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9.2 Creating a New Conversion Definition

To create a new conversion definition:

Operating procedure

1. Right-click the Conversion Definitions tree control and select New Conversion from the pop-up menu, as shown in the
figure below.

File Edit WYew Go Tools Help /
Active Configuration:  CHAMELSEC\MEConfiguratar,mdb J’ 4
| Oz ¢ = B B2, o il

@2 Address Space

=] = o == == ;

i . —

]| alarm Definitions @ Right l::lll::’kﬁ}
[

: Sirnulation Definitions

i Conversion Definitiops
“@]] Pall Method Definitic

b I
- ——t
W/-’—‘ 7_;.1 N ‘ ”.__L J

>

MNew Conversion..,

Creating a New Conversion Definition

2. The properties dialog box for the new configuration appears, as shown in the figure below.

Canversion Properties |Z]
uBaéc.]
@ Mare: | ]
Convesion -
Typs: |Linea| v|
— Low Y alue: High%alue:
oy | o | 100]
Lo o [ g
Clarmping —
Typ=: [ Cramp an Eur v |

L Save J[ Save & Mew ] [ Cancel ]

Setting the Properties for the New Conversion
Definition

w

In the Name field, type a name for the new conversion definition.

4. Choose a Conversion Type from the drop-down list and specify low and high values for engineering units and instrument
range (if applicable).

5. Choosea Clamping Type from the drop-down list and specify low and high values for the range.

6. When you have finished configuring the conversion definition properties, click the Save button. The new configuration
appears under the Conversion Definitions tree control.
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9.3 Assigning Conversion Definitions to Tags

Conversion settings can be associated with a data tag via the Advanced tab of the Tag Properties dialog box, as shown in the

figure below.

Tag Properties E|
Dasic | Advansed | dlams | bulip |
Gengral Selup
Enable Tag

Drata Conversion
[ Gwap wordbyte arder
[ Coevert to word [32 biks <- 16 bitg)
Usa Conversion

Canversian | iMoot Azsigned: b |

Diata Type

. ,C,.-.__:.:.bn,p i Pl ;.'v‘" b, ‘.f_ e
Data Tag Properties: Advanced Tab

To get the data value converted to another form, choose one of the predefined or user-defined conversions. MX OPC Server
includes the following conversions:

1. Swap word/byte order
* WORD conversion B1/B2 < B2/B1
+ DWORD conversion B1/B2 B3/B4 <> B4/B3 B2/B1

2. Convert to Word (32bits < 16bits)

If an OPC client requests a VT_I4 (DINT), where the tag is defined in the MELSOFT MX OPC Server DA Configuration Tool
as a VT_I2 (INT), the MX OPC Server will reduce it to VT_I2 when writing and expand it to VT_I4 when reading. The sign of
the data will be taken into account.

3. Use Conversion
To select a conversion definition, check the Use Conversion check box and then select a conversion definition from the drop-
down list, which lists all conversion definitions configured in the Conversion Definitions tree control of the Configurator.
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10 configuring Poll Method Definitions

The Poll Method Definitions tree control, shown in the figure below, allows you to configure polling method settings for data

tags. Polling methods can be associated with data tags via the tag properties dialog box. The configurator provides several
preconfigured polling methods.

[ MXCa nfigurator.mdhb - MX OPC Configurator
File Edit %ew Go Tools Help

Ackive Configuration;  SIMELSECYMRConfigurator. mdb

D + =y o AL N
l?ﬂ P Address Space Name = Frimary ke
flarm Definkions (e 1000ms 1000
; Simtiation Defnitions 2000ms 2000
; Corwersion Definitions 000ms 3000
L1}l 1ethod Definitions 4000ms 4000
5000ms 5000

JReady 5 Objecks)

Poll Method Definitions Tree Control

10.1 Basic Poll Method Properties

In the Basic tab of the Poll Method Properties dialog box, shown below, configure the following settings:

Item Description

Name Specifies the name of the poll method definition. The name can be up to 50 alphanumeric characters, including
underscores (_) and hyphens ( -).

Use As Default Polling Rate You can designate one poll method definition as the default polling rate for the configuration database. The default poll
method definition appears with a check mark icon in the list view.

Primary Polling Rate The driver polls the data at the specified primary polling rate (in milliseconds). For example, if you enter 2,000 milliseconds
(2 seconds) in the Primary Polling Rate field, the driver polls data every 2 seconds.

Phase The Phase setting can be used to spread the load on the server when reading a large number of tags, by adding an
additional delay after the polling time before the tags are read. As an example, if two poll methods are defined as 'Polling
rate 10000, phase 10000' and 'Polling rate 10000, phase 5000', these will be read at the same interval, but at different
times within the 10 second polling period.

Save Saves all changes specified in the properties dialog box. The poll method definition appears in the list view.
Save & New Saves all changes specified in the properties dialog box.

Cancel Closes the properties dialog box.

Polling Method Properties [E

Basic 1

@ Name: IR

Falling Parameters -
[ Use dz Default Paling R ate

Fiinary Poli =
AR
Fhase: 0| m:

E Save ] [ Save & New I [ Cancel

Polling Method Properties: Basic Tab
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10.2 Creating a New Poll Method Definition

To create a new poll method definition:

Operating procedure

1. Right-click the Poll Method Definitions tree control and select New Polling Method from the popup menu, as shown in the

figure below.

£ MXConfigurator.mdb - MX OPC Configurator
File Edit Yiew Go Tools Help
Active Configuration:  C\MELSECYM¥Configurator.mdb
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Creating a New Poll Method Definition
2. The properties dialog box for the new configuration appears, as shown in the figure below.
Polling Method Properties EJ
Basic 1

@ Mame: | ]

Fualling Farameters -
[ Use Az Default Paling R ate

Frimary Polin mn
it 1000 | me
L —

L Save J [ Save & Mew ] [ Cancel ]

Setting the Properties for the New Polling Method
3. Inthe Name field, type a name for the new polling method.

4. Specify a Primary Polling Rate (in milliseconds). The driver polls the data at the specified primary polling rate. For
example, if you enter 2,000 milliseconds (2 seconds) in the Primary Polling Rate field, the driver polls data every 2

seconds.
5. Check the Enable Primary Rate check box to activate the polling method.

6. When you have finished configuring the poll method definition properties, click the Save button. The new configuration
appears under the Poll Method Definitions tree control.
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10.3 Assigning Poll Method Definitions to Tags

Polling methods can be associated with data tags via the Basic tab of the Tag Properties dialog box, as shown in the figure
below. Select a polling method from the Polling Method drop-down list, which lists all polling methods configured in the Polling

Method Definitions tree control of the Configurator.

lTag Properties |§|
Batic | Advanced | Blamn || Mulbply |
[% Mame: | Tagli] |

Desc.: | ‘

General Sehap

1/0addess: |D0 [ Browse... |

Aocess Rights: |Read, Wit &

Data T ype: |ﬁ w
Data Pallng -

Fall Methad: | 1000ms >
<Add Mew:-
2000m:
A000rme:
A000rn:
BO000ms

Save | [ Save & MNew ] [ Cancel ]

Data Tag Properties: Basic Tab
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11 LINKAGE WITH iQ Works

A system label registered in a workspace of MELSOFT iQ Works can be imported in Configuration Tool as a tag.
When importing as a tag, link with a GX Works2 or GX Works3 project.
The following shows the relation between data in Configuration Tool and that in a workspace.

MX OPC Server DA
Configuration Tool

Project
(Configuration ﬁle)\

MX device —_|

Connect iQ Works
workspace

System label
database

—»| MXOPC Server DA project

Ta 1 | GXWorks2 or GX Works3
9 - project
*
T System label
Import
System labels
MXCSV file are registered.
f Generate GX Works2 or GX Works3
| > project
MC Works64

Data in Configuration Tool

Data in a workspace

Project (configuration file)

MX OPC Server DA project

MX device

GX Works2 or GX Works3 project

Tag

System label

For details on system label, refer to MELSOFT Navigator Help.

Precautions

Do not use a configuration file that was open when the iQ Works linkage function was used in Configuration Tool version
7.01B or earlier. An MX device or a tag cannot be edited.
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11.1 Procedure to Register System Labels for the First
Time

When linking with an MX device in Configuration Tool based on a
GX Works2 or GX Works3 project

1. Connecttoa workspace. (=~ Page 255 Connection to a Workspace)

2. Link an MX device in Configuration Tool with a GX Works2 or GX Works3 project. (=5~ Page 257 Import)

When linking with a GX Works2 or GX Works3 project based on
an MX device in Configuration Tool

1. Create a GX Works2 or GX Works3 project to link with a project in Configuration Tool.
For the method for creating a GX Works2 or GX Works3 project in a workspace, refer to the following manual.
[CLet's start iQ Works Version 2

2. Connecttoa workspace. (=~ Page 255 Connection to a Workspace)

3. Link an MX device in Configuration Tool with a GX Works2 or GX Works3 project. (=5~ Page 259 Export)

11.2 Connection to a Workspace

By connecting Configuration Tool to a workspace, a system label can be imported as a tag.
A workspace can be connected by opening it in Configuration Tool.

Connection to a workspace on a local computer

The following shows the procedure to connect to a workspace on a local computer.

Operating procedure
1. Select [File] = [iQ Works workspace actions] = [Open workspace].
2. Click the [Browse workspaces] button.

3. Selecta workspace, and click the [OK] button.
If there is no MX OPC Server DA project in the selected workspace, create one according to the message.

4. When there is a GX Works2 or GX Works3 project that can be imported in the workspace, import it to Configuration Tool.
For details on the import, refer to the following section.
==~ Page 257 Import

5. When there is an MX device that can be exported, export it to the workspace. (Except when a new MX OPC Server DA
project is created in step 3.)

For details on the export, refer to the following section.

(=5~ Page 259 Export

6. When connecting to the workspace, the name of the connected workspace appears in the database bar.
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Connection to a workspace on a remote computer

The following shows the procedure to connect to a workspace on a remote computer.

Operating procedure
1. Select [File] = [iQ Works workspace actions] = [Open workspace].
2. Click the [Browse network] button.

3. Selecta workspace, and click the [OK] button.™!

When a target remote computer is on a different subnet, enter the IP address in "Other subnet address" and click the [Refresh
list] button.

If there is no MX OPC Server DA project in the selected workspace, create one according to the message.

4. When there is a GX Works2 or GX Works3 project that can be imported in the workspace, import it to Configuration Tool.
For details on the import, refer to the following section.
=" Page 257 Import

5. When there is an MX device that can be exported, export it to the workspace. (Except when a new MX OPC Server DA
project is created in step 3.)

For details on the export, refer to the following section.

(=5~ Page 259 Export

6. When connecting to the workspace, the names of the connected remote computer and the workspace appear in the

database bar.

*1 To display a workspace in a remote computer in the list, the workspace must be open in MELSOFT Navigator on the target remote
computer.

11.3 Disconnection from a Workspace

A workspace is disconnected by closing it.
An MX OPC Server DA project in a workspace is not deleted even after disconnection.

Operating procedure

Select [File] = [iQ Works workspace actions] = [Close workspace].
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11.4 Import

This section shows the procedure to import a GX Works2 or GX Works3 project in a workspace of iQ Works to Configuration

Tool as an MX device.
An MX device and a GX Works2 or GX Works3 project are linked by importing.

MX OPC Server DA Connect iQ Works
Configuration Tool workspace
Project System label
(Configuration file) database
MX device MX OPC server DA
project
Tag
GX Works2 or GX Works3
— ‘" project
MX device € [[] ) . )
Link by importing
Tag < System label

Operating procedure
1. Select [File] = [iQ Works project actions] = [Import GX Works project].
2. Selecta project to import, and click the [OK] button.

Select PLC projects for import

The PLC projects below are in the iQ Works workspace but notin the local project. Please select the
ones that should be import=d.

PLC Project

[ pevoo
[C] Dewvoo1

Cancel

HHlkH

oK

3. Check and edit the connection destination setting, and click the [OK] button.

E MX Transfer Setup ===

Select transfer setup DeviD v] l Configure... ] lComm. Iest...]

PCIF uss CPU type Ro4
Time-out 1000 ms

Wultiple CPU Nene
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4. Seteach item in the "Device Properties" screen, and click the [Save] button.”!

Device Properties ==

Basic | Advanced | Tuning
:ITm: Mame: [

Desc:

Frimary Device

FC Side I'F: Use

Gomment;

5. When 10000 or more system labels are registered in the project to be imported, the confirmation message to continue

the import processing appears.
6. The confirmation message appears after the import is completed.

7. The message whether to save the setting appears. Click the [Yes] button.
*1  The name of a GX Works2 or GX Works3 project that is imported is set for the name of an MX device. It cannot be changed in
Configuration Tool.

Precautions

Labels that the data type is structure are not supported.
If they are imported, a group with the same name as the label is created and a member of a structure is created in the group

as a tag.
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11.5 Export

This section shows the procedure to export a setting of an MX device or a tag created in Configuration Tool to a GX Works2 or
GX Works3 project in a workspace of iQ Works.
A GX Works2 or GX Works3 project and an MX device are linked by exporting.

MX OPC Server DA Connect iQ Works
Configuration Tool workspace
Project System label

(Configuration file) database

MX devi MX OPC Server DA
R — project
Tag \\ \
i ~b GX Works2 or GX Works3
project
Link by exporting

T System label

Operating procedure
1. Select [File] = [iQ Works project actions] = [Export devices to GX Works].
2. Select an MX device to export, and click the [OK] button.

Select MX devices for export

The MX devices below are notin the iQ Works workspace. Select any that should be exparted to iQ

Device Name

[ Devoo
[ Dewoo1

Cancel

1R

oK.

3. |Ifthere are multiple system label lists in a workspace, select the system label in an export destination.

Select system label list for exported labels £

System label lit

She2

4. When 10000 or more system labels are registered in the project to be exported, the confirmation message to continue
the export processing appears.

5. The confirmation message appears after the export is completed.

6. The message whether to save the setting appears. Click the [Yes] button.
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11.6 Checking for the Change of a System Label

This section shows the procedure to check the change when a system label in a workspace of iQ Works is edited.
If a system label is changed while connecting to a workspace, the notification message will appear on Configuration Tool.

Operating procedure

EWhen checking with a received notification message
Select [Yes] according to the message.

iQ Works

~ | Some labels have been changed in the workspace.
' Show changes now?

s |

EWhen checking at any timing
Select [File] = [iQ Works project actions] = [Show changes].

Changes received from iQ Works
Cortent | Gystem label st name | Spstem label rarme | Label rarme | Datatype | Constant | CPU name | Project name | Devies | Atribute | Comment | Remark

1 [Change okl Tagliii TaglD Bl ROCPL DevlD ] Global 20187377

2 |Change S0l Test0O?7 Test00? Dauble ... RO4CPL Devi0 Global
Relationship diagram between system label database (*1) and project (*2) Change notification ——
- ip diagr ¥ (*1) and project (*2) U {} ==
=

. : MELSOFT GX 1 T M OPC
s = O (888 (15

Click the [Synchronize] button to apply the change contents to a project in Configuration Tool.

Precautions

If a system label is changed to one not supported by Configuration Tool, the change contents will be blank.
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11.7 System Label Synchronization

This section shows the procedure to synchronize a tag in Configuration Tool with a system label in a workspace of iQ Works.
If a system label is added or deleted while connecting to a workspace, the notification message will appear on Configuration
Tool.

Operating procedure

HBWhen synchronizing with a received notification message
Select [Yes] according to the message.

1Q Works

I - y Labels have been added or removed in a connected PLC project.
¥’ Synchronize now to process the changes?

EWhen synchronizing at any timing
Select [File] = [iQ Works project actions] = [Synchronize].

Synchronisation changes from iQ Works

Content | Systenn label it name | System label name | Label name | Datatype | Constant | CPU name | Project name | Device | Attbute | Comment | Remark
1 [Before Change J5hi Tagihd TaghlD Bt AO4CFU  DevD MO Global
2 |After Change _ Shin Taghoo TaglD  Bit RO4CFU  DevD MO Global  Z018/3/7
Relationship diagram between system label database (*1) and project (%2) Synchronise
:

+

D VELSOFT D X l:‘\ T D MX OPC
Mavigatar 88 works2/3 L& Developer2 Configurator

11.8 Unlinking of an MX Device

This section shows the procedure to unlink a GX Works2 or GX Works3 project in a workspace for each MX device.
Tag information of each MX device can be edited by unlinking.

=0

Operating procedure
1. Select [File] = [iQ Works project actions] = [Unlink device].

2. Select an MX device to unlink, and click the [OK] button.

Select devices to unlink

The MX devices below are linked to GX Works projects in the iQ Works workspace. Select any that
should be unlinked from iQ Works.

Device Name

iloevo |

Cancel

ok

]

11.9 Adding Tags to a Linked MX Device

Atag can be added to a linked MX device.

1. Selecta target MX device, and select [Edit]=>[New iQ Works label].

2. Enter information of a tag, and click the [Save] button.
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11.10 MXCSV File Import

This section shows the procedure to connect to a workspace of iQ Works by importing a setting (MXCSV file) provided by MC
Works64.

Precautions
A system label in a GX Works2 or GX Works3 project to import must be registered in the system label database of a
workspace in advance.
Operating procedure
1. Select [File] = [iQ Works project actions] = [Import CSV].
2. Select an MXCSV file to import, and click the [Open] button.

Eill Select the file to import ===
@Qv‘ b 0307 » MXCSV b GXW2 0100001 » v|&,\| Search GXW2_ 01_00001 o
Organize v New folder = 0 @
S 4 Name - Date rodified Type Size

B Desktop $_CPRIS 3672018 SRR File folder
i Downloads Q26UDY Prol 6B TSEPM File falder
] Recent Places || MX OPC_Localhost Lmcsw 2/28/2018 H02 PM  MXCSVFile
B Desktop
9 Libraries
& Dacuments
o Music
] Pictures
B videos
B fakicaku =% i »
File narme: 1D( ORC_Localhast -Lmicsy -

3. Select a folder to save a configuration file, and click the [OK] button.

Browse For Folder (=3

Select folder For new OPC project

M Desktop =
> 4 Libraries

> R fakikaku

4 M Computer

4§, Local Disk (T3

as46279
OWD 1130 S
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4. |fthere is no MX device with the same name as the GX Works2 or GX Works3 project in the MXCSYV file, the "Device
Properties" screen will appear.

Set the communication setting by clicking the [Configuration] button as necessary, and click the [Save] button.

When there are multiple projects, the "Device Properties" screen appears again after saving and the next MX device setting

starts.

Device Properties @

Basic | Advanced | Tuning
:H: Name: e 00

Desc:

Primary Device

PC Side L/F: usB

Save i New
If there is an MX device with the same name as the GX Works2 or GX Works3 project in the MXCSV file, only tag information

of the device will be updated.
The MX device links with iQ Works and a label is imported from each GX Works series project.

11.11 MX OPC Server DA Project Deletion

An MX OPC Server DA project in a workspace of iQ Works is not displayed in the project list of MELSOFT Navigator.
Therefore, delete it in Configuration Tool.
A system label in a workspace is not deleted even when an MX OPC Server DA project is deleted.

Precautions

A project deleted from a workspace cannot be restored.

Connected project deletion

The following shows the procedure to delete an MX OPC Server DA project in a connected workspace.

Operating procedure
Select [File] = [iQ Works project actions] = [Delete OPC project].

Unused project deletion

The following shows the procedure to delete an unused MX OPC Server DA project in a workspace.

Operating procedure
1. Select [File] = [iQ Works workspace actions] = [Delete unused projects].

2. Selecta project to delete, and click the [OK] button.
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When there are problems with the communication to an MX device, the statistics window may show a more detailed error

code, as shown in the example screenshot below.

[ Statistics

@ \Whddress S pacehDen 24T 2g 001

Devic= | [avice

600 DB14/200871%:03:26...
00 0RA4/2005715303:27.
200 05414/20021%:0%:27...
GO0 06 44200815:05%:27. .
GO0 05¢14/200519:09:27. .

Jpening connection...

Device communicaion eror T« 803408 (E5COMM_TIMEOUT_FRR]
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Connection clozed.

Transmits: i 1| Fistriss: i iE L:astTlanyn'it |r-_ i
S — e a—— Tlma e —"
Hiacaras: | I Eirois: | | Last Receive |10 |
— Time
Timecuts: | 24 Overmng | ] I;ﬁ;E”D' bl |
Lazt Tranzaction Stabis
L. Time Dr=scription ]

B0 DB TAAIOOSTE0327 .

w

£

*

Cloza

Statistics window showing error number
This appendix will describe the error codes that may be returned for MX devices when using the MX Component
communications layer. These error codes are divided into three main types:
* HRESULT error codes, which are general failure codes and do not necessarily indicate a problem with the device — see
"HRESULT error codes"
+ Server error codes, returned by the communications layer — see "Server error codes"”
« CPU, module and network board error codes, returned by a particular device — see "CPU, module and network board

errors"

HRESULT error codes

These are general ActiveX errors, which are not necessarily related to the device settings or status.

Value Name Type Description
0x00000000 S_OK Normal termination Function processing terminated normally.
0x00000001 S_FALSE Normal termination Function processing (as ActiveX control) terminated normally, but operation
(access to PLC) failed.

0x80004003 E_POINTER Abnormal termination The pointer passed to the function is invalid.
0x80070006 E_HANDLE Abnormal termination A supplied handle value was invalid.
0x8007000E E_OUTOFMEMORY Abnormal termination Memory allocation or object creation failed.
0x80070057 E_INVALIDARG Abnormal termination An incorrect argument was provided.
0x80070005 E_ACCESSDENIED Abnormal termination Insufficient permissions to use the object.
0x8000FFFF E_UNEXPECTED Abnormal termination An unexpected error occurred.
0x80004005 E_FAIL Abnormal termination An unspecified error occurred.
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Server error codes

These error codes will often help to diagnose connection problems, as they can show issues such as the wrong parameters

being set for the connection.

Error code Error Definition Action
0x01802002 Device number error. The device character Review the device number.
string number specified in the method is an
unauthorised device number.
0x01802003 Program Type Error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x01802004 Sumcheck error. The sumcheck value of the | Check the module side sumcheck setting. Check the sumcheck property of the control.
received data is abnormal. Check the cable. Exit the program and restart the computer. Reinstall MX Component.
0x01802005 Size error. The number of points specified in | Check the number of points specified in the method. Confirm that the address range being
the method is unauthorised. read does not exceed the range configured in the PLC. Review the system, e.g. PLC CPU,
module setting and cable status. Exit the program and restart the computer. Reinstall MX
Component.
0x01802006 Block number error. The block specifying Review the block specifying number in the device character string specified in the method.
number in the device character string
specified in the method is unauthorised.
0x01802007 Receive data error. The data received is Review the system, e.g. PLC CPU, module setting and cable status. Check the cable. Exit
abnormal. the program and restart the computer.
0x01802008 Write Protect Error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x01802009 Reading Parameters error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x0180200A Writing Parameters error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x0180200B PLC type mismatch The CPU type set to the | Set the correct CPU type as the CPU type of the property. Set the correct CPU type on the
property and the CPU type set on the communication settings utility. Review the system, e.g. PLC CPU, module setting and cable
communication settings utility do not match status.
the CPU type on the other end of
communication.
0x0180200C Request Cancel Error. The request was Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
cancelled while being processed. be solved, contact technical support.
0x0180200D Drive Name Error. The specified drive name | Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
is incorrect. be solved, contact technical support.
0x0180200E Beginning Step Error. The beginning step Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
specified is incorrect. be solved, contact technical support.
0x0180200F Parameter Type Error. The parameter type is | Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
incorrect. be solved, contact technical support.
0x01802010 File Name Error. The file name is incorrect. Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x01802011 Status Error. The status of Registration / Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
Cancellation / Setting is incorrect. be solved, contact technical support.
0x01802012 Detailed Condition Field Error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x01802013 Step Condition Error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x01802014 Bit Device Condition Error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x01802015 Parameter Settings Error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x01802016 Error in specifying telephone exchange Check the telephone exchange number. Check if the method being executed is supported or
number. Method does not support the not. Check the system configuration such as PLC, unit, etc.
operations corresponding to the specified
telephone exchange number.
0x01802017 Keyword Error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x01802018 Read/Write Flag Error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x01802019 Refresh Method Error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot

be solved, contact technical support.
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Error code

Error Definition

Action

0x0180201A Buffer Access Method Error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x0180201B Start Mode/Stop Mode Error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x0180201C Written clock data error. Clock data specified | Review the clock data to be written.
for write cannot be written properly since that
data is in error.
0x0180201D Online clock data write error. Write of clock Place the PLC CPU in the STOP status.
data failed. Clock data cannot be written
since the PLC CPU is in RUN.
0x0180201E ROM drive Error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x0180201F While Tracing error. Invalid operation was Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
carried out during trace. be solved, contact technical support.
0x01802020 First I/O number error. The first I/ O number | Check the value of the first I/O number specified in the method. Using the GPP function,
specified in the method is an unauthorised check the PLC CPU parameters (I/O assignment). Exit the program and restart the
value. computer.
0x01802021 First address error. The buffer address Check the value of the buffer address specified in the method. Exit the program and restart
specified in the method is an unauthorised the computer.
value.
0x01802022 Pattern Error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x01802023 SFC Block No. Error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x01802024 SFC Step No. Error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x01802025 Step No. Error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x01802026 Data Error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x01802027 System Data Error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x01802028 Error in number of TC settings Value Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x01802029 Clear Mode Error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x0180202A Signal Flow Error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x0180202B Version Control Error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x0180202C Monitor Not Registered error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x0180202D PI Type Error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x0180202E P1 No Error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x0180202F Error in Number of Pls Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x01802030 Shift Error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x01802031 File Type Error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x01802032 Specified Unit error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x01802033 Error check flag Error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x01802034 Step RUN operation error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x01802035 Step RUN data error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
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0x01802036 During Step RUN error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x01802037 Write error while running program Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
corresponding to E2PROM be solved, contact technical support.
0x01802038 Clock data read/write error The clock data Do not execute clock data read/write.
read/write method was executed for the PLC
CPU which does not have the clock devices.
0x01802039 Trace not completed error Do not execute clock data read/write.
0x0180203A Registration Clear Flag Error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x0180203B Operation error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x0180203C Error in the number of exchanges Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x0180203D Error in number of loops specified Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x0180203E Retrieve data selection Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x0180203F Error in number of SFC cycles Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x01802040 Motion PLC Error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x01802041 Motion PLC Communication error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x01802042 Fixed execution time setting error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x01802043 Error in number of functions Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x01802044 System information specification error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x01802045 Registration Condition Not Formed error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x01802046 Function No. Error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x01802047 RAM drive error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x01802048 ROM drive error at the booting side Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x01802049 Transfer mode specification error at the Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
booting side be solved, contact technical support.
0x0180204A Insufficient memory error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x0180204B Back up drive ROM error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x0180204C Block size error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x0180204D Detached during RUN state error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x0180204E Unit Already Registered error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x0180204F Password Registration Data Full error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x01802050 Password Not Registered error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x01802051 Remote Password Error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x01802052 IP Address Error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x01802053 Timeout value out of range error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot

be solved, contact technical support.
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0x01802054 Command not detected error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x01802055 Trace execution type error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x01802056 Version error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x01802057 Tracking cable error. The tracking cable is Reexamine the system such as the PLC CPU, module setting and cable status.
faulty. The PLC CPU status is error.
0x0180205C Keyword protection error PLC is protected by | Disable the keyword and execute again.
the key word.
0x0180205D Keyword disable error. The inputted keyword | Input a correct keyword.
is wrong.
0x0180205E Keyword protecting error. PLC did not accept | Execute again or re-switch the power of the PLC.
the protecting command.
0x0180205F Keyword entry error. An illegal character is Input a correct keyword.
included in the inputted keyword.
0x01802060 Keyword deletion error. The inputted Input a correct keyword.
keyword is wrong.
0x01808001 Multiple Open Error. Open method was Exit the program and restart the computer. Execute any method other than Open.
executed while it was open
0x01808002 Channel number specifying error. The port Set the correct value to the port number of the property. Make communication settings again
number set to the property and the port on the communication settings utility.
number set on the communication settings
utility are unauthorised values.
0x01808003 Driver not yet started. The network board The network board driver is not started. Start the driver.
driver is not started.
0x01808004 Error in overlap event generation Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x01808005 MUTEX generation error. Creation of Exit the program and restart the computer. Reinstall MX Component.
MUTEX to exercise exclusive control failed.
0x01808006 Error in socket object generation. Socket Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
object could not be created be solved, contact technical support.
0x01808007 Socket object generation error. Creation of Check for a running application which uses the same port number. Retry after changing the
the Socket object failed. port number value of the property. Retry after changing the port number value on the
communication settings utility. Make Ethernet board and protocol settings on the control
panel of the OS. Exit the program and restart the computer.
0x01808008 Port connection error. Establishment of Review the IP address and port number values of the properties. Review the port number
connection failed. The other end does not value on the communication settings utility. Review the system, e.g. PLC CPU, module
respond. setting and cable status. Exit the program and restart the computer.
0x01808009 COM port handle error. The handle of the Check for an application which uses the COM port. Exit the program and restart the
COM port cannot be acquired. The COM port | computer.
object cannot be copied. The SOCKET
object cannot be copied.
0x0180800A Buffer size setting error. Setting of the COM | Check for an application which uses the COM port. Make COM port setting on the control
port buffer size failed. panel of the OS. Exit the program and restart the computer.
0x0180800B DCB value acquisition error. Acquisition of Check for an application which uses the COM port. Make COM port setting on the control
the COM port DCB value failed. panel of the OS. Exit the program and restart the computer.
0x0180800C DCB setting error. Setting of the COM port Check for an application which uses the COM port. Make COM port setting on the control
DCB value failed. panel of the OS. Exit the program and restart the computer.
0x0180800D Time-out value setting error. Setting of the Review the time-out value of the property. Review the timeout value on the communication
COM port time-out value failed. settings utility. Check for an application which uses the COM port. Make COM port setting
on the control panel of the OS. Exit the program and restart the computer.
0x0180800E Shared memory open error. Open Check whether the GX Simulator has started. Exit the program and restart the computer.
processing of shared memory failed.
0x01808101 Duplex close error Exit the program and restart the computer.
0x01808102 Handle close error. Closing of the COM port | Exit the program and restart the computer.
handle failed.
0x01808103 Driver close error. Closing of the driver Exit the program and restart the computer.
handle failed.
0x01808104 Overlap Event Close Error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
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0x01808105 Mutex Handle Close Error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x01808106 COM Port Handle Close Error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x01808201 Send error Data send failed. Review the system, e.g. PLC CPU, module setting and cable status. Make COM port setting
on the control panel of the OS. Make Ethernet board and protocol settings on the control
panel. Retry the method. Exit the program and restart the computer.
0x01808202 Send data size error. Data send failed. Exit the program and restart the computer.
0x01808203 Queue clear error. Clearing of the COM port | Exit the program and restart the computer. Perform Close once and execute Open again.
queue failed.
0x01808301 Receive error. Data receive failed. Review the system, e.g. PLC CPU, module setting and cable status. Review the time-out
value of the property. Review the time-out value on the communication settings utility. Retry
the method. Exit the program and restart the computer.
0x01808302 Not Sent error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x01808303 Error in retrieving Overlap Event Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x01808304 Receive buffer size shortage. Receive data Exit the program and restart the computer.
was larger than the receive buffer size
prepared for the system.
0x01808401 Control error. Changing of the COM port Exit the program and restart the computer.
communication control failed.
0x01808402 Signal Line Control Error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x01808403 Signal line specifying error. Changing of the Exit the program and restart the computer.
COM port communication control failed.
0x01808404 Open not yet executed Execute Open. Exit the program and restart the computer.
0x01808405 Communication parameter error. The data bit | Review the data bit and stop bit values of the properties. Set them again on the
and stop bit combination of the properties is | communication settings utility.
unauthorised.
0x01808406 Transmission speed value specifying error. Review the transmission speed value of the property. Set it again on the communication
The transmission speed of the property is settings utility.
unauthorised.
0x01808407 Data length error. The data bit value of the Review the data bit value of the property. Set it again on the communication settings utility.
property is unauthorised.
0x01808408 Parity specifying error. The parity value of the | Review the parity value of the property. Set it again on the communication settings utility.
property is unauthorised.
0x01808409 Stop bit specifying error. The stop bit value of | Review the stop bit value of the property. Set it again on the communication settings utility.
the property is unauthorised.
0x0180840A Communication control setting error. The Review the control value of the property. Set it again on the communication settings utility.
control value of the property is unauthorised.
0x0180840B Time-out error. Though the timeout period Review the time-out value of the property. Set it again on the communication settings utility.
had elapsed, data could not be received. Review the system, e.g. PLC CPU, module setting and cable status. Perform Close once
and execute Open again. Exit the program and restart the computer.
0x0180840C Connect error Exit the program and restart the computer.
0x0180840D Duplex connect error Exit the program and restart the computer.
0x0180840E Attach failure. Attaching of the socket object | Exit the program and restart the computer.
failed.
0x0180840F Signal line status acquisition failure. Exit the program and restart the computer.
Acquisition of the COM port signal line status
failed.
0x01808410 CD signal line OFF. The CD signal on the Review the system, e.g. PLC CPU, module setting and cable status. Exit the program and
other end of communication is in the OFF restart the computer.
status.
0x01808411 Password mismatch error Check the remote password of the property.
0x01808412 TEL Communication Error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x01808501 USB driver load error. Loading of the USB Exit the program and restart the computer. Reinstall MX Component.
driver failed.
0x01808502 USB driver connect error. Connection of the | Exit the program and restart the computer. Reinstall MX Component.

USB driver failed.
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0x01808503 USB driver send error. Data send failed. Review the system, e.g. PLC CPU, module setting and cable status. Make USB setting on
the control panel (device manager) of the OS. Retry the method. Exit the program and
restart the computer.
0x01808504 USB driver receive error. Data receive failed. | Review the system, e.g. PLC CPU, module setting and cable status. Make USB setting on
the control panel (device manager) of the OS. Retry the method. Exit the program and
restart the computer.
0x01808505 USB Driver Timeout Error Recheck the timeout value. Exit the program and restart the computer. Reinstall MX
Component. If the problem cannot be solved, contact technical support.
0x01808506 USB driver initialisation error. Initialisation of | Make USB setting on the control panel (device manager) of the OS. Exit the program and
the USB driver failed. restart the computer.
0x01808507 Other USB error. Error related to data send/ | Disconnect the cable once, then reconnect. Exit the program and restart the computer.
receive occurred. Reinstall MX Component.
0x02000001 Points Exceeded error. The number of points | Reduce the no. of points registered by the monitor. Exit the program and restart the
registered in the monitoring server is very computer. Reinstall MX Component. If the problem cannot be solved, contact technical
high. support.
0x02000002 Shared memory creation error. Failed in Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
creating shared memory. be solved, contact technical support.
0x02000003 Shared memory access error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x02000004 Memory Secure error. Failed in securing Close the other applications. Increase the system memory. Exit the program and restart the
memory for the monitoring server. computer. Reinstall MX Component. If the problem cannot be solved, contact technical
support.
0x02000005 Device Not Registered error. Monitor has not | Register the monitor in the monitoring server. Exit the program and restart the computer.
been registered Reinstall MX Component. If the problem cannot be solved, contact technical support.
0x02000006 Monitoring Server Startup Error. Monitoring Start the Monitoring Server. Exit the program and restart the computer. Reinstall MX
Server is not started. Component. If the problem cannot be solved, contact technical support.
0x02000010 Yet to retrieve Device Value error. Monitoring | Try to retrieve the value again after waiting for a fixed amount of time. Exit the program and
is not yet completed restart the computer. Reinstall MX Component. If the problem cannot be solved, contact
technical support.
0x03000001 Command not Supported. Command is not Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
supported. be solved, contact technical support.
0x03000002 Memory Lock Error Failed while locking Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
memory. be solved, contact technical support.
0x03000003 Error Securing Memory. Failed in securing Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
the memory. be solved, contact technical support.
0x03000004 DLL read error. Failed in reading DLL. Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x03000005 Error in securing Resources. Failed in Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
securing the resources. be solved, contact technical support.
0x03010001 File Creation Error. Failed in creating the file. | Check the filename. Check if the file exists or not. Exit the program and restart the computer.
Reinstall MX Component. If the problem cannot be solved, contact technical support.
0x03010002 File Open Error. Failed to open the file. Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x03010003 Buffer Size Error. The buffer size specified is | Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
either incorrect or not enough. be solved, contact technical support.
0x03010004 SIL Sentence formation error. SIL sentence Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
formation is incorrect. be solved, contact technical support.
0x03010005 Filename Error. The specified filename is too | Specify a shorter filename. Exit the program and restart the computer. Reinstall MX
long. Component. If the problem cannot be solved, contact technical support.
0x03010006 File does not exist error. The specified file Check the filename. Check if the file exists or not. Exit the program and restart the computer.
does not exist. Reinstall MX Component. If the problem cannot be solved, contact technical support.
0x03010007 File Structure Error. The data structure in the | Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
specified file is incorrect. be solved, contact technical support.
0x03010008 File already exists error. The specified file Check the filename. Exit the program and restart the computer. Reinstall MX Component. If
already exists. the problem cannot be solved, contact technical support.
0x03010009 File does not exist error. The specified file Check the filename. Exit the program and restart the computer. Reinstall MX Component. If
does not exist. the problem cannot be solved, contact technical support.
0x0301000A File Deletion Error. The specified file could Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
not be deleted. be solved, contact technical support.
0x0301000B Multiple Open Error. The specified project Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
has been opened twice. be solved, contact technical support.
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0x0301000C Filename Error. The specified filename is Check the filename. Exit the program and restart the computer. Reinstall MX Component. If
incorrect. the problem cannot be solved, contact technical support.
0x0301000D File Read Error. Failed in reading the file. Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x0301000E File Write Error. Failed in writing the file. Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x0301000F File Seek Error. File seek failed. Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x03010010 File Close Error. Failed while closing the file. | Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x03010011 Folder Creation Error. Failed while creating Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
the folder. be solved, contact technical support.
0x03010012 File Copy Error. Failed while copying the file. | Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x03010013 Project Path Error. The length of the project Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
path is incorrect. be solved, contact technical support.
0x03010014 Project Type Error. The project type is Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
incorrect. be solved, contact technical support.
0x03010015 File Type Error. The file type is incorrect. Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x03010016 Sub-File Type Error. The sub-file type is Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
incorrect. be solved, contact technical support.
0x03010017 Insufficient Disk space error. The disk space | Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
is insufficient. be solved, contact technical support.
0x03020002 Multiple Open Error. Tried to open Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
DBProduct more than once. be solved, contact technical support.
0x03020003 Not Opened error. DBProduct is not opened. | Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x03020004 Extract Error. DBProduct is not extracted. Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x03020010 Parameter Error. The parameters of Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
DBProduct are incorrect. be solved, contact technical support.
0x03020011 Language Error. The language parameter is | Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
incorrect. be solved, contact technical support.
0x03020012 Error in specifying Maker. The maker Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
parameter is incorrect. be solved, contact technical support.
0x03020013 Error in specifying Unit. The unit parameteris | Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
incorrect. be solved, contact technical support.
0x03020014 SQL Parameter Error SIL, SQL Parameter of | Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
DBProduct is incorrect. be solved, contact technical support.
0x03020015 SIL Sentence formation error. SIL sentence Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
formation is incorrect. be solved, contact technical support.
0x03020016 Field Key Input Error. The field key entered is | Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
incorrect. be solved, contact technical support.
0x03020050 Record Data Construction Error. Failed in Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
reconstructing the record data of DBProduct. | be solved, contact technical support.
0x03020060 Error Retrieving Record Data. Failed while Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
retrieving DBProduct record data. be solved, contact technical support.
0x03020061 Last Record error. Cannot retrieve the next Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
record since the current record is the last be solved, contact technical support.
record.
0x03FF0000 Initialization error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x03FF0001 Not Initialized error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x03FF0002 Multiple Initialization error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x03FF0003 Workspace Initialization Error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x03FF0004 Database Initialization Error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot

be solved, contact technical support.
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0x03FF0005 Recordset Initialization Error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x03FF0006 Error Closing Database Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x03FF0007 Error Closing Recordset Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x03FF0008 Database Not Opened error. Database is not | Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
opened. be solved, contact technical support.
0x03FF0009 Recordset Not Opened error. Recordset is Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
not opened. be solved, contact technical support.
0x03FFO000A Table Initialization Error. Failed in initializing Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
Ttablelnformation table be solved, contact technical support.
0x03FF000B Table Initialization Error. Failed in initializing Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
TfieldInformation table be solved, contact technical support.
0x03FF000C Table Initialization Error. Failed in initializing Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
TrelationInformation table be solved, contact technical support.
0x03FF000D Table Initialization Error. Failed in initializing Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
Tlanguage table be solved, contact technical support.
0x03FFO00E Table Initialization Error. Failed in initializing Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
Tmaker table be solved, contact technical support.
0x03FFO00F Table Initialization Error. Failed in initializing Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
TOpenDatabase table be solved, contact technical support.
0x03FF0010 Field Value Error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x03FF0011 Field Value Error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x03FF0012 Exit Error. Failed to exit the database. Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x03FF0100 Moving Record error. Failed while moving the | Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
record. be solved, contact technical support.
0x03FF0101 Retreiving Record Count Error. Failed to Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
retrieve the record count. be solved, contact technical support.
0x03FF0110 Retreiving Field Value Error. Failed in Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
retrieving the field value. be solved, contact technical support.
0x03FF0111 Setting Field Value Error. Failed in setting the | Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
field value. be solved, contact technical support.
0x03FFFFFF Other Errors Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x04000001 No command error. The specified CPU type | Check the CPU type set to ActCpuType. Check whether the system configuration is
cannot be used to perform processing. supported or not. Exist the program and restart the computer. Reinstall MX Component.
0x04000002 Memory lock error. Failed in locking memory. | Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x04000003 Securing Memory Error. Failed in securing Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
the memory. be solved, contact technical support.
0x04000004 Internal server DLL load error. Start of the Check for the deleted or moved installation file of MX Component. Exit the program and
internal server failed. restart the computer. Reinstall MX Component.
0x04000005 Securing Resources Error. Failed in securing | Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
the resources. be solved, contact technical support.
0x04000006 Error Loading Main Object. Failed in reading | Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
the file. be solved, contact technical support.
0x04000007 Error Loading Conversion Table. Failed in Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
reading table data. be solved, contact technical support.
0x04000100 Incorrect Intermediate Code Size error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x04010001 Intermediate Code Not Converted error. The | Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
converted machine code for one command is | be solved, contact technical support.
more than 256 bytes.
0x04010002 Intermediate Code Completion Error. Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
Intermediate code area of the code to be be solved, contact technical support.
converted ended abruptly.
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0x04010003 Insufficient Intermediate Code error. The Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
intermediate code of the code to be be solved, contact technical support.
converted was insufficient.

0x04010004 Intermediate Code Data Error. The Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
intermediate code to be converted is be solved, contact technical support.
incorrect.

0x04010005 Intermediate Code Structure Error. The Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
number of steps in the intermediate code is be solved, contact technical support.
incorrect.

0x04010006 Error in Number of Steps. The number of Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
steps in comment intermediate code is be solved, contact technical support.
incorrect.

0x04010007 Insufficient Storage Space for Machine Code | Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
error. The storage space for machine code is | be solved, contact technical support.
insufficient.

0x04010008 Other Errors (Other errors generated during | Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
the conversion of Intermediate code to be solved, contact technical support.
machine code.)

0x04011001 Machine Code Not Converted error. The Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
converted intermediate code for one be solved, contact technical support.
command is more than 256 bytes.

0x04011002 Machine Code Completion Error. The Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
machine code area to be converted ended be solved, contact technical support.
abruptly.

0x04011003 Abnormal Machine Code. Could not convert | Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
since the machine code to be converted was | be solved, contact technical support.
abnormal.

0x04011004 Insufficient Storage Space for Intermediate Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
Code error. The storage area for be solved, contact technical support.
intermediate code is insufficient.

0x04011005 Other Errors. Other errors generated while Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
converting machine code to Intermediate be solved, contact technical support.
code.

0x04020001 Text Code Not Converted error. The Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
converted intermediate code for one be solved, contact technical support.
command is more than 256 bytes.

0x04020002 No Input error. The input list code is Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
insufficient. be solved, contact technical support.

0x04020003 Command Error. The command name of list | Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
code to be converted is incorrect. be solved, contact technical support.

0x04020004 Device Error. The device name of list code to | Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be converted is incorrect. be solved, contact technical support.

0x04020005 Device Number Error. The device number of | Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
the list code to be converted is out of range. | be solved, contact technical support.

0x04020006 Conversion Error. The list code to be Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
converted conversion could not be identified. | be solved, contact technical support.

0x04020007 Text Data Error. The list code to be converted | Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
is incorrect. be solved, contact technical support.

0x04020008 Error in SFC Operation Output. The output Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
command of SFC operation is incorrect. be solved, contact technical support.

0x04020009 SFC Shift Condition Error. SFC shift Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
condition command is incorrect. be solved, contact technical support.

0x0402000A Error in Statements between lines. The Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
statements entered between lines are be solved, contact technical support.
incorrect.

0x0402000B P.| Statement Error. The P.| statement Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
entered is incorrect. be solved, contact technical support.

0x0402000C Note Error. The Note entered is incorrect. Exit the program and restart the computer. Reinstall MX Component. If the problem cannot

be solved, contact technical support.

0x0402000D Comment Error. The comment entered is Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
incorrect. be solved, contact technical support.

0x0402000E Other Errors (Other errors generated during Exit the program and restart the computer. Reinstall MX Component. If the problem cannot

the conversion of list to Intermediate code)

be solved, contact technical support.
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0x04021001 Intermediate Code Not Converted error. The | Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
converted list code for one command has be solved, contact technical support.
exceeded 256 bytes.

0x04021002 Intermediate Code Area Full error. Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
Intermediate code area to be converted is be solved, contact technical support.
full.

0x04021003 Command Error. The command specified by | Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
the intermediate code to be converted is be solved, contact technical support.
incorrect.

0x04021004 Device Error. The device specified in the Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
intermediate code to be converted is be solved, contact technical support.
incorrect.

0x04021005 Intermediate Code Error. The structure of Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
intermediate code to be converted is be solved, contact technical support.
incorrect.

0x04021006 Insufficient List Storage Space error. The Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
space for storing the converted list code is be solved, contact technical support.
insufficient.

0x04021007 Other Errors (Other errors generated during | Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
the conversion of intermediate code to list) be solved, contact technical support.

0x04030001 Not Converted error. The storage space for Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
converted intermediate code is insufficient. be solved, contact technical support.

0x04030002 Bad Circuit Creation error. The character Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
memory circuit is not completed in a be solved, contact technical support.
sequence.

0x04030003 Specified Circuit Size Exceeded. Specified Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
circuit size is too big. be solved, contact technical support.

0x04030004 Incorrect Return Circuit error. There is no Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
consistency before and after the return be solved, contact technical support.
circuit. The setting for the return circuit is too
high.

0x04030005 Other Errors (Other errors generated while Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
converting from Character Memory to be solved, contact technical support.
Intermediate Code)

0x04031001 Not Converted error. The size (vertical/ Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
horizontal) of the character memory specified | be solved, contact technical support.
is incorrect.

0x04031002 Abnormal Command Code error. The Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
command intermediate code to be converted | be solved, contact technical support.
is incorrect.

0x04031003 Bad Circuit Creation error. Could not be Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
converted to Sequence Circuit. There is no be solved, contact technical support.
END command.

0x04031004 Specified Circuit Size exceeded error. Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
Specified circuit size is too big. be solved, contact technical support.

0x04031005 Fatal Error. Fatal Error has occured. Exit the program and restart the computer. Reinstall MX Component. If the problem cannot

be solved, contact technical support.

0x04031006 Insufficient number of storage blocks error. Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
The space to store the converted character be solved, contact technical support.
memory circuit blocks is not sufficient.

0x04031007 Circuit Block Search Error. Data is broken off | Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
in the circuit block. be solved, contact technical support.

0x04031008 Other Errors (Other errors generated during | Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
the conversion of intermediate code to be solved, contact technical support.
character memory)

0x04040001 CAD Data Error. There is no CAD data to be | Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
converted. The CAD data format is incorrect. | be solved, contact technical support.

0x04040002 Output Data Error. The input CAD data type | Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
and the output CAD data type are not be solved, contact technical support.
matching.

0x04040003 Library Load Error. Failed to load the library. | Exit the program and restart the computer. Reinstall MX Component. If the problem cannot

be solved, contact technical support.
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0x04040004 Storage Space Secure Error. The space Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
secured to store the converted data is not be solved, contact technical support.
sufficient.

0x04040005 No END Command error. There is no END Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
command in the CAD data to be converted. be solved, contact technical support.

0x04040006 Abnormal Command Code. There is Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
abnormal command code in the CAD data to | be solved, contact technical support.
be converted.

0x04040007 Device No. Error. The device number is out Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
of range. be solved, contact technical support.

0x04040008 Step No. Error. The step number is out of Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
range. be solved, contact technical support.

0x04040009 The specified circuit size exceeded error. 1 Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
circuit block is too big. be solved, contact technical support.

0x0404000A Return Circuit Error. The return circuit is Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
incorrect. be solved, contact technical support.

0x0404000B Bad Circuit Creation error. The circuit data is | Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
incorrect. be solved, contact technical support.

0x0404000C SFC Data Error. The SFC data to be Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
converted is incorrect. be solved, contact technical support.

0x0404000D List Data Error. The list data to be converted | Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
is incorrect. be solved, contact technical support.

0x0404000E Comment Data Error. The comment data to Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be converted is incorrect. be solved, contact technical support.

0x0404000F Statement Error. The statement data to be Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
converted is incorrect. be solved, contact technical support.

0x04040010 Other Errors (Other errors generated during | Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
the conversion of CAD code to Intermediate | be solved, contact technical support.
code.)

0x04041001 Intermediate Code Data Error. There is no Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
intermediate code to be converted. The be solved, contact technical support.
format of the intermediate code is incorrect.

0x04041002 CAD Data Type Error. The input CAD data Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
type and the output CAD data type are not be solved, contact technical support.
matching.

0x04041003 Library Error. Failed to load the library. Exit the program and restart the computer. Reinstall MX Component. If the problem cannot

be solved, contact technical support.

0x04041004 Insufficient Input Data error. Data to be Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
converted is insufficient. be solved, contact technical support.

0x04041005 Insufficient Storage Space error. There is not | Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
enough space to store the CAD data to be be solved, contact technical support.
converted.

0x04041006 No END Command error. There is no END Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
command in the CAD data to be converted. be solved, contact technical support.

0x04041007 Abnormal Command Code. There is Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
abnormal command code in the CAD data to | be solved, contact technical support.
be converted.

0x04041008 Device No. Error. The device number is out Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
of range. be solved, contact technical support.

0x04041009 Step No. Error. The step number is out of Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
range. be solved, contact technical support.

0x0404100A The specified circuit size exceeded error. 1 Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
circuit block is too big. be solved, contact technical support.

0x0404100B Return Circuit Error. The return circuit is Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
incorrect. be solved, contact technical support.

0x0404100C Bad Circuit Creation error. The circuit data is | Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
incorrect. be solved, contact technical support.

0x0404100D SFC Data Error. The SFC data to be Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
converted is incorrect. be solved, contact technical support.

0x0404100E List Data Error. The list data to be converted | Exit the program and restart the computer. Reinstall MX Component. If the problem cannot

is incorrect.

be solved, contact technical support.
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0x0404100F Comment Data Error. The comment data to Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be converted is incorrect. be solved, contact technical support.
0x04041010 Statement Error. The statement data to be Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
converted is incorrect. be solved, contact technical support.
0x04041011 Other Errors (Other errors generated during | Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
the conversion of Intermediate code to CAD | be solved, contact technical support.
code.)
0x040A0001 Insufficient Intermediate Code Storage Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
Space. The space to store the data after be solved, contact technical support.
conversion is insufficient.
0x040A0002 The space to store addition SFC information | Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
is not sufficient be solved, contact technical support.
0x040A0003 Conversion Error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x040A0004 Non-SFC Program Error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x040A1001 Step Not Used / No Output error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x040A1002 Step No out of range error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x040A1003 Step Not Used / No Output error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x040A1004 Transition No out of range. Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x040A1005 Maximum Number Exceeded error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x040A1006 Microcontroller Program space Error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x040A1007 Non-SFC Program Error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x040B0001 Insufficient Intermediate Code Storage Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
Space. The space to store the data after be solved, contact technical support.
conversion is insufficient.
0x040B0002 Conversion Error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x040B1001 Failed in creating Step Start position table Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x040B1002 Error Reading Step Information Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x040B1003 Step No. Error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x040B1004 Failed in reading the output of operation/ Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
Transition condition intermediate code error. | be solved, contact technical support.
0x040B1005 Securing Internal Work Area Failed error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x040B1006 Error in setting the maximum value of X Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
direction for character memory be solved, contact technical support.
0x040B1007 Insufficient Internal Work Area error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x040B1008 Stack Overflow, Abnormal Character Memory | Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x040B1009 Insufficient No of Storage Blocks error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x040B100A Non-SFC Program Error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x04050001 Abnormal Character String Specified error. Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
Device character string specified is incorrect. | be solved, contact technical support.
0x04050002 Device Points Error. Device points are out of | Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
range be solved, contact technical support.
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0x04050003 Other Errors (The errors generated during Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
the conversion of the Device Character be solved, contact technical support.
String to Device Intermediate Code)

0x04051001 Device Name Error. The classification Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
specified for the device intermediate code is | be solved, contact technical support.
incorrect.

0x04051002 Device Name Error. The classification Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
specified for the extended specification be solved, contact technical support.
device intermediate code is incorrect.

0x04051003 Other Errors (The errors generated during Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
the conversion of the Device Intermediate be solved, contact technical support.
Code to Device Character String)

0x04052001 Abnormal Character String Specified error. Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
Device character string specified is incorrect. | be solved, contact technical support.

0x04052002 Device Points Error. Device points are out of | Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
range. be solved, contact technical support.

0x04052003 Other Errors (The errors generated during Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
the conversion of the Device Character be solved, contact technical support.
String to Device Representation Code)

0x04053001 Device Representation Error. The Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
classification specified for the device be solved, contact technical support.
intermediate code is incorrect.

0x04053002 Device Representation Error. The Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
classification specified for the extended be solved, contact technical support.
specification device intermediate code is
incorrect.

0x04053003 Device Representation Error. The Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
rectification part specified for the device is be solved, contact technical support.
incorrect.

0x04053004 Device Representation Error. The Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
rectification part specified for the extended be solved, contact technical support.
device is incorrect.

0x04053005 Other Errors (The errors generated during Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
the conversion of the Device Representation | be solved, contact technical support.
Code to Device Character String)

0x04064001 Abnormal Device Intermediate Code error. Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
The intermediate code for the device is be solved, contact technical support.
incorrect.

0x04064002 Other Errors (Other errors generated during | Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
the conversion of the Intermediate code for be solved, contact technical support.
the Device to Device Name)

0x04065001 Abnormal Device Name error. The Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
classification specified for the intermediate be solved, contact technical support.
code of the device is incorrect.

0x04065002 Abnormal Device Name error. The Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
classification for the intermediate code of the | be solved, contact technical support.
extended specification device is incorrect.

0x04065003 Other Errors (Other errors generated during | Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
the conversion of the device name be solved, contact technical support.
tolntermediate code)

0x04066001 Device Intermediate Code Error. The Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
intermediate code for the device is incorrect. | be solved, contact technical support.

0x04066002 Other Errors (Other errors generated during Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
the conversion of the device intermediate be solved, contact technical support.
code to device representation code.)

0x04067001 Device Representation Error. The Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
classification specified for the intermediate be solved, contact technical support.
code of the device is incorrect.

0x04067002 Device Representation Error. The Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
classification for the intermediate code of the | be solved, contact technical support.
extended specification device is incorrect.

0x04067003 Device Representation Error. The Exit the program and restart the computer. Reinstall MX Component. If the problem cannot

rectification part specified for the device is
incorrect.

be solved, contact technical support.
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0x04067004 Device Representation Error. The Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
rectification part specified for the extended be solved, contact technical support.
device is incorrect.
0x04067005 Other Errors (Other errors generated during | Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
the conversion of device representation code | be solved, contact technical support.
to the device intermediate code)
0x04070001 Common Data Conversion Error. The input Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
data of the device comment conversion is be solved, contact technical support.
incorrect.
0x04070002 Insufficient Common Data. The data to be Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
converted is insufficient. be solved, contact technical support.
0x04070003 Insufficient Storage Area. The area where Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
the conversion data is stored is insufficient. be solved, contact technical support.
0x04071001 Error in PLC Data Conversion. The input Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
data of the device comment conversion is be solved, contact technical support.
incorrect.
0x04071002 Insufficient PLC Data error. The data to be Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
converted is insufficient. be solved, contact technical support.
0x04071003 Insufficient Storage Area. The area where Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
the conversion data is stored is insufficient. be solved, contact technical support.
0x04072001 Open Error. Failed in creating conversion Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
object be solved, contact technical support.
0x04072002 PLC Type Error. The specified PLC type Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
does not exist. be solved, contact technical support.
0x04072003 Not Converted error. Converted object does | Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
not exist be solved, contact technical support.
0x04072004 Input Data Error. The input data is incorrect Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x04073001 Program Common Data Conversion Error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x04073002 Program Common Data Conversion Error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x04073101 Program PLC Data Conversion Error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x04074001 Common Data Parameter Error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x04074002 Network Parameter Common Data Error. The | Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
parameter block exists, but the data inside is | be solved, contact technical support.
not set.
0x04074101 Parameter PLC Data Error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x04074102 Network Parameter PLC Data Error. The Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
parameter block exists, but the data inside is | be solved, contact technical support.
not set.
0x04074103 Offset Error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x04074201 Error in Specifying Network Type. The PLC Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
specified does not support the network type. | be solved, contact technical support.
0x04074202 Parameter Block Number Error. The Block Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
corresponding to the parameter block be solved, contact technical support.
number specified does not exist.
0x04074203 Parameter Block Content Error. It is different | Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
from the content supported by the specified. | be solved, contact technical support.
0x04074204 Parameter Block Information Error. The Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
specified block number does not exist. be solved, contact technical support.
0x04074205 Default Parameter Block is Abnormal. The Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
specified block number does not exist. be solved, contact technical support.
0x04074301 Error in Conversion of the Common Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
Parameter Block be solved, contact technical support.
0x04074302 Error in Common Parameter Block No. 1001. | Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
The value of the RUN-PAUSE settings be solved, contact technical support.
existence flag is incorrect.
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0x04074303

Error in Common Parameter Block No. 1003

Exit the program and restart the computer.
be solved, contact technical support.

Reinstall MX Component.

If the problem cannot

0x04074304

Error in Common Parameter Block No. 1008

Exit the program and restart the computer.
be solved, contact technical support.

Reinstall MX Component.

If the problem cannot

0x04074305

Error in Common Parameter Block No. 1100

Exit the program and restart the computer.
be solved, contact technical support.

Reinstall MX Component.

If the problem cannot

0x04074306

Error in Common Parameter Block No. 2001
The device intermediate code specified does
not exist.

Exit the program and restart the computer.
be solved, contact technical support.

Reinstall MX Component.

If the problem cannot

0x04074307

Error in Common Parameter Block No. 3000

Exit the program and restart the computer.
be solved, contact technical support.

Reinstall MX Component.

If the problem cannot

0x04074308

Error in Common Parameter Block No. 3002

Exit the program and restart the computer.
be solved, contact technical support.

Reinstall MX Component.

If the problem cannot

0x04074309

Error in Common Parameter Block No. 3004.
The settings for the annunciator display
mode is incorrect.

Exit the program and restart the computer.
be solved, contact technical support.

Reinstall MX Component.

If the problem cannot

0x0407430A

Errorin Common Parameter Block No. 4000.
1/0 Allotment Data is not created.

Exit the program and restart the computer.
be solved, contact technical support.

Reinstall MX Component.

If the problem cannot

0x0407430B

Errorin Common Parameter Block No. 5000.
The specified network is not supported.

Exit the program and restart the computer.
be solved, contact technical support.

Reinstall MX Component.

If the problem cannot

0x0407430C

Errorin Common Parameter Block No. 5001.
Valid unit No is not set while accessing other
exchange.

Exit the program and restart the computer.
be solved, contact technical support.

Reinstall MX Component.

If the problem cannot

0x0407430D

Error in Common Parameter Block No. 5002

Exit the program and restart the computer.
be solved, contact technical support.

Reinstall MX Component.

If the problem cannot

0x0407430E

Error in Common Parameter Block No. 5003

Exit the program and restart the computer.
be solved, contact technical support.

Reinstall MX Component.

If the problem cannot

0x0407430F

Error in Common Parameter Block No. 5NMO

Exit the program and restart the computer.
be solved, contact technical support.

Reinstall MX Component.

If the problem cannot

0x04074310

Error in Common Parameter Block No. 5NM1

Exit the program and restart the computer.
be solved, contact technical support.

Reinstall MX Component.

If the problem cannot

0x04074311

Error in Common Parameter Block No. 5NM2

Exit the program and restart the computer.
be solved, contact technical support.

Reinstall MX Component.

If the problem cannot

0x04074312

Error in Common Parameter Block No. 5NM3

Exit the program and restart the computer.
be solved, contact technical support.

Reinstall MX Component.

If the problem cannot

0x04074313

Error in Common Parameter Block No. 6000

Exit the program and restart the computer.
be solved, contact technical support.

Reinstall MX Component.

If the problem cannot

0x04074314

Errorin Common Parameter Block No. FF18.
Link parameter Capacity is not set.

Exit the program and restart the computer.
be solved, contact technical support.

Reinstall MX Component.

If the problem cannot

0x04074315

Errorin Common Parameter Block No. FF25.
Calculation circuit check is not set.

Exit the program and restart the computer.
be solved, contact technical support.

Reinstall MX Component.

If the problem cannot

0x04074316

Errorin Common Parameter Block No. FF30.
Sampling Trace Data is not created.

Exit the program and restart the computer.
be solved, contact technical support.

Reinstall MX Component.

If the problem cannot

0x04074317

Errorin Common Parameter Block No. FF31.
Status latch data is not created.

Exit the program and restart the computer.
be solved, contact technical support.

Reinstall MX Component.

If the problem cannot

0x04074318

Errorin Common Parameter Block No. FF42.
Timer processing points are not set.

Exit the program and restart the computer.
be solved, contact technical support.

Reinstall MX Component.

If the problem cannot

0x04074319

Errorin Common Parameter Block No. FF30.
Setting value device for specified extended
timer does not exist.

Exit the program and restart the computer.
be solved, contact technical support.

Reinstall MX Component.

If the problem cannot

0x0407431A

Error in Common Parameter Block No. FF44

Exit the program and restart the computer.
be solved, contact technical support.

Reinstall MX Component.

If the problem cannot

0x0407431B

Error in Common Parameter Block No. FF45

Exit the program and restart the computer.
be solved, contact technical support.

Reinstall MX Component.

If the problem cannot

0x0407431C

Errorin Common Parameter Block No. FF60.
Terminal Settings are not set.

Exit the program and restart the computer.
be solved, contact technical support.

Reinstall MX Component.

If the problem cannot

0x0407431D

Errorin Common Parameter Block No. FF70.
User Release area is not set.

Exit the program and restart the computer.
be solved, contact technical support.

Reinstall MX Component.

If the problem cannot

0x04074401

Error in Conversion of PLC Parameter Block

Exit the program and restart the computer.
be solved, contact technical support.

Reinstall MX Component.

If the problem cannot
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0x04074402 Error in PLC Parameter Block No.1001 Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x04074403 Error in PLC Parameter Block No.1003 Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x04074404 Error in PLC Parameter Block No.1008 Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x04074405 Error in PLC Parameter Block No.1100 Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x04074406 Error in PLC Parameter Block No.2001 Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x04074407 Error in PLC Parameter Block No.3000 Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x04074408 Error in PLC Parameter Block No.3002 Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x04074409 Error in PLC Parameter Block No.3004 Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x0407440A Error in PLC Parameter Block No.4000 Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x0407440B Error in PLC Parameter Block No.5000. The | Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
specified network type is not supported. be solved, contact technical support.
0x0407440C Error in PLC Parameter Block No.5001 Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x0407440D Error in PLC Parameter Block No.5002 Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x0407440E Error in PLC Parameter Block No.5003 Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x0407440F Error in PLC Parameter Block No. 5NMO. Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
The specified network type is not supported. | be solved, contact technical support.
0x04074410 Error in PLC Parameter Block No. 5NM1 Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x04074411 Error in PLC Parameter Block No. 5SNM2. Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
The specified network type is not supported. | be solved, contact technical support.
0x04074412 Error in PLC Parameter Block No. 5SNM3 Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x04074413 Error in PLC Parameter Block No. 6000 Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x04074414 Error in PLC Parameter Block No. FF18 Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x04074415 Error in PLC Parameter Block No. FF25 Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x04074416 Error in PLC Parameter Block No. FF30 Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x04074417 Error in PLC Parameter Block No. FF31 Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x04074418 Error in PLC Parameter Block No. FF42 Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x04074419 Error in PLC Parameter Block No. FF43 Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x0407441A Error in PLC Parameter Block No. FF44 Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x0407441B Error in PLC Parameter Block No. FF45 Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x0407441C Error in PLC Parameter Block No. FF60 Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x0407441D Error in PLC Parameter Block No. FF70 Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x04075001 Common Data Conversion Error. Failed while | Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
converting the device memory settings be solved, contact technical support.
portion.
0x04075002 Common Data Conversion Error. Failed while | Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
converting the device memory data portion. be solved, contact technical support.
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0x04075003 Common Data Conversion Error. Device Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
memory data portion did not exist. be solved, contact technical support.
0x04075101 PLC Data Conversion Error. Failed while Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
converting the settings portion of the device be solved, contact technical support.
memory.
0x04075102 PLC Data Conversion Error. Failed while Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
converting the data portion of the device be solved, contact technical support.
memory.
0x04076001 Common Data Conversion Error. Failed while | Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
converting the settings portion of the device be solved, contact technical support.
comments.
0x04076002 Common Data Conversion Error. Failed while | Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
converting the data portion of the device be solved, contact technical support.
comments.
0x04076101 PLC Data Conversion Error. Failed while Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
converting the settings portion of the device be solved, contact technical support.
comments.
0x04076102 PLC Data Conversion Error. Failed while Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
converting the settings portion of the device be solved, contact technical support.
comments.
0x04077001 Common Data Conversion Error. Failed Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
during the conversion of sampling trace be solved, contact technical support.
settings portion.
0x04077002 Common Data Conversion Error. Failed Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
during the conversion of sampling trace data | be solved, contact technical support.
portion.
0x04077101 PLC Data Conversion Error. Failed during Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
the conversion of sampling trace settings be solved, contact technical support.
portion.
0x04077102 PLC Data Conversion Error. Failed during Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
the conversion of sampling trace data be solved, contact technical support.
portion.
0x04078001 Common Data Conversion Error. Failed in Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
the conversion of the status latch settings be solved, contact technical support.
portion.
0x04078002 Common Data Conversion Error. Failed in Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
the conversion of the status latch data be solved, contact technical support.
portion.
0x04078101 PLC Data Conversion Error. Failed in the Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
conversion of the status latch settings be solved, contact technical support.
portion.
0x04078102 PLC Data Conversion Error. Failed in the Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
conversion of the status latch data portion. be solved, contact technical support.
0x04079101 Failure history PLC Data Conversion error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x0407A101 File List PLC Data Conversion Error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x0407B101 Error Information PLC Data Conversion Error | Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x0407C001 Error in Conversion of Indirect Address to Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
Device Name. The device name storage be solved, contact technical support.
area is not secured.
0x0407C002 Error in Conversion of Device Name to Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
Indirect Address. Indirect Address storage be solved, contact technical support.
area is not secured.
0x0407C003 Error in Conversion of Indirect Address to Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
Device Representation. The device be solved, contact technical support.
representation storage area is not secured.
0x0407C004 Error in Conversion of Device Exit the program and restart the computer. Reinstall MX Component. If the problem cannot

Representation to Indirect Address. Indirect
Address storage area is not secured.

be solved, contact technical support.
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0x0407C005 Error in Conversion of Indirect Address to Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
Device Character String. Device Character be solved, contact technical support.
String storage area is not secured.

0x0407C006 Error in Conversion of Device Character Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
String to Indirect Address. Indirect Address be solved, contact technical support.
storage area is not secured.

0x0407C007 Error in Conversion of Intermediate Code to | Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
Device Name. Device Name storage areais be solved, contact technical support.
not secured.

0x0407C008 Error in Conversion of Device Name to Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
Intermediate Code. Intermediate Code be solved, contact technical support.
storage area is not secured.

0x0407C009 Error in Conversion of Intermediate Code to | Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
Device representation. Device be solved, contact technical support.
Representation storage area is not secured.

0x0407C00A Error in Conversion of Device Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
Representation to Intermediate Code. be solved, contact technical support.
Intermediate Code storage area is not
secured.

0x0407C00B Error in Conversion of Intermediate Code to | Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
Indirect Address. Indirect Address storage be solved, contact technical support.
area is not secured.

0x0407C00C Error in Conversion of Indirect Address to Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
Intermediate Code. Intermediate Code be solved, contact technical support.
storage area is not secured.

0x0407C00D PLC Type Error The specified PLC type is Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
not supported. be solved, contact technical support.

0x0407CO0E Device Character String Error. The specified | Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
device is not supported. be solved, contact technical support.

0x0407CO0F Device Character String Error. The specified | Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
device character string, type is incorrect. be solved, contact technical support.

0x0407C010 Device Error. The specified device is not Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
supported by the specified PLC be solved, contact technical support.

0x0407C011 PLC Type Error. The specified PLC is not Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
supported. be solved, contact technical support.

0x0407C012 Device out of Range Error. For AnA system, Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
a device out of AnA system range was be solved, contact technical support.
specified.

0x0407D001 Common Data Conversion Error. Error in Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
Conversion of SFC trace condition settings be solved, contact technical support.
portion.

0x0407D002 Common Data Conversion Error. Error in Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
Conversion of SFC trace condition data be solved, contact technical support.
portion.

0x0407D101 PLC Data Conversion Error. Error in Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
Conversion of SFC trace condition settings be solved, contact technical support.
portion.

0x0407D102 PLC Data Conversion Error. Error in Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
Conversion of SFC trace condition data be solved, contact technical support.
portion.

0x04080001 Intermediate Code classification out of range | Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
error. The intermediate code classification be solved, contact technical support.
specified is out of range.

0x04080002 Extended specification Intermediate Code Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
classification out of range error. The be solved, contact technical support.
extended specification intermediate code
specified is out of range.

0x04080003 Device Points check absent error. The device | Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
does not check the device points. be solved, contact technical support.

0x04090001 GPP Project Error. The specified PLC type Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
and GPP project type are not matching. be solved, contact technical support.

0x04090002 File Type Error. The specified GPP project Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
type and file type are not matching. be solved, contact technical support.
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0x04090010 Insufficient GPP Data to be converted. There | Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
is no data to be converted. The data size be solved, contact technical support.
specified is incorrect.
0x04090011 Insufficient Storage Space for Converted Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
Data. The space for storing converted data is | be solved, contact technical support.
insufficient.
0x04090012 Error in GPP Data to be converted. The GPP | Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
data to be converted is incorrect. be solved, contact technical support.
0x04090110 Insufficient Data to be converted error. There | Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
is no data to be converted. The data size be solved, contact technical support.
specified is insufficient.
0x04090111 Insufficient Storage Space for Converted Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
Data error. The storage space for converted | be solved, contact technical support.
data is insufficient.
0x04090112 Error in data to be converted. The data to be | Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
converted is incorrect. be solved, contact technical support.
Ox04FFFFFF Other Errors Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x10000001 No Command error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x10000002 Start of communication DLL of MX Exit the program and restart the computer. Reinstall MX Component.
Component failed.
0x10000003 Open failed. (DiskDrive) Exit the program and restart the computer. Reinstall MX Component.
0x10000004 Duplex open error Exit the program and restart the computer.
0x10000005 File Access Error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x10000006 Incorrect Folder Name error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x10000007 File Access Denied error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x10000008 Disk Full Error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x10000009 File Delete Error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x1000000A Incorrect File Name error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x1000000C Execution failed since another application or | Execute again after some time. Perform programming according to the multithread rules of
thread is making a request. COM and ActiveX. Exit the program and restart the computer.
0x1000000D Folder Creation Error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x1000000E Folder/ File Type Error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x1000000F Offset Address Error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x10000010 Request Cancel. Cancel Process has Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
occurred. be solved, contact technical support.
0x10000011 Memory securing error Exit the program and restart the computer. Reinstall MX Component.
0x10000012 Open not yet executed Exit the program and restart the computer.
0x10000013 Attach Not Executed error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x10000014 Object Invalid error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x10000015 Request Cancel Failed error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x10000016 Failed in Reading Status error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0x10000017 The specified size (number of devices) is Check the number of points specified in the method. Exit the program and restart the
unauthorised. computer.
0x10000018 There is no registered device. Exit the program and restart the computer.
0x10000019 Dataset Not Executed Exit the program and restart the computer. Reinstall MX Component. If the problem cannot

be solved, contact technical support.
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Error code

Error Definition

Action

0x1000001A Read Not Executed error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.

0x1000001B Incorrect Create Flag error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.

0x1000001C Operation Over Access Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.

0x1000001D Redundant Device error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.

0x1000001E Registry search failed. Exit the program and restart the computer. Exit other programs and secure free memory
area. Reinstall MX Component.

0x1000001F File Type Error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.

0x10000020 Device Memory Type Error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.

0x10000021 Program Range Error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.

0x10000022 TEL Type Error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.

0x10000023 TEL Access Error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.

0x10000024 Cancel Flag Type Error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.

0x10000030 Multiple Device Registration Error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.

0x10000031 Device Not Registered error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.

0x10000032 Specified device error Review the specified device data. Exit the program and restart the computer. Exit other
programs and secure free memory area.

0x10000033 Specified device range error Review the specified device data. Exit the program and restart the computer. Exit other
programs and secure free memory area.

0x10000034 File Write Error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.

0x10000040 Server start failed. Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.

0x10000041 Server Stop Error. Failed while stopping the | Exit the program and restart the computer. Reinstall MX Component. If the problem cannot

server be solved, contact technical support.

0x10000042 Server Started Twice error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.

0x10000043 Server Not Started error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.

0x10000044 Resource Timeout Error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.

0x10000045 Server Type Error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.

0x10000046 Failed to Access Server error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.

0x10000047 Server Already Accessed error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.

0x10000048 Failed in Simulator Startup Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.

0x10000049 Failed in exiting Simulator Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.

0x1000004A Simulator Not Started error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.

0x1000004B Simulator Type Error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.

0x1000004C Simulator Not Supported error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.

0x1000004D Simulator Started Twice error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
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Error code Error Definition Action
0x1000004E Shared Memory Not Started error Exit the program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.
0xF0000001 No-license error. The license is not given to Using the license FD, give the license to the IBM-PC/AT compatible.
the IBM-PC/AT compatible.
0xF0000002 Set data read error. Reading of the set data Specify the correct logical station number. Set the logical station number on the
of the logical station number failed. communication settings utility.
0xF0000003 Already open error. The Open method was When changing the communication target CPU, execute the Open method after performing
executed in the open status. Close.
0xF0000004 Not yet open error. The Open method is not | After executing the Open method, execute the corresponding method.
yet executed.
0xF0000005 Initialisation error. Initialisation of the object Exit the program and restart the computer. Reinstall MX Component.
possessed internally in MX Component
failed.
0xF0000006 Memory securing error. Securing of MX Exit the program and restart the computer. Exit other programs and secure free memory
Component internal memory failed. area.
0xF0000007 Function non-support error. The method Can not use because the corresponding method is not supported.
does not support.
0xF 1000001 Character code conversion error. Character | Check the character string specified in the method. The ASCII character string acquired
code conversion (UNICODE ASCII code or from the PLC CPU is abnormal. Review the system, e.g. PLC CPU, module setting and
ASCII code UNICODE) failed. cable status. Exit the program and restart the computer. Retry the GetCpuType method.
0xF1000002 First I/O number error. The first I/ O number | Check the value of the first I/O number specified in the method. Using the GPP function,
specified is an unauthorised value. A check the PLC CPU parameters (/O assignment).
matching first I/O number does not exist.
0xF1000003 Buffer address error. The buffer address Check the value of the buffer address specified in the method.
specified is an unauthorised value. The
buffer address is outside the range.
0xF1000004 Buffer read size error. As a result of buffer Perform reopen processing. Review the system, e.g. PLC CPU, module setting and cable
read, the specified size could not be status. Retry. Exit the program.
acquired.
0xF1000005 Size error. The size specified in the read/ Check the size specified in the method.
write method is abnormal. The read/write first
number plus size exceeds the device or
buffer area.
0xF 1000006 Operation error. The operation specified for Check the operation specifying value specified in the method.
remote operation is an abnormal value.
0xF1000007 Clock data error. The clock data is abnormal. | Check the clock data specified in the method. Set the correct clock data to the clock data of
the PLC CPU.
0xF1000008 Monitored device registration count excess. Register the device points between 1 and 20 in the EntryDeviceStaus method.
The number of device points registered in the
EntryDeviceStatus method was 0 or less.
The number of device points registered in the
EntryDeviceStatus method was more than
20.
0xF1000009 Monitored device data registration error After making deregistration in the FreeDeviceStatus method, execute the EntryDeviceStatus
method again.
0xF1000010 Device status monitor processing failed to Start/end the device status monitor processing again in the EntryDeviceStatus method.
start. Device status monitor processing failed
to end.
0xF1000011 The VARIANT argument data type is wrong. | Reexamine the data type specified for the VARIANT argument.
» Check whether the array variable size is large enough.
» Check whether the data type specified in the corresponding method has been set.
0xF1000012 The device status monitoring time interval is | Specify the device status monitoring time between 1 and 3600.
a value outside the range 1 second to 1 hour
(1 to 3600).
0xF1000013 Already Connected error. Connect was Execute the Connect method after executing the Disconnect method.
executed again after it was executed for the
same object.
0xF1000014 Invalid Telephone Number error. Characters | Rectify the Telephone number and try to Connect again.

other than "0123456789-*#" that are allowed
for telephone numbers are included.
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Error Definition

Action

0xF1000015 Exclusive Control Failure error. There was In case if Connect/Disconnect method is being executed for any other object, execute the
failure in the exclusive control process while | failed method (Connect/ Disconnect) again after the completion of the Connect/ Disconnect
executing the Connect and Disconnect method of that object. If the Connect/Disconnect process is in progress only for the self
method. object, perform the following. Exit the program. Restart the computer. Reinstall MX
Component.
0xF1000016 While connecting to the telephone line error. | Try Connecting again after disconnecting the application that is using the telephone line.
The telephone line is connected to some
other application, other than the one using
MX Component.
0xF1000017 Telephone line not connected error. (When Connect method has failed) Execute Connect again after executing Disconnect
Telephone line is not connected. Connect method. (When method other than Connect has failed) Execute Disconnect method,
was executed and the telephone line was Execute Connect and connect to the telephone line. After connecting, execute the method
connected, but it got disconnected due to that failed once again.
some reason.
0xF1000018 No Telephone number error. The telephone In case of program settings type, set the telephone No. to the property ActDialNumber. (Set
No. is not set. The telephone No. or call back | the telephone No. to the properties ActDialNumber and ActCallbackNumber, if the
No. is not set, if the connection method is connection method is automatic (when specifying the call back No.), call back connection
Automatic (when specifying the call back (when specifying the telephone No.), or call back request (when specifying the number).) In
No.), call back connection (when specifying case of utility settings type, set the telephone No. using the wizard. (Set the telephone No.
the number), or call back Request (when and call back No. , if the connection method is automatic (when specifying the call back
specifying the number). No.), call back connection (when specifying the telephone No.), or call back request (when
specifying the number).)
0xF1000019 Not Closed error. Disconnect was executed Try Disconnect again after executing Close.
while in Open state.
0xF100001A Target telephone line connection mismatch If you want to connect to a different telephone number, Execute Disconnect with respect to
error. Connect was tried for a different the telephone line that is already connected and executes Connect after it gets
telephone number using the port which is disconnected. In case of connecting the telephone line with callback reception, use the
already connected to a telephone line. Connect of the connection method that is executed at the earliest in the same port as
(When the method of connection is a callback reception.
callback reception, it is considered that the
telephone number is different from methods
of connection in other than the callback
reception.)
0xF100001B Control Type Mismatch error. An object, Execute Disconnect for the object currently connected to the telephone line and execute
whose control type is different from that of Connect once again after the telephone line gets disconnected.
the object already connected to the
telephone line, tried to Connect.
0xF100001C Not Disconnected error. When Disconnect Execute Disconnect for all the Connected objects. Try Disconnect again for the object that
method is executed for the object connected | actually performed the telephone line connection.
to the telephone line, it is found that other
objects are in connected state.
0xF100001D Not Connected error. Open was executed Execute Open again after executing Connect. Or execute Disconnect again after executing
before Connect Or, Disconnect was Connect.
executed.
0xF100001E Fatal Error. Exit the program. Restart the computer. Reinstall MX Component. If the problem cannot be
solved, contact technical support.
0xF100001F Open time setting error. There is some Check the telephone number and the port number. Check the Connect way.
difference in telephone number and the port
number settings used during Connect and
Open. There is some error in Connect way.
0xF2000002 There is an error response from the target Check the value of the properties set in case of program settings type and check the
telephone. Normally caused by a contents of the detailed settings that were set using the wizard in case of utility settings type.
communication error.
0xF2000003 Invalid data was received. Causes can Retry. Check the communication device used at the other end.
include an incorrect data packet received
due to noise, or communicating with a device
other than A(Q)6TEL/C24.
0xF2000004 There is no response from the modem. Check the status of the modem. Check the telephone number. If the problem persists even
Causes can include abnormality in the after checking the above points, change the value of the properties set (Properties such as
modem, or the wrong telephone number. ActConnectionCDWaitTime etc. , which set the timings) in case of program settings type and
change the contents of the detailed settings that were set using the wizard in case of utility
settings type.
0xF2000005 There are chances that the line is not Check the line.
disconnected.
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Error code Error Definition Action
0xF2000006 The PC modem did not receive the AT Check the contents of the AT command. Check the status of the modem.
command. Causes can include specifying an
invalid AT command, or an abnormality in the
modem.
0xF2000007 Modem did not respond properly to the Check the modem. Confirm whether the value of the time-out is too small. ( 5000ms or more
standard escape command. is recommended. )
0xF2000009 Modem does not respond properly to the line | Check the modem.
Disconnect command.
0xF200000A Target did not receive the signal. The Check the Receive settings of the modem at the other end. Check if the other end is busy.
Receive settings of the modem at the other Check the telephone number.
end may be incorrect, the other end may be
busy or the telephone number may be
incorrect.
0xF200000B Timeout reached for the call back receive Increase the call back receive waiting time ActCallbackReceptionWaitingTimeOut and
waiting time. execute connect again.
0xF200000C Password of A6TEL, Q6TEL, QJ71C24 units | Set the password to ActPassword property and execute the failed method again.
could not be resolved.
0xF2010001 The callback line disconnect wait time is Check whether the callback line disconnect wait time is with in 0 — 180 Seconds. Check
other than 0 -180 Seconds. The callback whether the callback execution delay time is with in 0 - 1800 Seconds. Check whether the
execution delay time is other than 0 -1800 telephone number is less than or equal to 62 characters. Exitthe program and restart the
Seconds. The telephone number is more computer. Reinstall MX Component. If the problem cannot be solved, contact technical
than 62 characters. support.
0xF2010002 QJ71C24 did not receive the specified Check whether the settings of QJ71C24 and the MX Component are matching.
connection method. Causes can include an
incorrect Connection method or an incorrect
telephone number for Call back.
0xF2010003 QJ71C24 does not permit the automatic Check the settings of QJ71C24.
connection (during fixed Call back or when
the number is specified.)
0xF2100005 There are chances that the line is not If there is no problem with the modem or the telephone line, change the value of the
disconnected. properties set (Properties like ActConnectionCDWaitTime etc. , which set the timings) in
case of program settings type and change the contents of the detailed settings that were set
using the wizard in case of utility settings type.
0xF2100008 There was no response from the modem for | Change the value of the properties set (Properties such as ActConnectionCDWaitTime etc. ,
the data sent from the PC. which set the timings) in case of program settings type and change the contents of the
detailed settings that were set using the wizard in case of utility settings type.
0xF2100006 Modem did not receive the startup command | Change the settings of the property ActATCommand. In case of program settings type and
AT. change the command AT that were set using the wizard in case of utility settings type.
0xF2100007 The PC modem does not respond to the If there is no problem with the modem or the telephone line, change the value of the
Escape command. properties set (Properties like ActConnectionCDWaitTime etc., which set the timings) in
case of program settings type and change the contents of the detailed settings that were set
using the wizard in case of utility settings type.
0xF21000** There is no response from the modem. Check the status of the modem. Check the telephone number. If the problem persists even
Causes can be the following. Abnormality in | after checking the above points, change the value of the properties set (Properties such as
the modem. Wrong telephone number. ActConnectionCDWaitTime etc., which set the timings) in case of program settings type and
change the contents of the detailed settings that were set using the wizard in case of utility
settings type.
0xF21001** There is no response from A(Q) 6TEL/C24. Re-examine the settings of A(Q)6TEL/C24. Confirm whether the modem exists. If the
Causes can be the following. Setting mistake | problem persists even after checking the above points, change the value of the properties
w.r.t. A(Q)6TEL/C24 A(Q)6TEL/C24 got set (Properties such as ActConnectionCDWaitTime etc., which set the timings) in case of
connected to a non-existent modem. program settings type and change the contents of the detailed settings that were set using
the wizard in case of utility settings type.
0xF202**** There was a communication failure. Check whether the cable is broken. Check whether the specified port is not supported.

Following causes can be considered
depending on the status. Communication
time over (Break in cable, the specified port
not supported, a mistake in specifying the
COM port) Modem's power is switched OFF.

Check whether correct COM port is set. Check if the modem power is switched OFF. For
detailed troubleshooting, please refer to the details of the Error Code got after replacing the
first four digits with "0x0180". e.g. In case of "0xF202480B", please refer to the code
"0x0180480B".
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CPU, module and network board errors

In addition to the error codes in the previous sections, there are additional error codes relating to specific hardware modules.
These error codes are separated into two parts; the upper two bytes of the error number give the module where the error was

reported, and the lower two bytes give the error number within that module. These error numbers can then be found in the
manual of the device that reported the error.

Error Code

Module which reported the error

0x01010000 to 0x0101FFFF

QCPU (A mode), ACPU, motion controller CPU [see also Server error codes]

0x01020000 to 0x0102FFFF QnACPU

0x01030000 to 0x0103FFFF C24

0x01040000 to 0x0104FFFF QC24(N)

0x01050000 to 0x0105FFFF E71

0x01060000 to 0x0106FFFF QE71

0x01070000 to 0x0107FFFF MELSECNET/H, MELSECNET/10, CC-Link or CPU board
0x01090000 to 0x0109FFFF FXCPU

0x010A0000 to 0x010AFFFF

QCPU (Q mode)

0x010B0000 to 0x010BFFFF

Q series-compatible C24

0x010C0000 to 0x010CFFFF

Q series-compatible E71

0x010D0000 to 0x010DFFFF

PC CPU module

0x010F0000 to 0x010FFFFF

GOT

Note: The module number calculated from the above table may be incorrect if the device settings were incorrect, for example
if the wrong CPU type is specified in the settings, the number for that (incorrect) CPU type may appear in the error number.
Another possible exception with these error codes is if the AJ71E71 or AJ71QE71 communication module is used. If the two
lower bytes of the error number do not appear in the E71 or QE71 manual, this may mean that DIP switch SW2 on the front of
the E71 or QE71 module is not correctly set. This switch controls whether the packet data is transmitted in ASCII or binary
format, and when the wrong format is used it may not be possible to return an accurate error number.

When the driver is used to access another station (e.g. MELSECNET/H, ELSETNET/10, CC-Link, Ethernet etc.), it is also
possible that the error code was returned by another module elsewhere in the network, which encountered an error while
trying to relay the data. If it is not possible to find the two lower bytes of the error number in the expected manual, it may be
that the error code can be found in the manual of another CPU, relayed network module or network board that is between the
driver and the target device.
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Appendix 2 DCOM Configuration

This appendix will explain the changes that need to be made to the configuration on the client and server PCs to use DCOM.

The server PC and the client PC must both be configured correctly, so that the connection works in both directions.

Introduction

When connecting to the MX OPC server from a client application (such as a SCADA package or a Visual Basic program), it is

not normally necessary to use DCOM. Typically the server and client components will be on the same computer anyway, or
there will be a better way to pass the data from the OPC server across the network, such as using an Ethernet connection to
the PLC, or passing the data between computers using a SCADA package's own built-in networking. However, there are
some situations where DCOM is a suitable way to pass data from the OPC server between PCs, such as reading data from a
Visual Basic program on another computer when there is only a single serial link connection available to the PLC.

Security considerations

Configuring DCOM almost always involves a compromise in the level of security on the client and server PCs, as security

settings have to be 'opened up' to allow DCOM to communicate between the PCs in both directions — with the callback
mechanisms, the OPC server also behaves as a client, and the OPC client also behaves as a server.

DCOM is not recommended for use to connect two computers over an internet connection; XML-DA is more suitable for this
and does not have the same incompatibilities that DCOM has with the network address translation (NAT) used in most
internet firewalls and routers.

Before setting up DCOM in a corporate environment, you will need to discuss the changes to the security configuration with
your network administrator or IT department, to make sure that the settings are consistent with your company's security policy.
If the OPC server and client PCs are both on the same network and isolated from other PCs and the internet, you may be able
to use a simpler security configuration than if the PCs are connected across a corporate network.

Compatibility
Some of the changes that need to be made to the DCOM configuration will affect all applications using DCOM on the
computer, not just the MX OPC server.

It is recommended that you make a note of the original settings before making changes, so that if another application using
DCOM (such as another OPC server) stops working, the original settings can be restored.
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Before you begin

Before you start to make changes to the DCOM configuration, please ensure that:
» The client and server PCs are up to date with service packs and security fixes. There are some known problems with
DCOM that are fixed by service packs, and applying the latest security fixes will reduce the risks introduced when the

security configuration is changed.
* You are logged on to the PC(s) using a local administrator account
» There is a working TCP/IP network connection between the client and server PCs. One way to test this is by using the 'ping’

command:

Operating procedure

1. Open a command prompt as follows:
Windows 10, Windows 8, Windows 7 or Windows Server 2008 R2
Click the Windows icon or start button, then enter 'cmd' in the search box and press enter.

[emd| «| [ Shutdown |+

2. In the command window that appears, enter 'ping <otherpc>', where <otherpc> is the name of the other computer e.g.
'ping SCADAserver'. A computer's network name can normally be found by rightclicking on "My computer', selecting
'properties' then clicking on the 'Computer name' tab. If in doubt, ask your network administrator for assistance.

3. After pressing return, you should normally see a message such as 'Pinging <address> with 32 bytes of data' (where
<address> is the IP address such of the other PC, for example 192.168.200.100) followed by four response messages
from the other computer. If no address is shown, there may be a problem in finding the other computer by name — ask
your network administrator to check the PCs settings. If the address is found but there are no responses, this may mean
that the connection is not working, or it can sometimes indicate that a third-party firewall on one of the computers is
preventing the ping request from being sent or the ping response from being received.
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User accounts

For the highest level of security, it is safest to assign DCOM access rights to specific user accounts instead of assigning full

access rights to all users.

The best way to set up security depends on your network configuration and the client software you will be using, but some
typical ways in which the account security can be configured are:

Creating a new account for the OPC server connection — a single account is created and always used for the OPC
connection. This is useful in situations where the OPC server is always used unattended or used by a client application that
runs as a service on another computer. The MX OPC server service can be configured to run 'as' the new user.

Adding access rights for each remote user individually.

Creating a group for OPC users — this is useful when many different named users need access to the server, and has the
advantage that when another user needs to be given access, they can be simply added to the group without having to go
through all of the configuration steps again.

Allowing all users to access the server, by adding permissions for the group 'Everyone'. This is only advisable if you are using
a separate, isolated network and if there have been problems connecting to the OPC server with the other options.

There are some other built-in accounts that may need to be given access rights depending on your application:

SYSTEM — most system services run under this account by default, unless they have been manually configured to run under
a specific user account. If a system service is acting as an OPC client, you may need to give access rights to the 'SYSTEM'
user.

INTERACTIVE - this account represents the currently logged-on user. Some applications may operate in a way that requires
access rights to be assigned to this account.

ANONYMOUS LOGON - this represents a connected user whose details are not available, which may be a result of
connecting with authentication set to 'None' (described later).

Distributed COM users - this security group may be available on later operating systems to simplify assigning DCOM rights to
users.

EDomain issues
Depending on whether the client and server PCs are members of a domain, you may need to make some additional

configuration changes.

Domain status Notes

Client and server PCs are in the same Domain When adding a new account or group for the OPC server connection, it can be added to the
domain and will then be available on both PCs.

Client and server PCs are in different Domains Each domain must be configured to trust user accounts from the other domain. You will need
to contact the administrator of each domain to confirm that this change is permitted by your
corporate security policy.

Neither of the computers is in a domain Whether adding a new account for the OPC server connection, or assigning access rights to
named users, there must always be an account with the same username and password set
up in both PCs independently. If the account details do not match, the connection will not
work, so if you change the password on one of the PCs, it must be changed on the other PC
as well.

Only one of the PCs is in a domain For this configuration to work, it may be necessary to configure DCOM on the server to allow
all users full access rights. In general, this configuration should be avoided.

It is also recommended that the same operating system (e.g. Windows 7 or later) is used on both computers.
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Configuring DCOM on Windows 7 or later

This section contains instructions specific to Windows 7 and Windows Server 2008 R2. The configuration for these operating
systems is very similar, although there may be slight differences in the appearance of the dialogs.

Most of the changes in this section must be made on both the server PC and the client PC, so that the connection works in
both directions.

Configuring the Windows firewall

If you are using the Windows firewall, you will need to configure it to allow DCOM network traffic to pass through. If you are
using a third party software firewall, please refer to the manual to find out how to make the equivalent configuration changes.
If DCOM does not work when your third-party firewall is enabled, but works when it is switched off, the problem is likely to be
with the firewall configuration.

To edit the windows firewall settings, click on the Windows icon (or start button), and enter 'wf.msc' in the search box before
pressing enter.

wa.m;cl *® | |Shut down | 3 |
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+ ™ Monkoring 48 BpotPoicy.
Dendew - Rasborn Dieaut Policy
Dramain Profils Diagnoe | Repain
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5 nbound connecions thal da not maich 3 e are blocked. T
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& Windowa Fresesl mon

(5 wbound cenrontons that da it mzieh 3k 29 Blscked.
@ Cutound cannectionsthat de it metch @ nuke e dlloved
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Advanced firewall settings
Click on 'Inbound Rules' and find 'Windows Management Instrumentation (DCOM-In)'. If the 'enabled’ column for the rule does
not already show 'Yes', right click on the rule and select 'Enable rule' for the menu. The rule may appear more than once for
different profiles, so it will need to be enabled in any profile where it will be used.
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@ vindous Managemint Irctumantation (AL} windows Management Inctr_ Domain cut 3
@ Vindows Managerment Instumentstion (4/K1-In) Windorwrs Manegement Instr..  Privake. Public Copy 7
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Enabling DCOM inbound rule

Every program that will use DCOM must now be added to the exceptions list. These programs include:
» The OPC server itself (on the server PC)
* The 'OPCenum' service (on the server PC)
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 Each client application (on the client PC where it will run)
The example below will show how to add the 'OPCenum' service. Start by right clicking on 'Inbound Rules' and then selecting

'New Rule...".
& Windows Firewall with Advance
nbound Rulest
E Outbourd Rul i \
£ Connection 3¢ Filter by Profile v »
& B Monitoring i
Filter by State Y |Content Retrieval (i
Filter by Group ¥ |Hosted Cache
vi R Peer Discovy
¥y etwark Proje
Fefresh Netwa
Export List.. N
Nl
Help !_u,@_
W Connect oy
Pl
.Con
e

-,
I
G PR,

New inbound rule

When the 'New Inbound Rule Wizard' appears, select 'Program' (as shown below) before clicking 'Next'.

S5

@ MNew Inbound Rule Wizard

Rule Type
Selact the type of frewall ule to create.

Stegs:

& Fue Type What typa of nule would you ke to cragte?

& Progrem

@ Aciion @ Program

@ Prafle FRulz that conirslz connections for o pregram.
@ Name ) Po

Rule that controle correctians for a TCF or UDF part.
) Predefined:
BranchCache - Content Retricwal (Usca HTTP)
Rule thet comirole connectane for 3 Windowe expenence.
O Custom
Custom rule.

Leam mere about rule typee

< Back Ned > Cancel

New inbound rule wizard - rule type
On the next page, select 'This program path' and either enter the path to the program to add, or use the 'Browse' button to

search for it. The example picture below shows the usual path to OpcEnum.exe. Depending on your operating system,
OpcEnum.exe could also be at '%SystemRo0ot%\SysWOW64\OpcEnum.exe' (expanded to
'C:\Windows\SysWOW64\OpcEnum.exe').
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r
i New Inbound Rule Wizard

1 Program
Epecity tha ful program path and ewscutshls nama of the program that thia uls matchiss.

Sleps:

@ Fule Type Doesthiz ruls apply fo 2ll programs or o specilic progam?

@ Progam

@ Action ) All programs

P Rule soplies o all connections on the compuier that match otber e properdies.
@ hame

'@ Thiz progrom path:
“4Syctern oot 2\ Syetom 32\ Ope Enum aes

Example: ¢ path'orogram.exs
%Pmogram Files T biowserbiowser sos

Lean more shaut specfiing crograms

[ <Bock |[ Mews |[ Concel

Select program path
Click 'Next' to show the 'Action’ page. Select 'Allow the connection' (or alternatively if you have configured IPsec, select 'Allow

the connection if it is secure').

@ New Inbound Rule Wizard

| Action
Specify the action to be taken when a connection matches the condtions epecified in the uls.

Stepa:
@ Rde Type What zetion ehould be takesn when = connecton matchee the epecfiad condbone 7
& Prog=m
i @ Mlow the connection
R This incisdes carnections that are protected with IPssc a5 well as those & nol.
@ Profile
i ) Allow the connection if it is secure
. = This inchudes orby connecliona that have bean autherticated by weing IPesc. Canneclions
wil be secured using the seffings in |Pses popertiss and nes in the Commection Security
Rulz node.

Cuslomize. |

() Block the conneclion

[ <Bask J[ Mewr ][ Cancel

Select action
Click 'Next' to show the 'Profiles’ page. Make sure there is a check mark next to all the profiles that should use this rule.
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@ New Inbound Rule Wizard

Profie

Shems:

@ Rde Type
@ Progr=m
W Action
@ Prafile
& Name

Spacify the profilas forwhich this nie spples.

When doee this ruke apoly ™

Domain
Apples when a compuieris connected to &s comorate domain.

|¥] Private

Apples when 3 compuier iz connacted to a prvats network location.

Public
HApples when 2 computeris connected to a public metwork location.

Leam more abou les

[ <Bask J[ Ness ]|

Coneel |

—— - ——

Select profiles

Click 'Next' to show the screen below, where a name and description can be entered for the new rule.

@ NMew Inbound Rule Wizard

=T=)

Name

Steps:

@ FRue Type
& Progrem
W Agiion

@ Prafile

@ Mame

Spacify the name and descrption of the nle.

Hame:
OpcEnum

Diazcripeion joptonal):

OPC senver enumerstion

T

cancel |

|
|

Enter description

When you click 'Finish’, the new rule will appear in the incoming rules list.

Repeat the above steps to add the OPC server itself (normally located in 'C:\Program Files (x86)\MELSOFT\MX OPC
Server\MXOPC.exe', but it will depend on the path selected during installation).

On the client PC, it may be necessary to perform this step for each client application.

When all applications that will use DCOM have been added, select 'File' = 'Exit' to close the firewall settings screen.
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Configuring DCOM security

Click on the Windows icon or 'Start' button, then in the search box type 'dcomcnfg' and press enter.

| dcomcm‘gl s | | Shut down | 3 |

In the first window that appears (see example below), click on the 'Component services' and 'Computers' items in the left hand
pane to expand them, so that 'My Computer' is shown.

& File Action View Window Help =

=3 rEXDE =R DIE=EE

2 Console Root i e
A RpEampers T faset 1 Cam- Applications My Computer -
4 [ Computers =i O COmPIer
= o 3 Miora Actianc >
1#5 ty Computer| 0 Runnieg Processes
» [ Event Viewer (Local) - :

R 7 Distributed Transaction Coordinater
© 0 Gerdces (Lozal)

Right click on 'My computer' and select 'Properties' from the pop-up menu. In the next window, click on the 'Default properties'
tab and a window similar to the one below will be shown:

| Defaull Frolocols | COM Scauriy | MSDTIC |

| Generl [ Ootions | Defautt Properties

Erable Distrouted COM onthis computer
[7] Enable COM Imemet Sevices on this computer
Defaut Distributed COM Commurication Properties
The Authentication Level specfies security at the packet level.

Default Authentication Level:
(ceomnect z

The impersonation level specifies whether applications can determine
who ig callingthem, and whether the application can do operations
uzing the cient’s icentity.

Default Impersoration Lewel:

(tdentity =

Sacurty for refarerce tracking can be provided f autnentization iz used
andthat the defaut imparsonation level ia not anomymeous.

[E] Provide additional security for refarence tracking

Leam mere about seiting these propetics.

[ ok [ comeel ][ opy

Make sure that 'Enable distributed COM on this computer' is checked.

The 'Default authentication level' should normally be set to 'Connect’, which checks the user's details once when a connection
is first made. If there are problems with the connection, the minimal security option 'None' can be used (Note: this requires
that the '"Anonymous login' user is given access rights, as described later).

The 'Default impersonation level' should normally be set to 'ldentify'. If you are having problems connecting, this can be
changed to 'Impersonate’.

Switch to the 'Default protocols' tab. In this dialog (see example picture below), make sure that the 'Connection oriented TCP/
IP' protocol appears at the top of the list. If there are any other protocols in the list which you are not using, remove them.
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| [ Geewl | pters | Dol Properies |

Defaut Frotocols | COM Securiy | MSDTC |

DCOM Protocaols

Cannaction-onentad TCPAP

[ Add H Remave ] | Move L | | Move )cwnl [ PI’ODM]

Descrption

The szt of network prolocols availzble to DCOM on this machine. The
ardenng of the proatocols reflects the pronty in which they wil be used,
with the top protocol having first priomy.

Lezm more about seting these propeties.

[ ok ][ Canesl ]i Aoty |

Click on the 'COM security' tab to show the dialog below:

i Generl | Optiors I Defaush Properi |
| Default Protocols COM Securty MSDTC
Access Pemissions

“You may edit who i allowed default access to appications. You may
also set Imis on applcations that detemine thelr own pamissians.

Cadion: Modifying accezs permissions can affect the ahbility

1 A of applicaiione to etart, cormect, function and.far un
| securely,
f Edtbmts.. | [ EdiDefai. |

Launch and Activation Pemissions
You may edit who is allowed by defauli ta launch applications ar
activate objeds. You may also set linits on applications that
determine ther cwn penmissions.

Caution: Modifying launch and activation permissions can
A affect the ahility of applications to start, connect, funclion
and/orrun escurely.

Edelmts.. | | EditDefeuk.. |

Leam mare shout setting these propeties.

(i (i [~ ]

The 'Limits' on this page will override the COM security settings for individual components, and if the settings are too
restrictive DCOM will not be able to access an OPC server remotely.
In the 'Access permissions' section, click 'Edit limits' to display the window below.
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-
Access Permissicn S—— lilg

— e —

Secuity Lmts

Group or user names;

‘%{i Peromance Log Users (WIN-VCDVEANDOT Performance..
'53‘ Digtributed COM Ugere (WIN-VCDVEANDD T\ Digtrbuted C...
’:’;?‘..F\ND NTMOUS LOGON

Add... ] Femore J
Permissions far Everyone Alow Demy
Local Access 7] E
Remote Access &l =

Leem about access control and pemssons

[ ok ][ cancet |

If 'ANONYMOUS LOGON' does not already appear in the list, add it — this is required to allow enumeration of OPC servers by
remote PCs, and for applications where minimal security is being used due to other connection issues. If you do not need to
fetch a list of available OPC servers from other PCs, you may be able to increase the server's security by leaving remote
access for '"Anonymous logon' switched off.

In the example above, DCOM can be used by all users (the 'Everyone' group). Alternatively, if you are enabling DCOM for
specific users or a group of users, the accounts can be added to this list individually.

Any user accounts in this list that need to use DCOM must have the 'Allow' checkbox set for both 'Local access' and 'Remote
access'.

Click 'OK' to save the changes, then on the 'COM security' screen click the 'Edit limits' button in the 'Launch and Activation
Permissions' section to show the window below:

5
Launch and Activation Permission . lilﬂ

Security Limta

GI'U.IP Qr user names.

g‘, Everyon=

QJMmInlsﬁaﬁm (VINIVCDVEANDIO T Administrators)

B2, Pefomance Log Users (WINAVCDVEANDOT Pefarmancs.
Q‘, Disiributed COM Users (WIN-VCDVEANDD T Distribuled C...

Add ] Femore ]
Femizsions for Everyone Alaw Deny
Local Launch ¥ [
Remcte Launch = [}
Local Activation ™ [
Remcte Activation z‘ ]

Leam about aceess control and permssons

[ ok ][ camesl |

Ensure that all the 'Allow' checkboxes are set for each user or group that will access the server remotely. In the above picture,
the 'Everyone' group has been enabled, but for a more secure configuration, you can add only the user(s) or group(s) that will
actually use DCOM.

Click 'OK' to return to the 'COM security' window. The 'Edit defaults' settings for 'Access permissions' and 'Launch
permissions' on this page are used to set the default permissions for COM applications. An application can either use the
default settings, or can set customized security permissions (described later). These dialogs have the same format as the
'Edit limits' screens above.

In the 'Edit defaults’ setting for 'Access permissions', add the users or groups that will need OPC access, and ensure that the
'Allow' box is checked for both local and remote access. For a minimal security configuration, the 'Everyone' user can be given
these rights.
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Repeat this step for the 'Edit defaults' setting for 'Launch and activation permissions', ensuring that all of the 'allow' check
boxes are set.

When you have finished, click 'OK' to return to the 'Component Services' dialog. You may see a warning message like the one
below, in which case answer 'Yes'.

2 ) T —
DCOM Machine wide settings g

o ¥Youare about to modify machine wide DCOM settings, this will effect
?’_iﬁ all the applications on the machine, some applications may notwork
correctly as & result Update DCOM settings?

[ ves || no |

For the server PC configuration (only), you will need to configure the security on the MX OPC server, MX Runtime and OPC
enumeration services. To do this, double-click on the 'DCOM config' entry, and find 'MXOPC', 'MXRuntime' and 'OpcEnum' in
the list, as shown in the picture below. Depending on your operating system and installation, these items may not be visible in
the window at the same time, and there may also be an 'OPC Enum x64 CategoryManager' item.

=i0ix
k. Fle Acton View  Wrdow  Hep T
| nm X0 dHeEE RaEES
W CodcR -
[E] ¥, Companent Services i i
- 'tn:u:'sw ﬂ’ a— a— i Piore Actians 3
E i Mol MSTTS Declbj  MECPS and HAP Agent  MepBevet=d  HOLUA
(] [ COPM+ Appicotons | Cleee Srs...  MNDPC Service  COM das
@ ' [DEOM Config
[ [ Rurning Processes.
| W W W @ W @
[#1 [{3] Everit Vimwer (Local) NOFAF] retman natprofm  Metwarkand OPCEnum¥E4  Cpeenum
[¥1 1, Services (Locs) Sharing Cen... Categonya...
. y -
= ; sillst . = - = B - _>,_1
I I

This step will need to be repeated for each item in turn — 'MXOPC' will be used for this example. Right click on the 'MXOPC'
icon and select 'properties'. The window below should appear; confirm that the authentication level setting is 'Default’.

Genaral ||_ucuﬁunlscu_m|Endpohts Ilcbrtﬂ‘_‘r|

(General properties of this DCOM application

Bpolicaiion Name:  MXOPC and MXOPC
Application 1D: {IF2B34A3 FD54-45e6-350F-E521 17E285DE}

Application Type: Local Sever

d Buthentication Level: | Default =

Locd Path: |

Leam more about setting these properties.

) (emei) [ o

Switch to the 'Location' tab as shown below. Confirm that the 'Run application on this computer' check box is selected.
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| | General | Location | Secuity | Endpoits [ Iderity |

The following esttings allow DCOM to locate the comect computar for this
application. i you make mors then one selection, then DCOM uses the first
=pplicable on=. Clisrt zpplications may overide your seledtions.

|1 Run application cn the computer where the data is located.

I Run application on this computer.
[7] Run application on the following compter: '
I | | | Browse.. | \

Leam more about setting these propeties.

[ ok J[ camed || opy

Now switch to the 'Security tab'.

| | General | Location | $ecutty | Endpoits [ Iderity |

Lzunch and Activation Pemizeiors

@ Use Default

(%) Customize (="
Access Pemissions

@ Use Default '

| © Custemize e ) .

Corfiguration Pemigeione

() Use Default

@) Customize

Leam more about setting these propeties.

ok J[ Coamedd ][ epy |

The 'Launch and activation permissions' and 'Access permissions' can both be left as 'Default' to use the default security
settings configured earlier. Alternatively, they can be customized to allow more control over the users that can start and use
each server. To do this, select 'customise’ for each option and select 'Edit'.

A sample 'Launch and activation permissions' edit window is shown below, in which a named user 'OPClink' has been added.
As with the 'edit defaults' settings, all four "allow' check boxes must be set for users requiring access through DCOM.
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F- - - = Bl
Launch and Activation Permission |8 i)

Security

Group of user Names:
9_. Everyore
8 SYSTEM
E&hdminizha‘lm (AVIN-VCDVEANIO T Administrat ors)
8% INTERACTIVE
& OPClink (WIN-NCDVEANGO T PClink)

Pemizzinnz for OPCink Hlow Damy
Local Launch &1 [
Remcte Launch
Local Activation ]
Remcte Activation =]
W Leam about access control and pemmissons
[ ok ][ Comeel |

I8

Security

GI'\OLID or User names.
Q_. Everyore
& OPCiinic (WIN-VCDVEANDO TVO PClink)
B SELF
8 5YSTEM
2, Administrators (WIN-VCOVEANDBOT Administrators)

Pemiszinnz far OPCink Dermy
Local Access (]
Remcte Access (&

Leam about aceess control and pemissons

o) o)

L e _——a— _—=

The 'Access permissions' configuration screen is shown below, with a named user 'OPCIlink' added.

- =
Access Permission L o M

After changing the settings on the security tab (if required), select the 'ldentity’ tab. In the sample screen below, the server has

been configured to run as a named user.
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| General ILocntiun I Securdty I Endpoi'lt:| Idartity |

Which user account do vou want to use to run this application?

() The interactive user.

) The launching ussr.

The syetem account (gervices anly).

Leam mere about setting ihese propeties.

I @ Ths user.

Lzer: OPClirk Browea...
I Password: SRR AR ERRRNY

Corfirm pasaword: SEEBASREBIERIRNS

ok J[ camea [

Aeply

J

The options on this screen are:

» The interactive user — the user who is currently logged on to the machine. This can cause problems with DCOM, as there is

no guarantee of which user (if any) will be logged on when the server is accessed from another computer.

» The launching user — the user who accessed the server, causing it to be started.

* Anamed user — the server runs as a specified user, whose name and password are provided. This option allows the server

to be configured independently of the user that started the server and the user that is logged on, and works well for

unattended computers.

» The system account, when the server is configured to run as a service.

Press 'OK' to return to the 'Component settings' page, which can then be closed.
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Configuring services to use a specific user account

When the OPC server is installed as a service, it can be useful to configure it to run using a specific user account. The 'OPC
enumeration' EXE is also installed as a service. In this section, the 'OPC enumeration' EXE will be used as an example, but
the same method applies when the OPC server settings are changed.

To open the 'services' page, click on the Windows icon (or 'Start' button) then type 'Services.msc' in the search box before
pressing enter.

|service:rnsd % | | Shut down | ¥ |

If the warning below appears, select 'Continue’ or 'Yes'.

Uscr Account Control E il

If you started thiz action, continue.

z Mcrosoft Management Cansole
Mcrosoft Windows

| Detais contince_|

Iser Account Control helps ston unautherized changes to your computer,

Find the service to be changed in the list. The sample screen below shows the OPC enumeration service. You may also need
to change the settings for the 'MELSOFT MX OPC Server DA' service.

File  Action \" Help
@2 |[[{ o HE e w0

75 Services [Local)

Select an item to view its description, | Name Drescription Skatus Startup Ty *
&k OHffirve Files The Cffline...  Started Aukomatic
& OpcEnum Manual
4 Parental Contrals This service ... Manual =
[l L | *
Extended J Standard [
-—

Right click on the service name and select 'Properties'. The service configuration screen (below) will be shown.

MELSOFT M OPC Server DA Properties {(Local Computer) E

General | Log On I Recovery I Dependencies|

Service name: MELSOFT M OPC Server DA
Dizplay name: MELSOFT b OPC Server DA

Description: ‘ s

Path to executable:
"C:A\Program Files [«B6WMELSOFT WM OPC Serverh<0PC exe"

Startup tppe: [Automatic -

Help me confiqure service startup options.

Service status:  Started

Start | [ Stop ] [ Fause ] | Fiesume

Y'ou can specify the start parameters that apply when vou start the service
fram here.

Start parameters: | |

l Ok I[ Cancel ][ Apply ]

Switch to the 'Log On' tab, select 'This account' and enter the username and password of the user to run as.
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Log on as:

@ Local System account
[ Aliow service to interact wilh desidop

() This accournt: | Browse .,

Password: |

Confim pazswand |

belp me configure user accourt log on options.

ok [ camesl ]| somy |

Now select 'OK' and close the services window.
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Appendix 3 Using XML-DA

The XML-DA web service wrapper for OPC servers provides an interface to OPC servers using modern web technologies

such as SOAP and XML. These technologies make it easier to access OPC data on other operating systems which have
limited support for Windows or COM. The implementation as a 'wrapper' means that existing OPC servers can be enabled for
web service access without any modifications to the software.

When connecting to the MX OPC server from a client application (such as a SCADA package or a Visual Basic program), it is
not normally necessary to use XML-DA. Often the server and client components will be on the same computer anyway, or
there will be a better way to pass the data from the OPC server across the network, such as using an Ethernet connection to
the PLC, or passing the data between computers using a SCADA package's own built-in networking. However, there are
some situations where XML-DA (like DCOM) is a suitable way to pass data from the OPC server between PCs, such as
reading data from a Visual Basic or Visual C# program on another computer when there is only a single serial link connection
available to the PLC. XML-DA is easier to configure than DCOM, and unlike DCOM it can be used to pass data across
firewalls which use network address translation (NAT). However, it is more difficult to restrict user access to an XML-DA
server.

This section will explain how to configure XML-DA with MX OPC Server. It is assumed that you are familiar with some COM
and OPC terminology, and with the use of Internet Explorer and Microsoft Windows.

Security considerations

Unlike DCOM, XML-DA relies on the security settings on the server PC only. This means that it does not have the same
issues when connecting between domains, or between computers running different operating systems. The disadvantage is
that it is harder to check user credentials before allowing access to the OPC server.

XML-DA can be used to read data over an internet connection or across a network. Any computer which can reach the server
PC using TCP/IP can connect to XML-DA if the firewall is set up to permit this. However, it is still not advisable to allow
external internet traffic to access the XML-DA port on the server PC, as any newlydiscovered vulnerability in either Internet
Information Server (IIS) or XML-DA itself could allow an attacker to remotely control the server computer. Instead, if you need
to connect to OPC-DA from another site using an internet connection, the safest way is to set up a virtual private network
(VPN) to pass encrypted TCP/IP traffic between the two sites, and use this protected connection to connect

to the XML-DA server.

Before setting up XML-DA in a corporate environment, you will need to discuss the changes to the security configuration with
your network administrator or IT department, to make sure that the settings are consistent with your company's security policy.
In these instructions it is assumed that XML-DA and the web server will be installed on the same computer as the OPC server.
If this is not the case and DCOM is used to connect from the OPC XML-DA wrapper to the server, you will need to set up
DCOM security to allow a connection to the OPC server — see "DCOM configuration" for instructions on how to do this. This
will also affect your choice of the user account which is used to access the OPC server.

Some typical security options for XML-DA are shown in the following table.

Option Notes

1. Fixed user name and password in the Web.config file within the virtual directory

This method accesses the OPC server under an account with a fixed username and password, which are entered in plain text in the 'Web.config'
file in the wrapper directory (described in more detail later in "Configuring the XML-DA wrapper" ). This is easy to set up, but means that the
plain text password can be read by anyone with local access to the computer. With some extra configuration, the password can be hidden in a
partially encrypted form in the registry, but it is still recoverable in a readable form by a determined attacker.

The user account selected for this must have sufficient COM or DCOM access rights to use the OPC server. You may also find that the policy
settings on the computer prevent you from using an account with a blank password.

If you are using this option, it may be sensible to create a new user account especially for this purpose and assign it COM access rights to the
MX OPC server (described later in section "COM configuration" ). You may also wish to prevent the account being used to log on locally (i.e.
when the computer is started). To do this on a PC which is not in a domain, select 'Start -> Run', type 'gpedit.msc’, then click 'OK' to start the
group policy editor. In the tree view, browse to 'Local computer policy = Computer configuration = Windows settings = Security settings =
Local policies = User rights assignment', and in the 'Policy’ list in the right-hand pane, double click on 'Deny logon locally'. Use the dialog that
appears to add the new user account name to the list.
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Option Notes

2. Give OPC server access rights to the ASPNET user
By default, the web service will run under an account created by Internet Information server called 'ASPNET".

This account can be given COM access rights to the MX OPC server, which removes the need to use a
separate account and plain text password.

If you have already configured DCOM (described in "DCOM configuration" ) and have assigned OPC access rights to a new group, you may be
able to add the ASPNET account to this group. Alternatively, you can assign MX OPC server access rights to the ASPNET user independently
(described later).

The main risk with this option is that a badly-secured ASP.NET application running as the ASPNET user in the same instance of Internet
Information Server may be easier for an attacker to exploit if it has the additional access rights needed by COM or DCOM.

Before you begin

Before you start to modify the PC configuration, please ensure that:

» The server (and optionally, client) PCs are up to date with service packs and security fixes. Applying the latest security fixes
will reduce the risks introduced when the security configuration is changed.

* You are logged on to the PC(s) using a local administrator account

« If you have not already installed Internet Information Server (l1S), you have your original operating system installation

media available as you may be prompted for additional files.
* If you will be testing the XML-DA connection from another PC or using DCOM, that there is a working TCP/IP network
connection between the client and server PCs. One way to test this is by using the 'ping' command:

Operating procedure

1. Open a command prompt as follows:
Windows 7, Windows 8, Windows 10, or Windows Server 2008 R2
Click the Windows icon or start button, then enter 'cmd' in the search box and press enter.

cmdl “ | | Shutdown | » |

2. In the command window that appears, enter 'ping <otherpc>', where <otherpc> is the name of the other computer e.g.
'ping SCADAserver'. A computer's network name can normally be found by right-clicking on 'My computer’, selecting
'properties' then clicking on the 'Computer name' tab. If in doubt, ask your network administrator for assistance.

3. After pressing return, you should normally see a message such as 'Pinging <address> with 32 bytes of data' (where
<address> is the IP address such of the other PC, for example 192.168.200.100) followed by four response messages
from the other computer. If no address is shown, there may be a problem in finding the other computer by name — ask
your network administrator to check the PCs settings. If the address is found but there are no responses, this may mean
that the connection is not working, or it can sometimes indicate that a third-party firewall on one of the computers is
preventing the ping request from being sent or the ping response from being received.

* If you need to modify the DCOM or COM settings, make a note of the previous settings in case the changes have to be

reversed. Some of the changes will affect all applications using DCOM on the computer, not just the MX OPC server, and
this could stop other applications (such as other OPC servers) from working.
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Configuring XML-DA

The configuration of XML-DA depends on the operating system used. Where there are significant differences between

operating systems, this will be made clear in the directions.

NOTE: If you install Internet Information Server (IIS) after the .NET framework, ASP.NET pages will not work correctly. Follow
the instructions in "Adding ASP.NET support to a new installation of Internet Information Server" to fix this. If you have not yet
installed either package, install IIS first to prevent the issue from occurring.

Turning off user account control
If you are installing on a later operating system which has user account control (UAC) such as Windows 7 or Windows Server

2008 R2, you may experience problems installing the XML-DA wrapper, even if you are logged in as a user with Administrator
rights.

If any of the installers do not run correctly, it may be necessary to temporarily turn off user account control during the
installation, and restore it afterwards. The instructions below explain how to turn UAC on or off, for each operating system.
Note that it is usually necessary to reboot after changing the UAC settings.

EWindows 7 and Windows Server 2008 R2

Click on the windows logo (or start button) and enter UserAccountControlSettings' in the search box that appears, before
pressing enter.

| UserfccountControlSettings % | Shut down | 3 |

Open user account control
The slider will normally start on the 'Default’ setting (as in the picture below). With this setting, UAC prompts will be shown as

normal.

Choose when to be notified about changes to your computer

User Account Cont ol helps prevent potertlially harméul programs from making changes to your computer,

el me mars shout User Account Control sitings
Atways neify
4[]k Deefaukt - Notify me only when programs try to make
il changes ta mvy compatier
i *  Don't notify me whan | mske changes to Windows
== Eattings
1 ¥ Recommended if you use familisr progrems and visit
= - Familiar websites,
Hever natify

LTI

Default UAC setting
To disable UAC, drag the slider to 'Never' as shown below. This will prevent UAC prompts from appearing. After clicking 'OK'
to confirm the setting, you will be prompted to restart the computer.
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Choose when to be notified about changes to your computer

User Account Cantrol helps prevent paterdialy harm#ul programs from making changes = your computer.
Tell me mare gagart User Sccount Corrol settings

Abways nstify

Mever natify me when:

*  Progrems bry e mstall softwere or make changes o
iy computer

* Imake changes o Windaws settings

W notrecommended, Choose this only if you need to
use programs that ace not certified for Windows 7
-~ becouse they do nok upport Lser Accourk Carirol,

Hever naiify

UAC switched off
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Installing Internet Information Server (lIS)
XML-DA requires Microsoft Internet Information Server (11S) to operate. Although this is supplied with Windows 7 and most
editions of later operating systems, it is not always installed by default.

Hinstalling Internet Information Server (Windows 7 or later)
To install Internet Information Service on Windows 7 and later operating systems (other than server operating systems), start

by clicking on the Windows icon (or 'Start' button) then type 'appwiz.cpl' in the search box before pressing enter.

[ appwiz.cpl " | | Shut down | ] |

In the window that appears, click "Turn Windows features on or off' (as shown below).

. . “ Programs ¢+ Programs and Features = [w

Control Panel H -
ontrol Panel Home ; k-
Uninstall or change a prc;gg_rr’
View installed updates To uninstall a program, select it fi
) Turn Windows features on or Repair. ,._J"'
off L]
COrganize « {
Marme i_
EAMELsoF™
A
el s

e

Turn Windows features on or off
Depending on your operating system, you may see a user account control prompt like the one below. Click 'Continue’ or 'Yes'.

User Account Control F ll

[‘:’] Windows needs your permission to continus

If you started this action, contirue.
1 Windons Features
Merosoft Windows

User Account Control helps stop unautherized changes to your computer.

Windows features UAC prompt
The windows features page is shown below. Find 'Internet Information Services' in the list. Ensure that the box to the left is
ticked, then expand the item to find 'Web Management Tools' / 'lIS 6 Management Compatibility' and check the box next to it
as well. When you are ready, click 'OK' and Internet Information Server will be installed.

r Tl
R WIndows Features . A—G-—_——————— [P =

Turn Windows features on or off 7]

To turn a featurs on, =elect it check box. Toturn a feature off, clear itz
check box, A filled box means that enly part of the festure is turned on,

| | Internet Eeplorer9 i
| | = IE . Internet Information Services =—-
= [ FTP Server
= [@ |, Web Manzgement Tools
= =
# || IS Management Console
T TS Management Scripts and Tools
B . I5Management Service
= W) World Wide Web Services
E . Internet Infermation Services Hostable Web Core
] . Media Features
L ML Microsoft NET Framework3.3.1

m

Cancel-]l

Enable internet information server
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Hinstalling Internet Information Server (Windows Server 2008 R2)
To install Internet Information Server on Windows Server 2008 R2, start by clicking on the Windows icon (or 'Start' button)

then type 'ServerManager.msc' in the search box before pressing enter.

[ — T R

z 3

|
|
|
|
|
|
|
O
m|
ci
B

|
:

|
!
i
i
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Read through the instructions on the following page (shown below) then click 'Next'.

On the 'Role Services' page, scroll the list down to find 'lIS 6 Management Compatibility' under 'Management tools', and check
the box next to it:

[ IS Client Cartificate Mapping Authentica tian
[ URL Authorizetion
[ Aequest Fitering
[] 1P and Doman Restrictiore.
=] Perfarmance
Static Content Compressicn
[ Dynamic Cank=nt Compression
B [@ Mencgement Tooks
[¥] 115 Management Conscle
[ "] 115 Maragement scripte and Took:

The 'Application development' items should also be enabled (as shown below), before clicking 'Next'.

5 il"nu!-"u.l.,_. e
] HTTP Redirection ¥

The confirmation page below will be shown. Click 'Install'.
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ﬁ Confirm Installation Selections

(1) This server might nesd fo be restorted ofter the nstollation completes,
(T} Fird out more about Wirdoes Systzm Resource Manager (WSAM) and how it can help optimiae
CPU usage
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Installing Microsoft .NET framework v1.1

The XML-DA wrapper web service requires Microsoft .NET framework v1.1 to run. To determine whether or not this is installed

on your computer, select 'Start = Control panel = Add/remove programs' (or 'Start = Control panel = Programs / Uninstall a
program') and see if 'Microsoft .NET framework v1.1' appears in the list. If the .NET framework was already installed before
you installed 1IS, you may need to follow the instructions in the next section before ASP.NET pages will work correctly.

If the .NET framework v1.1 was not installed, download the installer from the Microsoft web site at www.microsoft.com/
downloads. By searching for ".NET framework 1.1" you should be able to find the two items:

» .NET framework v1.1 redistributable package (filename 'dotnetfx.exe")

« .NET framework v1.1 service pack 1 (filename 'NDP1.1sp1-KB867460-X86.exe")

Download both of these, and install the redistributable package first, followed by the service pack. After installing both these
items, there will be some remaining security fixes, which can be installed through Windows update (see the next section).
When the .NET framework v1.1 is installed on Windows Server 2008 R2, you will see a warning like the one below. Select
'Run program'.

B8 Program Compatibility Assistant x|

This program has known compatibility issues

Check onine 1o see If sdlutions are availale from the Microsoft website, If solutions are found, Windows will
automatically display a website that lists steps you can take.

Program: Microsoft .NET Framework 1.1
Publsher: Microsoft
| Lecation: Mot Available

This software has known incompatbiity with 115 services on this platform.

:I Hde details | Ched: for colutions anline I Aun progran Cancel I
[ Don't shaw this message again

Compatibility warning on Windows Server 2008

BAdding ASP.NET support to a new installation of Internet Information Server
If Internet Information Server was installed after the .NET framework, you will need to register ASP.NET with Internet
information server using the 'aspnet_regiis.exe' file located in the .NET framework directory.

For 7 or later operating systems, click on the Windows icon or 'Start’ button, then enter the same text in the search box before
pressing e + i + [Enter] . You may need to answer 'Yes' or 'Allow' if a user access control prompt appears.

If you will also be using ASP.NET from other versions of the .NET framework later, you may wish to register those versions as
well. For example, to register the current .NET 2.0 framework, the command to use is:

%WINDIR%\Microsoft. NET\Framework\v2.0.50727\aspnet_regiis.exe -i
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Updating system components

If you installed Internet Information Server (IIS) or the Microsoft .NET framework in the previous steps, it is advisable to
update your computer to ensure that it has the latest security patches, as there may have been security fixes developed since
the installation media were created. If the computer has an internet connection, the easiest way to do this is to use Windows
Update.

HA) If your Computer is configured for automatic Windows updates
If you already have automatic updates enabled, you can trigger an update by selecting 'Start->Run' and entering 'wuauclt /

DETECTNOW!' (or on later operating systems, clicking the Windows icon or 'Start' button and typing the same text into the
search box). Depending on how the automatic updates are configured, you will either be prompted to install the new updates
and to restart the computer afterwards, or the installation may be performed the next time you restart the computer.

HB) If your computer is not configured for automatic Windows updates

To update the computer manually, either (depending on your operating system):

« select Start = [All Programs] = Windows update (or Microsoft update)

« start Internet explorer and select "Tools = Windows Update'

then follow the prompts and select any patches related to Internet Information Server for installation. You may need to restart
your computer after the patches are installed.

For the .NET 1.1 framework in particular, you may find that you have to repeat this step until no more updates are found — the
updates are not included in a single package.

Installing the XML-DA wrapper

To install the wrapper web service, run the supplied installer 'XMLDAwrapperSetup.msi'. Note that on later operating systems
such as Windows 7 and Windows Server 2008 R2, you may need to turn off user account control temporarily for the
installation to complete successfully.

If you see the message below, the .NET framework v1.1 has not been correctly installed - see "Installing Microsoft. NET
framework v1.1" for instructions on how to do this.

i& ICONICS OPC XML DA Wrapper

Thiz getup reouirzs the ME T Framewok version 1.1.4322. Please install the NET
Framewerk ard i this setup 20ain, The WET Framework can be obtained fiom the
weh Would you like o da this now?

.NET framework required prompt

Once the .NET framework v1.1 is installed, the installer will go on to the 'Welcome' page (below). Click 'Next' to continue.

{5 ICONICS OPC XML DA Wrapper [l
Welcome to the ICONICS DPC XML-DA W‘rapper’@s
Setup wizard

The nstalerwil guids you thiouch the steps ieouined o inzlal ICOMICS OPC <K L-DA wWhappsr on
o SOl

WARN IMG: Thiz computer orogram i profected by coowighi 2w andinemational ra aties.
Unzutharized dupication o distibution of tiz cragram, o &y portion of & map 1esuk i 2eveis civl
or ciiminal penakies. and wil be prsscatsd (o the magimum exient possible woe the v,

T

You will now be prompted for the location where the wrapper should be installed. For this example, the wrapper will be

installed to 'C:\MELSEC\XMLDA' (see picture below). You may optionally select 'Everyone' to allow other users to access the
files. Select 'Next' to continue.
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7% ICONICS OPC XML DA Wrapper

Select Installation Folder bwa

The iretalzr edling 2l | CONICS OPC #L-0 4 wreppe b e lolowrg foker
To ketallin thiz folder, click “Mest”. To netallto 2 diferan folder, arbaritbelow or click "Browea™

Ealder
[CAMELSECORMLOAY Browne .

Inztal ICOMICS OFC HML-DA YWrapoe: far poureel, o far anyone wha ues: thiz comouer

() Evaryens
O dugl e

[ Cancal ] [ i Back J [ Hent » |

At the 'Confirm installation' prompt, select 'Next'.

& [CONICS OPC XMl -DA Wrapper

Confirm Installation » @3

The instaler is ok bainslall ICONICS DPCAML-DA Wiapper on your compuler

Click: "Meai fo sl the instalalion,

[ Cancel ] [ < Hazk ] L Pt ]

When installation is complete, you will see the dialog below and the readme file will be displayed. Click 'Close'.

1B ICONICS OPC XiAL DA Wrapper
Installation Complete > ws

ICONICS OPC #ML-Dé Wrapper has been successiully inctalied

Dlick ' 'Cloza” to skl

Fleass usa Windows LUndate o check for sy crilical updses 1o the NET Fiamewark

Cancel + Back Close:
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Configuring the XML-DA wrapper

The next step is to set up a web service for MX OPC server.
Browse to the directory where the wrapper was installed (in the above example, this was 'C:\Melsec\XMLDA'). The directory
contents should be similar to the following example:

8% C:WMELSEC\XMLDA

File Edt ‘Wiew Favorites Tools  Help l’;’
6 pack * () 'ﬁ' P ) search ‘”: Folders '
Arcress {23 CMELSECIHMLDG 1! 50
Folders ES Marme size | Type
[# [ Tnetpub A [Ehbin Fils Felder
— MEEr ~ daloibalacse TER  ASPNET Sarver Ap. .
153 OnamiFLs gm‘r'SER\-'ER. OPC3ample. Cpebazlserver asm 1 kB A5P.MET Wed Service
# [ Easysockst MYSERYER, OPCSample. CpeDazServer config 1EB  #MLCorfiguration Filz
3 |3 G4 IEC Developsr ] P _L-D4 it apperService, asmi 1KB  ASP.NET Weh Service
F 0 MY CPC ServerS (2] OpchELApL Com, 153 KE %ML Document
& () Mxchangs 3.0 Jreadiis exe 16 KB Appication
=R ] 1.0 & |ReadMe him SKE HTML Document
3 bin vl B\'\'\:b.mnfig G KB =ML Corfiguration Fils
£ | 3 £ | 2

Take a copy of the file 'OPC_XML-DA_WrapperService.asmx', and rename this copy as 'Mitsubishi. MXOPC.6.asmx' — this is
the 'ProglD' (human-readable name) of the current MX OPC server version. Other OPC servers can be added in the same
way by using the 'ProglID’ of the server with the '.asmx' extension. If no config file is supplied, the name of the file is used to
find the OPC server to read from, which is assumed to be on the local PC.

An alternative method of configuration is demonstrated by the 'MYSERVER.OpcDa20Server.asmx' and
'MYSERVER.OpcDa20Server.config' files. In this case, a '.config' file is supplied containing the PC and OPC server names in
the 'Node' and 'ProgID' entries respectively. This requires that DCOM is configured correctly to allow connections to the PC
where the OPC server is running — see the "DCOM configuration" for instructions on how to do this.

The 'Web.config' file is a text file can be edited with e.g. 'Notepad' (Select Start -> Run and enter 'notepad.exe' then click OK
and browse to the file) to configure the account that is used to access the OPC server. Find the lines shown below in the file:

<!-— INDENTITY
This section allows the web service to impersonate a specific Windows user account that
determines what privileges the web service has. This is important for the XML-DA sample
web service since 1t must be able to launch as access local COM servers. The two sample
COM servers included with the distribution are configured to allow '"Everyone' access which
means that no special web service configuration is required. Changes to this section are
regquired before the XML-DA sample server can connect to other COM servers.

There are two possibilities for determining identity: the web service can use an account
that is explicitly specified in this file or it can use the account identified by IIS
integrated windows authentication, If the later approach is used then there must be no entry
in this file for 'usesrName/password' and the virtual directory for the webservice must
have anonymous access must be disabled (which forces the client to explicitly login).

-2

<l-- <identity impesrscnats="trus" userName="[usernams]" password="[password]"/> -->

Whether this needs to be changed or not depends on your chosen security option from the table in "Security considerations".
By default, the last line of the section above is commented out (with '<!--' and '-->' markers at the start and end of the line. With
this line disabled, Internet information server will run the web service using its built-in '"ASPNET' account. This is the correct
method if you are using security option 2 (‘assign rights to the ASPNET user'), in which case you can go on to the next
section.

The alternative is to select a fixed user name and password for the account to use — this is the correct method for security
option 1 (‘fixed user name and password in web.config'). To do this, copy the line and paste a copy of it on the line below.
Remove the '<--' and '-->' comment markers at the start and end of the new line, and set a username and password. The
resulting lines for username 'xmluser' and password 'opensesame' would look like this:

<!-— <identity imperscnate="true" userNams="[username]"

<identity imperscnate="trus" userName="XMIUSEIX" password="Opensesame"/-

password="[password]"/> —->
WARNING: Do not re-use a password that you use on other systems and wish to keep secret, as it is stored in readable text

form and can be seen by any other user with access to the computer.
After modifying the file, save the changes and close notepad.
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Configuring Internet Information Server (lIS)

The configuration of Internet Information Server depends on the operating system and IIS versions.

Depending on your operating system, either following the instructions for Windows 7 or later operating systems.

EConfiguring Internet Information Server (lIS) on later operating systems

On Windows 7 and later operating systems, there are some additional steps necessary to configure the security in 1S, before
the application can be added.

Click the Windows icon (or 'Start' button) and enter 'inetmgr' before pressing enter:

| Shut down | » |

In the 'Internet Information Services (1IS) Manager' window, click on the local computer name in the 'Connections' tree at the
top left, then find 'ISAPI and CGl restrictions' in the 'lIS' section and double-click it.

@_@ | G5 » WIN-NCDVEANOOT » [ 68 | By 0~
File Wiew Help
| [
q;! WIN-IVCDVEANDOT Home
> SMBELCINEANION | [p - B Go - G Show Al 5
|
Pages and Providers  Session State SMTP E-mail =
Cantrols
s
£ - e
A =
1&) - o B =
Authentic.. Compression  Default Drectory Change NET Framework
Document  Browsing Version
- - =n £ @ Helo
as 1 .
i 63' = Oline Help
EmorPages  Handler HTTP | 1SAPLand 1
Mappings Respon... €G]
== . i Restrictions
= T
3 EI = I |
ISAPIFilters  Logging  MIMETypes  Modules
-
TS o | |E Featurss View [(7 Contert View
Ready e h |

Find the entry for ASP.NET v1.1 in the list, right click it and select 'Allow":

G‘ig ISAPI and CGI Restrictions

Use this feature to specify the [SAPI and CGl edtensions that can run on the Web server.

Group by Mo Grouping 2

Description Restriction Path
fASD.NET 11d.. NotAllowed CA\Windows\Microsoft.Net\Frameworkivl 1 432 M aspnet_isapidil
ASPNET v205.. Allowed Add... rameworkv2.0.50727 aspnet_isapidil
Allow
Edit...
X Remove

Edit Feature Settings...

@ Help:

« Online Help | e

Return to the previous screen by clicking on the local PC name at the top level again, and this time double-click on 'ISAPI
filters'.
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d 9 [o

Authentic.. Compression  Default Cirectony
Docurment Erowzing

Eror Pages Handler HTTP ISAPT and |
Mappings Respon..  CGIResti.. 8

B = &

Logging  WIME Types  Modules

Right click on the background of the ISAPI Filters page, and select 'Add' from the context menu.

U‘i! ISAPI Filters

Use this feature to configure I53APIfilters that process requests
madete the Web s=rver,

Group by: Mo Grouping L

s
Mame Executable Entry T
i AGP Met 20.50727.0  %windir¥\Microsoft. NET'\Fra... Local

Add...

View Crdered List..

@ Hep
Online Help

'l T | t

In the 'Add ISAPI Filters' dialog, enter a name e.g. 'ASP.NET v1.1" and path '%windir%\Microsoft. NET\Framework
\v1.1.4322\aspnet_filter.dll'.

F . il
Add ISAPI Filter L9
Filter name:
ASPNET w1
Executable
FeWinDir%e Microsoft NET\Frameworkvl.1.432Maspnet fitter.dll E]
| |
|
[ oK l Cancel ]

After the security has been configured, a new application can be added. Return to the 'Internet Information Services (lIS)
Manager' window, then expand the tree on the left side until 'Default Web Site' is visible, before right clicking on it and
selecting 'Add Application...".
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% _1:_;. -

File View Help }
* 0 Default we

a ﬂi WIN-TY COVEANTOT (W

“; Application Fools e
1--._lﬂ Siter o ASP.NET
i» /@ Defoul Web Site i 5 {g
4 Explore t’_,c- \
Edit Permissions... ET '
| ilat
£  Add Application._. i
L B 2%
S Add Virtual Directory.. oo o
Edit Bindinge... RG'{
Manage Web Ste 3 ]J-_ X
ab
88 Refiesh |
2ctio
K Remove ncs
Rename e
Y Switch to Content View

Adding an application

The 'Add Application' dialog will be shown (see below).

The 'Alias' name is the name that will be used to refer to the directory as part of the URL entered in the address bar in the web
browser, e.g. 'http://computername/alias/..". In this example, we will use the name 'xmida'.

The 'Physical path' is the directory where content is stored. Browse to the directory where you installed the OPC wrapper (see
"Installing the XML-DA wrapper"), then click 'Connect as'.

Add Appiication P A

Site name:  Defoult Web Ste
Path: i

Alias: Application pool:

xmlda ASPNET11 i Select... f

Example calez

Physical path:
CAMELSEC\XMLDA E

Pass-through authentication

| Connectas.. | | TestSettings.

1 [ oK ] [ Cancel

Add application dialog
The application pool must be changed to '"ASP.NET 1.1". To do this, click on the 'Select’ button to the right of the application
pool, and select 'ASP.NET 1.1' from the list (see below) before clicking 'OK'.

Select Application Fool P e |

Application poolk

=

DefaultAppPool
Classic MET AppPool I
“NEEFramenark Version: 20

Pipeline mode: Integrated

| QK 1f | Cancel ]

Ih the 'Connect as' settings on the 'Add application’ dialog, you can select the user identity that will be used. Depending on
your security configuration, this can either be a specific user account, or the application user. After selecting 'OK’, the 'Test
settings; button from the previous dialog can be used to check if the directory will be readable.
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Path credentials:

I () Specific user
| [ Set..

@ Application user (pass-through authentication)

[ ok [ cancet |

Click 'OK' to close the 'Add application' dialog and return to the main configuration page, where the new alias should appear
as an item under the default web site.

You can optionally right click on the new alias, and select 'Edit permissions' from the context menu (as shown below) to view
the standard folder properties dialog. This has a 'Security' tab where the folder permissions can be edited (e.g. to make sure
that the IIS account used will be able to read the files).

é’ /xmlda Hor‘lﬁf
495 WIN-IVCDVEAMDOT (WIN T i
2 Application Pools '
4B Stes 15
a @ Default Web Site % éF“.|
[ -] aspnet_client i }ﬁ
| Al ke ! A AR SNy i
I {:?_ wrnlda B Bxgors -jon

[ et permiszions.. |

Add Application...

D

Add Virtual Directory...

Gl

PUEE RGPy L SR PR

Manage Application 3 1f

@i Refresh ;

x Remowe i

- = 5 Switchto Content View ent \J}
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COM configuration

If the user account you selected to run the OPC server has already been configured to have the correct COM access rights for

MX OPC server (for example, through previously configuring a working DCOM connection with the same account), you can
move on to the next section. Otherwise, you will need to configure COM security access for the user account (either the fixed
user name and password you chose, or the ASPNET account).

This section will describe how to do this. The instructions are different for Windows 7 or later, so follow the instructions in the
section for your operating system.

BCOM configuration on Windows 7 or later
Click on the Windows icon or 'Start' button, then in the search box type 'dcomcnfg' and press enter.

[ dcomcnfgl " | | Shut down | ] |

In the first window that appears (see example below), click on the 'Component services' and 'Computers' items in the left hand
pane to expand them, so that "My Computer' is shown.

B File Action View Window Help _|=][x

e HEIRXED L HE DEZEE=
3 Console Roat Name

4 % Companent Senvices
4 [ Computers
A5 My Computer
» [ Event Viewer {Local)

» ¥ Sendces {Local)

1 CaM~+ Applications
= DO Config
= Running Processes
= Distributed Transaction Coordinatos

Mora Actions

Right click on 'My computer' and select 'Properties’ from the pop-up menu. In the next window, click on the 'COM security' tab
to show the dialog below:

Geneml iona. Default Properics

| Defzult Protocals COM Securty MSDTC
Access Permissions

You may edit who is allewed default access to appications. You may
also st Imins on apploations that deteming thelr own pemissians,

Caution: Modifying access permissions can affect the ahility
of applicaiions to statt, cornect, function and.far un
securely.

Edilmis.. | [ EdiDefal.. |

Launch and Activation Pemmissions
You may edit who is allowesd by defaul ta launch spplications ar

activate ebieds. You may also st limils on applicaions that
determine ther cwn pemissions.

Caution: Modifying launch and activation pemissions can
affact the ahility of applications 1o start, connect, funclion
and./orrun escurely.

Edé Limts.. | | Edit Defaut.

Leam mare ahout setting these popeties.

[ ok [ cameet || ooy

The 'Limits' on this page will override the COM security settings for individual components, and if the settings are too
restrictive there can be problems accessing the OPC server.
In the 'Access permissions' section, click 'Edit limits' to display the window below.
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.
Access Permission SIS lilﬂ
Secuity Limts

Group of User names:

44 Everyons

82, Pefomance Log Users (WINAVCOVEANDO T Performance. .
55: Digiributad COM Users (WIN-IWCOVEANDO T  Dictributed C....
‘:';?J..H.ND NYMOUS LOGON

Add... ] Femove I
Permizzionz far Everyane Alew Damy
Local Access 2l ]
Remote Access = (=]

L=am about access control and permssons

[ ok ][ cancet |

In the example above, DCOM can be used by all users (the 'Everyone' group) — if 'Everyone' has at least 'Local access' rights,
you do not need to change these settings further. Otherwise, add the account(s) to be enabled (e.g. ASPNET) to this list with
the 'add' button, and make sure that at least 'Local access' is enabled.

Note: Although using XML-DA with an OPC server on the same PC as IIS does not require 'Remote access' to be enabled,
DCOM does require remote access. If you have already configured DCOM you may find that 'Remote access' is already
enabled for some or all users — there is no need to remove it.

Click 'OK' to save the changes, then on the 'COM security' screen click the 'Edit limits' button in the 'Launch and Activation
Permissions' section to show the window below:

]
Launch and Activation Permission . lilﬂ

Security Limta

GTU.IP Qr user names.

-g.?, Everyans

‘53‘!‘dn1|nlsna‘b3rs (WVINAVCDVEANDIO T Administrators)

B2, Pefomance Log Users (WINAVCDVEANDIOT  Pefarmancs..
‘3{, Distributed COM Users (WIN-IVCDVEANDD ThDistrbuted C...

Add ] Femare ]
Permissions for Everyone Alow Deny
Local Launch vl [
Remcte Leunch =] [}
Local Activaton v [
Remote Activation Z‘

Leem ahout access control and permissons

[ ok ][ concel |

Ensure that all the 'Allow' checkboxes are set for the 'Local launch' and 'Local activation' permissions of the user account that
will be accessing the server (e.g. ASPNET). If the 'Everyone' group already has permissions (which is the case in the above
picture), it should not be necessary to add the new user account separately. As before, there is no need to remove the
'Remote’ permissions if they have already been set (for example as part of DCOM configuration).

Click 'OK' to return to the 'COM security' window. The 'Edit defaults' settings for 'Access permissions' and 'Launch
permissions' on this page are used to set the default permissions for COM applications. If you are not too concerned with
security (for example, if your computer(s) are running on an isolated network with no internet connection), one alternative at
this point is to give the new user (e.g. ASPNET) default access and launch/ activate permissions to all COM objects using
these dialogs. However, it is preferable to set permissions for just the objects that the user needs, which we will do in the rest
of this section.

When you have finished, click 'OK' to return to the 'Component Services' dialog. You may see a warning message like the one
below, in which case answer 'Yes'.
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z " T ———
DCOM Machine wide settings g

o Youare about to modify machine wide DCOM setfings, this will effect
L)‘& all the applications on the machine, some applications may not work
correctly as & result Update DCOM settings?

e JL % |

You will need to configure the security on the MX OPC server and MX Runtime services. To do this, double-click on the
'DCOM config' entry, and find 'MXOPC' and 'MXRuntime' in the list, as shown in the picture below. Depending on your

operating system and installation, these items may not be visible in the window at the same time, and there may also be an
'OPC Enum x64 CategoryManager' item.

Note: As XML-DA does not support enumerating OPC servers, you do not need to set permissions for 'OPCenum'.

: =01
. He  Actn Vew  Wrdow  Hep |l =i
e | 2 |1 [0 o [ e |2
53 Conadle Root TR PTETr S  PYOIET St R o Bl
= ¥, Companent Sanes i i
- 'Cl:‘lr:u:u"w a’ a— % # Mare Actiang s
R S METTS DecObj  MADPC and HAP Agent  MepBevsied  HOLUA
(1 [ COM+ Appletons | leer sprp.., MIOFC Service COM daex
@ ) DCOM Config
& [ Running Processes
L @ W W @ @ @
[ 8] Event Vieveer Lacal) POFAF] retman netprofm  Méetworkand OPCEnumxB4  DpcEnum
¥l 0, Services [Loca))

Sharing Cen... CategoryMa...

4l | | " = = = = "‘(ﬂﬂ
[

I
This step will need to be repeated for each item in turn — 'MXOPC' will be used for this example. Right click on the 'MXOPC'

icon and select 'properties'. The window below should appear; confirm that the authentication level setting is 'Default'.

Genaral |Lucﬁt'mn I Secuity |End.poi-|ts IJMIU|
(General properties of this DCOM application

Bpplination Name: MXOPE and MXDPC

Apolication 1D {3F2B34A3FD54-45¢6-950F-E321 17E289D E}

Application Type:  Local Server

Authertication Level: |Defack

Locd Path:

Leam more about 2etting these propeties.

ot (i) [ o ]

Switch to the 'Location' tab as shown below. Confirm that the 'Run application on this computer' check box is selected.
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| | General | Location | Secuity | Endpoits [ Iderity |

The following settings allow DCOM to locate the comect computar for this
application. i you make mors then one selection, then DCOM uses the first
=pplicable on=. Clisrt zpplications may overide your seledtions.

|1 Run application cn the computer where the data is located.
Run application on this computer.

[7] Run application on the following compter: '
il

|| Browse.. |

Leam more about setting these propeties.

[ ok J[ camed || opy

Now switch to the 'Security tab'.

| General | Location | Secuity | Endpoints | Ideriity |

Lzunch znd Activation Pemizeiore
@ Use Default

(%) Custemize (="

Access Femissions
@ Use Default '

| () Custemize

Corfiguration Pemigeione

() Use Default

@ Custcmize

Leam more about 2eting these propeties.

ok J[ comest J[ omy |

The 'Launch and activation permissions' and 'Access permissions' can both be left as 'Default' to use the default security
settings configured earlier. Alternatively, they can be customized to allow more control over the users that can start and use
each server. To do this, select 'customise' for each option and select 'Edit'.

A sample 'Launch and activation permissions' edit window is shown below, in which a named user 'OPClink' has been added.
As with the 'edit defaults' settings, all four 'allow' check boxes must be set for users requiring access through DCOM.
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r . - o e P
Launch and Activation Permission LM

Security

Group o User names:
R{, Everyore
B SYSTEM
E&Mmini:ﬂdam (ANIN-VCDVEANIOT Administrators)
8%, INTERACTIVE
1 OFClnkc (WIN-IVCDVEANTOO TVOPClink)

[ Add ] Femavre ]
Pemissions for OPCink Demy
Local Launch [
Remete Launch
Local Activation =
Remcte Activation [}
H Leam about access contol and pemmissons
[ ok ][ cancel |

Security

GI‘CLID Of User Names.
.EL Everyore
& OPCink (WIN-VCDVEANDO TAOPClink)
Bt e F
8%, s7STEM
B, Administrators (WIN-VCDVEANDOT \Administrators)

Pemissions for OPCink Demy
Local Access [
Remcte Access

Leam about access control and pemssons

-

L

been configured to run as a named user.

The 'Access permissions' configuration screen is shown below, with a named user 'OPClink' added.

- = —
Access Permission M

After changing the settings on the security tab (if required), select the 'ldentity’ tab. In the sample screen below, the server has
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| General ILocntiun I Securdty I Endpoi'lt:| Idartity |

Which user account do vou want to use to run this application?

() The interactive user.

) The launching ussr.

The syetem account (gervices anly).

Leam mere about setting ihese propeties.

I @ Ths user.

Lzer: OPClirk Browea...
I Password: SRR AR ERRRNY

Corfirm pasaword: SEEBASREBIERIRNS

ok J[ camea [

Aeply

J

The options on this screen are:

» The interactive user — the user who is currently logged on to the machine. This can cause problems with DCOM, as there is

no guarantee of which user (if any) will be logged on when the server is accessed from another computer.

» The launching user — the user who accessed the server, causing it to be started.

* Anamed user — the server runs as a specified user, whose name and password are provided. This option allows the server

to be configured independently of the user that started the server and the user that is logged on, and works well for

unattended computers.

» The system account, when the server is configured to run as a service.

Press 'OK' to return to the 'Component settings' page, which can then be closed.
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Configuring the Windows firewall

If you are using the Windows firewall provided with Windows 7 or later, you may need to configure it to allow TCP/IP network
traffic to reach the XML-DA server in Internet Information Server (IIS). If you are using a third party software firewall, please
refer to the manual to find out how to make the equivalent configuration changes. If XML-DA does not work when your third-
party firewall is enabled, but works when it is switched off, the problem is likely to be with the firewall configuration.

To configure the firewall for XML-DA, following the instructions for Windows 7 or later operating systems.

EConfiguring the Windows firewall (Windows 7 or later)

To edit the windows firewall settings, click on the Windows icon (or start button), and enter 'wf.msc' in the search box before
pressing enter.

[ whmsd | | Shutdown | » |

|

L 8N 7 i
[ el ¥indoses. Firmwall with Arwanced Security an Local Camputer
~ ey | Wi Freasknith . 4.
— g g ‘Wmummwﬂm hsa rtwark sanTy o WG GRS "
M Connechion Securky Fules L i & ¥npon Policy..
+ M Monitoring ) 45 BportPolic.
Overvisw Fastorm Defautt Pelicy
Diomain Profile Diagnis | Repair
@ Windowa Frasallm on. View '
8 rbound conrections that do not naich a e ae Bocked. B Furmn
0 Duttouns cannectznathat 4o not meteh 2 e ore diowed. =
5] Properies

Frivate Profile is Active ﬁ Help
@ Windows Fresslizm I
5} ibound cenraciions that da ot maich 3 ik s blocked.

@ Outound connedions that do it metch 2 ke e dlowed
Pubilic Profile

@ Windows Fresesd iz o

5 rbound connactions thal da not match 3 ik W blocked.
@ Dutound connectons that do not meteh 8 nie e dlved

B Windawa Fresead Properties

Getting Sterbed
sthcenki betwaan

o 0N B9 ol ey and
Wtaret Proncal sacuity

B Connecton Secuty Rues

Wiesw anad creote firewaill ules
| it ficsscl n ke i Shoss ax ik pRonactnes i on sAod e s T ran S o 3 ronncetian ookl T
0 IE B

Advanced firewall settings
Click on 'Inbound Rules', and find 'World Wide Web Services (HTTP Traffic-In)" in the list. Right click on it and select 'Enable
Rule'. If 'Disable Rule' is shown in the context menu instead, the rule is already enabled and does not need to be changed.

mmnnmmmuui__
Filn fction  Yiew  Hap
=% =@ = BE

s el v L .. T
W Windowes Fireweall with dvuncl_ | Enabie Rule

8 Inbound Aules

T Fiter by Profile
T Fiterby State
T Fiter by Group

iew

Har ° Profila  Enat * b
K Outbound ules e ot o i
¥ Connection Security Rules || Y Winstns Femate Mansgement - Campatiil EoteMaiage..  Domain Mo B MewRule.. |
% Montoring ) Wincoies Remicts Mansgement - Competibil Copy brocteMansge..  Priste.. Mo =

B Winclons Ramcts Management [HTTP-Irj Delete brooicManage..  Domain Mo
B Wirdow: Remcts Managemant [HTTP-Ir)
8 wirnioc: Porablo Dovices (SSOP-In|

. Prie. Mo
an Mo
All Mo

Properties

[Encis Fule:

Enable HTTP traffic
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Testing XML-DA

After all the software has been installed and configured, you can test the server by going to any browser and entering the URL
of the XML-DA web service. This will be in the form:

http://<computername>/<virtualdirectory>/<servicename>.asmx

where

» <computername> is the PC name or address. 'localhost' can be used as a shorthand for the local PC

« <virtualdirectory> is the IIS directory linked to the web service — 'xmlda' in the examples

» <servicename> is the web service file — 'Mitsubishi.MXOPC.6.asmx' in the examples

So for the example configuration in these instructions, the URL would be:

http://localhost/xmlda/Mitsubishi. MXOPC.6.asmx

Depending on your firewall settings, the service can be accessed from other PCs by substituting the server computer name or
address in place of 'localhost'.

Note: If your IIS installation does not use the default web port (80), you will need to alter the URL to include the port number,
separated from the computer name by a colon (:) character. For example, if IS is configured for port 8080:
http://localhost:8080/xmlIda/Mitsubishi. MXOPC.6.asmx

If the web server configuration is correct, you should see a page similar to this:

it/ ocalhast rmldal Misubishi MXOPC, O - B X

= OPC_XML_DA MirapperSens.. %

OPC_XML_DA_WrapperService '

The following operatons are supportad. For a formal definition, pleass review the Sarvice Dascription.

= GeiStatus
& Read
» GetProperties

» Miribe

SubscriptionPalladRefresh

Subecribe

Browse

SubscriptionCancel

F . ] B

This demonstrates that the server is configured and listening, but does not necessarily prove that it can be used to read data,
as the connection from IIS to the OPC server is not checked at this stage.

To prove that the OPC connection also works, you will need to connect to the server using an XML-DA client. The Javascript
sample code can be used for this purpose. Find the file 'js_sample.htm' from the 'Javascript' directory under 'XML-DA' on the
CD, and copy this into the directory where you installed the XML-DA wrapper ('C:\MELSOFT\XMLDA' in the examples). If your
wrapper service file was not called 'Mitsubishi.MXOPC.6.asmx' (as in the example), use notepad to find this text in the
'is_sample.htm' file, and modify it to match the name that you used.

Now replace the 'Mitsubishi.MXOPC.6.asmx' part of the test URL in Internet Explorer with 'js_sample.htm’, e.g.:
http://localhost/xmlida/js_sample.htm

The javascript example page should appear, similar to the picture below.

& XML-DA Javascrigt sample - Windowes Interset Explorer

() )= | hetpei192 168.20.201 mickjs_ssmpe htm | [EPE~ e

W | @ ML-OA avascrit sampis B - E) - oreegev Tk

XML-DA JavaScript sample

Method Teat Results
GetStatus |Gt |

e

Read
Write Browse, Read, then click on an item to write it
Subscription

Poll rate [ms): | 5000

[Done # @ mtenet e L
If you are able to use the 'Get' [status], 'Browse' and 'Read' buttons on the example page, the XML-DA web service is working
correctly. If there are errors reported, the service may need further configuration. The example picture below shows an error
caused by incorrect DCOM permissions.
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o [rmpei192. 168 0,201 fxmkdaljs_snpie bt =TFAlE

Sf AN | ML-DA Javascipt samgk

B - B - [Sresew oy 7

XML-DA JavaScript sample
Method Test Results
GotStatus Error: 500 (undefined)

soap:Server Server was unable to process request. --= Object reference not set
o an instance of an object.

Browse
Read ead
Write Browse, Read, then click on
an Item to write it
Subseription

Poll rate (ms): | 5000

Dane

-

[ ) mtemet Ao v

After fixing the permissions, the example can be used as normal (see picture below where Tag002 is about to be written).

t sample - Windows

el ™
-

£ | hittp:/152,168, 20, 20 (xmidais_sampi= htm

e 4 #0N-Da Tavascip sampe

XML-DA JavaScript sample
Method Test Results

GetStatus Server slaths: Tuining

Vendor: OPC XML Data Access 1.00 Sample Server
Browse + Davil

+ Growp001
(empty)
+ Groophn2
+ Group03

TaghZ <= Click 1o write

=73 [xsdishort]

il g tnremer facos -
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Troubleshooting

If the XML-DA configuration is not working, this section can be used to identify common problems and how to fix them.

Problems and solutions

This section will describe possible solutions to some of the problems that may occur when configuring XML-DA.

Problem

Solution

When connecting to the XML-DA server
from a web browser, IIS reports error 500.

« Check that the virtual directory is set up correctly and points to the location where the web service wrapper
was installed.

When attempting to open a .asmx page, the
page is not shown and instead there is a
prompt to open or save the .asmx file.

ASP.NET may not be correctly registered with Internet Information Server. Follow the instructions in "Adding
ASP.NET support to a new installation of Internet Information Server" to fix this.

Although the test web page shows correctly
from Internet Explorer, the XML-DA service
still does not work from client applications.

» Make sure that the user account used for the web service has sufficient access rights to start and use the
OPC server. Check the event log for error messages (see next section).

+ Check that the web service .asmx file matches the 'progID' of the server (i.e. Mitsubishi. MXOPC.6 or
Mitsubishi.MXOPC) if no config file is used. If there is a .config file to match the .asmx file, check that its
settings refer to the correct computer name and 'progID'.

XML-DA connection works on the local PC,
but not from another PC.

* Check that there is a working network connection between the PCs.
 Check the firewall settings to make sure that the port number you are using for the server (the default is 80
'HTTP') is not being blocked, either on the server PC or the client PC.

Reading items returns error
'E_UNKNOWNITEMPATH'.

Ensure that the 'ltemPath' parameter is set to "™ (empty string) if not used. It can no longer be left to take the
default value.

Reading items throws a SOAP exception
described as 'bad character in XML".

If you are reading strings, make sure that the strings do not contain any characters that are not supported in the
XML stream used by SOAP to return the response.

Other general issues

Try restarting Internet Information Server.
If restarting IS does not solve the problem, try restarting your computer.
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Using event viewer for troubleshooting

When XML-DA is not working as expected, it is often possible to get additional diagnostic information from the Windows event

logs. To start the event viewer, select 'Start->Run' and enter 'eventvwr' before clicking 'OK', or on later operating systems click

the Windows icon (or start button) and enter 'eventvwr' in the search box. Check each of the available logs (Application,

Security, etc.) for error or warning messages that occurred around the time that XML-DA or DCOM access was being

attempted.
Some example errors are shown in the table below.
Source Description Notes
DCOM The machine-default permission settings do not grant Local | Messages similar to this suggest that the web service may be running as a user
Activation permission for the COM Server application with without sufficient COM access rights to start or access the OPC server.
CLSID (CLSID) to the user (USER). This security Either use a different user account, or assign OPC rights to the account as
permission can be modified using the Component Services | described in "COM configuration".
administrative tool.
DCOM DCOM was unable to communicate with the computer If you are using a remote DCOM connection, the target computer could not be
(COMPUTER) using any of the configured protocols. accessed. There may be a problem with the DCOM or security configuration, or
a problem with the network connection or routing between the two computers. It
may just be that the computer name has been mistyped.
Also remember that DCOM cannot cross network address translation (NAT)
boundaries and can be stopped by certain network switches and routers.
W3SVC The server was unable to logon the Windows NT account 1IS could not use the specified account due to policy restrictions (e.g. 'Accounts:
'(ACCOUNT)' due to the following error: Logon failure: user | Limit local account use of blank passwords to console logon only').
account restriction. Possible reasons are blank passwords Find the affected policy and either comply with it (in the above example, set a
not allowed, logon hour restrictions, or a policy restriction non-blank password) or if it is permitted by your security standards and
has been enforced. The data is the error code. reasonable to do so, relax the policy using the Group policy editor (gpedit.msc).
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Appendix 4 USB Driver Installation Procedure

To communicate with a CPU module via USB, installing a USB driver is required.

If multiple MELSOFT products are already installed, refer to the installation location of the first product.

Windows® 7 or later

*1

332

Operating procedure

Connect a personal computer and a CPU module with a USB cable, and power ON a programmable controller.

Select [Control Panel] = [System and Security] = [Administrative Tools] = [Computer Management] = [Device
Manager] from Windows® Start™". Right-click "Unknown device" and click "Update Driver Software".

Select "Browse my computer for driver software" on the "Update Driver Software" screen, and specify
'Easysocket\USBDrivers' in the folder where MELSOFT MX OPC Server DA Configuration Tool is installed on the next
screen.

On the Start screen or from the Start menu.

APPX
Appendix 4 USB Driver Installation Procedure



INDEX

Symbols
NET .. 313
0to9
0x00000000. . . ..o oo 264
0x00000001 . . . ..ot 264
0x80004003 . .. ...« i 264
0x80004005. .. ... ... o 264
Ox8000FFFF. . ... ... . i 264
0x80070005 . . . . v v vt 264
0x80070006 . . . . . v oo e e 264
0x8007000E. .. ... ... ... 264
0x80070057 . . . ..o 264
184 52,55
184 device type (Modbus) . . ............. 52,55
B84 52,55
384 device type (Modbus) . .............. 52,55
484 L e 52,55
484 device type (Modbus) . .. ............ 52,55
B84 52,55
584 device type (Modbus) . .............. 52,55
BBAL .o 52,55
584L device type (Modbus) . ............. 52,55
884 . 52,55
884 device type (Modbus) .. ............. 52,55
084 . 52,55
984 device type (Modbus) . .............. 52,55

Advanced tab (Options). . . .. ............... 33
AE .. e 9
Aggregation. .. ............ ... 46
AJ71C24 . . . . e 140
AJTIETT .o 100,288
AJ71QC24N. . . . .. e 140
AJ7TIQE71 . . .. . 100
AJ71UC24 . . . ... e 140
AlarmandEvents........................ 10
Alarm Definitions . ...................... 222
Alarm definitions (Gomenu) ................ 31
Alarm State Value. . .. ................... 226
Alarm/Events . . ... ... .. 9
Alarms. . ... 24,150,187
Amplitude . ......... ... .. ... 229
Analoglnput. . . ....... ... . ... ... ... .. 176
AnalogOutput . ........... ... .. ........ 176
AITaY . o e 186
AITAYS « o oo e e e e 240
ASCIl .o 55,148,161
ASP.NET. ... ... e 313
Assigning Conversion Definitionsto Tags . . . . .. 250
Assigning Poll Method Definitions to Tags. . . . . . 253
AutomaticBackup. . . ....... ... L 246

A2AS. 140
ABTEL. ... .. ... 140
About application (Helpmenu) . . ............ 37
AccessRights. . . ................ 24,144,153
Accessing arrayitems . . ............... .. 242
Accessingbits . ....... ... ... . . . L. 242
Activating the Database. . .. ........... 164,232
Active configuration bar (View menu) ......... 31
Activefile. .. ....... ... ... .. .. . 32
Add . ..o 180
AddPointCalls. . ...................... 236
Addinganewgroup .................... 160
Adding a New Modbus Device . . ............ 54
Addinganew MXdatatag................ 153
Addinganew MXdevice . . ................ 47
Adding a new MX Device (ver.2) ............ 47
Adding DNP3 Device. . .. ............o.... 167
Additional device statistics . . .. ............ 236
Address. . ... 172
AddressRanges . .. .................... 147
AddressSpace................. 231,234,237
Address space (Gomenu) . . .. ............. 31
Addressing. . ............ .. 147
Advanced Device Properties .. ............. 43
Advanced digital alarm properties. . .. ....... 227
Advanced limit alarm properties . . ... ....... 224
Advanced Modbus data tag properties ....... 156
Advanced Modbus Device properties .. ....... 53
Advanced MX data tag properties. . ......... 147
Advancedtab...................... 159,160

Back (Gomenu). ... ... .. 31
BackupDevice. ...........coiiiin... 44
BackupDevices . .. ...........iiiii... 22
Backup to File (Filemenu). . ................ 29
Backwards compatibility ... ................. 9
Basetext......................... 151,157
Basic Device Properties .. ................. 40
Basic limit alarm properties . . .............. 223
Basic Modbus data tag properties. . . ......... 155
Basic Modbus Properties. . . ................ 52
Basic MX data tag properties. . ............. 144
Basic Poll Method Properties . . .. ........... 251
Basic Simulation Signal Properties . . ......... 229
Basictab.......... ... . ... ... 159,160
BaudRate............. ..., 13
Baudrate. . ......... ... 55
Beforeyoubegin ....... ... ... .. 290
Binary Input . . . ... .. ... 176
Binary Output. . . . ...... ... ........... .. 176
BitField. . .......... ... . ... ... .. ... ... 155
Bitnum . ....... .. . 155
BitS. . ... 144
Block PollCount. .. ..................... 236
Board Number . ........................ 135
Browse specificpath. . . ................. .. 32
BufferDevice . . . ........ ... 175

C24. . e 89
C24module. ........ ... 140
Cable . ... 13
CC-Link. ..o oot 81,288
CC-LinKIE. . ... 79,112
CC-LinkIEFieldBoard . . .................. 81

333




334

CC-Link IE Field Ethernet Adapter . ......... 112

Channel......... ..., 199
Check PLCranges . ............ccuuuun... 46
ClamponEU . ........................ 248
Clamping . . . .. .o 248
Clampingtype ... ... .. 248
Class 1 . ... e 174
Class 2 . ...t 174
Class 3 . ...t 174
Clientcount . ......................... 246
Clientscale .......................... 248
Coil .o e 155
Coils . ... 56
Collapseitem (Gomenu). . ................ 31
COM configuration . .................... 321
COMPort. ... 13
Comment.......................... 44,125
Communication Setting Wizard. . . ........ 22,134
Compact . ...t 36
Compacting and repairing Microsoft Access

databases ............... ... ... ..., 36
Compatibility. . . . ..................... 9,289
Configuration change logging. . . .. .......... 36
Configuration databases . .. ................ 9
Configuringanewdevice. . . ............... 22
Configuring Alarm Definitions . . . .. ......... 222
Configuring Conversion Definitions . . . . ... ... 248
ConfiguringDCOM . . . ... ............... 292
Configuring DCOM security . .. ............ 296
Configuring for a specific user account . . . . . .. 303
Configuring Internet Information Server (IIS) ... 317
Configuring Poll Method Definitions. . . .. ... .. 251
Configuring Simulation Signals. . . .......... 229
Configuring the Address Space . ............ 38
Configuring the Windows firewall . .......... 292
ConnectModule . .. .................... 135
ConnectionTest . . . ... .. 61
Connectiontest. . ....................... 58
Consecutive Faults . . . .................. 236
Conversion definitions . . . . . 148,156,248,249,250
Conversion definitions (Gomenu). . .. ........ 31
Conversion Properties. . .. ............... 248
Conversion Type. . . .o vvvviieeeeen. .. 248,249
ConverttoWord . .. ............. 148,156,250
Copy (Editmenu) . ...................... 30
CPU .. 88,175
CPUboard............ ... ... 87
CPU, module and network board errors. . . . . .. 288
Creating. . .......cciiiiinnnnnna .. 27,142
Creating a new conversion definition. . . . ... .. 249
Creating a new digital alarm definition. . . . . ... 227
Creating a new limit alarm definition .. ....... 225
Creating a new poll method definition . . ...... 252
Creating a new simulation signal. . . . ........ 230
Creating communication channels ........... 14
Creating Configuration Databases ........... 27
Creatingdatatags. . ..................... 23
Creating new transfersetups . . ............ 142
CSV e 9
CSVdatabaseload...................... 33
CSVExport ..........iiiiinn... 29,161
CSVile..... ... 9
CSVimport ............ ... 29,162
CTSsignal . . ..., 55
Custom . ...... ... ... 52,55
Custom device type (Modbus) . ........... 52,55

Cut(Editmenu) . ........................ 30

DA 9
Data ACCESS. . . . vt o e 9,10
DataBits............... ... .. .......... 13
Data Conversions. . . ................ 148,156
Datalength........ ... ... ............. 155
Data manipulation (Viewmenu) . .. ........... 31
Data Manipulation toolbar . . ................ 28
Dataorder............uuuiiinnnnnn... 55
Datatag ......... .o 38
Data Tag Properties . . . ............ 23,144,153
Datatags. .................. 12,144,231,253
DataType . ........coiiiinnnn.. 144,154
Data Types .. .....vviiii it 148
Databases. . ..........ciiiinnnnnn... 27
Deadband ........................ 150,224
Delaytime ... ...... ... . ... .. 53
Delete (Editmenu) . . .. ... . ... 30
Description. . . ........... . 155
Details (Viewmenu) . ..................... 31
Device. . ..o 38,39
Devicenames . ............cuuiiuennnn.. 30
Device Properties . . . ............. 22,40,52,54
Deviceranges . ...........c.oouuun .. 145,148
Devicescale ...............ciiuinn... 248
Device statistics . . .. ............ ... 234
Device statistics (Additional) ............... 236
Devicetuning. .. ....... ... .. 46
Devicetype . .. ... 52
Devices. ........ ... ... .. 12,231
Diagnostics .. ......... ... ... 246
Diagnostics (Viewmenu). . .. ............... 31
Digital . . ........ .. 187
Digital Alarm . ... ... ... .. ... 150
Digitalalarm. . . . .. ... ... . .. 222
Digital Alarm Definition . ... ............... 150
Digital Alarm Definitions ... ............... 226
DINT . . 186
Directory forlogfiles...................... 36
Disable . ......... ... . ... ... ... 239
Disable monitoring . . .. ............ ... ... 239
Display Hints . . . ... ... ... ... ... ... ... 33
DisplayHints. . . .. ... ... ... 26
DNP3 ... 165,192
DNP3Address. .. ......coviiiinnnnnnn.. 181
DNP3Tag ...« t ittt e e 180
DUINT. .. .. e e 186
DWORD . ...... ... .. . i 186
Dynamiclabel .......................... 39
Dynamiclabels. . ... ..................... 39
Dynamic TagSupport . . .. ........ouvo... 243
DynamicTags . . ... .vvvvmnnnnnnnn. 243,245

E_ACCESSDENIED..................... 264
Editmenu ......... .. ... . .. .. ... 30
E FAIL oo 264
E HANDLE . ... ... ... ... ... .. .. . .. ... 264
E_INVALIDARG. .. ...... ... . ... 264
Enable. . ....... ... ... 52
EnableDevice .. .........c.iiinnn.. 43
Enable Group. . . .. ... ... ... .. 159,160



Enable hoverselection . .................. 33

Enable monitoring. . . ................... 239
Enable PrimaryRate. .. ................. 252
EnableTag. .. ...................... 24,156
Enabling ........ ... ... ... . ... 239
End(Gomenu). . ....... ... ... 31
EndingAddress . ...................... 147
Engineering Units (EU) .. ................ 248
E_ OUTOFMEMORY .. .................. 264
E_POINTER. .. ... .. ... ... ... 264
Errors . ... 235
Ethernet. . .. .............. 41,67,89,100,288
Ethernet Communication Channel. . .. ........ 18
Ethernetdevices. . .. .................... 52
EthernetviaGOT . ...................... 72
E_UNEXPECTED...................... 264
Event. ....... ... . ... 174
Exit(Filemenu) ........................ 29
Expanditem (Gomenu). . ................. 31
Exporting Configuration Data to a CSV File . . . . 161
ExtendedPort. . . ....................... 95

File ImportResults . ... ................. 162
Filemenu.............. ... ..., 29
Filename......... ... ... ... .. ... ...... 55
FindCPU. ... .. ... .. ... . ... . ... ... 108
Firewall configuration. . . .. ............... 292
Firstnumber. ... ........ ... .. ..... 151,157
Folders . ........ ... .. .. . ... ....... 23,159
Forward (Gomenu). . .. .................. 31
FX. e 95
FX2N. .. 140
FXCPU . ... 140
FX-ENET . ... 100

HRESULT errorcodes . .................. 264
OAdAress . .. ..o 24,144,153
Oodriver. . ... 11,12,231
OServer . .......... ... 9,231
IIS (Internet Information Server). . .. ......... 305
Importing Configuration Data from a CSV File . . .162
Inputregister . . ......... ... ... ....... 155
Inputregisters . ........... ... ..., 56
Install Internet Information Server (1I1S) . ... 309,310
Installing Internet Information Server (IIS) . . . . .. 309
InstrumentRange. . ..................... 248
Instrument Range (IR). . . . ................ 248
INT o 186
Integrity . . .. ... ... 174
Internet Explorer. . . ...................... 36
Internet Information Server (IIS). . . .......... 305
Introduction . . . ........ ... ... ... ..... 9,289
Invert selection (Editmenu) . . .. ............. 30
IPaddress. ..............iiinnnn. 52
IQWorks . .. ..o 189
IR (InstrumentRange). . .................. 248
temIDs. . ... ... . 243
Javascript ... ... 328

Ga. o, 109
GAdmodule.......... ... 109
General .......... .. ... 170
General tab (Options) . . .................. 32
Generate Alarms. . . ........... 24,150,154,157
GOMENU . .ottt e 31
GOT et 100
GroUD . ottt et e e 165
Groupcount. .. ......... ... 246
Groups . . oot 23,159,181
GV 39,144
GXSimulator .. ......... ... ... ... ... 84
GXSimulator2 . ............ .. 85
GXSimulator3 . .......... .. . .. 86
GXWorks3. . .. .o 39

Helpmenu............. ... ... ..... 37
Hints . ..o 33,247
Historical Data Access. . . . ... ..o .. 10
HMI. .. 10
Holdingregister ... .................... 155
Holdingregisters. . . . ... ................. 56
Home (Gomenu) ............ccoviunn.... 31
Host ..ot 41,113
HoverTime .......... ... .ccouuiioo.... 33

Labelarea.......... ... .. 39
Largeicons (Viewmenu). . . ................ 31
LastError. . . ...t 235
LastErrorTime . ..........coviienunn... 235
LastRead Time . ....................... 236
LastReceive Time . ..................... 235
Last Transmit Time. . .................... 235
Lastupdatetime. ....................... 246
LastWrite Time . ...............co...... 236
Limit .. ... 187,226
LimitAlarm. . ... ... o 150
Limitalarm. . ... ... ... . . ... 223
Limit Alarm Definition . ................... 150
Limitalarms. .. ... ..ot 157
Limitation. . . ......... .. .. . . .. 46
Linear . ........ . 248
List (Viewmenu). . . ... ... ... 31
ListView . . ... 38
Load CSV .. ... 33
LoadMDB .. ......ci i 33
Locationtype . . ......... ... ... 155
Logfiles. . ... i 35
Logging . .« v vt 35
Logging (Options). . . . . . ..o oo 35
Logging configuration changes. . .. ........... 35

Make Active. . .. ...t 232
Makefloat . ...... ... ... ... 248
Master. . ... 165,172
Max count for R/W operation . . . ............. 43
Max diagnostics messages . . .. ............. 34
Max requestcount . ... ........ ... ... .. ... 46

335




Max transactioncount . . .. ................ 46

New transfersetup . . ..................... 58
Nextitem (Gomenu). ..................... 31
Nextpane (Gomenu) . .................... 31
Numberof DataBlocks . . . ................ 236
Numberofelements . .. .................. 155
Numberofitems. ... ............. 151,157,188
NumberofPoints . .. .................... 236
Numberofretries .. ................... 43,53
Numberof Steps .. ..................... 229
Numericplaces ................. 151,157,188

online..........iiii .. 193
Onlinechangesrate . . .................... 34
OPC ... 9,10
OPCAIaIMS. . . e e 221
OPC Architecture . . . ..................... 10
OPCclient. ......... ... .. ... .. ...... 9,231
OPCcondition . ........................ 226
OPCData ACCeSS. « v vt i i e i i e i e 9
OPCevents. . ...ovviie e 221
OPClayerlogging . .......couuuiuenunn... 35
OPC Monitoring RefreshRate . ... ....... 33,238
OPC Server. ......ouuuiiiniiinennnn.. 231
OPC subcondition. . . .................... 226
Open(Filemenu) . ....................... 29
Openactivefile ......................... 32
Open Manual (Helpmenu). .. ............... 37
Openrecentlyusedfile .. .................. 32
Open specificfile ........................ 32
Optimization. . . . ..................... 34,46
Optimizations. . . . ........... ... ... ... ... 53
Ooptions . . ... 32
Options (Toolsmenu) . . . ..., 32
Optionsdialog . ........................ 237
OtherStation . . ........................ 120
Outputflowcontrol . . .......... ... ... ...... 55
Outstation . . .......... ... ... ... ..... 165
OVEITUNS . . o ot e et et 235

336

MDB . ... . e 9
MELSECNET/M0. . ............... 80,135,288
MELSECNET/B ... ..... ... ... 136
MELSECNET/H . .................... 80,288
MELSECNET/I. .. ...... ... . . ... 136
MELSOFT MX OPC Server DA

Configuration Tool. . . ............... 11,12,26
Menubar............. ... ... 29
Menus . ... 29
ME-RTU ........ ... .. . . .. . . ..., 175,189
MessageBody . . ............... 150,223,226
Message Prefix. . ................... 150,157
Micro84. . .. ... 52,55
Micro 84 device type (Modbus). .. ......... 52,55
Microsoft NET .. ...... ... .. .. .. .. .... 313
Microsoft Access database . ............... 27
Minimumreadrate . ..................... 46
Modbus .. ......... 30,39,52,53,54,56,155,157
Modbus byteorder . ..................... 57
Modbus Device. . .. ..., 30
Modbus device parameters . ............... 56
Modbus serial portdetails . . ............... 55
Modbus Tag. .. ....ooiiiii . 157
Modbustype. . . ... .o 155
Modbuswordorder. . .................... 57
ModCell . . .. oo 52,55
ModCell device type (Modbus) . . .......... 52,55
Mode. ... ... 134
Modem ...................... 72,73,98,114
Modem initialisation string . . .............. 140
Modemsupport. . . ....... ... . 140
Modems. .. .........o i 140
Module Type .. ... 41,137
Monitor CTS for output flow control . . . ... ... .. 55
Monitorview. . . ... ... 238
Monitor view (Viewmenu) . ................ 31
Monitoring . . ... ... 193,238
MT Simulator2 . ........... ... .......... 87
Multi-CPU . ... ... .. .. . . 127
Multiply .. ... L 151,157,188
Multiply (Modbus Tags) . . .. .............. 157
MX Component. . .................... 11,232
MXDevice . ................ 28,30,39,40,144
MXdevice . ....... ... . ... 152
MX Device (ver. 2) .... 28,30,39,40,144,151,153
MX Device versions . .................... 39
MXOPCRuntime . ................. 11,12,25
MXOPC Server ........ ..., 9
MX OPC Server Runtime Module . . .. ....... 231
MXRuntime . ..............c0 ... 9
MX Transfer Setup dialog . . ............... 14
MXConfiguratormdb . . .. ............ ... .. 12
NAT (Network address translation) . . . 289,305,331
Network . . ..o 113,165
Network address translation (NAT) . . . 289,305,331
Network Number. .. .................... 135
NEeW. . oot 27,29
New conversion definition . ............... 249
Newdatatag ....................... 23,153
New Modbus Device . . .. ................. 54
New MXDevice . .......c.oviiiinnnn... 14
New Polling Method . ................... 252

PacketType. .. ........ ... ... 135
Pagedown (Gomenu) .................... 31
Pageup(Gomenu) ............coouu..... 31
Parity ........ . . 13,134
Parity checking. . .. ...... ... . ... ... 55
Password. . . .......... ... 126
Paste (Editmenu). . . ..................... 30
PC RS232 Serial Interface via GOT .. ......... 66
PCSidel/F ........ ... .. ........ 15,44,134
Period........... ... .. . 229
Phase....... ... ... ... ... ........ 229,251
PLC .. 10
PLCSidel/F . ..... ... ... ... ...... 15,136
Point....... ... 166
Poll. . ... 174
PollCount .. ......... .. ... . ... 236
Poll Method Definitions . . ... ....... 251,252,253
Poll method definitions (Gomenu) . ........... 31
Polling. ......... 174
Polling Method Definitions . . .. . ............ 146
Pollingmethods . .. ..................... 146
Pollingrate. . .. ..................... 53,170
Pop-upmenus . ............. ... 29



Port Number. .. ......... ... ... .. ...... 135

Position . . ....... ... ... ... . ... 229
Previous . ........ .. 9
Previous item (Gomenu). . . ............... 31
Previous pane (Gomenu) . . ............... 31
Previousversions . ... .................... 9
Primarydevice . . ..................... 22,43
Primary PollingRate . . ............... 251,252
ProcessControl . ....................... 10
Processcontrol. . ... ..................... 9
Processhardware....................... 13
Properties . ....................... 170,172
Properties (Editmenu). . . ................. 30
Protocol . .. ....... ... 134,172
Protocolandwire ....................... 35
Pulse........ ... 140

Replace TransferSetup. . . . ................ 61
Reply Timeout . ................... 43,53,235
Requires Ack . ..................... 223,226
Restore from Backup (Filemenu). . ........... 29
Retries . ...... ... .. ... .. . .. . . .. ... 43
ReturntoNormal .. ................. 223,226
RNPCPU . ... . e 133
RS232. . . . e 65
RS232viaGOT . ... .. i e 66
RTS 134
RTSflowcontrol. . ....................... 55
RTU .. e 55
Runtimemodule. . . ..................... 231
Runtime pollingrate . ..................... 34

QSEMES . o ittt e 82
QO0. ... 128
QO0J . ... 128
QOT. . . 128
QO6. ... i 140
Q2AS ... 140
Q6TEL. . ... .. 140
QJ71C24 . . . .. e 140
QJU71E71 . . e 100
Quantum ... ......... . 52,55
Quantum device type (Modbus) . .......... 52,55
QuickStart. . ........ ... 12
QuickFail . . ........ .. . 1

R6RFM . . ... . . . 133
Ramp . ........ . 229
Random. ......... ... ... .. ...... 229
Ratio . .......... ... 229
ReadCount .. ........................ 229
Read PointCalls. . ..................... 236
Read/write priority . . . . ... ... ... . . ... 46
Reading.......... ..., 242
REAL. . ... e 186
Receives . ........ ... 235
Recent projects (Filemenu) . . .............. 29
Recently usedfile . ... ................... 32
Redundant........................ 129,133
RedundantCPUs .. .................... 129
Refresh (Viewmenu). .. .................. 31
Refreshdevice . . ............ ... ... 143,244
Refresh dynamictags . . ................. 245
RefreshRate ......................... 234
Refreshrate.......................... 238
RefreshDeviceCommand. . .. ............. 244
Regional settings .. .................... 161
Registerranges . ...................... 247
Registering ASP.NET .. ................. 313
Remove PointCalls. . .. ................. 236
Remove transfersetup . .................. 58
Removing. . . ... 142
Removing transfersetups . ............... 142
Rename. ......... ... ... 30
Rename/Remove.... ............coouon.. 142
Renaming ........ ... ............... 142
Renaming transfersetups . ............... 142

Save As (Filemenu) . ..................... 29
SCADA . . . 243,289
Security considerations . . . ... ... ... ... ... 289
Selectall (Editmenu) . .................... 30
Selecttransfersetup. . .. .................. 58
Serial . ... 65,88,89
Serial Communication Channel .............. 14
Serialdevice . .......... ... ... .. ..... 52,54
Serialport ........... ... ... . 52,54,55
Servererrorcodes .. ... 265
Serverstatus . . . ............ ... . ... ... 246
Setting the monitor view refreshrate. . ... ... .. 238
Setting the Statistics Mode Refresh Rate . . .. .. 234
Settingup . ... ... 13
Settingupthedriver . ..................... 13
Settingsxml. ... ... 175
Severity. . . ... 223,226,227
S FALSE. . o oottt 264
Show Register Ranges for MX devices . . . ... ... 33
Show/hide columns (Viewmenu) . .. .......... 31
Showing RegisterRanges . . .. ............. 247
Signal Type . . . ..o 229,230
Simulate . ........ ... 43,52,54
Simulation .. ........ .. 150,229
Simulation Definitions . . .................. 229
Simulation definitions (Gomenu) .. ........... 31
Simulationsignal . ...................... 230
Simulation Signals . .. ................... 229
SiNe ... 229
Smallicons (Viewmenu). . ................. 31
S OK . 264
Sortby (Viewmenu) . ..................... 31
SQUAre . ... 229
SquareRoot. . . . ... .. 248
Standard buttons (Viewmenu). . ............. 31
Standardtoolbar. . ....................... 28
Startbutton .. .............. ... ... ... ... 25
Startmenu. . ........... .. .. ... ... ... 12,26
Starttime. . ........... ... .. .. . . ... ... 246
Starting . . . . .. 232
Startingaddress. . . ................. 147,155
Starting and stopping the driver . . . .......... 232
Starting the Configurator . . .. ............... 26
Starting the MX OPC configurator. . . . ... ...... 12
Starting the MX OPC Runtime Driver . ......... 25
Startup Settings . . . ... ... 32
StationNumber .. ...................... 136
Statistical tags in OPC address space. . ... .... 237
Statistics . .. .......... ... . 264

337




StatisticsMode . . . ....... ... .. 233,234

Userlibrary. ... ... ... ..., 189
Using the Configurator . ................... 26

Statistics mode (Viewmenu) .. ............. 31
Statistics RefreshRate . .................. 33
Statisticstags. . . ...... ... ... .. 34,237
Statistics updaterate. . . ........... ... ..., 34
Status bar (Viewmenu) . .. ................ 31
SteP . 229
Stopbits . ...... ... ... L 13,55,134
Stopbutton. . . ....... ... .. 25
Stoping .« . 232
Stopping the MX OPC Runtime Driver. . . ... ... 25
STRING. ... ... 148
Subfolders . ............ ... 159
SumCheck .......... ... ... ... . ... ... 137
Swap word/byte order . . .. ........ 148,156,250
T
Tag Properties . ....................... 250
TCP. o 200
TCPPort ... . 54
TCPport ..o 52
Test. . .o e 61
Time . ... 174
Timeout............. ... ... 172
Timeouts . ........................ 135,235
Tone . .. ... 140
Toolbars . ......... .. 28
Toolbars (Viewmenu) . . .................. 31
Toolsmenu . ..........couiiiinieininnn.n 32
Trackingcable . ....................... 129
Transactionclosedelay. . ................. 34
Transaction maxtime .................... 34
Transfersetup . ...................... 14,47
Transfer setup management . ............. 141
Transmissionmode. . .. .................. 55
TransmissionSpeed . . .. ................ 136
Transmission waittime . ................. 137
Tree VIeW. . . ..ot 38
Triangle . ... ..o 229
Troubleshooting XML-DA. . . .............. 330
TUNING . . .o 46
Tumnn UAConoroff . .................... 307
U
UDP ... e 200
UINT .. e 186
Understanding Server Error Codes . . .. ... ... 264
UNICODE ..........ciiiiiinnnn.. 148,161
Unitldentifier . .. ........ ... ... 52,54
Unsolicited . . .. ....................... 174
Uponelevel (Gomenu). . ................. 31
Uptime ......... i 246
UpdateCount......................... 236
Updatefrequency . . ..................... 33
UpdateRate....................... 224,227
USB . ... e 64
USBdriver.............cuiuineenn.. 332
USBviaGOT ........ ... i 64
Use Advanced Types . .................. 148
Use As Default PollingRate . . . ............ 251
UseConversion . ............... 148,156,250
Use ManualValue. . .................... 150
Useraccounts ........................ 291
Userchangeslogging . ................... 35

338

Valid Data Block Registers . ............... 147
Validation. . . ....................... 46,181
Variation . .. ....... ... ... ... ... ... .. .. 166
Vendorinfo . ........... ... ... ... ...... 246
VErsion . .ottt 246
Viewmenu. . ... 31
Virtual private network (VPN). .. ............ 305
VPN (Virtual private network). . ... .......... 305
W
Windows 7. . ... ... ... ... 292
Windows firewall. . .. .................... 292
Windows Server2008 R2 .. ............... 292
Windows Update ....................... 314
Writing. . ... 240



REVISIONS

*The manual number is given on the bottom left of the back cover.

Revision date *Manual number Description
July 2017 SH(NA)-081860ENG-A First edition
April 2018 SH(NA)-081860ENG-B MAdded or modified parts
Chapter 2, Chapter 4, Chapter 5, Chapter 11
January 2019 SH(NA)-081860ENG-C BAdded or modified parts

Section 1.3

This manual confers no industrial property rights of any other kind, nor does it confer any patent licenses. Mitsubishi Electric Corporation cannot be held
responsible for any problems involving industrial property rights which may occur as a result of using the contents noted in this manual.

© 2017 MITSUBISHI ELECTRIC CORPORATION

339



TRADEMARKS

Microsoft, Windows, and Internet Explorer are either registered trademarks or trademarks of Microsoft Corporation in the
United States and/or other countries.

Ethernet is a registered trademark of Fuji Xerox Co., Ltd. in Japan.

The company names, system names and product names mentioned in this manual are either registered trademarks or
trademarks of their respective companies.

®

In some cases, trademark symbols such as '™ or *®" are not specified in this manual.

340






SH(NA)-081860ENG-C(1901)
MODEL: SW7DND-OPCDAS-O-E

MITSUBISHI ELECTRIC CORPORATION

HEAD OFFICE : TOKYO BUILDING, 2-7-3 MARUNOUCH]I, CHIYODA-KU, TOKYO 100-8310, JAPAN
NAGOYA WORKS : 1-14 , YADA-MINAMI 5-CHOME , HIGASHI-KU, NAGOYA , JAPAN

When exported from Japan, this manual does not require application to the
Ministry of Economy, Trade and Industry for service transaction permission.

Specifications subject to change without notice.



	SAFETY PRECAUTIONS
	CONDITIONS OF USE FOR THE PRODUCT
	INTRODUCTION
	CONTENTS
	RELEVANT MANUALS
	1 Introduction to MX OPC Server
	1.1 Compatibility with Former Versions
	1.2 What Is OLE for Process Control
	1.3 MX OPC Runtime
	1.4 MELSOFT MX OPC Server DA Configuration Tool
	1.5 MX OPC Server Quick Start
	Starting the MELSOFT MX OPC Server DA Configuration Tool
	Setting up the driver
	Creating communication channels
	Configuring a new device
	Creating data tags
	Starting the MX OPC runtime driver


	2 Using the Configurator
	2.1 Starting the Configurator
	2.2 Creating Configuration Databases
	2.3 Toolbars
	Standard toolbar
	Data manipulation toolbar

	2.4 Menus
	File menu
	iQ Works workspace actions
	iQ Works project actions
	Edit menu
	Rename
	View menu
	Go menu
	Tools menu
	Help menu

	2.5 Unavailable Characters

	3 Configuring the Address Space
	3.1 Tree View
	3.2 List View
	3.3 Devices
	MX Device
	Modbus device
	Transfer setup
	Communication setting wizard
	Modem support
	Transfer setup management
	Refresh device

	3.4 Data Tags
	Basic MX data tag properties
	Addressing
	Advanced MX data tag properties
	MX tag properties: Alarms
	Multiply pages on Tag dialogs
	Adding a new MX data tag
	Basic Modbus data tag properties
	Advanced Modbus data tag properties
	Multiply pages on Modbus Tags
	Writing to tags

	3.5 Groups
	Basic group properties
	Advanced group properties
	Adding a new group

	3.6 Exporting Configuration Data to a CSV File
	3.7 Importing Configuration Data from a CSV File
	3.8 Activating the Database

	4 DNP3 Device
	4.1 Adding DNP3 Device
	4.2 DNP3 Device Properties - General
	DNP3 channel properties

	4.3 DNP3 Device Properties - Event Polling
	4.4 DNP3 Device Properties - ME-RTU
	4.5 Adding DNP3 Data Tag
	4.6 DNP3 Tag Properties - General
	4.7 DNP3 Tag Properties - Advanced
	4.8 DNP3 Tag Properties - Alarms
	4.9 DNP3 Tag Properties - Multiply
	4.10 iQ Works Integration (User Library)
	4.11 OPC Alarms and Events
	4.12 Online Monitoring of OPC DNP3 Tags

	5 IEC 60870-5 Device
	5.1 Adding IEC 60870-5 Device
	5.2 IEC 60870-5 Device Properties - General
	IEC 60870-5 channel properties

	5.3 IEC 60870-5 Device Properties - Communications
	5.4 IEC 60870-5 Device Properties - MERTU
	5.5 Adding IEC 60870-5 Data Tag
	5.6 IEC 60870-5 Tag Properties - General
	5.7 IEC 60870-5 Tag Properties - Advanced
	5.8 IEC 60870-5 Tag Properties - Alarms
	5.9 IEC 60870-5 Tag Properties - Multiply
	5.10 iQ Works Integration (User Library)
	5.11 OPC Alarms and Events
	5.12 Online Monitoring of IEC 60870-5 Tags

	6 Configuring Alarm Definitions
	6.1 Limit AlarmDefinitions
	Basic limit alarm properties
	Advanced limit alarm properties
	Creating a new limit alarm definition

	6.2 Digital AlarmDefinitions
	Basic digital alarm properties
	Advanced digital alarm properties
	Creating a new digital alarm definition


	7 Configuring Simulation Signals
	7.1 Basic Simulation Signal Properties
	7.2 Creating a New Simulation Signal

	8 MX OPC Server Runtime Module
	8.1 Activating the Database
	8.2 Starting and Stopping the Driver
	8.3 Statistics Mode
	Setting the Statistics Mode Refresh Rate
	Device statistics
	Device statistics (Additional)
	Statistical tags in OPC address space

	8.4 Monitor View
	Setting the monitor view refresh rate
	Enable monitoring
	Disable monitoring

	8.5 Writing to Tags
	8.6 Special Itemnames
	Accessing array items
	Accessing bits

	8.7 Dynamic Tag Support
	Refresh dynamic tags

	8.8 Automatic Backup
	8.9 Diagnostics
	8.10 Showing Register Ranges

	9 Configuring Conversion Definitions
	9.1 Basic Conversion Properties
	9.2 Creating a New Conversion Definition
	9.3 Assigning Conversion Definitions to Tags

	10 Configuring Poll Method Definitions
	10.1 Basic Poll Method Properties
	10.2 Creating a New Poll Method Definition
	10.3 Assigning Poll Method Definitions to Tags

	11 LINKAGE WITH iQ Works
	11.1 Procedure to Register System Labels for the First Time
	When linking with an MX device in Configuration Tool based on a GX Works2 or GX Works3 project
	When linking with a GX Works2 or GX Works3 project based on an MX device in Configuration Tool

	11.2 Connection to a Workspace
	Connection to a workspace on a local computer
	Connection to a workspace on a remote computer

	11.3 Disconnection from a Workspace
	11.4 Import
	11.5 Export
	11.6 Checking for the Change of a System Label
	11.7 System Label Synchronization
	11.8 Unlinking of an MX Device
	11.9 Adding Tags to a Linked MX Device
	11.10 MXCSV File Import
	11.11 MX OPC Server DA Project Deletion
	Connected project deletion
	Unused project deletion


	APPENDIX
	Appendix 1 Understanding Server Error Codes
	HRESULT error codes
	Server error codes
	CPU, module and network board errors

	Appendix 2 DCOM Configuration
	Introduction
	Before you begin
	Configuring DCOM on Windows 7 or later

	Appendix 3 Using XML-DA
	Security considerations
	Before you begin
	Configuring XML-DA
	Testing XML-DA
	Troubleshooting

	Appendix 4 USB Driver Installation Procedure

	INDEX
	REVISIONS
	TRADEMARKS



