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Machine builders urged to prepare for Cyber Resilience Act to avoid 
market exclusion 
 
Hatfield, UK – September 2025 
 
Machine builders are being urged to begin preparing now for the changes that the Cyber Resilience Act 

(CRA) is set to bring when it comes fully into force in 2027, or face being shut out from selling their products 

into European markets.  

 

First introduced by the European Union (EU) on 10 December 2024, the CRA aims to safeguard consumers 

and businesses across Europe when purchasing software or hardware products with a digital component. 

Applying to all products connected directly or indirectly to another device or network, it establishes 

mandatory cybersecurity requirements that manufacturers and retailers must incorporate into the planning, 
design, development and maintenance of their products to continue selling them across the EU.  

 

With fewer than 18 months to go before 11 December 2027 – when the main obligations of the Act are due 

to apply from – David Bean, Business Development Group Manager at Mitsubishi Electric – Factory 

Automation Systems UK, has warned that those who fail to comply with the legislation from this date will 

no longer be able to sell affected products to EU markets without a compliant CE mark. 
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“The introduction of the CRA is, of course, a positive development for end-users, who will benefit from 

improved security measures to defend against cyberattacks,” David explains.  

 

“However, for many machine builders, it could mean a fundamental shift in their system design, with the 
cybersecurity requirements that they must meet to sell into the EU set to become far more stringent as a 

result. 

 

“To ensure compliance, machine builders must make sure that the equipment they manufacture is secure 

by design, rather than treating cybersecurity as a mere add on. This would involve considering the potential 

threats to a machine, incorporating appropriate security features to minimise the attack vector and providing 

transparency around the implementation of these features. Finally, OEMs must ensure any products with a 

digital element that are part of their machine build have a certificated process for managing exposed 
vulnerabilities that may over time be exposed in them.”  

 

Specifically, manufacturers must ensure that products are designed, developed and produced in line with 

the essential cybersecurity requirements set out in Annex I of the regulation, and also carry out a 

cybersecurity risk assessment to identify relevant risks, determining the actions necessary to negate them. 

Furthermore, machine builders will need to choose from several conformity assessment procedures to 

demonstrate their compliance with the requirements.  

 
Whilst machines as a whole fall under the CRA, so too do any components used within, which are classed 

by the CRA as products with a digital element (PDEs), such as PLCs, HMIs and drives. These components 

are likely to be classed in either the ‘Important’ or ‘Critical’ sections of the regulation’s framework for 

categorising a product’s cybersecurity risk and potential impact. Those marked as ‘Critical’ are subject to 

the most rigorous compliance measures due to their critical functions and potential impact on the health, 

security or safety of users. 

 
Machine builders must also ensure that the PDEs they use are compliant with the CRA, obtaining 

appropriate documentation from the PDE’s manufacturer.  

 

“To prepare for full implementation of the CRA, machine builders should be working with their supply chain 

now to ensure that they are ahead of the curve and ready to sell their products into European markets in 

line with the new requirements,” David continues. “After all, 18 months isn’t a long time at all when it comes 

to machine design, which is precisely why it’s so important that machine builders start planning now. 
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“We at Mitsubishi Electric appreciate that navigating the various requirements set out by the CRA can seem 

complex and daunting to many machine builders. We also recognise how important it is to work with 

reputable and reliable suppliers who understand the regulation and have their products certified against it. 

 
“We are proud to offer support and assistance to achieve compliance with the CRA, with features built into 

our processes, such as certified product vulnerability management to IEC 62443-4-1. As such, we are in 

strong position to help our machine builder community on their journey to compliance with the new 

legislation.” 

 

For more information on Mitsubishi Electric’s range of solutions for OEMs and machine builders, please 

visit: https://gb.mitsubishielectric.com/fa/solutions/industries/machine-building.  
 

ENDS 
 

About Mitsubishi Electric Corporation 

With more than 100 years of experience in providing reliable, high-quality products, Mitsubishi 
Electric Corporation (TOKYO: 6503) is a recognized world leader in the manufacture, marketing and 
sales of electrical and electronic equipment used in information processing and communications, 
space development and satellite communications, consumer electronics, industrial technology, 
energy, transportation and building equipment. Mitsubishi Electric enriches society with technology in 
the spirit of its “Changes for the Better.” The company recorded a revenue of 5,521.7 billion yen 
(U.S.$ 36.8 billion*) in the fiscal year ended March 31, 2025.  

For more information, please visit www.MitsubishiElectric.com 

 
*U.S. dollar amounts are translated from yen at the rate of ¥150=U.S.$1, the approximate rate on the 
Tokyo Foreign Exchange Market on March 31, 2025.  

 
About Mitsubishi Electric Factory Automation Business Group 

Offering a vast range of automation and processing technologies, including controllers, drive 
products, power distribution and control products, electrical discharge machines, electron beam 
machines, laser processing machines, computerized numerical controllers, and industrial robots, 
Mitsubishi Electric helps bring higher productivity – and quality – to the factory floor. In addition, its 
extensive service networks around the globe provide direct communication and comprehensive 
support to customers. The global slogan “Automating the World” shows the company’s approach to 
leverage automation for the betterment of society, through the application of advanced technology, 
sharing know how and supporting customers as a trusted partner. 

 
For more about the story behind “Automating the World” please visit: 



WPR2025-22 CRA Press Release FINAL 
 

www.MitsubishiElectric.com/fa/about-us/automating-the-world 

 

Factory Automat9on EMEA 

Mitsubishi Electric Europe B.V., Factory Automation EMEA has its European headquarters in 
Ratingen near Dusseldorf, Germany. It is a part of Mitsubishi Electric Europe B.V. that has been 
represented in Germany since 1978, a wholly owned subsidiary of Mitsubishi Electric Corporation, 
Japan. The role of Factory Automation EMEA is to manage sales, service and support across its 
network of local branches and distributors throughout the EMEA region.  

 
For more information, please visit emea.mitsubishielectric.com/fa 

 
About e-F@ctory 

e-

F@ctory is Mitsubishi Electric’s integrated concept to build reliable and flexible manufacturing 
systems that enable users to achieve many of their high speed, information driven manufacturing 
aspirations. Through its partner solution activity, the e-F@ctory Alliance, and its work with open 
network associations such as the CC-Link Partners Association (CLPA), users can build 
comprehensive solutions based on a wide ranging “best in class” principle. In summary, e-F@ctory 
and the e-F@ctory Alliance enable customers to achieve integrated manufacturing but still retain the 
ability to choose the most optimal suppliers and solutions. 

*e-F@ctory, iQ Platform are trademarks of Mitsubishi Electric Corporation in Japan and other 
countries. 

 

 *Other names and brands may be claimed as the property of others. 

 *All other trademarks are acknowledged 

 

 

Follow us on: 
 

 

youtube.com/user/MitsubishiFAEU 

 

twitter.com/MitsubishiFAEU 

 

https://www.linkedin.com/showcase/mitsubishi-electric-
europe-factory-automation-emea/ 

 

https://www.instagram.com/mitsubishi_electric_fa_emea/ 
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