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Machine builders must act now to meet CRA vulnerability reporting
deadline, Mitsubishi Electric warns

Ratingen, Germany — August 2026

Mitsubishi Electric Europe B.V. is urging machine builders to act now to ensure that they are ready for the

Cyber Resilience Act’'s (CRA) upcoming vulnerability reporting deadline.

First introduced by the European Union (EU) on 10 December 2024, the CRA establishes mandatory
cybersecurity requirements that manufacturers and retailers must incorporate into the planning, design,

development and maintenance of products with a digital element to continue selling them in EU markets.

While the main obligations of the Act are not due to apply until 11 December 2027, the deadline for the
mandatory obligation to report actively exploited vulnerabilities and severe incidents is fast approaching on
11 September 2026. From this date, machine builders must follow a strict, three-tiered reporting deadline
with the European Union Agency for Cybersecurity (ENISA) and relevant cyber security incident response

teams, with specific actions to be taken with 24 hours, 72 hours, and 14 days of an incident.

In light of this, Frederik Kok, Senior Cyber Security Expert at Mitsubishi Electric Europe B.V., is calling on

machine builders to take swift action to ensure that they are ready for the mandatory September deadline.

“While machine builders who are already compliant with the EU’s NIS2 Directive will be in a strong position
to meet the CRA’s vulnerability reporting requirements, many more besides will need to build the necessary

reporting capabilities from the ground up,” he explains.

“It's understandable why the upcoming deadline may seem like a daunting prospect for these organisations,
and we recognise that navigating the various requirements might be a difficult task. As such, we stand
ready to support machine builders in ensuring compliance and avoiding severe penalties, which could

equate to up to €15 million, or 2.5% of their global annual turnover, depending on which is higher.

Machine builders are advised to visit the website of the European Union Agency for Cybersecurity (ENISA),


https://emea-fa.mitsubishielectric.com/fa/
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which is responsible for establishing and operating the CRA Single Reporting Platform (SRP). ENISA has

also launched a webpage with frequently asked questions on reporting obligations and the development of

the Single Reporting Platform: Single Reporting Platform (SRP) | ENISA

Furthermore, as a CVE Numbering Authority (CNA), Mitsubishi Electric is authorised within the global CVE
programme to assign CVE identifiers to vulnerabilities affecting products within its scope, and to publish

vulnerability information in a standardised, internationally recognised format.
“Mitsubishi’s status as a CNA embodies our practical experience in vulnerability management, and means
that we are well placed to support machine builders in meeting their obligations under the CRA,” Frederik

continues.

“With a little over a month to go, | would urge machine builders to get in touch with us now to avoid falling

afoul of September’s vulnerability reporting deadline.”

For more information, please visit: https://emea-fa.mitsubishielectric.com/fa/service/cyber_security/cyber-

resilience-act
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Image 01: Frederik Kok, Senior Cyber Security Expert at Mitsubishi Electric

Europe B.V.

Image 02: The CRA vulnerability reporting deadline is set for 11 September
2026.

About Mitsubishi Electric Corporation

Guided by its corporate philosophy, Mitsubishi Electric Corporation (TOKYO: 6503) places sustainability at

the core of its operations and values stakeholder trust—encompassing society, customers, shareholders
and employees. In pursuing profitability, capital efficiency and growth, Mitsubishi Electric works closely

alongside customers to develop value-added solutions that address today’s complex challenges while


https://www.mitsubishielectric.com/en/about/philosophy/
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enhancing the company’s sustainable corporate value.

Founded in 1921, Mitsubishi Electric has over a century of experience in delivering reliable, high-quality
products and solutions. With over 200 group companies and approximately 150,000 employees worldwide,
the company is a recognized global leader in manufacturing, marketing and selling electrical and electronic
equipment and systems across a broad range of sectors, including public utility systems, energy systems,
defense and space systems, factory automation systems, automotive equipment, building systems, air

conditioning systems & home products, digital innovations, and semiconductor & devices.

Mitsubishi Electric recorded consolidated revenue of 5,894.7 billion yen (U.S.$ 36.8 billion*) in the fiscal
year that ended on March 31, 2026. For more information, please visit www.MitsubishiElectric.com
*JPY 160=USD 1, the approximate rate on the Tokyo Foreign Exchange Market on March 31, 2026

About Mitsubishi Electric Factory Automation Business Group

Offering a vast range of automation and processing technologies, including controllers, drive products,
power distribution and control products, electrical discharge machines, electron beam machines, laser
processing machines, computerised numerical controllers, and industrial robots, Mitsubishi Electric
helps bring higher productivity — and quality — to the factory floor. In addition, its extensive service
networks around the globe provide direct communication and comprehensive support to customers.
The global slogan "Automating the World" shows the company's approach to leveraging automation
for the betterment of society, through the application of advanced technology, sharing know-how, and

supporting customers as a trusted partner.

For more about the story behind “Automating the World” please Vvisit:

www.MitsubishiElectric.com/fa/about-us/automating-the-world

Factory Automation EMEA

Mitsubishi Electric Europe B.V., Factory Automation EMEA has its European headquarters in Ratingen
near Dusseldorf, Germany. It is a part of Mitsubishi Electric Europe B.V. which has been represented

in Germany since 1978, a wholly owned subsidiary of Mitsubishi Electric Corporation, Japan. The role


https://www.mitsubishielectric.com/fa/about-us/automating-the-world/index.html
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of Factory Automation EMEA is to manage sales, service, and support across its network of local

branches and distributors throughout the EMEA region.

For more information, please visit emea.mitsubishielectric.com/fa

*Other names and brands may be claimed as the property of others.

*All other trademarks are acknowledged
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X twitter.com/MitsubishiFAEU
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