
 

 
 
Mitsubishi Electric calls on Critical National Infrastructure 
providers to secure OT estates following ‘severe’ cyber attack 
warning 
 

 
 
 
Hatfield, UK – February 2026 
 
Mitsubishi Electric is urging Critical National Infrastructure (CNI) providers to secure their 

operational technology (OT) estates in the wake of a warning by the National Cyber Security 

Centre (NCSC) of ‘severe’ cyber threats on the horizon.  

 

The initial alert, which was issued by Jonathan Ellison, director for national resilience at the NCSC, 

came after Poland’s energy infrastructure was hit by co-ordinated cyber attacks in December. 

In a LinkedIn post, Mr Ellison warned that there was a strong possibility that CNI operators in the 

UK could fall victim to similar attacks in the near future, and should therefore take swift action 

to mitigate the risk.  

 

Now, David Bean, Business Development Group Manager at Mitsubishi 

Electric Automation Systems Division, has added his voice to that of the 

NCSC, calling on providers to take swift action to safeguard their OT 

architectures to mitigate the risk.  



 

 

“The NCSC’s warning is certainly a stark one, but not at all a surprising one, given the ever-

evolving threat landscape that CNI organisations are operating in,” he said. 

 

“We must now deal with the reality that the disruption brought by cyber attacks to everyday 

essential services, such as energy and water supply, is an ever-present threat, and one that will 

require decisive action if it is to be properly addressed. 

 

“This will involve operators making sure that their OT estates are compliant with relevant industry 

standards, such as IEC 62443, which aims to enhance cyber security in industrial automation 

and control systems, and address the unique challenges experienced by OT environments. This 

is in addition to the EU’s NIS2 Directive, which focusses on critical sectors and requires 

organisations to implement robust security measures and reporting protocols. 

 

“The best way for operators to ensure protection against attacks, and compliance with 

regulations, is by partnering with technology providers who offer services and solutions to help 

protect their asset base. In this way, we at Mitsubishi Electric are perfectly positioned to provide 

support to CNI providers, and can advise how to ensure compliance and safeguard their OT 

estates. Our industrial automation product portfolio, meanwhile, is compliant with IEC 62443-4-

1, and our next-generation programmable logic controls are in adherence with IEC 62443-3-2.  

 

“As such, we have both the expertise and solutions to help operators make sure they are 

properly prepared for the threats that lie ahead, and that disruption to critical national 

infrastructure can be greatly mitigated.” 

 

For more information on Mitsubishi Electric’s range of solutions for CNI operators, visit 

https://gb.mitsubishielectric.com/en/    
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About Mitsubishi Electric Corporation 

With more than 100 years of experience in providing reliable, high-quality products, 
Mitsubishi Electric Corporation (TOKYO: 6503) is a recognized world leader in the 
manufacture, marketing and sales of electrical and electronic equipment used in 
information processing and communications, space development and satellite 
communications, consumer electronics, industrial technology, energy, transportation and 
building equipment. Mitsubishi Electric enriches society with technology in the spirit of its 
“Changes for the Better.” The company recorded a revenue of 5,521.7 billion yen (U.S.$ 36.8 
billion*) in the fiscal year ended March 31, 2025.  

For more information, please visit www.MitsubishiElectric.com 

 
*U.S. dollar amounts are translated from yen at the rate of ¥150=U.S.$1, the approximate 
rate on the Tokyo Foreign Exchange Market on March 31, 2025.  

 
About Mitsubishi Electric Factory Automation Business Group 

Offering a vast range of automation and processing technologies, including controllers, 
drive products, power distribution and control products, electrical discharge machines, 
electron beam machines, laser processing machines, computerized numerical 
controllers, and industrial robots, Mitsubishi Electric helps bring higher productivity – and 
quality – to the factory floor. In addition, its extensive service networks around the globe 
provide direct communication and comprehensive support to customers. The global 
slogan “Automating the World” shows the company’s approach to leverage automation 
for the betterment of society, through the application of advanced technology, sharing 
know how and supporting customers as a trusted partner. 

 
For more about the story behind “Automating the World” please visit: 

www.MitsubishiElectric.com/fa/about-us/automating-the-world 

 

Factory Automation EMEA 

http://www.mitsubishielectric.com/
https://www.mitsubishielectric.com/fa/about-us/automating-the-world/index.html


 

Mitsubishi Electric Europe B.V., Factory Automation EMEA has its European headquarters in 
Ratingen near Dusseldorf, Germany. It is a part of Mitsubishi Electric Europe B.V. that has 
been represented in Germany since 1978, a wholly owned subsidiary of Mitsubishi Electric 
Corporation, Japan. The role of Factory Automation EMEA is to manage sales, service and 
support across its network of local branches and distributors throughout the EMEA region.  

 
For more information, please visit emea.mitsubishielectric.com/fa 

 
About e-F@ctory 

e-F@ctory is Mitsubishi Electric’s integrated concept to build reliable and flexible 
manufacturing systems that enable users to achieve many of their high speed, 
information driven manufacturing aspirations. Through its partner solution activity, the e-
F@ctory Alliance, and its work with open network associations such as the CC-Link 
Partners Association (CLPA), users can build comprehensive solutions based on a wide 
ranging “best in class” principle. In summary, e-F@ctory and the e-F@ctory Alliance 
enable customers to achieve integrated manufacturing but still retain the ability to 
choose the most optimal suppliers and solutions. 

*e-F@ctory, iQ Platform are trademarks of Mitsubishi Electric Corporation in Japan and 

other countries. 

 

 *Other names and brands may be claimed as the property of others. 

 

Follow us on: 
 

 

youtube.com/user/MitsubishiFAEU  

 

twitter.com/MitsubishiFAEU 

 

https://www.linkedin.com/showcase/mitsubishi-
electric-europe-factory-automation-emea/ 

 

https://www.instagram.com/mitsubishi_electric_fa
_emea/  
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