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1. What is your preferred method of payment for personal purchases? (n = 899)
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C. Credit Card. ... o e e e e e 59%
0 R 19 T o o7 T o P 24%
e. Mobile payment (using a mobile device for in-person or online purchase)................. 5%
LTS 11 T 1%

2. For purchases you make, do you think each of the following transactions is secure (i.e.,
personal information is safe from being stolen or misused): (n = 899)

Secure Not Secure Unsure
Cash 89% 8% 2%
Check 37% 43% 20%
Credit card 47% 41% 12%
Debit card 42% 44% 15%
Money order 46% 25% 29%
Mobile payment 23% 47% 30%

3. In 2015, have you used mobile payment to make a purchase? (n = 896)



Do you expect to see an increase in mobile payment data breaches over the next 12 months?

(n =900)
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. What do you think is the most significant security vulnerability with mobile payments? (n =
899)

Q. WWEAK PASSWOITS. .. ..t vttt et e et et et e e e e e et et e e e e rer e e e ee e 13%
D. LOSt OF StOIEN AEVICES. .. ... ettt e e e e e e e e e et e 21%
C. USeOf PUDIC WIF ... e e e 26%
d. User error.. PP &
e. Phlshlng/shmlshlng (phlshlng attacks via text messages) ................................... 18%
f. There are no security vulnerabilities... PP UUPRPN 01
g. Other14%

. Which of the following is the most important action consumers can take to improve security
associated with mobile payment? (n = 897)

Require two ways to authenticate their identity (two-factor authentication).......66%
Require a short-term authentication code............coiiiiiiiiii i e, 18%
Install phone-based security apps... PP« /)
They do not need to do anything to |mprove securlty P L
Other.. 6%
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. What additional tip(s) would you give to consumers to make mobile payments as secure as
possible? (n = 489)
Frequent answers to this open-ended question included:

a. Make passwords complex and strong, and change them frequently.

b. Use two-factor or biometric authentication.

c. Don’t use public WiFi when making mobile payments.

. At what age do you think young people should be taught about keeping mobile phones
secure? N = 899)
a. Under 10 years old..........ooiei i 2. 3100

D, 10-13YEArS Old. .. ... e e e e e 41%
Co L4-17 WeArS Old. .. oe e e e e e e e e e 20%
. 18-24 yearS OlU. .. ...t 6%
e. ldon’tthink this subject needs to be taught.............coooiiiii i, 1%



9. What is the youngest age you think it is acceptable for a child to be given his/her own
smartphone? (i.e., mobile phone with Internet connectivity) (n = 899)
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Under 10 years Old. .......co oo a2 890
IO =T 1S3 o] o 40%
14-17 years Old.......ov v e e e e e 4690

What are the top three steps adults should take to improve the security of a child’s
smartphone? (Please select three.)

@rPo0oTw

Require a PIN code or password to access the phone...................coi .. 72%
Install parental control SOftWaAre..........ouviniii i e 58%
Install mobile security software.. crereenen.D3%
Ensure the phone doesn’ tautomatlcally connect to publlc W|F| netvvorks ............... 37%
Ensure the ability to track the phone’s location..............cccoviii i, 38%
Ensure the ability to remotely wipe or shut down the device...............................53%
1 T PPN o

In what country do you live? (n = 875; responses are rounded to the nearest tenth)
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Trinidad and Tobago.........c.ovveiiiiii e 0.3%
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Ukraine.. .. N 0 J2A )
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In what region do you live? (n = 897)
o ASIA-PACITIC. .. e e 2. 13%
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. Oceania (Australla New Zealand Papua New Gumea) ...................................... 3%

In what industry do you work? (n = 899)
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FINaNCIal/Banking..........ooiii i e e e e e 26%
IS0 =T o PP 4%
PUBIIC @CCOUNTING. .. .ttt e e e e e e e e e e e e e e e e e eaas 2%
TrANSPOITALION . .. .t e ettt e e e e et e e e e e e 1%
Aerospace... . PO 0
RetalI/Wholesale/Dlstrlbutlon .................................................................... 2%
Government/Military... PP © 1
Technology Serwces/ConsuItlng .............................................................. 31%
ManufaCturing/ENGINEEIING. .. ... cv et e et e e e e e e e e e eeaaaaas 4%
Telecommunications/CommuNICAtIONS. .. .......vvvieiieee e e eeiieiieieeeeeineneeneene D%
M ining/Construction/PetroIeum/AgricuIture ................................................... 2%
Utilities.. .. A 1
: LegaI/LaW/ReaI Estate PPN 0 o
Healthcare/MediCal... ... ... e e e e e eaeeea 3%
PharmacCeULICAL. .. ... .. e e e e e e e e e e e e 1%
Advertising/Marketing/Media.............coooiiiiiiiii e 100
EAUCAtION/STUTENT. .. ...t e e e e e e e e e 2%
Other (PleaSe SPECITY) ... ettt et e e e e e e e e e e e e 5%



14. How many people are employed in your enterprise, including all branches, divisions and
subsidiaries? (n = 895)

A FEWEr than 50... ... e e 14%
. 50-140 . et e e 6%
C. L5040 it 7%
. 500-1,400 . .t e e 13%
B, L 000-4,000 . .. i e 14%
Fo 5,000,000 ... it e 10%
0. 10,000-14,900. ... it e e e e e 5%
TR L 0100 o i 0T = 32%

15. Which of the following is closest to your job title? (n = 900)

S | 111 =T PPN 0 0
b. EXternal CONSUITANT. .. .. ... e e e e e 14%
C. ProfesSOr/tEaChEr. ... ...t e e e e e e 1%
o R o > Tox (] ) T 11%
S 11T 0T V7 <o 5%
L 1Y/ 1 = Vo =T o 32%
0 TR 19 1 - o (o 11%
TR ATt ] = o [ o | 4%
. CIO/CISO/CAE. .. ... it e e e e e e e e 22, 1090
Jo President/CEO ... ... e e e e e e e ne e 300
K. Other (Please SPECITY) ... uu it e e e e e e e e e e e e e e 9%

16. Please indicate your gender. (n = 886)
Q. FBMAlE. .. e 14%

17. Please select your age group. (n = 890)

A, 18- 0%
D, 253 e e 12%
O 1 34%
. AD-D . i 33%
T 1 T 19%
L Lo 2%
0 TR A5 T 0 T = 001 PPN 0

About ISACA’s 2015 Mobile Payment Security Study

The 2015 Mobile Payment Security Study reflects the insights of more than 900 ISACA
members on the security-related aspects of mobile payment. The online survey was conducted in
August 2015. Full results are available at www.isaca.org/mobile-payment-security-study.




