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Request for Information (RFI)

on

Information Security Outsourcing
RSVP Deadline: E-mailed by May 05, 2006 5 p.m. (EST)
RFI Deadline: E-mailed by May 19, 2006 5 p.m. (EST)
Publication Date: August 3, 2006
I. Introduction

Network Computing’s August 3, 2006 issue will have a feature devoted to outsourcing information security. Security is a continual concern for all businesses. For companies to work in a safe and trusted mode--both internally and externally--security must be addressed and managed in a professional manner. Both large and small enterprises are vulnerable to attacks that can cause business process interruptions and lost revenue.  Decisions to outsource security are generally based on cost savings; however, managed security services offer real-time network security monitoring, cover large geographic regions, and can take advantage of global threat and early warning identification systems to block threats before they affect employees, customers, and/or business partners. This review will provide guidance for readers weighing what to keep in-house and what to outsource. We have a virtual widget manufacturing company, NWC Inc., which we will use for this RFI. (http://inc.gb.nwc.com). 
If you would like to participate, please RSVP to the author, Joanne VanAuken (jvanauken@nwc.com), by May 05, 2006 and return the completed RFI by May 19, 2006.

A. Purpose

This Request for Information is proprietary to Network Computing and CMP Media, LLC. It is drafted and disseminated for the sole purpose of generating information for publication in Network Computing. Participating vendors must meet the minimum requirements for participation and agree that all information returned to Network Computing in response to this RFI will be published in print and in electronic form on our Web site, www.networkcomputing.com.

Please note that we reserve the right to examine a test unit of any product submitted for review in our Lab or at a customer site.

B. Instructions

The following minimum product requirements are necessary to participate in this review. Please check all that apply. 

___
Outsourcing service is available by May 05, 2006
___
Service includes off-site hosting of replicated data and/or systems as needed
___
Providing NWC Inc. with the proper security expertise to deliver an end-to-end solution

___
Is sold as a service
___
Service supports mid-tier and larger enterprises
If you do not meet all of these criteria, your product does not meet the minimum qualifications for this review. Please notify the author (jvanauken@nwc.com or 315 439.2438) by May 05, 2006 that you do not meet the criteria for participation. Thank you for your consideration.
If you respond to the RFI, please note the dates in Section C to complete the RFI on time for inclusion in our August 03, 2006 issue. We suggest you read through the entire RFI before answering questions. You can reference answers to other questions in the RFI using the section and question number. Please do not reference materials outside the RFI; incorporate them into your answers. This RFI will be the only source used to review your product.

Essay-type questions may include word-count limits. Any responses submitted beyond the limit may be disqualified.

Please answer all questions--this information is the foundation on which we determine the winning bid and our Editor's Choice Award. If you do not have an answer for a question or it does not apply, please indicate that in the space allotted. If you leave a question blank, we can only assume that your product does not support the proposition or that it does not provide an answer to the question.
Note that an as-tested list (MSRP) price is a required element of this review.

C. Effective Dates

RFI Issue Date: April 2006, 2006
RSVP Deadline: May 05, 2006 by email to jvanauken@nwc.com by 5 p.m. (EST), 

RFI Deadline: May 19, 2006 by email to jvanauken@nwc.com by 5 p.m. (EST) 
Publication Date: August 3, 2006
II. Business Overview

RFI Scenario:

[image: image3.jpg]Corjputing
[




NWC Inc.

NWC Inc. delivers consumer electronic widgets around the globe and is recognized as the worldwide leader in producing widgets and the famous MacVittie robot . Founded in 1998, NWC Inc. employs 207 people and serves 600,000 customers around the world. Our Web site can be reached at: http://inc.gb.nwc.com , feel free to order products from us!
We are a growing and dynamic company with three new product lines, hundreds of new customers and over a terabyte of data added to our databases last year. Our business line managers are hands-on in monitoring not only sales, but also application performance in terms of availability and user experience.
Financial 

Annual revenue of $23 million is split between online (90%) and catalog (10%) sales. 

Profit is 5% ($1.15 million)

Projected growth of 12% per year

IT budget is 20% of CAPEX ($3.5 million) 

Locations & Employees

NWC Inc has its corporate headquarters in Green Bay, Wis. Of its 207 employees, 140 are located in Syracuse, N.Y., at our manufacturing plant. 

Manufacturing  (1 manufacturing plant)

	
	Number

	Worker  bees
	119

	Supervisors
	5

	Mechanics
	5

	Managers
	2

	Engineers
	3

	IT 
	5

	Director
	1

	Total
	140


Corporate Headquarters

	
	               Number

	CEO
	1

	CIO
	1

	CFO
	1

	Marketing Mgr
	1

	Finance Mgr
	1

	IT Mgr
	1

	Customer Svc Mgr
	1

	HR Empl
	3

	Finance Empl
	3

	Administrative
	4

	Network/Sys admin
	7

	DBA
	2

	App Dev
	10

	Tech Support
	8

	Marketing/Sales
	8

	Customer Svc
	15

	Total
	67

	ALL TOTALS
	207


Infrastructure

Corporate HQ

Web Server

Apache on Red Hat Linux 9
Application Server
IBM WebSphere on Windows 2000

Database Server
SQL Server on Windows 2000

Financial Application
Great Plains on Windows 2000

Directory Server
ADS on Windows 2000 (to be upgraded to run on Windows Server 2003 Q3 of 2006)
E-mail
Exchange Enterprise Edition on Windows 2000 (to be upgraded to Exchange 2003 running on Windows Server 2003 Q3 of 2006)
Storage Size

4 terabytes of source data, replicated to 4 terabytes

Syracuse NY Manufacturing
Database Server
Oracle 9i on Red Hat Linux AS 4
Application Server 
Oracle 9i on Windows 2000

Web Server 

Microsoft IIS

Stock Management
Internally Developed on Application Server

Storage Size

2 terabytes of source data, replicated to 8 terabytes

Business Goal:

Today, information security moves at a rapid pace, is often associated with negative publicity, is only understood by a small percentage of the population, and if incorrectly implemented, can put any size organization out of business!
Network security is of prime importance to NWC Inc. With a corporate focus on growth, NWC Inc. is looking for IT security solutions that are scalable and do not require large capital investments or additional staffing. Wanting a best-in-class solution but realizing that building, implementing, and operating our own security infrastructure is prohibitively labor intensive, NWC Inc. is looking to see how managed security services can create a secure network while controlling costs.
We’d like to partner with an organization that will provide outsourcing resources for managed services for firewalls and intrusion detection; router/switch maintenance and security; proactive, continuous (24x7) security monitoring to provide early warning threat identification and detection capabilities; incident management including forensic analysis; log monitoring services; vulnerability and penetration testing; information security risk assessments; data archiving and restoration; security patching; anti-virus/anti-phishing/content filtering services; and on-site consulting. How much of our security functions moves to an outsourcer will be determined in part by the level of support and expertise available, and cost. Availability and stability are also very important to NWC Inc. An outsourcing choice will consider demonstrated measures outsourcers have taken to control operational and environmental factors.
NWC Inc is a 24/7 e-commerce business and must design a security plan that will support its data center operations and business.

Technical Goal:

Currently all NWC Inc. systems are x86 architecture, but two possible architecture changes are currently being considered. One possibility is to move databases to traditional Unix hardware. The second is to operate Web servers and application servers in a load-balanced, high-availability environment.  Please consider current hardware for this RFI, but also keep in mind and suggest, where appropriate, features and services that support these two possibilities.
Diagram
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Not Pictured: Adaptec/Snap NAS On HQ Network

B.  Information Security Outsourcing Questions (Company Viability):
The following questions explicitly address the viability and capabilities of information security outsourcing providers. Please answer each. 

Question B.1: Corporate Capabilities
Corporate capabilities are broken into the following categories:

· Financial 

· Services Offered 

· Organizational Breadth 

· Investment Strategies 

· References 

  
Financial

a.
Provide your most recent annual report and financial statement and those of your key investors if they are not publicly available. 

b.    Indicate the total number of active security service contracts, indicating the percentage of multi-year and single year contracts. Describe your annual rate or percentage of new, renewing, and terminating contracts. 

c.    Provide information regarding any recent mergers and acquisitions, initiated by your organization or initiated by others.

 
Services Offered

a.   Name the markets or industries you target for each of the services you offer 

b.    What percentage of your staff is involved in direct service delivery and managing current client accounts?

  

Organizational Breadth

a. Is your current business regional, national, or international? Describe your approach and your capabilities to provide global support, including, but not limited to, worldwide locations, expertise in national languages, knowledge of national and local laws that affect requested services, and relationships with national and local law enforcement agencies.

  
Investment Strategies

a. Describe your approach for investing in technology and research and development to increase operational efficiency while keeping up with the rapidly changing threat environment.
b. What are the highest priority initiatives in your company that affect the requested services?
c. What is your company’s vision and direction for currently offered services as well as plans for additional services and support of new technologies?

References

Include, for each reference: the company name, contact name, contact title, phone number, e-mail address, types of service, and dates of service.

a.       Provide three references from clients:
· With similar types of organizations (size, market segment)

· With similar levels of infrastructure complexity and capacity requirements

· That are currently using the services requested in this RFP  

Answer Guidance
Reason For Question
To explain your breath, experience and reliability as a support partner for NWC Inc.
Mandatory Response Format:
Word count: Summary not exceeding four pages with executive overview
Question B.2: Country Handling Outsourcing and

Associated Environmentals 
NWC Inc. strongly prefers to utilize a United States-based outsourcing location; however, if you strongly feel that you have a location outside the United States that could better service NWC Inc. as it looks to outsource information security, please indicate the country and answer the question based on the specific location you think will be a best fit. If outsourcing will be handled outside of the United States, be sure to include why this will benefit NWC Inc.’s business operations.

· Does the outsourcer monitor and review all physical access including the following:
· Identify and authenticate customer and outsourcer staff members who have physical access to IT assets providing customer services?

· Have a process for requesting and approving physical access?

· Are physical assets dedicated to each customer or can they be shared by multiple customers?

· How do you physically and securely segregate your assets and customer assets?

· Is there a presence of a physical security system like a UPS, backup generator, redundant climate control systems, and a fire-control system?

Please describe environmental controls and features of your proposed hosting service for NWC Inc. broken into the following areas: 

Air Conditioning

Power

Physical Access control

Fire

Other
Answer Guidance
Reason For Question
Describe how your environmental controls improve your service.
Mandatory Response Format:
Word count: Summary not exceeding three pages Specify controls and features in each category.

Question B.3: Customer Satisfaction

Describe your processes for handling client inquiries and reported problems.

· Describe customer service responsiveness, hours of staff availability, and available mechanisms for communication such as written, verbal, e-mail, face-to-face.
· Describe how issues involving unsatisfied customers are addressed. For example, is it described in service level agreements?
· Describe the secure communications available when privacy is of the utmost concern. For example, secure voice, fax, encrypted e-mail.
· Describe both, national and international service support.
Answer Guidance
Reason For Question
To explain your business processes for dealing with your customers. 

Mandatory Response Format:
Word count: Summary not exceeding three pages with executive overview
Question B.4: Business Partnerships/Relationships

· Provide a complete list and brief description of your channel partners, resellers, vendors, subcontractors, and other providers (tiered providers including ISPs) who may be involved in delivering NWC Inc.’s requested services. What is your due diligence process for engaging in these types of business relationships.

· Where do you plan to use tiered providers to satisfy our requirements? In what capacity do you plan to use them? What mechanisms are in place to allow us to verify that these requirements are met? 

· Indicate how our requirements flow to all involved tiered providers and how requirements satisfaction is determined.

· Can NWC Inc. identify any requirements or restrictions we may have when outside parties (providers, tiered providers) connect to our network.  These may include: disallowing certain protocols, requirements for or restrictions on communications or encryption methods and confidentiality requirements The provider indicates how they plan to meet these requirements and restrictions.

· How can NWC Inc. establish a direct relationship (either informal or contractual) with your tiered providers when they are involved in delivering the requested services? Indicate if we are free to contact these organizations and, if so, provide contact information.

· When client information is shared with and used by tiered providers, what procedures do you have in place for protecting this information?

· How are security risks associated with tiered providers defined and monitored?

· What security research organizations do you partner with to stay informed about new threats and vulnerabilities?

Answer Guidance
Reason For Question
To explain your business relationships and how they work in addition to how they will impact NWC Inc.

Mandatory Response Format:
Word count: Summary not exceeding four pages with executive overview
Question B.5: Independent Audits

Describe the independent evaluations/audits that you and any other tiered provider participate in.

· Do you periodically information security risk evaluations or contract with an independent, outside organization to perform them? If yes, how often are they done?
· How do you communicate risk evaluation results with your customers?
· Describe how you respond to significant changes in technology.
· Describe how you respond to both internal and external threats.
· Do you require independent risk evaluations from your tiered providers? If yes, do you actually obtain copies of the evaluations?
· Do you demonstrate service compliance with regulations like GLBA, HIPAA, SAS 70.
Answer Guidance
Reason For Question
To explain how well you audit your own business and to see how well you follow good security practices.

Mandatory Response Format:
Word count: Summary not exceeding two pages with executive overview
Question B.6: Personnel Security

NWC Inc. recommends personnel screening of outsourcing company’s employees as a safeguard.

· Do you conduct background check on all potential employees or only if their role and responsibility within your organization mandates it?
· What is your policy on hiring former computer hackers?

· For personnel assigned to provide services to NWC Inc. as specified in this RFI, what is their job year’s experience? In addition, how many yearly classroom instruction hours are given these personnel? If allowed, include resumes for key personnel and managers having responsibility for NWC Inc.’s outsourcing contract.
· What is your annual staff retention rate for key security positions?

· Are your personnel permanently assigned to a client for the length of the contract?

· Do you provide your personnel with refresher training and periodic review of industry standard security policies and procedures?

· Do you require your personnel to sign non-disclosure agreements?

· Do you inform your customers of key personnel who have privileged access to client data, software, and hardware and why?

· What security procedures do you follow when one of your personnel terminates employment?

· Do you require the same level of personnel information from your business partners?

Answer Guidance
Reason For Question
Requiring personnel screening shows that an organization strives to hire honest employees. NWC Inc. wants to make sure they partner with an organization who at least believes in minimal background checks.

Mandatory Response Format:
Word count: Summary not exceeding three pages with executive overview
Question B.7: Asset Ownership

NWC Inc. wants to be able to identify the owner of assets used in providing the service (hardware, software, processes, etc.). Providers either manage their own systems or manage equipment that the client owns. NWC Inc. realizes that client ownership may cost more in the short term, but may reduce transition issues when the relationship terminates.

· Is any and all intellectual property created by the outsourcer on behalf of the client and in the course of the relationship owned by the client? This statement references reports, logs, and audit and evaluation results.

· If you propose using proprietary assets (policies, processes, software, hardware), describe how the client is not placed at risk when the relationship terminates.
· Describe all software and hardware license and patent issues that may arise to delivering requested services and how such assets are transitioned upon contract termination. 

Answer Guidance
Reason For Question
NWC Inc. wants to consider who can introduce hardware and software onto their systems and under what circumstances.

Mandatory Response Format:
Word count: Summary not exceeding two pages with executive overview
Question B.8: Contractual Terminology

NWC Inc. is interested in reviewing contractual exceptions, penalties, and exit terminology. 

· Provide your standard language for contractual exceptions and penalties.
· Provide your standard contract termination language and provisions.

· Provide conditions under which contract termination may occur.

Answer Guidance
Reason For Question
NWC Inc.’s Legal Counsel wants to be informed of issues that may possibly need discussion should contract negotiations begin.
Mandatory Response Format:
Word count: Summary not exceeding two pages with executive overview
Question B.9: Service Level Agreements (SLAs)

· Provide your standard SLA.

· Does your SLA provide for client-specific requirements for performance, remediation, restoration of service, response time, and customer service satisfaction levels?
· Describe customer and provider responsibilities for monitoring and verifying SLA measuring tools.

· If provider falls into SLA non-compliance, are credits issued to customer?

· Describe the business process a customer would follow to amend an existing SLA.

· Describe the business process a customer would follow to escalate an SLA.

· Describe how you calculate service outage times.
Answer Guidance
Reason For Question
Describe in detail service guarantees and the remediation available. Specify remediation and dispute policies and procedures. Be sure to specify when these are included in the service quoted and when they are available at an additional charge.

Mandatory Response Format:
Word count: Summary not exceeding two pages with executive overview
Question B.10: Site Visits

NWC Inc. believes they have the right to conduct a site visit to all physical facilities involved in providing information security services. 

· Do you permit site visits for verification of outsourcer capabilities as described in your informational answers?

· Do you take responsibility for expenses incurred by you during the site visit?

· Describe any constraints on site visits.

Answer Guidance
Reason For Question
To validate the capabilities and truthfulness of any potential NWC Inc. partner.

Mandatory Response Format:
Word count: Summary not exceeding two pages with executive overview
Question B.11: Implementation Schedule

Describe your implementation plan with a timeline and duration (in hours, days, weeks, etc.) for installing and maintaining requested services. A high-level implementation plan is acceptable.

Answer Guidance
Reason For Question
To gain an understanding of the time and people resources involved in the outsourcing process.

Mandatory Response Format:
Word count: Summary not exceeding two pages with executive overview
Question B.12: Account Management
Provide the outsourcing organization’s point-of-contact. Describe the procedures, policies and organization of account management. Respond where applicable in the following areas.

Account representative(s)

Project Management

Problem Management

Service Level management and remediation
Training
Answer Guidance
Reason For Question
Describe in detail your account management. Personnel, systems and policies that effect how accounts are guided through service creation, monitoring and remediation is important. Include the support times where applicable.
Mandatory Response Format:
Word count: not exceeding three pages 
Question B.13: Market Position

Describe why you would buy your service instead of contracting with one of your 

competitors.

Answer Guidance
Reason For Question
Describe what sets your services apart in the marketplace. Please indicate areas of need of improvement and future business development.

Mandatory Response Format:
Word count: not exceeding three pages  

C.  Security Requirements

The following questions explicitly address outsourced information security requirements. Please answer each. 

Question C.1: Security Requirements

You are able to demonstrate that customer assets (software, hardware, data) are delivered services assured of confidentiality, availability, and integrity? For example, customer data is protected to include security posture and vulnerability and attack status.

Question C.2: Network Service Architecture

Describe, using text and graphics, how your services will be implemented to include:

· Remote administration. Service hardware and software are located on our network. Your security center connects to this equipment via secure means like VPN.

· Co-location. Your security devices, such as managed firewalls and web servers, are placed within your data center. Does access to and from our networks pass through your infrastructure? Do you run our service on a dedicated server? If not, how is exposure to other customer’s data, systems, networks, and performance protected?

· On-site. You offer permanent, on-site staff to supplement our existing security staff and hardware/software.

· Do you anticipate changing your architecture over the next six to twelve months?

· Do you anticipate changing your architecture over the next one to five years?

· How do you account for network configuration changes to accommodate new business partners NWC Inc. may bring on?

· Can your service architecture be easily changed with minimal impact to our ongoing operations and performance?

· Will you be able to monitor our network configuration with no performance impact?

· Describe how you manage multi-vendor equipment on the same network?

· Are your management tools hardened and secured?

· Is the traffic between your security center and our systems encrypted?

· Are your service systems built and tested in a non-production, like a lab, environment?

· Do you provide a trial period during which you provide on-site or immediate on-call support?

· Do you use modems for remote access administrative purposes? If yes, are modems disconnected or disabled when not in use?

Answer Guidance
Reason For Question
Describe in detail internal architecture and how it will benefit NWC Inc. and potentially impact our business.

Mandatory Response Format:
Word count: not exceeding three pages 
Question C.3: Hardware and Software Services

Describe the products, technologies, and operating systems that you use to deliver requested services. Some providers like to lock a customer into a single technology, product, or operating system. NWC Inc. wants to ensure that the provider it chooses can function using a range of solutions.
Answer Guidance
Reason For Question
Also describe the product, technologies, operating systems, and architectures that you are able to monitor. Describe how new products and technologies can be easily integrated into our environment. NWC Inc. is looking to see how flexible you are.

Mandatory Response Format:
Word count: not exceeding four pages 
Question C.4: Scalability

Describe how you are able to handle new geographic locations—consider international locations in your answer, growth in business transactions and network traffic,
Answer Guidance
Reason For Question
NWC Inc. wants to see if there are any limitations in the rate of expansion that can be accommodated and if any penalty charges will be incurred if business grows or decreases beyond an agreed upon range.

Mandatory Response Format:
Word count: not exceeding three pages 
Question C.5: Reporting

Describe the standard and customized reports included in your cost proposal.

· How frequently are reports provided? Can they be provided upon client request?

· What do reports cover? For example, are all policy modifications included, all configuration changes, and security alerts listed by severity.

· Can you provide sample reports and describe how they are used by the provider and the customer?

· Can reports be generated for specific network segments/devices?

· Can trend analysis reports be generated?

· How are reports delivered?

· Is real-time access to network and system security status provided via a Web interface?

· Describe the training provided to assist us in understanding how to access online report versions and interpret and audit them?

Answer Guidance
Reason For Question
Reporting is often an overlooked feature. NWC Inc. wants to see the breadth of reports offered and the format in which they can be delivered?

Mandatory Response Format:
Word count: not exceeding three pages 
Question C.6: List Pricing
Define all costs billed by you to NWC Inc. for services delivered. Please indicate any front-loaded one-time expenses in addition to monthly recurring charges. NWC Inc is considering a three year agreement, but wants to weigh that against a month-to-month option and so will need to understand both monthly and 3-yr. contracted pricing. Please provide both. Indicate early termination costs where applicable. Please respond with pricing in the following categories: 

Monthly Reccuring Charges

Annual or other periodic fees

Conversion Charges
Project Management

fIREWALL MANAGED SERIVCES

iNTRUSION DETECTION MANAGED SERVICES

ROUTER/SWITCH MAINTENANCE AND SECURITY

SECURITY MONITORING

LOG MONITORING SERVICES 

Problem Management INCLUDNG FORENSIC ANALYSIS CAPABILITIES

VULNERABILITY AND PENETRATION TESTING

RISK ASSESSMENTS

CONTENT FILTERING SERVICES

Service Level management and remediation
High Availability

Coordination with NWC Inc. Trading partners

ON-SITE CONSULTING

other
Answer Guidance
Reason For Question
List all charges in U.S. dollars. If fixed pricing is not available, list hourly or whatever increment as well as associated dollar amounts that can apply. Pricing is a required scoring area; failure to disclose pricing will result in a zero.

Mandatory Response Format:
Word count: not exceeding three pages. Spreadsheet submission is fine

D.  Security Practices

The following questions explicitly address outsourced information security best practices. Please answer each. 

Question D.1: Policies, Procedures, and Regulations

You have a comprehensive set of documented, current policies that are periodically reviewed, updated, and enforced. NWC Inc. can review these at any time.

Answer Guidance
Reason For Question
The provider commits that their security policies and procedures are compliant with the customer’s industry and no conflict exists. The provider demonstrates that they are exercising an appropriate standard of due diligence with regard to securing information assets utilizing security policies, procedures, and industry best practices that are well documented and enforced.

Mandatory Response Format:
Word count: not exceeding three pages.
Question D.2: Contingency Planning (Disaster Recovery)

The provider has business continuity and disaster recovery plans for critical assets and confirms that they are routinely tested and found to be effective.
Answer Guidance
Reason For Question
NWC Inc. wants to be sure you have deployed redundancy for a high availability environment should the primary center fail. Does a failover site, which is physically and geographically separate from the primary site, exist should a natural disaster occur like an earthquake, hurricane, tornado, etc.? Do you contract with multiple ISPs? Can you provide a copy of your business continuity/disaster recovery plans and procedures. 
Mandatory Response Format:
Word count: not exceeding three pages.
Question D.3: Data Handling

The provider treats data in accordance with its classification (confidential, sensitive, public) and complies with customer’s policies, procedures, and regulations.

Answer Guidance
Reason For Question
NWC Inc. wants to make sure our programs and data are protected from unauthorized copy, use, duplication, and storage. Can you provide retention guidelines for the various classes of data like user data, log, monitoring results, and reports? How long is data retained online, what’s the archive process, and how long are archives available for retrieval?

Mandatory Response Format:
Word count: not exceeding three pages.
 

Question D.4: Software Integrity

Describe how you maintain the integrity of installed software. Consider how often virus, worms, and other malicious software are checked; are virus signatures updated regularly; and are checksums compared against a valid, known baseline.

Answer Guidance
Reason For Question
NWC Inc. wants to ensure regular verification of software integrity which affects client data stored on provider equipment
Mandatory Response Format:
Word count: not exceeding three pages.
 
Question D.5: Secure Configurations

Provider ensures secure configurations of all customer information assets throughout its lifecycle—installation, operation, maintenance, retirement including:

· Authentication on both ends is required when a configuration change is requested.

· Patches are applied to correct security and functionality bugs. Is there are specific day of the week where routine, non-critical patches are applied?

· Unnecessary application and services are removed or disabled? 

· Default accounts are also removed?

· Are configurations tested in a non-production environment prior to deployment?

Answer Guidance
Reason For Question
NWC Inc. is making sure well-established, documented configuration management and change control procedures are followed whenever a request is made. How prepared is the outsourcing company to recover from patch and upgrade problems, backing out relevant changes to arrive at a previously working configuration? How is the customer notified when changes are made that can affect performance and data? Most importantly, no undocumented configuration changes will occur.

Mandatory Response Format:
Word count: not exceeding three pages.
 
Question D.6: Backup’s

You provide a regular schedule of backups for data including how often partial, full backup’s are performed; is data validated both before and after a backup; is encryption used; how do you separate one customer’s backup media from others; and have a process implemented to accommodate a customer’s request for an unscheduled backup restore.

Answer Guidance
Reason For Question
Provider describes how they perform backups of service system configuration files. How are the files restored? Who has access to them? Are backup media stored off-site? What is the chain of command when backup media moves from location-to-location?

Mandatory Response Format:
Word count: not exceeding three pages.
Question D.7: Monitoring and Auditing

Describes the actions the provider takes to monitor and audit its owns systems and networks. Also applies to customer systems and networks if included in the requested services. The provider describes their ongoing processes for global vulnerability and threat analysis.
How is correlation from all data sources performed when monitoring includes firewalls, intrusion detection systems, routers, and servers?

Answer Guidance
Reason For Question
Do you regularly use system and network monitoring tools and log filtering and analysis tools examine the results they produce? Do you generate log files in a write once-read many mode? Is monitoring conducted in real-time? How are systems and network monitored?
Mandatory Response Format:
Word count: not exceeding three pages.
Question D.8: Intrusion Response

Describe how your service responds to a detected intrusion to include the following:

· Describe escalation timing for the service provider. For example, notification could occur within one hour of detection to the first level supervisor, four hours to the next level, eight hours to the next level, and so on. These times may be outlined as part of a service level agreement.

· Describe the escalation process for the client.

· Describe how you return affected systems back to normal operation.

· Do you support automated responses?

· Do you perform forensic analysis? Is this an additional charge?

· How do you preserve evidence?

· Do you get involve local, national, and international law enforcement?

· Do you recommend improvement steps to ensure the same intrusion is not again successful?

Reason For Question
Describe how the client is informed and involved in these processes. Be sure to mention client roles, responsibilities, and approval authority.

Mandatory Response Format:
Word count: not exceeding three pages  

