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1. Architecture. 

With its unique TriPlane Architecture, Colubris Networks introduces the industry’s first highly scalable, multiservice WLAN solution. By dedicating separate resources to management, control and “fast-path” packet processing and by distributing network intelligence to the wireless edge, the TriPlane Architecture brings a new generation of versatility, scalability and affordability to enterprise WLANs. 

Together, the benefits and limitations of today’s switch-centric WLANs make it clear that a new model is required, one that combines central control with an unobstructed, unencumbered data path. Accordingly, there is an architectural trend towards separation of the data plane—where packet processing and forwarding functions reside—from the control and management planes. Colubris, Proxim and others have introduced purpose-built appliances that preserve the benefits of central control, complementing them with intelligent access points that perform fast-path data switching.

This next-generation architecture is realized in the Colubris Intelligent MultiService System (CIMS), which delivers more effective QoS and more economical scaling, and is designed to meet a number of important criteria:

· End-to-end QoS – To support emerging VoWLAN and multimedia applications, the architecture must leverage the wired network’s QoS mechanisms for consistent end-to-end latency and jitter
· Scalability – The new architecture must be flexible and modular enough to fit both centralized and distributed organizations and both large and small facilities.

· High performance – The architecture must deliver the performance required to support not only demanding client applications but also to: a) support emerging high-speed technologies like 802.11n and MIMO; and b)  enable migration to even higher performance applications and technologies.

· Reduced cost – In order to make WLANs the “default” access technology in enterprise networks, the new model must yield a TCO—including installation, operation and equipment costs—that is competitive with wired Ethernet.

Over the last two years, the industry has settled on a model for enterprise WLANs that comprises “thin” access points (APs) and a central WLAN appliance or switch. The APs handle radio frequency (RF) connections while the switch handles everything else: WLAN management and control, fast-path data forwarding, security and QoS. MAC layer processing is split between the switches and the APs. Traffic between the APs and the switch tunnels through multiple hops as it moves from the network edge to the enterprise data center, where the switch typically resides. Since the central switch makes all packet-forwarding decisions, all WLAN traffic must pass through the switch on its way between clients and servers (Figure 1).
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Centralized management and control make it easy to deploy and operate these switch-centric LANs. On the other hand, sending all wireless traffic through a central switch has significant drawbacks:

· Weak QoS – Quality of service policies are applied to WLAN traffic at the switch, not at the APs. Often, the WLAN switch is deployed in a data center several “hops” away from the APs. If there is congestion between the APs and the switch, delay-sensitive traffic can suffer, since the tunnels used to carry WLAN packets across the wired LAN hide QoS markings contained in the user flows, thereby preventing the wired LAN from acting upon them.

· Expensive scaling – As wireless traffic increases, the central switch becomes a bottleneck. The only way to increase packet-forwarding capacity is to buy and install another switch. But the performance “sweet spot” for most WLAN switches is around 36 to 128 APs, resulting in scaling increments that are too large for some situations and too small for others. The resulting amortized cost is over $1,000 per AP.

· Limited future – The closed, one-size-fits-all design of today’s WLAN switches severely limits network growth and optimization. These switches cannot scale to accommodate highly distributed environments, nor cope with increasing traffic loads. In fact, the enterprise will likely have to buy new WLAN switches to support future high-speed standards like IEEE 802.11n. 

· Traffic re-engineering – Tunneling traffic to a central switch introduces a different traffic pattern from the distributed switching that most enterprises use to handle traffic from wired clients. This requires costly upgrades to aggregation links along the path between access points and the central WLAN switch in order to handle the increased traffic load. 
· High entry cost – The monolithic central switch imposes a high entry cost on the WLAN, making it too expensive for small sites. And since the APs cannot operate without the WLAN switch, the enterprise must pay for redundant switching capacity to ensure non-stop operation.

The Colubris TriPlane™ Architecture

The Colubris TriPlane Architecture allocates separate resources to management, control, and data forwarding, and distributes network intelligence to the wireless edge (Figure 2). 
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As its name implies, the TriPlane Architecture assigns management, control and data forwarding functions to separate “planes,” each with its own dedicated processing resources. In a Colubris Intelligent MultiService System (CIMS), the data plane is implemented in InReach™ MultiService Access Points (MAPs), the control plane in InMotion™ MultiService Controllers (MSCs), and the management plane in the InCharge™ Network Management System (NMS). The design of each device is optimized for its role in the WLAN system.

In the Colubris TriPlane Architecture, the data plane is responsible for data forwarding, QoS enforcement and security enforcement. Sitting at the wired/wireless boundary, intelligent InReach MAPs forward packets directly between clients and servers, rather than shunting everything through a central WLAN switch (Figure 3). Local 802.11 MAC protocol processing, hardware-assisted data encryption, and RADIUS authentication eliminate most dependencies on a central resource. By applying security policies, MAPs stop unauthenticated traffic at the network edge. And by eliminating special WLAN tunnels, the intelligent MAPs leverage the QoS and security features of the wired infrastructure. 


The data plane also performs real-time WLAN intrusion detection and prevention. Dual-radio InReach sensors provide the first line of WLAN defense by detecting and de-activating rogue devices before their traffic can pose a threat to the enterprise network. The sensors locally analyze threats and performance information, communicating aggregated data to a central InCharge RF Manager for optimized scalability.
The control plane is the key to the TriPlane Architecture. By maintaining centralized control over the distributed data plane, the control plane ensures consistent service support across the entire WLAN, but without the shortcomings of a central WLAN switch. 

As the WLAN is deployed and expanded, InMotion MSCs and InReach MAPs automatically discover each other and establish secure Layer-3 communications tunnels for the exchange of IAPP-based control information. Mutual X.509 authentication and encryption between the MAPs and the MSC eliminate any security risk, while high-availability features built into the configuration and control protocol ensure continuous MAP-to-MSC connectivity.

In support of real-time mobility, the MSC oversees the execution of fast, seamless handoffs as wireless devices roam from MAP to MAP. The MSC knows which MAPs are neighbors, so it can anticipate handoffs. Pre-shared pair-wise master key caching allows 802.1x re-association in less than 5 milliseconds, regardless of whether the APs are within the same subnet or separated by subnet boundaries.
In the management plane, the InCharge Colubris NMS supports classic network management functions of fault, configuration, accounting, performance, and security (FCAPS) management:

· Policy management – Network operators can define services and set policies for the entire WLAN. An intuitive user interface simplifies the configuration process, while the NMS automatically pushes configuration and policy information to the MSC and MAPs.

· Troubleshooting – Troubleshooting tools and automatic firmware updates enable quick problem resolution.

· Capacity planning – Performance analysis and trending tools assist in WLAN capacity planning.

· Remote management – A standard XML management interface enables rich, straightforward remote management.

· Security – Configurable security policies drive the intrusion detection and prevention capabilities (refer to section 3 for more detail).
To achieve the strongest possible security, the management plane correlates WLAN threat information detected and reported by the data plane. This enables the network to rapidly detect and respond to even the most sophisticated attacks, even those that are distributed across multiple MAPs.

By dedicating separate resources to management, control and data forwarding, and by distributing intelligence to the wireless edge, the TriPlane Architecture delivers benefits that switch-centric architectures cannot achieve. 
· Unprecedented performance and scalability – Separation of the control and data planes dramatically increases WLAN performance and scalability without sacrificing the convenience and control of centralization. A WLAN can start at the right size and cost for any situation, then grow to serve more users or to reach more sites simply by adding more MAPs. The MSC discovers and configures any new MAPs automatically. A single CIMS can grow to include thousands of MAPs and support tens of thousands of users.

· Superior QoS –Forwarding packets directly toward their destination instead of detouring them through a WLAN switch eliminates the jitter and latency of at least one network hop and leverages the QoS features of the wired network. Intelligent MAPs apply QoS to the RF links, ensuring that voice and other delay-sensitive traffic is prioritized end-to-end. A sophisticated range of QoS mechanisms, including the ability to map wireless Layer 2 and 3 tagging schemes into their wired LAN counterparts, and the ability to classify traffic at Layer 4 by TCP or UDP port number (effectively enabling QoS on a per-application basis), provides an extremely granular and flexible means of delivering each user and application the right combination of required bandwidth, response time, and response time variation characteristics.
· Integrated client security policy enforcement – The TriPlane architecture exposes individual user flows to wired Ethernet access switches, enabling the security features of those wired switches to analyze and act upon the WLAN traffic. This allows client security policies to be consistently enforced for wired and wireless LAN users alike. 
· Scalable and industry leading RF Security – The distributed data plane performs real-time IDS/IPS on 100% of the WLAN traffic, enabling it to detect threats that are unique to WLANs. Unlike WLAN switches that centralize all RF security functions along with client packet processing, the TriPlane architecture forwards only threat information from MAP to MSC. The threats can then be correlated and subjected to additional analysis. 
· Lowest WiFi TCO – Separation of the data and control planes significantly reduces WLAN TCO since the enterprise no longer pays a controller tax each time it adds packet-forwarding power. Amortized cost of the controller and MAPs drops to under $600 per MAP, nearly half of earlier architectures.
2. Wired-Wireless integration
The Colubris TriPlane architecture provides the best of both worlds: WLAN traffic is integrated into the edge of the wired network, making it visible to the security and QoS mechanisms that protect the network. Yet the WLAN infrastructure is centrally controlled and managed for low operations costs.
3. Security. 
First, Colubris is WPA2 and WMM certified by the WiFi Alliance. In addition, Colubris offers a layered security approach for “defense in depth.” 
· Authentication and Authorization – CIMS leverages the central AAA server used by most enterprises to control access to the wired network. The system performs MAC address or 802.1x authentication for client devices and can assign users to VLANs based on the response received from the AAA server.

· RF Monitoring – The InCharge RF Manager, a comprehensive WLAN IDS/IPS system, automatically identifies and prevents security risks and attacks. It provides real-time network audits, assists in performance troubleshooting, and monitors the overall health of wireless LANs. InCharge RF Manager continuously scans the airwaves and provides automatic protection against any unauthorized WLAN activity. Unlike competing solutions, the InCharge RF Manager can simultaneously scan both the 2.4 GHz and 5 GHz bands for optimum security.
· Mobility – wireless intrusion detection and prevention defends against denial of service and other attacks that might otherwise prevent fast and successful handoffs of roaming users between MAPs.
· End-point Security – Just as the TriPlane architecture exposes individual user flows to wired QoS and network security mechanisms, it allows wireless traffic to remain transparent to existing endpoint security policy enforcement systems.
4. Guest access. 
Colubris Guest Access Services allow enterprises to offer simple, convenient Internet access to visitors with Wi-Fi enabled devices. The service may be configured to operate as an amenity for selected guests, or it can provide all the access control and accounting functions needed to collect revenue for the service. Key features include:

· Simple, flexible, and secure access for Wi-Fi client devices

· Flexible definition and enforcement of guest security and QoS policies

· Isolation of guest/visitor traffic from other services

· Optional authentication and accounting services (tracking, billing)

· Universal authentication mechanism (Web-based user authentication)

· A variety of hotspot service access models (from debit and credit cards to promo scratch cards)

· Integration with back-end NOC services (AAA, captive portal)

· Interoperability with established 3rd party back-end service providers, including AirPath, Service Factory, NetNearU
· Ability to use bandwidth management features to offer “tiered” guest access, e.g., delivering better performance for hotel guests in club-level rooms vs. best-effort access for other guests
Ease of access and use is provided with support for a broad base of legacy and emerging Wi-Fi client devices. The Colubris “zero-configuration” feature simplifies access with automatic and dynamic support for any client IP configuration (static address, proxy DNS or web server settings). 

Enterprises can use the service to provide Internet access without compromising the security and performance of other enterprise WLAN applications. Security is embedded throughout the solution, eliminating potential back-doors for any intruders. All traffic can be mapped to a specific VLAN and QoS policies can eliminate competition for limited bandwidth between the guest and internal services that are sharing the network. 

User authentication is supported with a range of mechanisms, including user name/password and single-use authorization codes. Session accounting includes elapsed time and bulk data transfers. The service can prompt users to read and accept a “terms of use agreement” before granting access to the network. Support for a walled garden enables users to access special content, ranging from employment application forms, phone directories and product catalogs.

To ensure the best possible user experience and seamless support for the applications demanded by business travelers and consumers, the Guest Access service features Colubris’ advanced IP networking, including Adaptive NATTM , SMTP redirect and DHCP services. Per-user bandwidth controls enforce fair sharing of limited network bandwidth among users in remote locations.

Certified interoperability with popular smart clients from iPass and Boingo enable service providers to authenticate roaming users and take advantage of revenue-sharing opportunities. 
5. Performance and Scalability. 
The Colubris Networks architecture is uniquely suited to provide both performance and scalability. Colubris’ multiservice WLAN system delivers up to 16 independent services, knows as Virtual Service Communities (VSCs), through a single infrastructure. Each VSC is segregated and fully configurable to enforce a unique combination of security and QoS policies for a specific application, user (or group of users), and/or client device type. MAPs with VSCs make each service appear to client devices as if it were radiating from its own separate AP. Each service is assigned a unique MAC address or Basic Service Set Identifier (BSSID) to ensure interoperability with the widest range of 3rd party client devices, eliminating the need for specialized client device drivers or WLAN client software. The Service Set Identifier (SSID) associated with each service can be independently advertised, making it easy for users to select the proper service for their application. It also eliminates the need for clients to issue Probe packets to find a service, speeding session hand-offs as client devices roam across the WLAN. Real-time applications such as voice and video require more stringent QoS policies than most data applications. VSCs give network managers the flexibility to enforce a range of QoS policies based on application type. 
Colubris Service Aware QoS provides another powerful mechanism for configuring a WLAN service to deliver the QoS required by any application. Multiple services can be configured, each delivering the QoS required for classes of applications that share the same QoS characteristics. Service-Aware QoS enables simple and easy QoS control on a network-wide basis by applying priority to all traffic associated with a service set identifier (SSID). The result is an easy-to-administer solution that scales across large deployments, assigning priority to services rather than long lists of device addresses and application-specific protocols. Service-Aware QoS enables legacy client devices with proprietary QoS signaling to leverage Colubris QoS enforcement capabilities. With a few simple commands, the same Service-Aware QoS mechanism can be used to set priorities for other services such as secure data and other traffic types. Colubris QoS features are built on the 802.11e standard. This priority scheme ensures that packets in high-priority queues always receive first access to the media before lower-priority traffic. 
The Colubris Networks architecture is very scalable. MAPs contain the intelligence and features to support a network of any size, with the potential to grow to any size. Adding MAPs does not burden a central switch with additional processing requirements: the architecture is not dependant upon the central switch to make forwarding decisions. Each MAP effectively provides an incremental increase in network processing power. In the case of one Colubris customer, a leading European wireless ISP, the network scaled from an initial deployment of a few hundred MAPs to a network which contains over 25,000 access points at 2,000 locations in ten countries. 
6. Availability. 


Colubris access points support dynamic cell sizing, including auto power output and channel selection as part of the redundancy feature set. In the event of a MAP failure, other MAPs in the network can dynamically adjust their cell sizing in order to heal the RF gap in the network. The MSC  provides management functionality (such as fast roaming) to the access points but does not have any effect on the data traffic if it fails. MAPs use an auto-discovery protocol to find the MSC. Redundancy is provided by the ability of MAPs to auto-discover a redundant MSC on the network while continuing to pass traffic in the meantime. In the event of a MAP failure, radios in adjoining MAPs automatically adjust their power levels to provide coverage for the affected device. Once the failed MAP returns to operation, adjacent MAPs resume their normal operations. 
Colubris' easy configuration feature lets MAPs dynamically locate MSCs. Separating the control plane from the data plane provides additional reliability not found in architectures that are based upon a single central switch for all access points.


7. VoIP Support. 

The Colubris Networks architecture was built with VoIP and real-time applications in mind. This architecture provides the capability to extend the QoS enforcement mechanisms of existing real time wired networks to the wireless network. The Colubris architecture provides both security (802.1x, WPA, or WPA2) for real-time applications as well as fast, secure Layer 2 and Layer 3 roaming. Without introducing additional network latency or jitter. It recognizes both wireless and wired incoming QoS tags, places the data in the appropriate internal queue, and forwards it directly into the network with the appropriate QoS tags. This functionality truly extends all network QOS services in to the wireless domain. Fast, secure Layer 2 and Layer 3 roaming features enable the sub-50 millisecond roaming between MAPs required to ensure wireless VoIP call quality and protection against dropped calls. 
8. Design and Deployment. 
Colubris Networks offers the InCharge RF Planner which contains a predeployment RF prediction tool. The InCharge RF Manager models the RF characteristics of the location and allows designers to model and experiment with network deployment schemes prior to actual deployment. It produces a report containing a graphical layout of the RF characteristics of the location, as well as a bill of materials with diagrams of where the APs should be placed. The network model considers the characteristics of the building and building materials. These planning services offer network designers and implementers valuable insight into the RF network before the first AP is deployed.

The Colubris Intelligent MultiService System (CIMS) features a number of ease-of-deployment capabilities that are highly beneficial to customers. Features such as easy MAP installation are designed to ease the cost of implementation and deployment from an operational and support perspective. All Colubris devices can be dynamically discovered on the network using the InCharge NMS.  The NMS can manage and monitor configurations for groups or individual devices as well as help mange and monitor RF network capacity planning. The NMS can push configuration information to MAPs and MSCs from a central location. All that MAPs and MSCs require is a valid routable network address, and the NMS can be used to perform most of the initial configuration and  installation work of very large WLAN deployments.
9. Monitoring and Management. 
The combination of the InCharge Network Management System (NMS) and the InCharge RF Manager provides network managers extensive network monitoring and management capabilities. The InCharge Network Management System maintains monitors and distributes configuration information and can manage devices individually or as a group. It also provides user access and bandwidth statistics. The InCharge RF Manager enforces RF network security policies as well as monitors RF network performance. Both tools are network-based appliances that allow multiple logins from remote locations. Both tools can alert syslog servers, send email alerts, or send SNMP traps based upon configurable events. 
10. Advanced Services. 
RF device location services are fully integrated as part of the Colubris Networks RF Manager. Network managers are capable of locating PCs, access points, and other RF devices on floor plans to within a 10 meter area. 
11. Distribution Model and Partnerships. 

Colubris Response:

Colubris delivers its solutions through accredited Channel Partners. Colubris’ unique channel strategy was developed with the idea of creating a partner-focused sales model that offers programs designed to increase Partner sales and showcase Partner leadership in wireless solutions. Channel Partners are supported by Colubris’ direct-touch sales and sales engineering team. They are trained on how to position, install and support the Colubris Intelligent MultiService System (CIMS). Partners are required to offer pre- and post-sales support, and be able to demonstrate the attributes of the CIMS architecture. Registered Partners have access to a Colubris Partner Extranet that provides valuable sales and technical documentation 24x7x365, and must attend pre- and post-sales certification training on the CIMS platform. Colubris offers a suite of post-sales maintenance programs to augment or enhance Resellers’ own support offering. Colubris has established strong partnerships with industry-leading networking companies worldwide to deliver comprehensive wireless solutions and services to mutual customers. 
12. Cost. 
The following tables provide pricing information on InReach, InMotion, and InCharge product sets.
InReach multiservice access point list prices start at $499 for single radio a/b/g models and $749 for dual radio a/b/g+a/b/g models.
InMotion multiservice controller list prices start at $799 for MSC 3000 Series models with an integrated access point, suitable for small offices.  The InMotion MSC 5000 Series of multiservice controllers offers midrange and enterprise-class models capable of managing up to 200 access points, starting at a list price of $2,999.

The InCharge Network Management System is available as Linux application software that can be installed on a standard Intel-based server, starting at $1,999, or as an turn-key appliance, starting at $7,999.  The InCharge RF Manager option is available at a starting list price of $ 9,999 with capacity to manage up to 50 sensor access points.
Figure � SEQ Figure \* ARABIC �1�:  With switch-centric WLAN, all traffic passes through the WLAN switch





Figure � SEQ Figure \* ARABIC �2�:  The Colubris TriPlane Architecture allocates separate resources to management, control and data forwarding.





Figure � SEQ Figure \* ARABIC �3�:  With the Colubris TriPlane Architecture, intelligent multiservice access points forward traffic directly between clients and servers.
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