Enterprise WLAN Infrastructure Request for Information 

Network Computing will be conducting a feature story on enterprise WLAN systems that will be published in our April 27, 2006 issue and distributed at the Interop Conference in May. This feature will provide a general overview of WLAN market and technology trends as well as an in-depth analysis and test of Cisco’s WLAN systems. With more than 50% market-share, according to data from Synergy Research Group, Cisco is a dominant force. However, our internal reader research indicates that a large proportion of enterprise network managers are interested in understanding the capabilities of Cisco’s major competitors in this market and are willing to consider alternatives. By completing this Request for Information, you will allow us to assess your systems’ strengths and weaknesses, in comparison to Cisco as well as other market competitors, and to share that analysis with hundreds of thousands of in-print and on-line readers.

Please answer the following questions with as much detail as possible while limiting your total response to no more than ten pages. You are welcome to include supplementary materials if you wish but we cannot commit to including information contained in supplementary materials in our final market analysis. In order to be considered, your responses must be submitted to us by March 3, 2006. Your response should be submitted via e-mail in Microsoft Word, HTML, or PDF format. If you would like to mail any materials to us, you are welcome to send them to us at the following address:

Network Computing Real World Lab

Attention: Dave Molta or Dan Renfroe

206 Hinds Hall

Syracuse, NY 13244

315-443-4549

We are willing to make ourselves available for a phone or in-person briefing and/or product demonstration after your response has been submitted. If you have questions regarding the information requests described below, please submit those questions via e-mail to both of the article’s authors.

In addition to your RFI response, we would like to provide you with the opportunity to submit two customer references who would be willing to discuss their installations with us. In choosing customer references, we would like for you to consider selecting one customer who has implemented your solution in a geographically-confined headquarters or campus installation as well as one customer who has deployed your system across an extended enterprise consisting of both headquarters and branch office locations.

On behalf of our readers, we thank you for your participation in this article.

Dave Molta, Senior Technology Editor (dmolta@nwc.com)

Dan Renfroe, Technology Analyst (drenfroe@nwc.com)

1. Architecture. The approach to design of enterprise WLAN systems varies among vendors. Enterprise IT professionals evaluating system purchase decisions often seek to gain a greater understanding of the approach taken by each vendor. Describe your overall architectural approach to enterprise WLAN solutions. 

For Deployments in Medium-Large Enterprises and Campuses:

Symbol’s wireless switching architecture is based on a centralized intelligence model comprised of thin “Access Ports” such as the 802.11a/b/g AP300s and the high capacity WS5100 Wireless Switch. Symbol’s AP300s are designed as “RF light-bulbs” with merely a radio and antenna to provide wireless coverage – these are low-cost zero-configuration network devices that are installed in the ceiling wherever wireless coverage is required. The WS5100 Wireless Switch is the brain of the system that performs the wireless bridging (802.11 MAC), wireless security, wireless management and QoS functions. The WS5100 Wireless Switch automatically detects any AP300s on the same Layer 2 network and establishes a tunnel such that all network and device traffic goes through the WS5100. 

Symbol AP300 Access Ports are equipped with the third-generation of 802.11a/b/g chipsets that provide superior performance and RF control designed for mission-critical WLAN access. While one AP300 Access Port is sufficient to cover a 10,000 sq. ft. area, additional AP300s are suggested to provide RF coverage redundancy and to allow for dynamic load balancing, as well as optimal roaming for users. 

The WS5100 supports Wired VLAN mapping to Wireless LANs (VLAN – ESSID mapping). Each WS5100 Wireless Switch supports 32 ESSIDs each with its own security, network and QoS policies.

Symbol’s patent pending Virtual AP technology allows a single Access Port to act as multiple APs with its own BSSID. This functionality enables a different class of service to be set for multiple user groups, as well as the ability to secure and manage bandwidth on a per-WLAN basis. This fits very well with the requirement to provide separate user roles, and hence separate wired and wireless VLANs. The AP300 Access Port supports 4 BSSIDs per radio (4 for 802.11a and 4 for 802.11g for a total of 8 BSSIDs). This Virtual AP technology allows broadcast domain separation over the air that allows better overall security and also saves battery life of mobile clients (which do not have to wake up to process any broadcast traffic not intended for it). 
The WS5100 supports WPA2 security with all the fast roaming options (pre-authentication and PMK caching). Additionally, it also supports “opportunistic PMK caching,” which takes advantage of the centralized switch architecture and allows for fast roaming of mobile clients between APs connected to the same switch. The WS5100 Wireless Switch also supports an integrated AAA/Radius Server (with a 500 username/password database). The Radius server natively supports EAP-TTLS and PEAP, thereby allowing WPA or WPA2 termination in the box. This functionality is part of the WS5100 Wireless Switch software (there is no additional license fee to support this feature).
Each WS5100 Wireless Switch supports a maximum of 48 Access Ports, and additional WS5100 Wireless Switches can be installed to provide more coverage or redundancy. The WS5100 Wireless Switch has a flexible licensing mechanism that allows customers to scale from 6 Access Ports (the minimum) all the way to 48 Access Ports. The licensing is based on 6-port increments. 

In a hypothetical scenario involving a multi-building deployment (3 buildings, 3 floors each with a requirement of 2 APs to provide RF coverage per floor), an 18-port WS5100 is recommended and an additional WS5100 to act as the backup in case the primary WS5100 looses network connectivity. The following diagram illustrates -- in a simplified fashion -- the deployment of a primary and a secondary (backup) WS5100 to support this hypothetical deployment scenario.
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This architecture follows networking best practices, and allows for seamless roaming both within each building and across buildings. Also, the wired integration of the WS5100 is modular by design, for scalability as bandwidth and application requirements increase.

For Deployments in Small-Medium Enterprise / Enterprise Branch Offices: 

The Symbol WS2000 Wireless Switch is an optimized solution for enterprise branch offices. Based on the same centralized intelligence architecture as the WS5000 series wireless switch, the WS2000 Wireless Switch delivers enterprise-class security and wireless mobility features that are easy to deploy and manage in a branch office environment. 

The WS2000 Wireless Switch uses the same AP300 Access Port as the WS5100 to provide RF coverage. While one AP300 is sufficient to cover a 10,000 sq ft area, additional AP300s are recommended to provide RF coverage redundancy, and to allow for dynamic load balancing, as well as optimal roaming for users. Each WS2000 Wireless Switch can support a maximum of six Access Ports, and additional WS2000 Wireless Switches can be installed to provide redundancy.

The WS2000 Wireless Switch is an integrated wired and Wi-Fi/wireless networking solution. The WS2000 Wireless Switch offers enterprise-class security (802.11i/WPA2, integrated AAA/Radius server, site-to-site IPSec VPN), public/private network segmentation and 802.11a/b/g standards support. It also integrates Ethernet switching (six 10/100 Fast Ethernet ports), routing (RIP, Static Routes), integrated Gateway and Power-over-Ethernet (PoE) for ease of branch office deployment. The WS2000 Wireless Switch simplifies network deployment and management, and reduces capital expense. Additional functionality includes an integrated Stateful Packet Inspection Firewall, Network Address Translation (NAT), DHCP server (on multiple subnets), and WAN connectivity support for flexible low cost installation. 

Additionally, the WS2000 Wireless Switch integrates a Stateful Packet Inspection Firewall for protection against various types of denial-of-service attacks, and filtering network traffic within the Local Area Network (LAN) and between the LAN and the Wide Area Network (WAN). The result is a layered security model that delivers robust end-to-end security. The WS2000 Wired Switch supports the best-in-class wireless security standards of today and is easily upgradeable to future standards.

The following diagram illustrates the reference deployment architecture for the WS2000 Wireless Switch in a typical branch office deployment scenario.
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2. Wired-Wireless integration. Many enterprise IT professionals are unsure whether they should focus on a single vendor for their wired and wireless networks or if a wireless overlay solution is a better choice. Provide your perspectives on this issue. If you are a company that offers an integrated solution, please explain the benefits of this level of integration, providing specific examples wherever necessary. If you are an overlay vendor, explain the benefits of such an approach and provide reassurance to those skeptics who feel it is best to look to a single vendor for wired and wireless LAN systems.

Symbol’s perspective on this issue is that a wireless overlay solution is a better choice for most enterprise deployment today, for many reasons. Most enterprises today invested in and have a wired infrastructure deployed – whether it is from Cisco (the industry leader), Nortel, Hewlett-Packard or 3Com. Wired-Wireless integration is not merely about adding Ethernet ports to a wireless switch. Typical network designs in large enterprises are complex and require different devices to provide Layer 2 to Layer 7 services, security, application servers and WAN connectivity. 
The Symbol WS5100 Wireless Switch provides an elegant architecture that easily integrates into any existing wired network environment, and extends the wired network segmentation, security policies and QoS policies to the wireless network to provide a clean separation of untrusted (wireless) and trusted (wired) parts of the network. It provides all the latest in wireless security and delivers the best mobility support for mission-critical wireless applications.

Symbol recognizes that in the enterprise branch office environment, it would be beneficial to provide some level of integrated wired-wireless functionality to easily deploy the wireless network. The WS2000 Wireless Switch is Symbol’s first step in this direction. It was the first ever branch office “network in a box” that started shipping more than two years ago. In addition to providing all the enterprise class wireless LAN functionality, it also provides a total of seven 10/100 Ethernet Ports (four of the seven have integrated 802.3af PoE capabilities) that could be used for basic wired networking. Wired Ethernet devices can be plugged into the WS2000 Wireless Switch or through hubs/switches connected to the WS2000. 
Symbol is not fully opposed to the very idea of wired-wireless integration per se. To reiterate, given the dominance of incumbent wired networking vendors (Cisco, Hewlett-Packard, 3Com and Nortel in particular), it simply made sense to first develop a best-in-class, wireless networking architecture that fits easily with existing enterprise networks. This is the market/business reality. The WS5000 Wireless Switch is the first ever wireless switch in the market. On the other hand, the WS2000 Wireless Switch signifies Symbol’s recognition that in some market segments (the enterprise branch office in particular), having some level of wired-wireless functionality would be beneficial.

Additionally, Symbol is working on next-generation wireless switch software that would be portable across multiple devices. Symbol recently announced the “Wireless Switch on a Blade,” (the WS5120) which is Symbol’s WS5100 software ported to IBM’s BladeCenter Server. Symbol is working on similar deals with other key networking vendors (the names cannot be disclosed due to confidentiality reasons) that would allow the core wireless software to run on wired networking devices. This is one of the routes Symbol will address a market beyond its traditional customer base.
Symbol is also working on next-generation wireless switching technology, both overlay and edge architectures, along with portable software that will allow us to have a complete portfolio that address a majority of the enterprise network requirements.

3. Security. The ratification of the 802.11i standard and subsequent incorporation of this standard into the Wi-Fi Alliance’s WPA2 certification program has some in the industry concluding that enterprise WLAN security challenges have been solved. However, most enterprise IT professionals realize that WPA2 is just one part of the security problem that a multi-layer end-to-end wireless security solution that addresses authentication, authorization, monitoring, mobility, and end-point security is required for enterprise-class WLAN systems. Explain how your solution meets these security challenges and to what degree these security services are integrated or dependent on third-party solutions.

It is absolutely true that WPA2, which is important and necessary to address wireless security (strong encryption with authentication), should be viewed as one layer of the overall security solution that needs to be implemented in enterprises.
The layered security model is illustrated below:
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Symbol’s infrastructure products support the following security layers:

1) Client Access Control (MAC Address Based)

2) Data Encryption: WPA-TKIP, WPA2-AES

3) Authentication: 802.1X/EAP (all standard EAP types are supported); Kerberos

4) Integrated AAA/Radius Server with support for native EAP-TTLS and PEAP termination (allows for WPA and WPA2 termination on the switch). This is part of the standard software (no separate license is required).
5) Automatic assignment of VLAN IDs upon user authentication to an external AAA Server

6) Site-to-site IPSec VPN (Supported on WS2000 and AP-5131)

7) Client-Switch Wireless TLS (WTLS) VPN (Supported on WS5100)

8) Packet Inspection and Filtering 

9) Edge Security: Stateful Packet Inspection Firewall (supported on WS2000 and AP-5131)

10) Rogue AP Detection using different mechanisms (i. Scanning by an AP on its own channel; ii. Scanning by an AP on all channels or iii. Scanning by Symbol Mobile Units). Supported on infrastructure platforms. 

11) Overlay Intrusion Detection and Prevention system the capabilities, which is further explained below.
A Wireless Intrusion Protection System (W-IPS) should also be used to ensure a fully secure wireless network is available. Important for considering an IDS/IPS system are architectural considerations such as reliability, scalability, network architecture, continuous monitoring among others factors.
Symbol offers a comprehensive, overlay IDS/IPS solution that utilizes the same low-cost AP300 Access Port as a dedicated sensor along with a SQL database for forensics and archiving, real-time performance and troubleshooting tools and multi-sensor correlation to detect sophisticated attacks. Symbol believes that a wireless IDS system must monitor the air 24x7 using a dense pattern of dedicated sensors, and provide significantly more that just rogue detection/prevention.
Symbol recommends customers consider the following when implementing an IPS solution:

· Split intelligence between sensor and server: The sensor based intelligent information processing ensures that only the relevant data is forwarded to the server for advanced correlation & processing. This approach therefore requires very little bandwidth for sensor-server communications and provides enhanced scalability. Server based detection & correlation results in the following two benefits:

· Centralized signature updates

· Low WAN bandwidth (Higher Scalability)

· Dual radio system: Symbol’s sensor has two physical radios to be able to scan while shielding, or scan on 2 bands, or scan during on-going packet decode. In addition, Symbol is introducing a wideband radio sensor that can “listen” on multiple channels simultaneously.
· 24 x 7 dense sensor coverage with “thin” sensor architecture. By using “thin” sensors, Symbol can offer significantly better security coverage and location accuracy at a superior price point.
· Smallest blind spot: The system must scan through every radio channel in sub second times, so that, for example in 802.11b/g with 14 channels, all channels are scanned in a few seconds, and this repeats indefinitely. There are systems that are architected to scan once a minute. Again, using 802.11bg, this would leave a 14-minute “blind spot” before the system returned to scan a given channel.

· Integrated SQL database for archival and forensics: Important to be able to perform forensic analysis on past events, as well as provide compliance and regulatory proof.
· Locationing capability to be able to locate rogues and other devices (authorized or unauthorized).
· Reports and compliance: A key consideration is that not only must the network be secure and free of intruders, the end customer must also be able to prove this in response to a number of compliance and regulatory requirements like Sarbanes-Oxley (all), HIPAA (healthcare), GLBA (Finance), VISA (Retail). Symbol’s system monitors for compliance and also generate compliance (or non-compliance as the case may be) reports that the security officer can submit to the regulatory bodies.

Symbol offers a comprehensive set of intrusion detects and prevents these are some of those events:

Attack Alerts

Attack alerts are of the highest priority. They signify that an active attempt is being made to disrupt the customer’s wireless network. The following attack alerts are supported:

· Ad-Hoc SSID same as Authorized AP

· AirJack  

· Airpwn   

· Airsnarf   

· ASLEAP

· Association storm 

· Authentication storm 

· Broadcast deauthentication packet 

· Broadcast dissociation packet

· Deauthentication storm  

· Dissociation storm  

· Duration attack 

· EAPol logoff storm 

· EAPol start storm 

· fata-jack 

· Hotspotter attack 

· MIC failure DoS attack   

· Omerta attack   

· RADIUS dictionary attack  

· Rogue AP using SSID of authorized AP   

· WEP Wedgie attack   

Detection Alerts

Detection alerts are meant to notify the user that a change in the environment has occurred that could lead to a more serious situation. The following detection alerts are supported:

· AP changed channel   

· AP changed SSID   

· APHopper   
· Fake AP operating   

· Fake client operating   

· NetStumbler   

· Spoofed MAC address   

· Station is using random MAC address   

· Wellenreiter   
Intrusion Alerts

Intrusion alerts indicate to the user that unknown and possibly unfriendly devices have entered the network. The following intrusion alerts are supported:

· Rogue AP or softAP   

· Rogue client   

Policy Alerts

Policy alerts indicate that there are devices in the network that are not following the standard configuration guidelines as set down by the network administrator. The following policy alerts are supported:

· Ad-Hoc network in operation   

· AP broadcasting SSID   

· AP using default SSID   

· Authorized client associated to Rogue AP   

· Rogue client associated to Authorized AP   

· Station probing for any AP   

Security Alerts

Security alerts are of high priority and indicate to the user that there are devices in the wireless environment that are violating security guidelines as set down by the network administrator. The following security alerts are supported:

· AP is not using encryption   

· NetBIOS traffic on wireless link   

· Station is not using 802.1x   

· Station is not using a VPN   

· Station is not using Fortress Encryption   

· Station is not using PEAP   

· Station is not using TKIP   

· Station is not using WPA in PSK mode   

· Station is using open authentication   

· Station is using weak WEP IVs   

System Alerts

System alerts are meant to notify the user of performance-based issues in the environment.  

· AP has low signal strength   

· AP overload

· AP reported a problem to a client 

· AP restarted 

· AP supports multiple SSIDs   

· Association failure/problem 

· Authentication failure/problem  

· Authorized AP denied station association 

· Authorized AP denied station authentication 

· Channel with excessive errors  

· Channel with too many APs  

· Client BSSID changed 

· Client is roaming too quickly  

· Client rate support mismatch 

· Constant traffic send/received by client 

· High channel utilization  

· Improper broadcast packet   

· New ad-hoc client discovered   

· New AP discovered 

· New client discovered

· Possible worm traffic  

· Spurious traffic sent by client 

· Station with excess retransmissions 

· Turbocell in use 

· Wireless bridge detected

In addition, the switch (and AP) itself supports multiple admin roles, SSH for secure access as well as SNMP v3 for secure remote management.

Future enhancements in the short term include IPSec VPN Gateway, Rogue device locationing, and support for third party Network Access Control (NAC) solutions for an even stronger, comprehensive, security solution.

4. Guest access. Increasingly, IT professionals are being called on to accommodate the needs of guests who wish to gain Internet access while visiting their facilities. Providing guest access while insuring that it does not violate internal security policies or result in significant administrative overhead or inconvenience can be quite challenging. Describe the capabilities of your system facilitate guest access services.

Secure Wireless Guest Access is increasingly being demanded by enterprise IT staff. The infrastructure must not only be able to provide security for corporate users/devices but also be able to segment the network for visitors, contractors and others.

The wireless switch currently provides the following functionality to provide secure guest access:

1) Support for multiple ESSIDs each with its own security (encryption and authentication) policies. One of the ESSIDs could be reserved for guest access.
2) An internal username/password database for authenticating users – including guest users.

3) Ability to redirect users to a login page for authentication. Users accessing one of the ESSIDs reserved for guest access will be first taken to this login page to enter their credentials. The administrator would be able to set up temporary, time limiting access services for guest. Either the internal database could be used or any designated Radius server

4) Ability to customize login/welcome pages (that can be stored locally on the switch)

5) Ability to reserve a certain wireless bandwidth for guest usage that will not impact the network connectivity of regular corporate users.

Secure guest access is currently available on WS2000 Wireless Switch and the same “portal” functionality will be made available on WS5100 Wireless Switch and AP-5131 Access Point in Q3 2006 time frame as well.

5. Performance and Scalability. Many forward-looking enterprise IT professionals envision a day when wireless is the default mode of network access within their organizations. However, there are concerns that existing systems may not be scalable enough to meet these emerging needs both as relates to a campus deployment as well as a distributed deployment where wireless services need to be provided at a large number of geographic locations. Explain how your solution is capable of meeting these scalability challenges and, using metrics of total number of AP’s, total physical locations, or total concurrent users, describe your largest wireless installations. You do not need to provide explicit reference to the organization, though we encourage you to provide us with such references if your customers are willing to talk to us privately.

Symbol’s current wireless switching products are capable of supporting a range of enterprise wireless requirements. For small-medium enterprises/branch offices, the WS2000 Wireless Switch can scale to provide up to six RF cells of coverage (and up to 200 users). The SMB/branch office market accounts for a significant portion of the enterprise Wi-Fi market (consider for example deployments in many retail stores, satellite offices, small hotels/motels/B&Bs, physician offices / nursing care facilities, etc. all of which require no more than six APs per site; also multiple WS2000 Wireless Switches could be used to provide additional coverage if required). The largest distributed deployment of WS2000 Wireless Switches is in 5000 stores.
For medium-large scale deployments, the WS5100 Wireless Switch can scale to provide support for up to 48 cells of RF coverage. The WS5100 Wireless Switch today is used in large retail stores, large warehouses, large hospitals and educational institutions (University of Portsmouth for example). The WS5100 Wireless Switch is also capable of addressing a big slice of the enterprise market. Examples of large scale deployments of WS5100 Wireless Switch include BAA, Adventist Health and more. The largest distributed deployment of WS5100 Wireless Switch is in 6000 stores. If more than 48 cells of coverage are required, additional WS5100s can be deployed. Note that both the WS2000 and WS5100 Wireless Switches are the most competitively priced infrastructure products in its class and fully capable of meeting more than 90% of the current enterprise market.
Admittedly, there will be continued pressure on performance requirements with the expected explosion in voice and other multimedia applications. Additionally, there is a market segment – large university campuses, very large enterprise campuses, large hospitals, large financial institutions, etc. where it is not just the number of APs required for coverage, but also the amount of traffic that needs to be handled does call for higher performance infrastructure (than the WS5100 can provide today).

Symbol is working on the next-generation overlay and edge switches that will be capable of handling 10 times the amount of (encrypted) traffic and more than double the amount of APs. These next-generation wireless switches are expected to be available starting in Q4 2006. 

6. Availability. As WLANs make the likely transition from secondary (to Ethernet) network access method to primary network access method and wireless applications begin to become more mission-critical, redundancy and high-availability become more critical elements of the enterprise WLAN purchasing decision. Explain the high-availability features offered with your product line and describe, including both system failover capabilities as well as any other features that enhance availability. Also, assess the incremental costs associated with implementing these system capabilities. 

The high availability features currently supported on the WS2000 and WS5100 Wireless Switch include the Active/Standby configuration for failover. The standby switch listens to heartbeats from the primary and if it misses a few in a row, it will automatically start adopting the APs from the primary switch. The incremental cost associated is the requirement of an additional standby switch, which is low cost. 

Symbol’s wireless switches with AP300 Access Ports also support Automatic Channel Selection (moving to the quietest, supported channel), and radar detection and avoidance (in the 802.11a band).

Future (short term) enhancements (planned for Q3 2006) include:

1) Active/Active and 1:X redundancy with dynamic load balancing of APs and mobile clients. The clustering capability will allow all switches in that cluster to be active at the same time; if one of the switches goes down, the others will re-distribute the load).

2) Automatic adjustment of Transmit Power if one of the APs in the network goes offline (note that this requires proper initial planning of AP deployment and more of them will be required to provide full coverage).
7. VoIP Support. The ability to support VoIP and other real-time applications are becoming increasingly important on enterprise networks. Wireless VoIP in particular has attracted significant interest, particularly in organizations that are committed to VoIP on their wired networks or have mobile voice requirements that aren’t easily or cost-effectively met using cell-phones or private two-way radio systems. Describe how your system has been designed to accommodate these needs and provide one or more examples of organizations that have implemented voice services using your system. You do not need to describe that organization by name but you should at least describe their business requirement and the scope of their installation. 

Symbol is the first company to introduce VoIP over Wi-Fi handsets (“NetVision”) back in 1988. Symbol has a tremendous amount of experience dealing with QoS issues over Wi-Fi. The infrastructure not only supported voice prioritization for Symbol’s own handsets but also handsets from SpectraLink. Recently, the WS5100 Wireless passed SpectraLink’s VIEW certification for interoperability. Several enhancements have been made to optimize voice quality and capacity.

The wireless switch has a built-in Network Policy and QoS Manager that can classify both upstream traffic (from RF) and downstream traffic (to RF). Based on pre-defined or user-configured custom rules and policies, the wireless switch then both enable and apply QoS mechanisms to the classified traffic. When classifying VoIP traffic, the user can choose some or all of these QoS mechanisms to be enabled and applied depending on design and implementation of the wireless and wired LAN. The following are descriptions of the QoS mechanisms available on the Wireless Switch:

	QoS Mechanism
	Use-Case Description

	Bandwidth Allocation per WLAN
	The wireless switch can allocate a minimum level of bandwidth for a group of users that connect on a given Wireless LAN or ESSID. This QoS mechanism applies to downstream traffic and divides the total available bandwidth of an Access Port by ESSID.

	IEEE 802.1p
	The WS5100 Wireless Switch has the ability to “tag” classified upstream frames using the IEEE 802.1p standard for Ethernet priority. “Tagging” upstream traffic, allows Ethernet Switches that support 802.1p to differentiate between mission-critical and latency sensitive traffic and appropriately prioritize them.

	Tx Priority
	Based on a user-chosen priority for different applications, The WS5100 Wireless Switch informs the Access Ports to prioritize transmissions of 802.11 frames. Using Symbol’s patented mechanism of using contention windows and slot times, latency sensitive or mission critical application traffic is treated preferentially when being transmitted. 

	Differentiated Services
	The wireless switch has the ability to “mark” classified upstream and downstream packets using the IETF standard Differentiated Services or DiffServ for precedence. “Marking” upstream and downstream traffic, allows Routers, Telephony Gateways, Servers, etc that support DiffServ or ToS to differentiate between mission-critical and latency sensitive applications and appropriately prioritize them.

	SpectraLink Voice Prioritization
	Symbol’s infrastructure products identify and prioritize voice traffic for SpectraLink phones. The WS5100 Wireless Switch is SpectraLink “VIEW” certified for full interoperability. Call capacity and voice quality has been significantly optimized and currently the WS5100 Wireless Switch is rated to support at least 10 phone conversations (per AP) when there is additional data overhead.

	Avaya DevConnect Certification
	The WS5100 Wireless Switch is certified for interoperability with Avaya’s communication equipment and meets all their QoS requirements (call capacity, voice quality, etc.). 

	WMM / 802.11e
	The WS2000 Wireless Switch and AP-5131 Access Point support WMM (Wi-Fi Multimedia Extensions) for wireless QoS. The WS5100 Wireless Switch will also support WMM in April 2006.



Using the network policies and QoS mechanisms stated above, Symbol’s wireless switch solutions have been used at multiple customer implementations for VoIP over Wi-Fi (in retail and healthcare markets in particular). The switch dynamically controls the available bandwidth on a per access point basis to ensure reliable and toll-quality VoIP over Wi-Fi.
QoS is not just about voice prioritization but also supporting true “mobility” features – the infrastructure should be able to support fast handoffs and allow for pre-emptive roaming of clients before the signal quality degrades, as well as support load balancing.
Symbol uses a sophisticated load-balancing algorithm when too many clients attempt to connect with a particular access point. Symbol measures and publishes channel load using a tuple in the 802.11 beacon frame, called beacon element 173 that is sent to clients. The clients use this beacon element to perform pre-emptive roaming and load balancing, thereby “moving” from a heavily loaded AP to one that is less loaded.

Symbol's wireless switch systems allow wireless devices to roam to a less busy Access Port in the vicinity when the existing connection quality deteriorates due to excessive wireless network traffic. The switch sends load information to wireless devices so that dynamic load-balancing decisions can be made when needed to ensure consistent application performance. The wireless switch facilitates fast roaming (or transitions) of Symbol's wireless devices within a WLAN, to maintain real-time voice and data connections and application performance. The switch sends information used by wireless devices to make these roaming decisions before the existing connection deteriorates.

In addition, Symbol’s wireless switch products can be configured with maximum thresholds that govern the number of devices that can be connected to each AP; therefore ensuring that no one AP gets overloaded and any new devices will have to find a less busy access point to connect to.

Mobility is the main product design goal when it comes to Symbol’s wireless switch systems – and shortening roam times to ensure application persistence is central to mobility and the wireless switch platforms. Symbol’s patented pre-emptive roaming mechanism allows for sub-30ms roam times by ensuring devices move their connections to a new and better AP before the connection quality gets too poor for application performance. In addition, Symbol’s secure fast roaming implementation with extensions to the WPA2 standard – pre-authentication, PMK caching and opportunistic PMK caching eliminate the need to re-authenticate on every roam. Caching credentials for each device in the network allows the wireless switch system to reduce the roam times to <50ms with full 802.11i security – even with 802.1x/EAP and RADIUS based security mechanisms. This is compared to 200ms to 2 minute roam times without these extensions. The WPA2 and 802.11i extensions are fully interoperable with all 802.11i supplicants from Microsoft, Funk and Interlink. 

The benefits of pre-emptive roaming and secure fast roaming can also be extended to clients that are roaming across a campus (or IP domains). As shown earlier in the campus installation scenario, the overlay architecture of Symbol’s wireless switches and AP300 Access Ports, allow for seamless roaming across each building in the campus. Because all device traffic from each building (IP domain) is tunneled back over the AP300 Access Port to the wireless switch, devices moving from one building to another, or one IP domain to another, do not need to renew their IP addresses and continue to communicate with a disruption in service. Roam times of <50ms can be maintained even when roaming across IP domains.

Proxy ARP capability allows the switch to proxy ARP responses on behalf of all associated mobile clients including voice handsets. This (in conjunction with Symbol’s Power Save Polling and Virtual AP implementation) provides additional mobile unit battery life savings. 

There are two media access mechanisms defined in the 802.11 specifications – Distributed Coordination Function (DCF) and Point Coordination Function (PCF). Symbol uses 802.11 Distributed Coordination Function where each wireless client senses the state of the channel before transmitting a packet. Whenever the channel is judged to be idle, the client waits for a short interval and begins to count a back-off timer. Once this timer expires, the client transmits its packet. Only clients with data to send participate in this access, so with fewer overheads to contend with, more clients can be supported at the same time. In summary, DCF will dynamically scale to support higher user density or high bandwidth applications. In the Point Coordination Function (PCF), on the other hand, access to the media is strictly controlled by the AP (or centralized controller) based on a poll and response protocol. PCF has the overhead of polling all clients within range -whether or not they have data to transfer. Because this polling is a compute-intensive activity, any additional tasks, such as 802.11 security (PEAP, WPA, etc.), will dramatically restrict the number of active clients supported by each AP. 

Clients in such an environment would experience repeated connection retries, resulting in poor connectivity and low throughput. 

Ultimately the issue is about access “fairness” and scalability. In real-life situations, with real network load, only DCF is able to offer the scalability needed for enterprise applications. Performance data shows that clients within a Symbol wireless network share the available bandwidth in a fair manner – leading to better overall throughput performance for the majority of clients. 

In the short term, Symbol will continue to focus on QoS enhancements. First, WMM with Unscheduled Power Save and Delivery (WMM-UPSD) with Admission Control is planned to be implemented in Q3. This will further enhance battery life and call capacity. In the long term, we will integrate Schedule Access capability.

8. Design and Deployment. The cost of implementing an enterprise WLAN involves not only the cost of network hardware and software, but also staff time required to design and implement the system. To address these challenges, most vendors provide capabilities to facilitate site surveys and/or develop a logical model of the WLAN prior to installation, either using integrated tools or by relying on integration with a partner’s offering. Describe the design and deployment capabilities of your system and provide an example of an installation where a customer has benefited from these services.

The cost of deploying a Wireless LAN system also includes the cost of initial planning and design. 
There are a number of tools that are available to assist in the planning phase of WLAN implementation. Symbol’s point of view is that these tools, while useful, do not (yet) replace a complete site survey that is really required to design for several applications including voice in complex environments (such as multi-story deployments, manufacturing plants, etc,). In simple/cookie cutter deployment scenarios, many of the tools available today including those from Wireless Valley, etc., are sufficient, Symbol uses and recommends these third-party tools (and also some internally developed) for initial site survey. Symbol (and some of its partners) also provides professional service options to do a comprehensive site survey for deploying the wireless infrastructure.

Starting Q3 2006, Symbol will offer a standalone Site Planning and visual RF monitoring application that will run on any Microsoft Windows machine. 

9. Monitoring and Management. As enterprise WLANs expand from tactical hotspot installations to pervasive deployments, the monitoring and management capabilities become increasingly important, in facilitating deployment, enforcing policy and compliance, solving service problems, and proactively addressing capacity and performance issues. Describe your monitoring and management capabilities, making explicit reference to how your system meets the management and operational needs of users, help-desk staff, network engineers, and IT managers. 

The Symbol wireless switch solution has a centralized architecture where each switch centrally manages all the access points locally. To complete the solution Symbol recommends the use of SEMM software.

Symbol Enterprise Mobility Manager (SEMM) 2.0 is a powerful software-based solution that enables easy, cost-effective centralized management of your wireless LAN infrastructure in distributed locations throughout the enterprise. The scalable and secure platform enables fast and easy discovery, configuration, security provisioning and monitoring of WLAN Access Points, Wireless Switches and their associated Access Ports, right from the Data Center or Network Operations Center (NOC). SEMM's single point of control reduces the overall complexity and costs associated with managing and updating a distributed Wireless LAN infrastructure, whether the WLANs are located throughout a campus-style environment or in branch offices located around the world.

SEMM is an integral part of Symbol’s Mobility Services Platform (MSP), which not only provides infrastructure management but also management of the Mobile Clients themselves.

MSP is extensible, allowing new management “agents” to be developed and deployed to enable support for wired infrastructure elements and/or other clients, such as laptops.  MSP is controlled via the MSP Console UI, which can be accessed from any PC running Internet Explorer.

Wireless infrastructure elements are monitored via periodic active SNMP polling from MSP via standard SNMP agents that resident on the wireless infrastructure elements.  The set of attributes to be collected and the frequency of collection can be configured from the MSP Console UI.  The list of performance-related attributes collectable for wireless infrastructure elements is extensive and includes:

· Statistics by interface (Ethernet, Wireless, PPP, etc.)

· Statistics by protocol (SNMP, WNMP)

· Statistics by connected device

· Statistics by VLAN

Mobile device clients are monitored via a Symbol Mobility Services Agent (MSA) that must be resident on the client. The set of attributes to be collected and the frequency of collection can be configured from the MSP Console UI.  MSP pushes collection schedule to MSA, which collects data and stores locally on the client. Collected data is forwarded to MSP as connectivity and resource limitations permit.  

The list of performance-related attributes collectable for mobile device clients is extensive and includes:

· Battery and charging information

· Network connectivity information

· Process, thread, and module (DLL) information

· Hardware asset inventory (capabilities, peripherals, etc.)

· Registered notification information

· Memory and file system information

· Barcode scanning information

· System performance information (CPU load, thread and UI latency)

· Wireless performance information (from client perspective)

Collected data from all managed elements and clients is stored in a common database on MSP where it can be used to trigger alerts based on policies and can be used to produce charts and reports to enable trending and analysis.

The list of RF-specific attributes collectable for wireless infrastructure elements is extensive and includes:

· Connection states of devices

· Radio power modes of devices

· Signal strength and quality of devices

· Transfer quantities, throughput, rates, errors, retries, etc.

· Software and hardware version information

The list of RF-specific attributes collectable for mobile device clients is extensive and includes:

· Connection and association states

· Radio power modes

· Signal strength and quality

· Transfer quantities, throughput, rates, errors, retries, etc.

The WS2000, WS5100, and AP-5131 support extensive SNMP capabilities including SNMP traps and SNMP v3 (GETs and SETs of all configuration parameters). The SNMP MIB is publicly available so any third-party management platform will be easily able to manage the infrastructure.

10. Advanced Services. While all enterprise WLAN systems are expected to provide basic network access services, some vendors are developing specialized capabilities, including location services and asset tracking, to enhance their system offerings. Describe any unique capabilities or services found on your system that your customers have found important in making their system purchase decisions. 

The Symbol Wireless portfolio includes a number of advanced services offerings. Asset tracking and basic locationing are provided as a service of our Wireless Intrusion Protection System. This allows a network manager to provide a reporting tool for Sarbanes-Oxley (SOX) compliancy issues for asset tracking. Locationing services are also provided in this tool allowing a network manager to see and track where client devices are being used.

Symbol also partners with industry leader Ekahau for even more comprehensive locationing services that require higher granularity and 2-way tagging applications. These are generally used in healthcare applications. However, the applications for locationing extend beyond healthcare and are continuing to grow.

11. Distribution Model and Partnerships. Describe your business model for delivering solutions to customers. You should describe the role of direct sales and sales-support staff as well as any distribution channels through which you operate. If a significant proportion of sales come through partners, describe your strategy for insuring that partners are knowledgeable enough to sell, deploy and support your systems. Also, if you have other industry partnerships that you feel are relevant to our readers, briefly describe them. 

Symbol Technologies has approximately 12,000 PartnerSelect program members worldwide who have access to our wireless products. These program members are comprised of:
1) Authorized Resellers - the entry point for membership in the PartnerSelect Program. These partners meet customer needs through deployment and hardware integration services, product availability and on-time delivery.  

2) Business Partners - Symbol partners who provide cross industry application solutions and integration and/or professional services. 

3) Solution Partners - Symbol partners who apply vertical expertise in re-engineering business processes through application software and/or professional services.  
4) ISVs - Independent Software Vendors develop, market, productize and sell software applications based on technology or industry-specific expertise. These partners do not resell Symbol products, but influence the resell of these products through their solution set.
In addition, some of Symbol’s wireless products are available for purchase by resellers who are not members in the PartnerSelect Program. These products include the WS2000 Wireless Switch, AP-5131 Access Point, ES 3000 Enterprise Switch and AP300 Access Port. These products have been placed in the “open products” category based on the maturity of the market and the technology for these products.
Symbol maintains a direct sales force that assists our channel partners in all aspects of design, implementation and support services. System Engineers are also stationed throughout the world to provide additional technical resources to these partners as needed.  

Symbol partnered with Global Knowledge to provide product training and certification programs for its wireless portfolio worldwide. Global Knowledge, in concert with Symbol engineering, has created custom training programs for our partners to accurately position, sell, market, design and install all products in the portfolio. A number of the Symbol wireless products are in a limited category meaning that proper certification is required before a partner can resell that product. Global Knowledge provides the testing services for these certifications as well to ensure proper network design and administration. These certifications are seen as very valuable to our partner community it allows those partners who are authorized for our advanced hardware, the ability to differentiate themselves from other partners in bringing enhanced solutions to our customers. 

12. Cost. While true cost of deployment and ownership is often related to the underlying system architecture, the cost of software and hardware components often represents a significant proportion of those costs. Provide manufacturer suggested retail pricing for the most common elements of your solution, including access points, switches/controllers, management systems, and software service modules. Also, describe the hardware and software maintenance costs associated with your solution.

The key wireless switch infrastructure pricing (list price in USD) is as follows:
WS5100 Wireless Switch:

1) WS5100, 6-port license: $2,179

2) WS5100, 12-port license: $3,778

3) WS5100, 18-port license: $5,377

4) WS5100, 24-port license: $6,976

5) WS5100, 30-port license: $8,595

6) WS5100, 36-port license: $10,194

7) WS5100, 42-port license: $11,793

8) WS5100, 48-port license: $13,392

9) WS5100, “Redundant” (Standby) Switch: $1,959

AP300 (802.11a/b/g) Access Port: $345

AP300 (802.11b/g) Access Port: $289

WS2000 Wireless Switch:

1) Standalone WS2000: $1,090

2) WS2000 with 1 AP300 (802.11a/b/g): $1,349

3) WS2000 with 2 AP300 (802.11a/b/g): $1,499

4) WS2000 with 2 AP300 (802.11b/g): $1,299

AP-5131 (Enterprise Class 802.11a/g Access Point):

1) Dual Radio with Power Supply and Antenna: $919

2) Single 802.11a/g radio with Power Supply and Antenna: $749


































