Enterprise WLAN Infrastructure Request for Information 
Network Computing will be conducting a feature story on enterprise WLAN systems that will be published in our April 27, 2006 issue and distributed at the Interop Conference in May. This feature will provide a general overview of WLAN market and technology trends as well as an in-depth analysis and test of Cisco’s WLAN systems. With more than 50% market-share, according to data from Synergy Resarch Group, Cisco is a dominant force. However, our internal reader research indicates that a large proportion of enterprise network managers are interested in understanding the capabilities of Cisco’s major competitors in this market and are willing to consider alternatives. By completing this Request for Information, you will allow us to assess your systems’ strengths and weaknesses, in comparison to Cisco as well as other market competitors, and to share that analysis with hundreds of thousands of in-print and on-line readers.

Please answer the following questions with as much detail as possible while limiting your total response to no more than ten pages. You are welcome to include supplementary materials if you wish but we cannot commit to including information contained in supplementary materials in our final market analysis. In order to be considered, your responses must be submitted to us by March 3, 2006. Your response should be submitted via e-mail in Microsoft Word, HTML, or PDF format. If you would like to mail any materials to us, you are welcome to send them to us at the following address:

Network Computing Real World Lab

Attention: Dave Molta or Dan Renfroe

206 Hinds Hall

Syracuse, NY 13244

315-443-4549

We are willing to make ourselves available for a phone or in-person briefing and/or product demonstration after your response has been submitted. If you have questions regarding the information requests described below, please submit those questions via e-mail to both of the article’s authors.
In addition to your RFI response, we would like to provide you with the opportunity to submit two customer references who would be willing to discuss their installations with us. In choosing customer references, we would like for you to consider selecting one customer who has implemented your solution in a geographically-confined headquarters or campus installation as well as one customer who has deployed your system across an extended enterprise consisting of both headquarters and branch office locations.

On behalf of our readers, we thank you for your participation in this article.

Dave Molta, Senior Technology Editor (dmolta@nwc.com)

Dan Renfroe, Technology Analyst (drenfroe@nwc.com)

1. Architecture. The approach to design of enterprise WLAN systems varies among vendors. Enterprise IT professionals evaluating system purchase decisions often seek to gain a greater understanding of the approach taken by each vendor. Describe your overall architectural approach to enterprise WLAN solutions. 

Bluesocket provides a range BlueSecure Controllers and Access Points that secure and manage wireless networks.  The BlueSecure Wireless Controller sits between the un-trusted wireless network and the trusted corporate network that you wish to secure access to.  An overview diagram is provided below:




Beyond the advanced security and authentication features, the unique aspect of Bluesocket is that customers can use 3rd Party Access Points (Cisco, Proxim, Enterasys, 3COM, etc…), Bluesocket Access Points or even trunk wired traffic from un-trusted ports (dorms, conference rooms, kiosks, etc…) all at the same time through the BlueSecure Controller.

The components of a Bluesocket solution are:

BlueSecure Controllers

BSC-400
Up to 8 APs/50 concurrent users

BSC-1100
Up to 25 APs/100 concurrent users


BSC-2100
Up to 50 APs/400 concurrent users

BSC-5000
Up to 100APs/1,000 concurrent users 

BlueSecure Access Points

AP-1500
802.11a/b/g “Thin” AP





AP-1540
802.11a/b/g “Thin” AP w/external antenna connectors


BlueView Management System

BVMS


The BlueView Management System is provided as a complete appliance used for large deployments as single place to view status, logs, alarms, reports, floorplans, heatmaps, wireless device location and actively push configuration templates, firmware, patches for BlueSecure Controllers, BlueSecure Access Points and the ability to configure and upgrade firmware on Cisco, 3COM, Avaya and Proxim Access Points.

2. Wired-Wireless integration. Many enterprise IT professionals are unsure whether they should focus on a single vendor for their wired and wireless networks or if a wireless overlay solution is a better choice. Provide your perspectives on this issue. If you are a company that offers an integrated solution, please explain the benefits of this level of integration, providing specific examples wherever necessary. If you are an overlay vendor, explain the benefits of such an approach and provide reassurance to those skeptics who feel it is best to look to a single vendor for wired and wireless LAN systems.

Bluesocket’s policy is to never force an architecture on a customer.  All customers have existing wired switches and they are simply not interested in replacing something in every wiring closet.  Similarly, many customers already have WLANs, but don’t want to throw out everything they already have invested in.  Bluesocket is the only vendor to provide a range of products that allow customers to leverage their existing infrastructure while adding security and management to the WLAN.
We have seen the evolution of firewalls, IDS/IPS, VPNs, Call Managers, Packet Shapers and other stand-alone devices have had sub-set of their features “built-in” to newer routers/switches.  However, customers still by stand-alone devices because they require “full feature” implementations without impacting their basic infrastructure and Bluesocket sees wireless as no different.  So, while we may see switch vendors offer wireless, for the foreseeable future, it will be as a separate controller, even if that controller is physically on a blade in a chassis.

3. Security. The ratification of the 802.11i standard and subsequent incorporation of this standard into the Wi-Fi Alliance’s WPA2 certification program has some in the industry concluding that enterprise WLAN security challenges have been solved. However, most enterprise IT professionals realize that WPA2 is just one part of the security problem, that a multi-layer end-to-end wireless security solution that addresses authentication, authorization, monitoring, mobility, and end-point security is required for enterprise-class WLAN systems. Explain how your solution meets these security challenges and to what degree these security services are integrated or dependent on third-party solutions.
As stated in the question, Bluesocket believes security is more than simply encrypting traffic, but requires a layered approach.  The best description of how Bluesocket meets these challenges is to focus on the various aspects of security:

Encryption

Naturally, protecting the privacy of user data as it passes over the public radio spectrum is critical.  Bluesocket supports WEP, WPA, WPAv2, IPSec, L2TP over IPSec and PPTP (not simply passthrough to VPN server, although that is possible, but actually terminated on the BlueSecure Controller).

A typical Bluesocket deployment may use an SSID for WPAv2, another SSID for devices using IPSec and a 3rd SSID using WEP for older devices.  All encryption methods are simultaneously supported, allowing enterprises to transition to 802.11i/WPA without having to make wholesale client changes.

Authentication
Bluesocket is unique in offering what we call “Universal Authentication”.  Simply put, this means allowing the maximum amount of flexibility to fit into any company’s existing authentication scheme.
On the client side, users can authenticate in any of the following ways:

-WEP

-WPA/WPAv2

-Web-Based SSL Portal

-MAC Address

-PPTP VPN Client

-L2TP over IPSec VPN Client

-Pure IPSec Client

On the BlueSecure Controller side, the credentials provided by the user can be validated via the following methods:

-LDAP (and LDAP over SSL)

-Active Directory

-RADIUS

-MAC Address List

-802.1x (EAP-TLS,MD5,LEAP,TTLS,PEAP)

-Windows NT Domains

-Windows Transparent Login

-802.1x Transparent Login

-Kerberos

-PubCookie, COSIGN, CAS (these are web-based cookie auth methods popular in universities)

-Sirsi SIP2 Library Authentication

-Dynix Library Authentication

-Digital Certificate Authentication with CRL and/or OCSP certificate validation

Client Scanning-Worm Protection

For years, network access has been based simply on the user’s credentials.  With the all of the recent worms, Trojans and network attacks, administrators now want to validate the user’s credentials and have information about the state or health of their device prior to granting network access.  Bluesocket incorporates a two pronged approach to protecting customer’s networks.

First, as a Check Point OPSEC partner, Bluesocket has integrated Check Point’s Integrity Clientless Security (ICS) into all BlueSecure Controllers.  When a user logs in, they are then directed to a web page where they are notified that their machine must be scanned to complete the authentication process.  Much like visiting Windows Update, the user accepts the scan and via the browser the user’s machine is scanned to match policies set by the administrators.  Like most NAC methods, ICS will look for Windows Patches and Antivirus software/versions/dates and if the user fails, will notify them with self-remediation links.  However, ICS goes a step further by building on the expertise of Zone Labs (a Check Point Company) by looking for over 300 types Worms, Trojans, Keystroke Loggers, Remote Dialers, 3rd Party Browser Plugins, and spyware that is active on the device all without client software.  This is particularly useful in schools or for enterprise guests where administrators cannot require certain patches or AV software, but can make sure they are not currently infected.
Second, because the BlueSecure Controller is a stateful device, it monitors user’s traffic patterns in real-time after they have logged into the network.  If a user’s behavior looks to be abnormal this may be indicative of worm infection or a malicious user port-scanning or doing a DoS attack and they are quarantined from the network and provided with a self-remediation web page.
This two-prong approach means user’s devices can be scanned without special client software through a web-browser and then monitored continuously to ensure their traffic falls within normal patterns.

Role-Based Policy Management

The power of Bluesocket’s solution is our approach to role-based policy management.  Once a user has authenticated, attributes about their identity are used to place them in a role.  This gives the administrator complete control over access to their resources from the un-trusted wireless network.  A role defines:
a) If the user is required to use encryption or not

b) Per user bandwidth limits in both the incoming and outgoing directions

c) Traffic prioritization in both the incoming and outgoing directions

d) Diffserv marking in both the incoming and outgoing directions

e) Stateful role firewall policies which control what a user can do, what they can reach, when they can do it and from where

An example of a role for Guests is found below:

No Encryption Required

Limit to 512 kbps download and 256kbps upload

Prioritization set to low with no diffserv

Deny all to the internal network any time from anywhere

Allow HTTP, HTTPS, POP3, SMTP outgoing to the internet, M-F 9AM-5PM, when they are in the conference rooms

After they login redirect them to: www.mycompany.com
Redirect all their web traffic to our corporate.proxyserver.com

Place the users on VLAN6 for outgoing traffic

RF Intrusion Detection

Bluesocket’s Access Points are able to simultaneously provide user access and also scan for over 50 different types of wireless attacks/intrusions.  Rogue APs can be actively contained/blocked and administrators are notified of a violation (email/SNMP/syslog) and provided with a floorplan with the location of the rogue AP.
4. Guest access. Increasingly, IT professionals are being called on to accommodate the needs of guests who wish to gain Internet access while visiting their facilities. Providing guest access while insuring that it does not violate internal security policies or result in significant administrative overhead or inconvenience can be quite challenging. Describe the capabilities of your system facilitate guest access services.

Bluesocket has seen a large trend in the requirements to allow guest access.  We have seen an evolution of Guest Access as follows:
Open
Administrators would put up an AP with open non-authenticated access and setup a different network to the internet.  This added cost, complexity and allows anyone within “radio” distance to have full internet access.

Web Portal
Many WLAN controllers will now show a captive portal and allow un-authenticated guest users on the network, showing them terms and conditions.  Most simply put them on a separate VLAN.  Again, this allows anyone in “radio” distance to have free internet access and still puts all the security in the hands of other devices administrators must put on that special VLAN.

Web Portal with Stateful Role
This is the starting point for Bluesocket.  Guests receive a login page, but still do not have any special credentials.  However, they can all be placed in a guest role which can limit what they can do (HTTP, HTTPS, etc…), where they can go (internet only), when they can do it (M-F 9-5) and from where (only from Conf Rooms, etc..).  So, with Bluesocket’s role based approach, enterprises can quickly deploy a secure guest access solution.

Authenticated Guest Access
Enterprises want to provide guest access only to those who should receive it.  Users still get role-based access control to secure the network, but they must provide a username/password.  The problem for enterprises has been how they create/maintain accounts without creating a whole new infrastructure.  Bluesocket provides our customers with two free guest tools which are used with Bluesocket local user database.

Guest Manager:  This is software which resides on the security/receptionist’s computer.  When a guest comes in, they hand them their badge and then click one button.  The software generates a username/password which they print out and hand to the guest (the printout can be customized with WLAN info to avoid calls to the helpdesk) and also creates the account in the BlueSecure Controller’s local user database.  The account is good for X minutes (setup at the time of installation).  

Bulk Manager:  Some enterprises don’t want to put software on the security/receptionists computer.  With Bulk Manager, the administrator does the following:

a) runs the tool

b) create 100 guest accounts

c) accounts start on April 1st
d) accounts disable on April 30th or 2 hours after first login (whichever comes first)

e) Prints them out

f) At the beginning of the month, hands the printouts to the receptionist

When the guest comes in they get their badge and the receptionist hands them their login credentials at the same time.  

Web Services API
Similar to authenticated guest access, many customers choose to implement their own guest access methods.  All BlueSecure Controllers support a standards-based XML/RPC web-services API which allows customers to write their own guest access application.  

5. Performance and Scalability. Many forward-looking enterprise IT professionals envision a day when wireless is the default mode of network access within their organizations. However, there are concerns that existing systems may not be scalable enough to meet these emerging needs both as relates to a campus deployment as well as a distributed deployment where wireless services need to be provided at a large number of geographic locations. Explain how your solution is capable of meeting these scalability challenges and, using metrics of total number of AP’s, total physical locations, or total concurrent users, describe your largest wireless installations. You do not need to provide explicit reference to the organization, though we encourage you to provide us with such references if your customers are willing to talk to us privately.

Bluesocket’s systems are built to be scalable.  As stated in the response to question 1, we have a range of controllers to handle from 8 APs to 100 APs and for large deployments the BlueView Management System can provide a single point of management for up to 1,000 controllers.

Many Bluesocket customers use the BSC-5000 with 100 APs at their large corporate locations, and use our BSC-400 with only a few APs at smaller sales offices at a price target ($1695) that meets their needs.

Bluesocket’s largest customer is using approximately 110 BlueSecure Controllers across their campus to support several thousand APs and 45,000 plus students/faculty with the BlueView Management System at their NOC.  
6. Availability. As WLANs make the likely transition from secondary (to Ethernet) network access method to primary network access method and wireless applications begin to become more mission-critical, redundancy and high-availability become more critical elements of the enterprise WLAN purchasing decision. Explain the high-availability features offered with your product line and describe, including both system failover capabilities as well as any other features that enhance availability. Also, assess the incremental costs associated with implementing these system capabilities. 
Bluesocket uses three main methods to achieve availability.  First, is the Access Point layer.  Bluesocket’s DynamicRF™ technology builds a logical map of access point topology.  Should an AP fail, the BlueSecure Controller will raise the power level on adjacent APs to cover the area that has been affected.  BlueSecure APs also use a discovery methodology, such that, if a controller fails or can no longer be reached due to network issues, they will automatically look for another controller that is present in the network and re-route wireless traffic to maintain availability.

For the BlueSecure Controllers, Bluesocket provides stateful failover.  All controllers have a failover port where one is set as the primary and the other as the failover.  Should the primary fail, the secondary will sense this and take over operation, maintaining all user connections.

Lastly, Bluesocket provides a loadsharing controller configuration, where up to 6 controllers can be “linked” together and logically operate as one.  If one controller goes down, another in the load sharing group will pick up the user load.  

With failover, one box is running and the other is a warm standby.  With loadsharing, all boxes are running at the same time.

7. VoIP Support. The ability to support VoIP and other real-time applications are becoming increasingly important on enterprise networks. Wireless VoIP in particular has attracted significant interest, particularly in organizations that are committed to VoIP on their wired networks or have mobile voice requirements that aren’t easily or cost-effectively met using cell-phones or private two-way radio systems. Describe how your system has been designed to accommodate these needs and provide one or more examples of organizations that have implemented voice services using your system. You do not need to describe that organization by name but you should at least describe their business requirement and the scope of their installation. 
Bluesocket looks at voice from both a QoS and a security perspective.  The first aspect is to ensure QoS on the radio side and Bluesocket provides:

a) Wi-Fi Certified for WMM (the standard for QoS over Wi-Fi)
b) Ability to designate one or more SSIDs to a Voice/Video/Best Effort/Low queue for handsets that do not yet implement WMM

c) Bluesocket is a member of Avaya’s DevConnect partner program and is participating in Spectralink VIEW certification for VoIP QoS
d) 802.11i Fast Roaming (to avoid long re-key delays)

e) Advanced 802.11e implementation including U-APSD and TSPEC
Usually, vendors stop their QoS implementation at the radio link.  Bluesocket continues by using the stateful role-policy mechanisms in the BSC to identify and then specifically prioritize voice traffic (by port or protocol such as H323, SIP, SVP) through the BSC and then Diffserv those packets and/or place voice traffic on a specific VLAN to interface with the enterprise’s existing wired QoS methodology.

However, QoS is only one element in deploying voice.  Security is still a large concern.  Many handset vendors still do not have any encryption or authentication (although most are looking at WPA/WPAv2-PSKs) in use.  The question becomes, if I have to allow “open” access for my phones how do I secure it?  Bluesocket has implemented voice aware policies which can automatically open/close ports for specific calls for dynamic protocols such as SIP, SCCP and H323.  This means a role can limit phones to only SIP traffic to the SIP server, so even if they were “hijacked” the attacker could not gain access to the network.  Further, many companies want to limit the wi-fi network to non-routable addresses and use NAT, which most VoIP protocols to not work well with.  So, Bluesocket has implemented an outbound SIP proxy into the controller which allows enterprises to use NAT with SIP phones.
From a customer perspective, most VoWLAN we see today is in healthcare markets using Spectralink or Vocera devices.  The prevailing factor is the requirement for “live” voice communication, but cell phones are not allowed due to equipment interference concerns so they must use their existing 802.11 network.  Bluesocket is selected not only for our ability to provide QoS, but also to meet HIPPA requirements by securing the network with data and voice.

8. Design and Deployment. The cost of implementing an enterprise WLAN involves not only the cost of network hardware and software, but also staff time required to design and implement the system. To address these challenges, most vendors provide capabilities to facilitate site surveys and/or develop a logical model of the WLAN prior to installation, either using integrated tools or by relying on integration with a partner’s offering. Describe the design and deployment capabilities of your system and provide an example of an installation where a customer has benefited from these services.
Bluesocket eases design and deployment in the following ways:

a) All Bluesocket Access Points have a site survey mode which allows them to beacon at various power levels to assist the site surveyor in getting accurate readings.

b) Bluesocket’s WLAN Planner Software was built in conjunction with Wireless Valley/Motorola and allows for predictive modeling in 3-d for AP placement.  Customers can easily select from auto-AP placement based on # of users, data rates or type of deployment (VoIP, internet, email, etc…).  The software also allows for the import of actual site survey readings to compare and adjust the predictive model.

c) The BlueView Management System allows the administrator to import floorplans and then view a heatmap of RF coverage and make adjustments to AP locations

d) Lastly, Bluesocket’s DynamicRF™ technology will automatically adjust the Access Points power and channel to provide the optimal RF performance which can alleviate complex channel planning and adjust to real-world environmental changes (interference, noise, new APs, office layout changes,etc…)
9. Monitoring and Management. As enterprise WLANs expand from tactical hotspot installations to pervasive deployments, the monitoring and management capabilities become increasingly important, in facilitating deployment, enforcing policy and compliance, solving service problems, and proactively addressing capacity and performance issues. Describe your monitoring and management capabilities, making explicit reference to how your system meets the management and operational needs of users, help-desk staff, network engineers, and IT managers. 
Bluesocket provides two levels of monitoring and management.  First is the controller itself.  It is available via a secure web-based GUI and has various levels of admin access control (for example help desk may only have read-only, while IT manager have full access and network engineers can only edit network settings, DHCP, DNS, etc…).
From an admin perspective, the GUI provides a single page view on the health of the WLAN, who is logged in, what AP they are connected to, and how much bandwidth is in use.  Reports can show usage trends and adminstrators can drill down to details on specific users or access points.

For example, the help desk can be notified of a problem and they can quickly search for the user’s name and gain access to all of their current and historical information (such as what AP they are on, data rates, tx/rx errors, failed logins, bandwidth, re-associations).

Network Engineers can go a step further by doing actual packet captures and traces.  All configuration parameters can be automatically scheduled for backup or restore.

IT Managers can be provided with an overall view of usage and WLAN uptime.

The system can be monitored by existing network management systems, such as HP OpenView.  The controllers support SNMP V2c and V3 along with the ability to control what traps or syslog messages are sent.  Bluesocket also provides a free HP OpenView Plugin, which configures traps, alarms, and network icons for Bluesocket products.  

The second aspect to monitoring and management is the BlueView Management System which can be used for larger deployments where it is desirable to have a single point of management for the complete system.  BlueView allows APs/Controllers to be grouped and to create custom admin access levels.

BlueView provides detailed reporting in html, excel and PDF formats which can be set to automatically run and email to IT managers.  For example, a report can be created that will email a PDF of usage on a per hospital basis the 1st of every month to individual hospital managers.

From the active management side, BlueView can automatically schedule jobs.  For example, an administrator may say “upgrade all the APs in the Boston office Saturday night at 3AM” and the job will run off hours.  Or push out a new policy for guest users to all controllers tonight at 9PM.  

10. Advanced Services. While all enterprise WLAN systems are expected to provide basic network access services, some vendors are developing specialized capabilities, including location services and asset tracking, to enhance their system offerings. Describe any unique capabilities or services found on your system that your customers have found important in making their system purchase decisions. 
The basic WLAN systems of today give you a light AP that tunnels back to a controller and puts you on a special VLAN.  Bluesocket considers its advanced services that customers deem critical in selecting a WLAN provider as follows:

a) Security – Even with all the security improvements in wireless (i.e. WPAv2), security is still the #1 concern with IT managers.  Bluesocket is unique in our authentication, encryption and role-based policy management that is the leading reason customers choose Bluesocket.

b) Client Scanning – As discussed earlier in this document, administrators want to have information on the state or health of the device accessing the network.  This is of particular importance for wireless devices as they visit more “un-trusted” networks by the mere mobile nature of the device.  There are a variety of “NAC” solutions on the market today, but all of them require control over the end device entering the network.  This simply isn’t an option in education or guest access and Bluesocket-Check Point have put together a solution that addresses these concerns.

c) Service Creation – No enterprise or network is the same.  Bluesocket’s standard-based API allows enterprises to create their own, unique applications for wi-fi users which is not available from any other vendor.  Examples include, J&J creating their own self-service employee guest portal or the Harvard Business School who wrote an application that ties into their scheduling software that limits wi-fi access during class or exams based on the professors preferences for his students.

11. Distribution Model and Partnerships. Describe your business model for delivering solutions to customers. You should describe the role of direct sales and sales-support staff as well as any distribution channels through which you operate. If a significant proportion of sales come through partners, describe your strategy for insuring that partners are knowledgeable enough to sell, deploy and support your systems. Also, if you have other industry partnerships that you feel are relevant to our readers, briefly describe them. 

Bluesocket sells through 2-tier distribution (Catalyst Telecom and GE Access in North America and other distributors in EMEA and Asia/PAC).  Bluesocket has approximately 200 resellers in over 45 countries who purchase through these distribution channels.

Bluesocket certifies all partners which means they must have gone through Bluesocket’s technical training and maintain at least 2 technical SEs who are certified and own Bluesocket demo equipment for their lab, training and customer demos.  Training classes are held monthly at Bluesocket and accredited partners must maintain technical certification.

Bluesocket supports our customers and partners with territory sales managers and technical SEs across all regions in which we sell.

Bluesocket supports customers and partners with our 7x24 customer support group.

12. Cost. While true cost of deployment and ownership is often related to the underlying system architecture, the cost of software and hardware components often represents a significant proportion of those costs. Provide manufacturer suggested retail pricing for the most common elements of your solution, including access points, switches/controllers, management systems, and software service modules. Also, describe the hardware and software maintenance costs associated with your solution.
BlueSecure Controllers

BSC-400
Up to 8 APs/50 concurrent users
$1,695 List

BSC-1100
Up to 25 APs/100 concurrent users
$5,995 List

BSC-2100
Up to 50 APs/400 concurrent users
$12,995 List

BSC-5000
Up to 100APs/1,000 concurrent users $24,995 List

*Software Modules:

All functionality is included on all models.  The only optional software module is the Check Point Integrity Clientless Security which can be enabled through a license key for the following list prices (BSC-400 $500, BSC-1100 $1250, BSC-2100 $2500, BSC-5000 $5000)

BlueSecure Access Points

AP-1500
802.11a/b/g “Thin” AP




$450 List

AP-1540
802.11a/b/g “Thin” AP w/external antenna connectors
$495 List

BlueView Management System

BVMS

$9,995 List

Wireless LANPlanner Software
WLAN-PLAN  $7,000

Support
Standard - Advanced Hardware Replacement, software support and 5x8 customer support – 12% of list

Premium -  Advanced Hardware Replacement, software support and 7x24 customer support – 15% of list

