Enterprise WLAN Infrastructure Request for Information 

Network Computing will be conducting a feature story on enterprise WLAN systems that will be published in our April 27, 2006 issue and distributed at the Interop Conference in May. This feature will provide a general overview of WLAN market and technology trends as well as an in-depth analysis and test of Cisco’s WLAN systems. With more than 50% market-share, according to data from Synergy Research Group, Cisco is a dominant force. However, our internal reader research indicates that a large proportion of enterprise network managers are interested in understanding the capabilities of Cisco’s major competitors in this market and are willing to consider alternatives. By completing this Request for Information, you will allow us to assess your systems’ strengths and weaknesses, in comparison to Cisco as well as other market competitors, and to share that analysis with hundreds of thousands of in-print and on-line readers.

Please answer the following questions with as much detail as possible while limiting your total response to no more than ten pages. You are welcome to include supplementary materials if you wish but we cannot commit to including information contained in supplementary materials in our final market analysis. In order to be considered, your responses must be submitted to us by March 3, 2006. Your response should be submitted via e-mail in Microsoft Word, HTML, or PDF format. If you would like to mail any materials to us, you are welcome to send them to us at the following address:

Network Computing Real World Lab

Attention: Dave Molta or Dan Renfroe

206 Hinds Hall

Syracuse, NY 13244

315-443-4549

We are willing to make ourselves available for a phone or in-person briefing and/or product demonstration after your response has been submitted. If you have questions regarding the information requests described below, please submit those questions via e-mail to both of the article’s authors.

In addition to your RFI response, we would like to provide you with the opportunity to submit two customer references who would be willing to discuss their installations with us. In choosing customer references, we would like for you to consider selecting one customer who has implemented your solution in a geographically-confined headquarters or campus installation as well as one customer who has deployed your system across an extended enterprise consisting of both headquarters and branch office locations.

On behalf of our readers, we thank you for your participation in this article.

Dave Molta, Senior Technology Editor (dmolta@nwc.com)

Dan Renfroe, Technology Analyst (drenfroe@nwc.com)

1. Architecture. The approach to design of enterprise WLAN systems varies among vendors. Enterprise IT professionals evaluating system purchase decisions often seek to gain a greater understanding of the approach taken by each vendor. Describe your overall architectural approach to enterprise WLAN solutions.
Proxim Wireless is a pioneer in enterprise WLAN – first to deploy 802.11a, 802.11g, WPA and WPA2.  Our ORiNOCO® access points have set the standard for: dual-radio capacity and flexibility; QoS to support converged voice, video and data traffic; and security.  In fact, ORiNOCO APs set sales records in 3Q 2005 and again in 4Q 2005.

Proxim Wireless does not support the concept of a WLAN dependent on a central switch.  This design results in a significant fixed upfront cost which restricts its applicability to large enterprises; our more modular and scalable approach is more suited to the varied adoption profiles of enterprises large and small.  In addition, a switch specific to the wireless network adds unnecessary complexity to existing data network switches common in enterprise networks; by separating the switch from the wireless network, we are allowing our customers to deploy the best of breed in each area of technology.  This issue will become especially acute as 802.11n is introduced to the enterprise; the throughput enhancements in 802.11n will increase the load on a central switch by an order of magnitude, making the switch a bottleneck and likely necessitating a complete hardware upgrade.  Finally, switched LANs typically remove security from the edge of the network; we believe that security should be present throughout a network for maximum effectiveness.

2. Wired-Wireless integration. Many enterprise IT professionals are unsure whether they should focus on a single vendor for their wired and wireless networks or if a wireless overlay solution is a better choice. Provide your perspectives on this issue. If you are a company that offers an integrated solution, please explain the benefits of this level of integration, providing specific examples wherever necessary. If you are an overlay vendor, explain the benefits of such an approach and provide reassurance to those skeptics who feel it is best to look to a single vendor for wired and wireless LAN systems.

Proxim Wireless is not a wired network vendor, choosing to focus on wireless systems and accessories only.  An enterprise would be advised to deploy a common central management platform and switch for the entire network, rather than separate platforms for wired and wireless.  Following this approach would enable the enterprise to choose the best of breed in distinct segments of the network.  By maintaining a focus on industry standards like 802.3af power, or 802.11x based authentication, Proxim Wireless delivers a solution that can integrate with most any wired network, free of proprietary restrictions.
3. Security. The ratification of the 802.11i standard and subsequent incorporation of this standard into the Wi-Fi Alliance’s WPA2 certification program has some in the industry concluding that enterprise WLAN security challenges have been solved. However, most enterprise IT professionals realize that WPA2 is just one part of the security problem, that a multi-layer end-to-end wireless security solution that addresses authentication, authorization, monitoring, mobility, and end-point security is required for enterprise-class WLAN systems. Explain how your solution meets these security challenges and to what degree these security services are integrated or dependent on third-party solutions.

Proxim Wireless agrees that 802.11i gave the industry the strongest framework to date for Wi-Fi security.  Our APs provide client security authentication and encryption as well as rogue AP detection.  However the risks don’t stop with strong payload encryption or mutual authentication.  For enterprise customers seeking more complete security solutions, we provide third-party solutions within our portfolio which can detect and mitigate problems such as rogue access points, rogue clients, and client missassociations that can sabotage even the best laid plans.  Our partnerships and modularized approach allow customers to purchase as much or as little capability as they desire or can afford, while ensuring that the elements of the overall solution come from leaders in their fields.

4. Guest access. Increasingly, IT professionals are being called on to accommodate the needs of guests who wish to gain Internet access while visiting their facilities. Providing guest access while insuring that it does not violate internal security policies or result in significant administrative overhead or inconvenience can be quite challenging. Describe the capabilities of your system facilitate guest access services.

The most prescribed ORiNOCO guest access solution is to use a separate VLAN, terminated via a unique SSID on the access point.  This VLAN can have as much or as little encryption and authentication as the customer desires, and can be routed to give access only to specific resources.  A common approach is an unsecure VLAN that routs outside the corporate firewall for internet-only access, allowing users to self-secure with VPN software.

5. Performance and Scalability. Many forward-looking enterprise IT professionals envision a day when wireless is the default mode of network access within their organizations. However, there are concerns that existing systems may not be scalable enough to meet these emerging needs both as relates to a campus deployment as well as a distributed deployment where wireless services need to be provided at a large number of geographic locations. Explain how your solution is capable of meeting these scalability challenges and, using metrics of total number of AP’s, total physical locations, or total concurrent users, describe your largest wireless installations. You do not need to provide explicit reference to the organization, though we encourage you to provide us with such references if your customers are willing to talk to us privately.

The beauty of the ORiNOCO wireless suite is it allows you to start simple and small, and grow as needed.  In addition, due to independence from a switch architecture, it is not susceptible to growing pains, for example when switches may not be able to support extra performance and need to be replaced.  A common approach taken by many of Proxim Wireless’s education and enterprise customers is to trial Wi-Fi, perhaps only providing public internet to conference rooms, public meeting areas and the like.  In this scenario only access points may be needed.  As the use grows and along with it the performance expectations and dependence on the technology, additional APs can be added to increase the capacity, with the additional ability to set thresholds on the APs to indicate usage limits where asking a Wi-Fi client to roam to another nearby AP will result in a better user experience and load sharing.  Other tools are at hand, like the ability to reduce output power and receive sensitivity thus creating small cells.  As the number of APs increase, it then can become a challenge monitoring and managing them, and we offer a third-party solution within our product portfolio to automate the configuration, control, and update of the APs.  Should seamless roaming across VLAN or layer 3 boundaries be needed, our optional wireless mobility controller – enabling such roaming – can be added.  Many of our largest customer networks grew organically just like this; Indiana University and Carnegie Mellon, both with several hundred APs and tens of thousands of users, are prime examples.

6. Availability. As WLANs make the likely transition from secondary (to Ethernet) network access method to primary network access method and wireless applications begin to become more mission-critical, redundancy and high-availability become more critical elements of the enterprise WLAN purchasing decision. Explain the high-availability features offered with your product line and describe, including both system failover capabilities as well as any other features that enhance availability. Also, assess the incremental costs associated with implementing these system capabilities. 

Proxim Wireless WLAN products offer superb self-healing and failover capabilities.  Our dual-radio APs support mesh networking in both indoor and outdoor versions, enabling self-forming, self-healing networks.  Provided the APs are deployed in sufficient density, APs can be made to increase power to fill in the gap for a failed AP.  If advanced optional features like our wireless mobility controller are used, APs can automatically check for a self-aware and self -healing partnership with each other; and as long as there is at least one more controller than needed to run the network, the extra one can take over for a failed controller nearly seamlessly.  In addition, as ORiNOCO APs are not dependent on a central management system, there is one less area of concern regarding availability; should the central management system go offline, the APs will just continue doing the last thing they were instructed to do until the system is restored.  The third-party management systems we provide reside on a standard PC, and thus can be restored from backup to any other modestly configured PC to restore the capability; issues with the central management system do not require the return of a piece of hardware.
Following are additional features of our APs:

· Traps/alarms for early detection of failure

· Syslog generation and transmission for critical events

· Link integrity for any backbone link failure, to ensure that clients are connected to neighboring APs if the backbone connection is lost

· Re-initializing the AP in the case of detected unrecoverable error.

7. VoIP Support. The ability to support VoIP and other real-time applications are becoming increasingly important on enterprise networks. Wireless VoIP in particular has attracted significant interest, particularly in organizations that are committed to VoIP on their wired networks or have mobile voice requirements that aren’t easily or cost-effectively met using cell-phones or private two-way radio systems. Describe how your system has been designed to accommodate these needs and provide one or more examples of organizations that have implemented voice services using your system. You do not need to describe that organization by name but you should at least describe their business requirement and the scope of their installation. 

All of the ORiNOCO AP products support 802.11e draft, WMM and Spectralink Voice QoS to support these applications; our mesh-enabled APs also support QoS over the mesh.  Early adopters of the voice QoS APs are healthcare, with many facilities around the globe voice-enabling critical staff with devices that typically do not violate hospital RF emission limits.  Another example of a customer using voice-over-WLAN include an airline that wanted the ability to voice-enable staff but did not want to deal with cell phone contracts.  

8. Design and Deployment. The cost of implementing an enterprise WLAN involves not only the cost of network hardware and software, but also staff time required to design and implement the system. To address these challenges, most vendors provide capabilities to facilitate site surveys and/or develop a logical model of the WLAN prior to installation, either using integrated tools or by relying on integration with a partner’s offering. Describe the design and deployment capabilities of your system and provide an example of an installation where a customer has benefited from these services.

For larger networks requiring significant time and effort for design and deployment, we offer a third-party solution which allows for direct importation of blueprints or CAD drawing of the facility.  It already knows the attributes of all of the ORiNOCO APs.  This tool can perform a predictive analysis of a facility and can provide suggested placement strategies to deal with coverage or density issues.  The system can also perform real-time measurements and verifications of an already deployed property and suggest changes and enhancement.

9. Monitoring and Management. As enterprise WLANs expand from tactical hotspot installations to pervasive deployments, the monitoring and management capabilities become increasingly important, in facilitating deployment, enforcing policy and compliance, solving service problems, and proactively addressing capacity and performance issues. Describe your monitoring and management capabilities, making explicit reference to how your system meets the management and operational needs of users, help-desk staff, network engineers, and IT managers. 

ORiNOCO access points offer secure management, monitoring through statistics (in AP or third-party management tools) and traps/alarms for critical errors.
ORiNOCO APs support statistics from standard MIBs as well as the proprietary ORiNOCO MIB.  The standard statistics include statistics support from MIB2, 802.1d Bridge MIB, 802.1x MIB and 802.11 MIB.  APs also provide individual associated station statistics.  These include RF statistics, error statistics and VLAN statistics among others.  Link level statistics for mesh links are also supported for every connected and alternative links.  Mesh portals include the whole mesh tree tables whereas mesh APs can provide information on neighboring nodes.  The ORiNOCO MIB provides numerous other feature statistics including RADIUS client, rogue AP information and link integrity.

10. Advanced Services. While all enterprise WLAN systems are expected to provide basic network access services, some vendors are developing specialized capabilities, including location services and asset tracking, to enhance their system offerings. Describe any unique capabilities or services found on your system that your customers have found important in making their system purchase decisions. 

The ORiNOCO Suite has many advanced and differentiated features.  Here are a few:

1. Packet Forwarding – the ability to forward all traffic to a gateway device; typically the feature is used as part of the traffic flow and security system used in a public hot spot network
2. DHCP Relay – used mostly by ISPs to allow central authentication and control on a logical network separate from the one on which the equipment is managed
3. Mesh – this optional feature can provide self-forming and self-healing deployments, most frequently found in metropolitan/municipal Wi-Fi and public safety networks
4. Channel Blacklisting – used to limit the number of channels in a mobile mesh network to speed up roam speeds
5. Auto-Configuration – only a modest PC is needed to back up and automatically restore configurations of APs, and to automate the process using DHCP.

11. Distribution Model and Partnerships. Describe your business model for delivering solutions to customers. You should describe the role of direct sales and sales-support staff as well as any distribution channels through which you operate. If a significant proportion of sales come through partners, describe your strategy for insuring that partners are knowledgeable enough to sell, deploy and support your systems. Also, if you have other industry partnerships that you feel are relevant to our readers, briefly describe them. 

Proxim Wireless sells exclusively through a two-tier distribution channel, with major distributors worldwide selling to value-added resellers and system integrators who can design, install, configure and maintain networks for enterprise customers.  Proxim Wireless employs a global sales and support organization which teams closely with these channels for pre- and post-sale requirements.  Among our distributors are:

· United States – Tech Data, Winncom, Hutton, Tessco, Connectronix and Somera

· Canada – Anixter Canada, Graybar Canada, White Radio

· Latin America – Anixter, American Satelite Brazil, Allplus, Empretel, Unisol, WDC Networks
· Europe – Anixter Europe, Veracomp, Dataequipment, Sistelec

· Middle East – Nextech ME

· Asia Pacific – Palette, Digital China, Shin Shin.
12. Cost. While true cost of deployment and ownership is often related to the underlying system architecture, the cost of software and hardware components often represents a significant proportion of those costs. Provide manufacturer suggested retail pricing for the most common elements of your solution, including access points, switches/controllers, management systems, and software service modules. Also, describe the hardware and software maintenance costs associated with your solution.

Costs are dependent on a number of factors including design chosen for the network and volume of purchase.  We do not believe stating MSRP for individual elements will provide an effective basis for comparison.  As a market leader, we are confident that we have the depth of experience and scale of manufacturing to our customers with a combination of cost, performance and scalability that is second to none.  We invite distributors, resellers and customers to discuss pricing on the basis of their individual requirements; go to www.proxim.com and click on “How to Buy.”
