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 Introduction

This RFI (Request for Information) is proprietary to Network Computing, Information Week and CMP Media, LLC. It is drafted and disseminated for the sole purpose of generating information on Mobile E-mail for publication in Network Computing.com and/or InformationWeek in October, 2007. Participating vendors must agree that any information returned to Network Computing in response to this RFI may be published in print and electronic form on our Web site, www.networkcomputing.com.  Information obtained for this RFI may also be reprinted in whole or in part within InformationWeek or on the InformationWeek website at www.informationweek.com
Instructions

The following questions are designed to provide direct comparisons among major vendors within the mobile e-mail space. We have endeavored to provide as much detail about our proposed scenario below in “Business Overview.”  However, if you feel that any points need clarification, please contact the author, Sean Ginevan, via e-mail at SGinevan@nwc.com.  If points are clarified we will send those clarifications to all participating vendors to ensure that everyone is operating with the same information.  The answers obtained from this RFI, in addition to previous completed testing, will be used to provide all analysis for this article.  

If you respond to the RFI, please note that all responses must be received by August 22, 2007 for inclusion in this review.  We suggest you read through the entire RFI before answering questions. You can reference answers to other questions in the RFI using the section title.  Please do not reference materials outside the RFI; incorporate them into your answers.  

Essay-type questions include word-count limits. Any submission beyond the limit may be ignored.

A. Business Overview

NWC Inc. is a medium sized company specializing in the development and manufacturer of specialty Widgets and Sprockets.  The company has three major offices; a headquarters in suburban Washington, DC and branch offices in Syracuse, NY and Kansas City, MO.  The company also has just opened a European sales office in Dublin, Ireland.

NWC Inc.’s mobile strategy has been limited thus far.  Cellular phones and plans have been subsidized for executives, sales staff and critical operations (on call) staff.  However the company has been slow to move into any other mobile service beyond voice.  Executives at NWC Inc. have read numerous articles on the benefits of mobile e-mail but have been concerned about costs as well as complexity for supporting a new mobile e-mail initiative.  

NWC Inc. has decided to start with a 100 user deployment, focusing on executives, top-tier sales staff and select operations employees in each of our worldwide offices.  The company has standardized on Microsoft Exchange and has recently completed an upgrade to Exchange 2007.  NWC Inc. has its e-mail servers distributed between Washington, DC; Syracuse, NY; and Kansas City, MO for increased scale and reliability.  

While our focus is on an initial 100 user deployment, NWC Inc. wants to eventually scale to include the entire IT operations, sales and management staffs for a total of about 1000 people.  The ability to scale up to larger deployments, particularly as the company grows, is important.

NWC Inc is also interested in applications beyond mobile e-mail.  Our CIO has read numerous articles about how enterprises are creating applications beyond mobile e-mail.  The company is thus curious with how our mobile e-mail software provider can also help us mobilize applications or whether we would have to partner with another vendor.  Our CIO is also very security conscious, so we want to understand what the device management and security posture is for the vendors 

Objectives

NWC Inc's initial goal is to provision select staff across our worldwide offices with a mobile e-mail solution to more effectively communicate with our more nomadic employees.  While our initial goal is to focus on mobile e-mail, we want to ensure that whatever solution we choose has a robust enough security and device management framework in place.  We also want to make sure that we can expand into other types of applications.  Our goal is to be strategic, rather than tactical, in developing our mobility strategy.  We are flexible in device platform selection and we're looking to vendors to provide us with insight as to pros and cons with our available selections (Windows Mobile, BlackBerry, Symbian, etc). 

Targets:

· Initial deployment date is: Sept 5th, 2007
· Mobile e-mail gateway installed in all locations

· Handsets configured and loaded with software

· 2 weeks troubleshooting

· Employee training if needed

· Live on Sept 24th, 2007
Selection Criteria

During our analysis period, we will be reviewing all the RFI’s looking for the best solutions that fit our needs. We will most likely have additional clarifying questions that will need to be answered. We will be using the following list of items (in alphabetical order) to perform our assessment.

· Client software cost (if any)

· Depth of client support

· Depth of management features

· Depth of security features

· Mobile e-mail client features

· Mobile e-mail client ease of use

· Geographical Coverage (i.e. Where service(s) can be used)

· Middleware software cost (if any)

· Service contract cost

Mobile E-mail Vendors Questions

Server Support
Please define what e-mail platform(s) your mobile e-mal platform supports.  Examples would include Microsoft Exchange, Lotus Notes, etc.  
Answer Guidance

Reason For Question

While NWC Inc uses an Exchange environment, we want to understand if the vendor supports platforms outside of Microsoft Exchange.  
Mandatory Response Format:

Word count: Summary not exceeding one page 
Microsoft designed Exchange Server 2007 and Windows Mobile to meet today’s communication and collaboration challenges.  Exchange Server 2007 provides advanced e-mail and calendaring while delivering new methods of access for employees, greater productivity for IT administrators, and increased security and compliance capabilities for organizations.

Windows Mobile devices work with Exchange as well as across email platforms.  Through a standards-based approach, Windows Mobile interoperates with any email platform supporting POP, IMAP, MAPI and SMTP.  With Windows Mobile devices, NWC will be able to take full advantage of its Exchange Server environment.  NWC will benefit from the following capabilities:

Exchange ActiveSync (Direct Push): Mobile devices that incorporate Exchange ActiveSync technology maintain a connection with the server, receiving any new or updated e-mail, calendar items, contacts, or tasks as soon as they arrive on the server.  ActiveSync is available for Windows Mobile devices, and Microsoft licenses the protocol to third party vendors such as Big Bang Systems, DataViz, Helio, Motorola, Nokia, Palm, Remoba, Sony Ericsson, and Symbian.
Self-Service Device Wipe: If a device is lost or stolen, the user can clear the contents of the mobile device or retrieve the device’s password via Outlook Web Access.

Device Security and Management: Administrators can set per-user device ActiveSync policies, such as allowing/disallowing attachments and specifying PIN expiration.

Calendaring and Out of Office: The richness of calendaring capabilities on mobile devices is enhanced, allowing users to take more actions on meeting requests and manage Out of Office messages.

Mobile Document Access: When a mobile device user receives a link to a file share or Windows SharePoint Services site, Exchange Server 2007 uses LinkAccess to retrieve and display the document— no VPN tunnel is required.
Client Support

Please define what client platform(s) your product supports.   Examples would include Microsoft Windows Mobile, Symbian, etc.  If your product supports non smartphone platforms (e.g. J2ME or BREW), please note this.  Please note if your product uses its own e-mail client or integrates with the handheld’s native e-mail client.  

If possible, please provide screenshots of the e-mail client on each platform supported by your product.

Answer Guidance

Reason For Question

NWC Inc has office locations around the globe.  Windows Mobile is the most popular within the United States however our European counterparts prefer Symbian, so we are curious to know what we can support.  Screenshots help us to get a feeling for the look & feel of your product and if there are major differences in the user experience between handset platforms.  

Mandatory Response Format:

Word count: Summary not exceeding one page excluding screenshots.  
As this is being addressed by Windows Mobile, this answer will address a somewhat larger perspective.  As a platform, Windows Mobile is committed to a strong partner ecosystem. As such our development tool allow for a variety of customization. Theoretically, a competitor could build an application to mimic specific features of their OS that could then run on a Windows Mobile device, like a skin.
Through Windows Mobile’s application development platform, third party developers are empowered to write compelling applications that can leverage the features of each device directly, through a common set of APIs. The developer environment is familiar and easy to use, allowing current Windows developers to leverage their skills.
Windows Mobile is available in a wide range of device brands and styles, and there is a large array of applications available to satisfy business and personal needs. While Windows Mobile supports an array of email clients including POP3 and IMAP, Windows Mobile also has native Exchange integration via Microsoft Office Outlook Mobile. Outlook Mobile is specifically designed for Windows Mobile powered smartphones and provides a familiar experience to the desktop experience of Outlook. It helps people to stay on top of Outlook email and calendar and have all of their contact information at their fingertips.

In addition to the excellent experience users can have with Exchange and Windows Mobile, other platforms are also supported.  Nokia E series (and select N series) devices allow access though a free download of Mail for Exchange 2.0 from the Nokia website.  Likewise, Palm devices come with native access to Exchange servers as well as other devices by Sony Ericsson, Motorola, Helio and other Symbian based devices.  For users who are not using traditional SmartPhones, solutions though 3rd party products like DataViz’s RoadSync and Remoba’s RemoBiz allows access for most consumer phones on the market today (including Java, Brew, Symbian Series 80, Symbian S60 and Brew based phones).  
Client Features

Please detail the features available from your client (e.g. send/receive e-mail, create calendar appointments, synchronize Outlook contacts, corporate directory lookup, etc.).  If necessary, please reference screenshots from the previous section to provide better detail of the available features.

Answer Guidance

Reason For Question

The breadth and depth of client features available for each product is one of the grading criteria.  We are thus looking for detail in this category.  

Mandatory Response Format:

Word count: Not to exceed three pages 

Several notable Windows Mobile features include Microsoft Outlook Mobile, Office Mobile Suite and Microsoft Office Live Communications Server 2005. Others great features are:

· Genuine Outlook Mobile experience provided through HTML support.* Windows Mobile 6 helps users to view e-mail messages the way the sender intended: with pictures, tables, links and formatting. It is the only mobile solution available to offer this experience. 

· Genuine Office Mobile experience including mobile versions of Word, Excel, and PowerPoint allow users to view and edit Microsoft Office documents while on the go.

· Windows Live for Windows Mobile delivers a unique and rich experience, combining online services such as Messenger, Contacts, Windows Live Hotmail and Search.

· Use Exchange Server 2007 for a more efficient e-mail management with Fetch Mail: Windows Mobile 6 helps users to communicate more effectively by automatically “fetching” additional text when users scroll down messages and by implementing new features that can help improve the efficiency with which users can manage their inbox through searching of folders and sent mail. Fetch mail helps users to respond faster to e-mail by downloading single e-mail messages in their entirety without having to perform a full Send/Receive synchronization.

· Out of Office Assistant*: Retrieve, set, and change Out of Office status and AutoReply notification from a Windows Mobile 6-powered device.

· Keyboard shortcuts: Perform common e-mail tasks faster with new keyboard shortcuts for 12-key and 30-key keypad-equipped devices that mimic shortcuts available in Microsoft Office Outlook.

· Support for message follow-up flags*: Increase e-mail efficiency with the ability to flag e-mail messages within the Outlook Mobile inbox.

· Global Address List**: Search for contacts in an Microsoft Exchange Server

· Address Book, contact people via e-mail, phone calls or text messages, and add contacts to personal Contacts list.

*Requires Microsoft Exchange Server 2007   ** Requires Microsoft Exchange Server 2007 or Microsoft Exchange Server 2003 with Service Pack 2

Windows Mobile also helps businesses easily extend current infrastructure investments—including Exchange Server, Microsoft Dynamics CRM 3.0, Microsoft SQL Server™, Microsoft Office Live Communications Server 2005, and other Microsoft technologies. Windows Mobile 6 enables greater interoperability through a variety of features, including:

· Faster access to contacts and communities of people. Windows Mobile 6 helps users stay connected with their contacts and the communities they care about through improved collaboration with their corporate address book and Windows Live™ services.

· Access SharePoint® documents and UNC shares from e-mail links*: Access documents stored in SharePoint document libraries and on Universal Naming Convention file shares directly from links within an e-mail message.

· Easier setup and synchronization with Windows Vista™-powered personal computers: Enhance connectivity between Windows Mobile-powered devices and personal computers running Windows Vista with the new Windows Mobile Device Center (WMDC), which provides simplified device-to-desktop set-up for mobile users and file synchronization capabilities between the desktop and mobile device. WMDC can be installed and deployed through Windows Update, and IT Pros have the ability to turn it on and off via Group Policy.

Additionally, Windows Mobile 6 increases the ability to collaborate and gain access to information stored on Exchange Server, SharePoint® and Universal Naming Convention (UNC) file shares.

· Line-of-business applications. Mobile versions of the Microsoft .NET Framework and SQL Server™ built into Windows Mobile 6 make it even easier to access sales tools, inventory tracking or any other application from a Windows Mobile powered smartphone, previously only possible on PCs

· Collaboration with Exchange Server 2007. Windows Mobile 6 working together with Exchange Server 2007 helps make deploying, administering and monitoring a mobile messaging environment simple and cost-effective.

· Internationalization of Windows Mobile. The addition of language provisioning and spell checker for East Asian versions enables users in those regions to better collaborate within their local markets.

· .NET Compact Framework 2.0 and SQL Compact Edition installed in ROM: Now corporate developers can build applications based on .NET Compact Framework 2.0 and SQL Server 2005 Compact Edition without having to distribute these components with their applications, reducing complexity and potentially saving money in data charges.

· Compatibility with Windows Mobile 5.0 applications: Virtually all applications written with respect to published APIs for Windows Mobile 5.0 will run without any changes on Windows Mobile 6 devices.

· Support for AJAX: With JavaScript and XMLDOM support, Internet Explorer® Mobile on Windows Mobile 6 supports dynamic Web applications built using AJAX.

· Remote Desktop Mobile: This licensable component in some Windows Mobile 6 devices provides enhanced remote access to both Windows-based personal computers and servers.

Also, there are a wide variety of third party applications available for Windows Mobile that can help keep people in touch with news and information that is important to them.

· NewsBreak, by Ilium, provides a variety of RSS feeds to Windows Mobile devices.

· Journal Bar by Omega One provides news and weather on the mobile homescreen.

· MSNBC app by Action Engine provides MSNBC news and video clips to Windows Mobile devices.

For Non-Windows Mobile phones that are connection to Exchange Servers, the feature list is up to the particular implementation.  Those that have licensed the Exchange ActiveSync protocol (Microsoft has an open licensing program for this protocol) can take advantage of all its features though the implementations vary.  These features include the ability to sync, mail, calendar and contacts information.  The ability to update this information and the ability to apply policy control over those devices (policies include everything from password policies (complexity and length) to control of what data can by Sync’d and device management features (control of Apps, WI-Fi, Bluetooth, camera operations, and many other hardware and software controls).
Pricing

Please define server and/or client pricing for your product for both our initial deployment (100 users) and final deployment (1000 users) based on any volume discounts available.

Answer Guidance

Reason For Question

Price is a grading criteria and we have asked vendors to submit information for this area accordingly.

Mandatory Response Format:

Word count: Summary not exceeding two pages.  Pricing charts are allowed for submission to this question.
Microsoft offers substantial value to customers, like NWC, who are looking to offer mobile e-mail to employees.  Customers can extract additional value from their Exchange Server investment as well as get the greatest device choice/lowest price on mobile devices because of our open and flexible approach.
Exchange Server 2007 Editions and Client Access Licenses
Microsoft licenses Exchange Server in the Server / Client Access License (CAL) model.  An Exchange Server license is required for each operating system environment running Exchange Server.  A CAL is required for each user or device accessing Exchange Server.
Microsoft offers Exchange Server 2007 in two CAL editions: 

· Standard CAL: This includes core features like email, shared calendaring, contacts, tasks, Outlook Web Access, Microsoft Exchange Server Active Sync, and New Exchange ActiveSync policies in SP1.  List price is $67.

· Enterprise CAL and Software Assurance: This CAL adds capabilities to the Standard CAL, such as unified messaging features, per-user/per-distribution list journaling, managed e-mail folders, Microsoft Exchange Server Hosted Filtering, Forefront Security for Microsoft Exchange Server, additional Exchange ActiveSync Policies, and Software Assurance.  To purchase the Enterprise CAL, users must already have the standard CAL.  List price is $25.

Note: The prices listed are estimated prices; reseller pricing can vary.  Volume discounts may be applicable.
Given that NWC has standardized on Microsoft Exchange and has recently upgraded to Exchange Server 2007, deploying a mobile solution with Windows Mobile is very cost-effective.  There are no incremental server, and CAL, costs associated with deploying mobile email.

Additionally, because Microsoft's Direct Push technology is a native feature in Exchange 2007, NWC will not require additional gateways, servers, 3rd party CALs, or network operation centers.  EAS works on any data network via a standard http request-and-response mechanism between the mobile client and Exchange using the Outlook Web Access interface plus ActiveSync for synchronization so no specific operator or special data plan is needed, any data plan that allows Web access will work great.

Devices

Microsoft brings wireless email to the majority of mobile devices by supporting an open approach in favor of more device flexible and interoperable solutions.  In fact, any SmartPhone available, aside from Blackberry devices, can connect to Exchange through EAS.  Device independence, through partnerships with major device manufacturers, helps reduce costs, and increase customer choice, substantially for customers.  Especially for NWC, where cost is a major concern, this helps ensure that they are getting the most value for their investment.

Support Costs
Please define service contract costs for your product for both our initial deployment (100 users) and final deployment (1000 users) based on any volume discounts available.

Answer Guidance

Reason For Question

Price is a grading criteria and we have asked vendors to submit information for this area accordingly.

Mandatory Response Format:

Word count: Summary not exceeding two pages.  Pricing charts are allowed for submission to this question.
Microsoft offers a variety of support services to meet the unique needs of our customers.  We have support options available whether you are a small to medium size business or a large enterprise.  A description of our support offerings is below:
Software Assurance: Microsoft Software Assurance is a comprehensive maintenance offering that helps you get the most out of your Exchange and Windows Mobile investments.  Most enterprise agreements include a number of professional incidents depending on contract amount.  Professional incidents offer a reactive service only, with response time levels that are generally greater than two hours. .  Software insurance is included with the Enterprise CAL.
Professional incidents: For small to medium size businesses, customers can purchase support for a single incident at the price of $249 to $495.  This support is available at any time (24x7).  This does not include service level agreements, escalation management, or on-site support.
Premier Support: For customers looking for the highest level of support services, we offer annual contracts starting at $40,000.  This includes both the highest level of break/fix support (24x7, under one-hour response times, on-site support, and escalation management) and proactive services (health-checks, workshops, tuning, etc).

Data Plans
We understand that some vendors require special data plans for their mobile e-mail product.  With so many data plans available, please detail which data plan (if any) is required for your product from the following carriers:  AT&T, Sprint, Verizon Wireless, Vodafone, T-Mobile (Europe)
Answer Guidance

Reason For Question

Data plans are a major point of confusion for NWC Inc.’s CEO.  Some carriers charge differently if a particular mobile e-mail product is used than if another is used.  We are looking for guidance from our vendors to determine which data plan(s) we will need to ensure that our mobile e-mail solution works.  

Mandatory Response Format:

Word count: Summary not exceeding two pages.  Charts are allowed as a response to this question.

 The use of the Microsoft solution requires no particular data plan.  Any data plan that allows web access will work with our solution so companies are free to choose the carrier that suits their costs, contract, coverage and bandwidth needs.

Communications Model

Please detail how messages are relayed from our corporate e-mail servers to a client handheld (i.e. via a NOC, direct connection to the handheld, etc).  Please explain why this model is best compared to your competitors (i.e. if a direct connection is used, explain why this is better than a NOC relay).  

Answer Guidance

Reason For Question

We are curious as to what the technical differences are between each product; these differences may sway our overall impression for each product.  

Mandatory Response Format:

Word count: Not to exceed three pages including a high level summary and a technical description.  A maximum of two pages of graphical diagrams are ok to enhance your technical description and will not impact the overall word count.  (I.e. five pages maximum).

Overview & Technical Description
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Exchange ActiveSync (EAS) is built in to the Exchange 2007 Server.   As such, the communications model is directly analogous to that employed by other Exchange 2007 applications, namely Outlook Web Access (OWA) and Outlook Anywhere (also referred to as Outlook RPC/HTTP).   Using EAS, the device connects to the Exchange server via an authenticated HTTPS connection, ensuring all sensitive content is encrypted end to end from the device to the corporate network.   

From a security standpoint, the Exchange Server resides on the intranet, behind the DMZ.  Each HTTPS request from the EAS client is handled by the firewall and/or reverse proxy server in the DMZ before reaching the Exchange server.   The firewall may (and typically does in the case of ISA) perform functions such as pre-authenticating & inspecting the request before forwarding to the Exchange server.   

Technical Overview

To better understand the direct connectivity model, it helps to look in detail at the EAS HTTPS request/response pattern associated with a typical scenario: in this case delivery of new email via DirectPush

1. The client issues an HTTPS message known as a ping request to an Exchange server, asking that the server report any changes that occur in the user's mailbox within a specified time limit.
2. When Exchange receives this request, it monitors the folders specified until one of the following occurs:
a. The time limit expires. The time limit is adaptive and is determined by an client-side algorithm that detects the longest time the network will allow.  

b. A change occurs in one of the folders, such as the arrival of email in which case, exchange pushes the new email down to the mobile client.

3. The interaction starts again at step 1

Benefits of direct connectivity to Exchange

Exchange ActiveSync’s direct connectivity model in Exchange Server 2007 emphasizes integration with Exchange,  scalability & IT control; providing customers with a number of important benefits, particularly in the areas of:

· Security

· Reliability

· Cost effectiveness : both capital and operational
Security

· The HTTPS connection used by Exchange ActiveSync provides an unbroken, encrypted channel end-to-end from the device to the corporate network

· HTTPS is the security standard employed broadly for online banking & stock trading, as well as internet access to enterprise applications.

· Direct connectivity means no third-party relay NOCs outside of enterprise IT control.   Data is only stored in two places: the Exchange mailbox and the mobile device store, not in any intermediate stores.

· Native S/MIME allows for a second layer of encryption within the SSL channel, encrypting the items from the device to the mail recipient’s client.

· By leveraging HTTPS and connecting directly to the enterprise, EAS is open to pre-auth & inspection by firewall & reverse proxy solutions in the DMZ. 
· When accessing user data, Exchange ActiveSync uses the security context of the user that has authenticated directly to Exchange.   This approach notably reduces attack surface area relative to a Big Brother based system which uses a super-admin account with full r/w access to user mailboxes in order to retrieve user data.
Reliability
· Because it relies on direct connectivity to Exchange (and not introducing a requirement for a NOC), EAS does not introduce additional potential points of failure between the device and the Exchange server such as third-party relay failure or access points.
· The Exchange ActiveSync protocol is a synchronization protocol.   As a sync protocol, EAS is resilient to connectivity issues (i.e. long term MO network outage or disruption in connectivity during a sync session).   Items are stored in the Exchange mailbox, and the EAS server has the sync logic to re-transmit changes to the client until they have been acknowledged and sync has completed successfully.  There is no concern of data loss, as items are always persisted in the user’s mailbox.
Cost Effectiveness: Capital and Operational

· No additional capital cost beyond Exchange 2007

· No additional license fees:

· EAS access is included in the Exchange CAL.  No additional CAL purchase is necessary to enable mobility.

· No additional server hardware:

· Exchange ActiveSync is highly scalable and has a minimal impact on the mailbox server.  Customer experience and internal testing shows that one can deploy large numbers of mobile email users without adding additional hardware.  With a target of 1000 users, Network Computing should be able to comfortably accommodate that goal through EAS without any additional hardware.

· Note: for Network Computing, this statement should hold for all 3 Exchange sites.  No additional servers should be needed in Washington D.C., Kansas City, or Syracuse.  Typical middleware-based solutions would require additional middleware servers in each site.
· Low operational cost

· EAS management is integrated into the Exchange Management Console, Powershell and Microsoft Operations Manager (MOM) meaning IT can use one set of rich tools to proactively manage all Exchange applications, including EAS.

· Fewer servers to manage means less complexity.   This becomes even more true in a geographically dispersed deployment such as Network Computing’s.  
Security

Please detail how messages are secured during transport.  Please detail how messages are secured on the client handheld.  

Answer Guidance

Reason For Question

Security is a crucial concern not just for NWC Inc. but in many surveys is a leading concern for enterprises considering mobile deployments.  We would thus like to determine the security features available for each product. 

Mandatory Response Format:

Word count: Not to exceed three pages including a high level summary and a technical description.  A maximum of two pages of graphical diagrams are ok to enhance your technical description and will not impact the overall word count.  (I.e. five pages maximum).

Securing Content During Transport

The mobile device and Exchange ActiveSync server communicate over an SSL connection.  SSL is the encryption technology that online shopping, banking and stock trading all use to protect users data from interception. Secure Sockets Layer (SSL) creates a point-to-point encrypted communications channel between the Exchange server and the mobile device, bringing a number of key benefits in protecting content during transport:

· Unbroken communications channel

· Unlike 3rd party relay solutions that store and forward messages to devices through discontinuous communication channels, the SSL channel is designed to be unbroken and continuous between the server and the device


· Strong Encryption 

· The client (mobile device) and server communicate back and forth via an encrypted channel using RC4,3DES or other cipher. An encryption cipher helps to protect data passing along the encrypted channel until it is delivered to the server or to the device at the other end. 

· Server Authentication

· The client will only proceed to transmit data to the server if it determines that the server is trusted.  With SSL this check is performed by verifying the SSL certificate presented by the server, a process that includes determining it has been issued from a well known trusted authority, checking that the hostname on the certificate matches the hostname the client thinks it’s connecting to, checking that the certificate is not expired, etc.

If supported by the mobile client, the advanced security options below help you add even more safeguards for your critical mobile communications.  Exchange ActiveSync works with all of the following configurations.

• The native S/MIME (Secure Multipurpose Internet Mail Extensions) protocol helps to protect,
and verify messages during transfer by using content encryption and digital signature features.  With S/MIME, content is encrypted on the device and in transport.
• VPNs (virtual private networks) create a secure, IP-based tunnel within the Internet cloud that allows corporate network access in addition to messaging security.

Securing Content on the Device

Exchange ActiveSync provides a broad set of policies to allow IT to secure content on device, including capabilities to:

· Require encryption of content, both on the device and on external storage (i.e. SD card).

· Define device password requirements to minimize the threat of compromise if a device is lost or stolen

· Remotely wipe the content on the device & storage card if the device is lost or stolen

· Control application install by preventing installation of unsigned applications and/or defining an explicit list of allowed or blocked applications.

· ‘Lock down’ the device by restricting Bluetooth, wi-fi, IrDA, etc.

· Configure the behavior of the Exchange ActiveSync client (i.e. attachment download, etc.)

The Exchange ActiveSync server enforces policy compliance on each connection to the server.  If the client is not compliant with the current policy assigned to the user, the EAS server delivers the updated policy and blocks any further operations until the client has acknowledged application of the new policy.  

A complete list of security policies is included below:


[image: image4.emf]Settings Ex2007 RTM Ex2007 SP1

EAS Protocol Version 12 12.1

Corresponding WM Client WM 6 WM future

Remote Wipe X X

Password Required X X

Min Password Length X X

Alphanumeric pwd X X

Inactivity Timeout X X

Max Failed Password Attempts X X

Policy Refresh Interval X X

Allow non-provisionable devices X X

Attachments Enabled X X

Storage Card Encrytpion X X

Password Recovery Enabled X X

Allow Simple Device Password X X

Max Attachment Size X X

WSS Access Enabled X X

UNC Access Enabled X X

Password Expiration X X

Password History X X

Allow Storage Card X

Allow Camera X

Require Device Encrytpion X

Allow Unsigned Applications X

Allow Unsigned Installation Packages X

Min Device Pwd Complex Characters X

Allow Wi-Fi X

Allow Text Messaging X

Allow POP/IMAP Email X

Allow Bluetooth X

Allow IrDA X

Require Manual Sync When Roaming X

Allow Desktop Sync X

Max Calendar Age Filter X

Allow HTML Email X

Max Email Age Filter X

Max Email Body Truncation Size X

Max Email HTML Body Truncation Size X

Require Signed SMIME Messages X

Require Encrypted SMIME Messages X

Require Signed SMIME Algorithm X

Require Encryption SMIME Algoritme X

Allow SMIME Encryption Algorithm Negotiation X

Allow SMIME Soft Certs X

Allow Browser X

Allow Consumer Email X

Allow Remote Desktop X

Allow Internet Sharing X

Unapproved InROM Application List X


If supported by the mobile client, the advanced security options below help you add even more safeguards for your critical mobile communications.  Exchange ActiveSync works with all of the following configurations.

• The native S/MIME (Secure Multipurpose Internet Mail Extensions) protocol helps to protect

Messages on the device and during transfer by using content encryption and digital signatures features.
Security – Part 2
NWC Inc’s Exchange server is located behind the corporate firewall.  We are reluctant to open any holes into our firewall to allow for mobile clients to gain access.  Please detail how your product can integrate into our DMZ (i.e. use of a proxy, via middleware server’s integration to Exchange via OWA, etc).  Please also detail what firewall ports NWC Inc would need to open, if any, in order to facilitate communication between mobile clients, your mobile e-mail server and Exchange.
Answer Guidance

Reason For Question

Security is a crucial concern not just for NWC Inc. but in many surveys is a leading concern for enterprises considering mobile deployments.  We would thus like to determine the security features available for each product. 

Mandatory Response Format:

Word count: Not to exceed three pages including a high level summary and a technical description.  A maximum of two pages of graphical diagrams are ok to enhance your technical description and will not impact the overall word count.  (I.e. five pages maximum).

NWC Inc’s Exchange server is located behind the corporate firewall.  We are reluctant to open any holes into our firewall to allow for mobile clients to gain access.  Please detail how your product can integrate into our DMZ (i.e. use of a proxy, via middleware server’s integration to Exchange via OWA, etc).  Please also detail what firewall ports NWC Inc would need to open, if any, in order to facilitate communication between mobile clients, your mobile e-mail server and Exchange.

Overview
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Exchange ActiveSync resides on the same logical/physical Exchange server role (the Client Access Server) as Outlook Web Access and Outlook RPC/HTTP and shares the same high level security model for integration into the DMZ.  

As is the case with OWA, EAS communication takes place over SSL, requiring port 443 to be open inbound in the corporate firewall.   For a company such as NWC, which has already deployed OWA, this means no new open ports are required.

Beyond opening port 443 (SSL), IT has a number of choices of additional protections they may implement for EAS (or OWA) including:

· The choice of authentication method to use for the SSL connection

· DMZ server configuration

Authentication options

Exchange ActiveSync supports a variety of authentication options to suit different customers’ requirements.  These options include:

· Basic authentication: the mobile client authenticates using the corporate username & password.

· Certificate-based and smartcard authentication are supported for customers that do not wish for mobile device users to use username/password to authenticate.

· Two-factor authentication (such as that provided by RSA SecurID) helps to provide an additional layer of security beyond the user’s corporate network password by requiring a virtual handshake between the authentication agent server (behind the firewall) and the agent client (on the device) before the network can be accessed.
Firewall/Reverse Proxy Configurations

Most DMZ products (including ISA) provide several modes for securing SSL application traffic.  The most commonly used amongst Exchange customers is bridging (also called ‘web publishing’).   In this mode, the SSL connection is terminated at a server in the DMZ, allowing the server to perform the following functions before forwarding the request on to the Exchange server for processing.

· Pre-authentication

· Protocol hygiene & filtering


· Limits HTTP verbs/actions/url’s 

· App aware A/V scanners

Management

Please detail the handheld management features available from your product or from products available from your company. If no product is available, please detail if any products are available from partner vendors.   If management features are available as a separate product, please detail the change in the price defined above, if any.
Answer Guidance

Reason For Question

When companies start to load corporate data (like e-mail) onto their handhelds, it’s imperative that these handhelds be able to be managed from the IT department.  We are curious to know if we will need to implement a separate management solution or if we can leverage management features from our mobile e-mail investment.
Mandatory Response Format:

Word count: Not to exceed three pages 
Microsoft Windows Mobile has increased device control and security through its updated operating systems. With new capabilities and device management policies such as storage card encryption and enhanced PIN strength, Windows Mobile 6 offers users the ability to manage and deploy Windows Mobile powered devices with enhanced security:

· Support for PFX certificates: Enroll or add private key soft certifications that support 2-factor authentication and S/MIME through the import of Personal Information Exchange (PFX) files.

· Support for wildcard certificates: Reduce licensing costs with the ability to support multiple destinations secured by a single SSL certificate (wildcard certificate).

· Enhanced device lock: Help improve device security with stronger PINs, password/PIN expiration, enhanced password history, and more stringent PIN reset requirements.

· Improved calendar views and meeting attendee tracking*: Access enhanced calendar views and contact information to see the status of meeting attendees, or reply to and forward messages to meeting organizers and other attendees.

· Storage card encryption and remote device wipe: Windows Mobile 6-powered devices support encryption of data stored in external removable storage cards and provide the ability to remotely wipe the device.

· Simplified certificate enrollment: Easily configure and initiate certificate enrollment settings from Active Directory® directory service through an enhanced desktop user interface, without compromising Open Mobile Alliance Device Management server management settings.

· Enhanced Advanced Encryption Standard (AES) Implementation Support: Windows Mobile 6 supports AES 128-bit implementation for DPAPI, and AES 128-bit and 256-bit support for SSL.

· Outlook Web Access (OWA) self-service*: Enable users to quickly and easily resolve many of the most common sources of helpdesk calls on their own. With OWA, users can request PIN resets, issue remote wipe requests for lost or stolen devices, and add senders to their safe or block lists.

· Information Rights Management e-mail**: Send and receive rights-managed messages and documents while mobile with built-in support for Information Rights Management.

· Office Mobile suite. A new addition to the operating system is the Office Mobile suite (Word Mobile, Excel® Mobile and PowerPoint® Mobile) for Windows Mobile 6 Standard, helping users manage and review documents on any Windows Mobile 6 powered device.

· Enhanced control and visibility of Outlook Calendar information. Windows Mobile 6 increases users’ ability to manage their day through features such as the calendar bar, out-of-office assistant,* and meeting attendees* and status.*

With Exchange Server 2007 SP1 the ability to control devices get’s even better.  SP1 offers a range of new device policies to better help IT administrators manage the devices that connect to their networks.  These policies fall into six basic areas: Synchronization, Authentication, Encryption, Device Control, Network Control and Application Control.  Below you find an example of some of the polices we now support.

Synchronization:

Authentication:

· Require Password

· Password Length

· Require Alphanumeric Passwords

· Minimum Number of Complex Characters 

· Idle Timeout Period

Encryption:

· Enforce S/MIME

· Encrypt Storage Card

· Encrypt Device Memory

Device Control:

· Block Bluetooth (exception option for headsets only)

· Block Camera

· Block Use of Storage Card

Network Control:

· Block Wi-Fi

· Block SMS/MMS

· Block Internet Connection Sharing

· Block IR

Application Control:

· Ability to block the install of unsigned apps and/or unsigned install packages

· Application Block List

Application Allow/Exceptions List
Exchange Server allows administrators to apply policies down to the individual user as well as defining a default policy for all users that connect.  Organizations can have as many policies as they wish and can customize each of these for the need of a particular group of users.

Application Support

Please detail how NWC Inc. can leverage your company to help us mobilize applications

Answer Guidance

Reason For Question

Mobile e-mail is a good way to get our foot in the door to create a larger mobile applications strategy.  We are interested in ways we can create CRM, field force automation and other mobile applications for our company.  We are thus interested in understanding how we can 

Mandatory Response Format:

Word count: Not to exceed four pages.  Please detail products available from your company and how they help create mobile applications.  Please also detail any mobile application companies you are partnered with.  
New mobile versions of the Microsoft .NET Compact Framework and Microsoft SQL Server are built into Windows Mobile 6, making it even easier to create and access sales tools, inventory tracking and many other applications from a Windows Mobile 6 powered smartphone. The technologies also make it easier to support line-of-business applications on handheld devices.

Windows Mobile helps businesses to easily manage the development and deployment of line of business solutions with the same world-class tools used to manage Microsoft Windows® desktops and servers. Development platform enhancements in Windows Mobile 6 include:

· Compatibility with Windows Mobile 5.0 applications: Most applications written to publish APIs for Windows Mobile 5.0 will run without any changes on Windows Mobile 6 devices.

· Support for AJAX: With JavaScript and XMLDOM support, Internet Explorer® Mobile on Windows Mobile 6 supports dynamic Web applications built using AJAX.

· Remote Desktop Mobile: This licensable component in some Windows Mobile 6 devices provides enhanced remote access to both Windows-based personal computers and servers.

Microsoft Dynamics CRM is a customer relationship management (CRM) solution that provides the tools and capabilities needed to create and easily maintain a clear picture of customers, from first contact through to purchase and post-sales. It is the fastest and easiest way to add CRM capabilities to any organization that uses Microsoft Office system applications, including Microsoft Office Outlook.

Microsoft Dynamics CRM offers:
· Tight integration with the Microsoft Office system and Office Outlook, allowing employees to easily pull information from Microsoft Dynamics CRM into Office system applications such as Microsoft Office Excel spreadsheet and Microsoft Office Word software.

· A new marketing automation module that makes it easy to build customer or lead lists, create targeted marketing campaigns, track the progress of those campaigns, and follow up on campaigns.

· Quick Campaign wizard that helps marketers and salespeople to send out e-mail blasts to targeted lists and track responses.

· Service scheduling that helps people centrally manage all aspects of a service request, from logging and dispatching to tracking and follow-up.

· Easy customization of Microsoft Dynamics CRM to business workflow by adding custom objects and activities, designing custom views for different users, and building business logic into the CRM. This enables Microsoft Dynamics CRM to automate repetitive tasks, tells users next steps, sends e-mail messages, and raises alerts for open items—so nothing falls through the cracks, giving customers a better experience.

· Flexible reporting that enables managers to easily see how the business is doing—CRM data can be transferred into Microsoft Office Excel for analysis or into Microsoft Office SharePoint Portal Server for updating executive dashboards or collaborating on customer-related documents.

· Easy to modify forms, data fields, and information relationships so that users can get the customized information they need.

· Streamlined installation with diagnostic tools that reduce setup time and help ensure a successful deployment of Microsoft Dynamics CRM.

· Fast data searches across large volumes of customer data that help users find the information they need.

· Easy to use step-by-step Microsoft Exchange Connector Deployment Wizard that simplifies Microsoft Dynamics CRM integration with Microsoft Exchange and Office Outlook.

· Simple and fast connectivity to external data sources that gives users access to relevant information.

· Advanced management and notification tools that are centralized and give the IT staff the right information to manage a CRM system.

Geographic Coverage

Please detail the countries your product works in.  

Answer Guidance

Reason For Question

As NWC Inc looks to expand globally, we want to understand where your mobile e-mail product will work.  

Mandatory Response Format:

Word count: Not to exceed one page, a chart is acceptable to answer this coverage

With 48 device makers and 160 mobile operator partners worldwide, Windows Mobile provides people with more choice of operators and phone styles for nearly any business or personal need.  Windows Mobile devices are currently available in the following regions: United States, Australia, Belgium, Luxembourg, Brazil, Canada, China, Czech Republic, Denmark, France, Germany, Hong Kong, India, Indonesia, Ireland, Israel, Italy, Japan, Korea, Malaysia, Middle East, Netherlands, New Zealand, Norway, Poland, Russia, Singapore, Slovakia, Spain, Sweden, Thailand, and United Kingdom.
Additionally, devices that support Exchange ActiveSync are available in every market by most major manufacturers.  Whether a company sees the value in Windows Mobile, or has decided on another set of devices, Exchange connection is almost always available (either directly from the phone manufacture’s software, or as a 3rd party application).

Competitive Analysis

Please detail how your product compares, and what advantages it has, against your competition.  Consider competing companies to be those on the right hand side of Gartner’s mobile e-mail magic quadrant.  

Answer Guidance

Reason For Question

We want to understand how vendors see themselves and how their product stacks up against competing products.  

Mandatory Response Format:

Word count: Not to exceed five pages.   

Microsoft offers customers many advantages over competitors, such as cost savings, security and scalability, a standards-based approach, simplicity, and device independence.
1. Cost Savings
Since NWC already has Exchange, the cost to start using EAS as their mobility option is nothing above their Standard cal usage making it the least expensive option possible.  If customers want to enhance the device security, application control and network control though policy management, those features are available as part of Exchange’s Enterprise CAL (A cal that provides many other Exchange functions outside of mobility) at a rate less than our competitors charge for simple mobility features. 

2. Security & Scalability

Exchange and EAS offer the most scalable solution for mobile email.  Other middleware solutions require you to give up control of your messages to third party servers that must have full access to all of your mailboxes (meaning there is the potential for abuse).  In addition, other services require you to use network operations centers (or NOCs) that add another layer of complexity and point of failure.
When it comes to scalability, Exchange is optimized to scale efficiently with the increase of mobile users.  At small numbers this may not be that significant, but as NWC reaches its full deployment (and certainly if they increase in size) this will lead to the need for additional servers, and CALs because other solutions tend to be very network intensive on their communications and thus reduce the scalability of their solution and the Exchange servers they connect to.

3. Standards-based Approach
Microsoft Exchange Server is based upon a collection of available standards.  Open internet standards like SMTP, POP3 and IMAP 4 are all implemented for customers to use.  On top of that, Exchange ActiveSync and MAPI are available for other parties to license and make these standards commonplace in many enterprises.  This dedication to standards has meant that many organizations have the ability to license this technology and create a competitive marketplace where consumers can choose the right devices for them.  By licensing our technology, Microsoft is ensuring that you won’t get locked into a particular mobile device, or manufacturer,  in your organization.

4. Simplicity
Microsoft Exchange Server is an environment NWC is already used to.  To add EAS functionality to their existing architecture takes almost no work.  Since they are already running OWA, NWC can connect their mobile devices right now with no extra cost or administrative overhead.  If NWC decides to implement specific policies for their devices, the management of this experience is extremely easy allowing for policies to be configured and set in a matter of a few mouse clicks (or it can even be scripted using Exchange Power Shell).  Unlike other solutions, there is no training of IT pros required and no need to learn both a new server technology, nor to have to add a new kind of management into the daily regimen of NWC’s IT staff.
5.  Device Independence
Microsoft brings wireless email to the majority of mobile devices by supporting an open approach in favor of more device flexible and interoperable solutions.  Device independence, through partnerships with major device manufacturers, offers customers more choice as well as lower total cost for devices.  At present, you can access EAS, either natively or though a 3rd party program, for most devices on the market.  No other solution can offer the powerful features of Exchange EAS coupled with the device choice available without having to revert to email only messaging systems like IMAP4 or POP3 which provide no contacts syncing, calendaring syncing or Direct Push email.
	EAS Category
	EAS Feature
	Windows Mobile 6

	 
	 
	Microsoft

	Version
	 
	
Windows Mobile 6


	Price
	 
	Free

	Devices Supported
	 
	WM

	Core Calendar
	2-way Calendar Appointment Synchronization
	Y

	 
	Sync Recurring Calendar Appointments
	Y

	 
	Respond To Meeting Requests With Accept/Tentative/Decline
	Y

	 
	Create Meeting Requests from the device
	Y

	 
	Filter Calendar Appointments Based on Date
	Y

	 
	IR Beam a Meeting Request
	Y

	Core Contacts
	2-way Contact Synchronization
	Y

	 
	Support Pictures In Contacts Bi-directional Sync
	Y

	Core Email
	Sync Inbox
	Y

	 
	Sync Subfolders of Inbox
	Y

	 
	Reply
	Y

	 
	Forward
	Y

	 
	Send
	Y

	 
	Download & View Attachments
	Y

	 
	View E-mail Folder Hierarchy
	Y

	 
	Change Sychronized Folders from the Device
	Y

	 
	E-Mail Flags*
	Y

	 
	Online Mailbox Search*
	Y

	 
	Rights Management E-mail (IRM)*
	Y

	 
	Sharepoint Access & UNC File Access*
	Y

	 
	HTML Mail*
	Y

	Tasks
	synchronize tasks
	Y

	Corporate Security Policy
	Device Password Reset
	Y

	 
	Local Wipe
	Y

	 
	Remote Wipe
	Y

	 
	Attachment Download Controls
	Y

	 
	Storage Card Wipe*
	Y

	 
	Storage Card Encryption Forced from IT*
	Y

	Direct Push
	Support for Direct Push
	Y

	
	
	

	Directory Lookup
	Support for GAL Lookup
	Y

	Encryption
	SSL Support
	Y

	 
	3DES (within SSL)
	Y

	 
	S/MIME Support
	Y

	 
	 
	

	*Exchange 2007 dependent
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		Settings		Ex2003 SP2		Ex2007 RTM		Ex2007 SP1

		EAS Protocol Version		2.5		12		12.1

		Corresponding WM Client		WM 5 MSFP		WM 6		WM future

		Remote Wipe		X		X		X

		Password Required		X		X		X

		Min Password Length		X		X		X

		Alphanumeric pwd		X		X		X

		Inactivity Timeout		X		X		X

		Max Failed Password Attempts		X		X		X

		Policy Refresh Interval		X		X		X

		Allow non-provisionable devices		X		X		X

		Attachments Enabled				X		X

		Storage Card Encrytpion				X		X

		Password Recovery Enabled				X		X

		Allow Simple Device Password				X		X

		Max Attachment Size				X		X

		WSS Access Enabled				X		X

		UNC Access Enabled				X		X

		Password Expiration				X		X

		Password History				X		X

		Allow Storage Card						X

		Allow Camera						X

		Require Device Encrytpion						X

		Allow Unsigned Applications						X

		Allow Unsigned Installation Packages						X

		Min Device Pwd Complex Characters						X

		Allow Wi-Fi						X

		Allow Text Messaging						X

		Allow POP/IMAP Email						X

		Allow Bluetooth						X

		Allow IrDA						X

		Require Manual Sync When Roaming						X

		Allow Desktop Sync						X

		Max Calendar Age Filter						X

		Allow HTML Email						X

		Max Email Age Filter						X

		Max Email Body Truncation Size						X

		Max Email HTML Body Truncation Size						X

		Require Signed SMIME Messages						X

		Require Encrypted SMIME Messages						X

		Require Signed SMIME Algorithm						X

		Require Encryption SMIME Algoritme						X

		Allow SMIME Encryption Algorithm Negotiation						X

		Allow SMIME Soft Certs						X

		Allow Browser						X

		Allow Consumer Email						X

		Allow Remote Desktop						X

		Allow Internet Sharing						X

		Unapproved InROM Application List						X

		Approved Application List						X
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