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Request for Information (RFI)

on

Information Security Outsourcing
RSVP Deadline: E-mailed by May 05, 2006 5 p.m. (EST)
RFI Deadline: E-mailed by May 19, 2006 5 p.m. (EST)
Publication Date: August 3, 2006
I. Introduction

Network Computing’s August 3, 2006 issue will have a feature devoted to outsourcing information security. Security is a continual concern for all businesses. For companies to work in a safe and trusted mode--both internally and externally--security must be addressed and managed in a professional manner. Both large and small enterprises are vulnerable to attacks that can cause business process interruptions and lost revenue.  Decisions to outsource security are generally based on cost savings; however, managed security services offer real-time network security monitoring, cover large geographic regions, and can take advantage of global threat and early warning identification systems to block threats before they affect employees, customers, and/or business partners. This review will provide guidance for readers weighing what to keep in-house and what to outsource. We have a virtual widget manufacturing company, NWC Inc., which we will use for this RFI. (http://inc.gb.nwc.com). 
If you would like to participate, please RSVP to the author, Joanne VanAuken (jvanauken@nwc.com), by May 05, 2006 and return the completed RFI by May 19, 2006.

A. Purpose

This Request for Information is proprietary to Network Computing and CMP Media, LLC. It is drafted and disseminated for the sole purpose of generating information for publication in Network Computing. Participating vendors must meet the minimum requirements for participation and agree that all information returned to Network Computing in response to this RFI will be published in print and in electronic form on our Web site, www.networkcomputing.com.

Please note that we reserve the right to examine a test unit of any product submitted for review in our Lab or at a customer site.

B. Instructions

The following minimum product requirements are necessary to participate in this review. Please check all that apply. 

___x
Outsourcing service is available by May 05, 2006
___x
Service includes off-site hosting of replicated data and/or systems as needed
___x
Providing NWC Inc. with the proper security expertise to deliver an end-to-end solution

___x
Is sold as a service
___x
Service supports mid-tier and larger enterprises
If you do not meet all of these criteria, your product does not meet the minimum qualifications for this review. Please notify the author (jvanauken@nwc.com or 315 439.2438) by May 05, 2006 that you do not meet the criteria for participation. Thank you for your consideration.
If you respond to the RFI, please note the dates in Section C to complete the RFI on time for inclusion in our August 03, 2006 issue. We suggest you read through the entire RFI before answering questions. You can reference answers to other questions in the RFI using the section and question number. Please do not reference materials outside the RFI; incorporate them into your answers. This RFI will be the only source used to review your product.

Essay-type questions may include word-count limits. Any responses submitted beyond the limit may be disqualified.

Please answer all questions--this information is the foundation on which we determine the winning bid and our Editor's Choice Award. If you do not have an answer for a question or it does not apply, please indicate that in the space allotted. If you leave a question blank, we can only assume that your product does not support the proposition or that it does not provide an answer to the question.

Note that an as-tested list (MSRP) price is a required element of this review.

C. Effective Dates

RFI Issue Date: April 2006, 2006
RSVP Deadline: May 05, 2006 by email to jvanauken@nwc.com by 5 p.m. (EST), 

RFI Deadline: May 19, 2006 by email to jvanauken@nwc.com by 5 p.m. (EST) 
Publication Date: August 3, 2006
II. Business Overview

RFI Scenario:
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NWC Inc.

NWC Inc. delivers consumer electronic widgets around the globe and is recognized as the worldwide leader in producing widgets and the famous MacVittie robot . Founded in 1998, NWC Inc. employs 207 people and serves 600,000 customers around the world. Our Web site can be reached at: http://inc.gb.nwc.com , feel free to order products from us!
We are a growing and dynamic company with three new product lines, hundreds of new customers and over a terabyte of data added to our databases last year. Our business line managers are hands-on in monitoring not only sales, but also application performance in terms of availability and user experience.
Financial 

Annual revenue of $23 million is split between online (90%) and catalog (10%) sales. 

Profit is 5% ($1.15 million)

Projected growth of 12% per year

IT budget is 20% of CAPEX ($3.5 million) 

Locations & Employees

NWC Inc has its corporate headquarters in Green Bay, Wis. Of its 207 employees, 140 are located in Syracuse, N.Y., at our manufacturing plant. 

Manufacturing  (1 manufacturing plant)

	
	Number

	Worker  bees
	119

	Supervisors
	5

	Mechanics
	5

	Managers
	2

	Engineers
	3

	IT 
	5

	Director
	1

	Total
	140


Corporate Headquarters

	
	               Number

	CEO
	1

	CIO
	1

	CFO
	1

	Marketing Mgr
	1

	Finance Mgr
	1

	IT Mgr
	1

	Customer Svc Mgr
	1

	HR Empl
	3

	Finance Empl
	3

	Administrative
	4

	Network/Sys admin
	7

	DBA
	2

	App Dev
	10

	Tech Support
	8

	Marketing/Sales
	8

	Customer Svc
	15

	Total
	67

	ALL TOTALS
	207


Infrastructure

Corporate HQ

Web Server

Apache on Red Hat Linux 9
Application Server
IBM WebSphere on Windows 2000

Database Server
SQL Server on Windows 2000

Financial Application
Great Plains on Windows 2000

Directory Server
ADS on Windows 2000 (to be upgraded to run on Windows Server 2003 Q3 of 2006)
E-mail
Exchange Enterprise Edition on Windows 2000 (to be upgraded to Exchange 2003 running on Windows Server 2003 Q3 of 2006)
Storage Size

4 terabytes of source data, replicated to 4 terabytes

Syracuse NY Manufacturing
Database Server
Oracle 9i on Redhat Linux AS 4

Application Server 
Oracle 9i on Windows 2000

Web Server 

Microsoft IIS

Stock Management
Internally Developed on Application Server

Storage Size

2 terabytes of source data, replicated to 8 terabytes

Business Goal:

Today, information security moves at a rapid pace, is often associated with negative publicity, is only understood by a small percentage of the population, and if incorrectly implemented, can put any size organization out of business!
Network security is of prime importance to NWC Inc. With a corporate focus on growth, NWC Inc. is looking for IT security solutions that are scalable and do not require large capital investments or additional staffing. Wanting a best-in-class solution but realizing that building, implementing, and operating our own security infrastructure is prohibitively labor intensive, NWC Inc. is looking to see how managed security services can create a secure network while controlling costs.
We’d like to partner with an organization that will provide outsourcing resources for managed services for firewalls and intrusion detection; router/switch maintenance and security; proactive, continuous (24x7) security monitoring to provide early warning threat identification and detection capabilities; incident management including forensic analysis; log monitoring services; vulnerability and penetration testing; information security risk assessments; data archiving and restoration; security patching; anti-virus/anti-phishing/content filtering services; and on-site consulting. How much of our security functions moves to an outsourcer will be determined in part by the level of support and expertise available, and cost. Availability and stability are also very important to NWC Inc. An outsourcing choice will consider demonstrated measures outsourcers have taken to control operational and environmental factors.
NWC Inc is a 24/7 e-commerce business and must design a security plan that will support its data center operations and business.

Technical Goal:

Currently all NWC Inc. systems are x86 architecture, but two possible architecture changes are currently being considered. One possibility is to move databases to traditional Unix hardware. The second is to operate Web servers and application servers in a load-balanced, high-availability environment.  Please consider current hardware for this RFI, but also keep in mind and suggest, where appropriate, features and services that support these two possibilities.
Diagram
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Not Pictured: Adaptec/Snap NAS On HQ Network

B.  Information Security Outsourcing Questions (Company Viability):
The following questions explicitly address the viability and capabilities of information security outsourcing providers. Please answer each. 

Question B.1: Corporate Capabilities
Corporate capabilities are broken into the following categories:

· Financial 

· Services Offered 

· Organizational Breadth 

· Investment Strategies 

· References 

  
Financial

a.
Provide your most recent annual report and financial statement and those of your key investors if they are not publicly available. 
SecureWorks financial position is strong.  The number of clients served by SecureWorks has grown from about 100 clients in early 2002 to over 1,300 clients throughout the United States, Europe and Asia.  SecureWorks’ focus on client service has resulted in a 92% to 95% retention rate for each of the last four years.   

SecureWorks has a strong balance sheet and financial position.  The Company has no debt and $4.5 million in cash.  We generated $1.0 million and $1.7 million in cash during 2004 and 2005, respectively, and we are forecasting to generate $1.5 million in cash from operations during 2006.   SecureWorks has consciously chosen to invest in our client support team, research and development team and sales team to ensure that we can continue to service our clients with high quality standards.   SecureWorks has and will continue to fund these investments from our operating cash flows.  Annual revenue has grown from $1.8 million in 2002 to $14.4 million in 2005.  We expect our success to continue during 2006.  Revenues for 2006 are forecasted at $20 million and represent a 39% growth over 2005 revenues.  We expect to end 2006 with over 1,600 clients and to maintain our historical client retention rate.  

b. Indicate the total number of active security service contracts, indicating the percentage of multi-year and single year contracts. Describe your annual rate or percentage of new, renewing, and terminating contracts. 
SecureWorks has a total of 1,300 clients.  Seventy five percent of our clients have multi-year contracts with us. We have had a 92 to 95% retention rate for the last four years. 

c. Provide information regarding any recent mergers and acquisitions, initiated by your organization or initiated by others.
We have grown SecureWorks organically by adding new clients, new markets and new services to better serve our clients. 

Services Offered

a. Name the markets or industries you target for each of the services you offer?
SecureWorks actively markets to four main markets, serving both medium and large enterprises, as well as smaller organizations. The verticals targeted include:  financial (banks and credit unions), utilities, healthcare and state and local government.  The security service is applicable to all industries and over 100 of our clients represent the general, mid market cutting across all vertical businesses.  SecureWorks offers a suite of managed security services to fit the risk profile of most companies.  Some clients implement perimeter defenses only with Network Intrusion Prevention.  Others protect critical services with Host Intrusion Prevention.  Yet others ask for help with managing firewalls to ensure policies and configurations are optimized for security.  Some companies have special regulatory considerations that make encrypting email essential and others just want to make sure that vulnerabilities are identified and fixed regularly.  All clients benefit from 24x7 monitoring of their security environment.  The more layers of security that are implemented, the more likely it is that a hacker will move on to a less-well-defended target.  

SecureWorks provides comprehensive managed security services.  We have elected to stay exclusively focused on managing security, devoting our resources to a thorough understanding of the threat environment so that we can aggressively create countermeasures through the use of our staff and technology to secure our clients.  We have made the strategic decision to not offer solutions for the adjacent disciplines of disaster recovery and network management.  Therefore, we do not provide data archiving and restoration services or router/switch maintenance services.  In addition, we provide pre-emptive patching through the iSensor, relieving pressure on the security staff to do emergency patches and can offer professional services as needed to assist with patch management.  When our clients prefer to perform this type of service themselves, we frequently recommend Patchlink’s suite of services.

The services offered include:
Network Intrusion Prevention Service 
SecureWorks’ Intrusion Prevention Service is built on the NSS-approved iSensor™, a powerful Network Intrusion Prevention device at the client premise and our award-winning services. This service eliminates malicious traffic by performing:
· In-line deep packet inspection

· Automatic countermeasure updates

· Analysis of malicious & normal events

· Comprehensive monitoring, reporting, & management

Firewall Management Service

SecureWorks provides comprehensive managed security services for Cisco PIX®, Cisco ASA®  and Check Point®  firewalls, including:
· Site assessments

· Firewall policy design, equipment installation and configuration

· Log review

· Firewall monitoring and management

· Comprehensive reporting and emergency response

Host Intrusion Prevention Service

SecureWorks’ Host Intrusion Prevention Service (HIPS) protects servers from attacks on applications, data, and operating systems. Features of this service include:
· Behavior-based attack blocking

· Protection against attacks that bypass perimeter security

· Policy management & design

Vulnerability Assessment Service

The SecureWorks vulnerability assessment service is a powerful, proactive network defense tool that scans both inside and outside the network perimeter using the powerful iScanner™ appliance to identify vulnerabilities.

Additional features:
· Scans all 65,000 ports (not just the first 16,000)
· Pricing equivalent to one-time annual consulting project

· Offers trending & prioritized remediation information

Log Analysis Service

The SecureWorks Log Analysis Service ensures that clients can easily collect and consolidate log messages from network devices, applications, and operating systems, as well as security infrastructure components, into one integrated platform. This enables the rapid archiving, analysis, correlation and trending of security and network events to maximize productivity and reduce overhead. 

The SecureWorks Log Analysis Service Line provides the ability to query logs via a single user interface. By consolidating event logs into a single system, companies experience dramatic improvements in their security incident investigation procedures. In addition, SecureWorks can archive these logs for longer term storage as required by the client.

Encrypted Email Service

SecureWorks’ Email Encryption solution provides airtight security for email messages, without burdensome processes for email administrators or end-users.
· Eliminate need for end-user training 

· Gain visibility and control over who is sending confidential information
· Provide comprehensive compliance reporting demonstrating appropriate handling of protected data
Email Filtering Service

Spam, viruses and phishing attacks are a serious threat to today’s business networks. With SecureWorks Email Filtering Service, we will throttle the stream of unwanted email messages, restoring employee productivity and network bandwidth.  Features include:
· Real-time monitoring with fastest industry updates of virus definitions 
· Filtering of inbound mail through spam engine and at least three AV engines before touching your network

· Daily text-based email report 

Professional Services

With expertise in GLBA, HIPAA, Sarbanes-Oxley, and NERC, our security professionals prepare your clients for a favorable exam of their IT controls.  Services include:
· Phishing Takedown 
· Audit Preparation

· Pen Tests

· Vulnerability Assessments

· HIPAA Gap Analysis
· Experian and  Equifax certification
b. What percentage of your staff is involved in direct service delivery and managing current client accounts?

58% of SecureWorks staff is client-facing.   
  
Organizational Breadth

a. Is your current business regional, national, or international? Describe your approach and your capabilities to provide global support, including, but not limited to, worldwide locations, expertise in national languages, knowledge of national and local laws that affect requested services, and relationships with national and local law enforcement agencies.

SecureWorks’ 1,300 clients are based throughout the 50 states of the US, and all of our operations (business and technical) are based in the US.  However, we do have several multinational clients for whom we provide security to both their US and international locations. Because IT security incidents can often involve foreign entities, we have developed strong relationships with such independent security organizations as CERT (Computer Emergency Response Team) and FIRST.  SecureWorks is one of the only Pure Managed Security Service Providers (MSSPs) to be inducted into FIRST, the very exclusive Forum of Incident Response and Security Teams.

FIRST is the premier organization and recognized global leader in incident response. FIRST brings together a variety of computer security incident response teams from government, commercial, and educational organizations. Being a member of FIRST and working with CERT enables SecureWorks to work hand in hand with many of the very best security incident response teams from around the world. 
These relationships have been invaluable when taking down phishing scams or shutting down an attacker on behalf of our clients.  SecureWorks is often defending its US based clients from hacker attacks originating outside of the US.  SecureWorks works with its FIRST and/or CERT contacts in the respective country to take down the illegal site or compromised server. These affiliations help to enhance SecureWorks’ research capabilities which, in turn, enable us to provide better protection for our clients (and the Internet in general), as we share our findings.   
The following language support is available for assistance at SecureWorks:  French, Spanish, Chinese, Polish, Russian, Hindi, Telugu, Bengali, Romanian, and Cambodian. Our relationships in the technology community enable us to handle virtually any language.
SecureWorks is very familiar and works regularly with the guidances set forth by such administrative agencies as the FDIC, FFIEC, NCUA, HIPAA, OCS, OCC, NERC, FERC, etc. These groups are responsible for enforcing the laws through their regular audits of the various organizations in their sectors.  SecureWorks also works with the Secret Service and the FBI to pursue Internet criminals when necessary, although our primary focus is prevention rather than prosecution. 
  

· Investment Strategies:

a)
Describe your approach for investing in technology and research and development to increase operational efficiency while keeping up with the rapidly changing threat environment

SecureWorks invests 25% of our revenues in research and development so that we can stay ahead of the most recent security threats.   

SecureWorks is committed to providing the best managed security services possible to protect our clients from harm.  Because we manage security for a large number of clients, it is essential that we generously staff our Security Operations Center (SOC) and that we also invest in tools and technology to make our security analysts more efficient.  To that end, we have invested in the following tools:

1)
A powerful infrastructure that automates the workflow from the time a contract is signed until we have a client installed and communicating back to our SOC.  This ensures a consistent and high quality customer experience during the process of “onboarding” with SecureWorks. 

2)
Sophisticated correlation and analysis tools that aggregate and correlate security alerts so that we can continuously refine the way we process security information.   With these tools, we develop the logic and automation to ensure that analysts are looking at the most important security events occurring - and not wasting time on non-events.

3)
Visualization tools that make it easier to detect patterns and trends for an individual client  or across our entire client base.

4)
A customization engine that allows us to define and support unique policies for each client.

5)
A robust remote management capability that ensures that we can rapidly deploy new countermeasures across our full client base to prevent emerging threats while honoring each client’s policies.

6)
Automated processes for delivering daily email reports, a secure online portal for both executive and detailed operational reports, and automatic generation of on-demand compliance and board reports. 

Unlike other managed security services providers, we use our own technology, the iSensor™, to enable our intrusion prevention service and the iScanner™ to enable our vulnerability assessment service.  Our research team leverages our security platforms to "listen" for new security events.  This information, coupled with a wealth of information available from our attack databases as well as external databases of vulnerabilities and exploits, allows us to develop and test countermeasures very quickly.  The security environment is constantly changing and we believe that our speed in delivering countermeasures sets us apart significantly from other vendors.  

b)
What are the highest priority initiatives in your company that affect the requested services?

Any initiative that allows us to deliver outstanding client service and superior client protection are given top priority at SecureWorks.    We continue to investigate ways to protect our clients from new attack vectors as they emerge and that protection may sometimes require new analysis tools, new service offerings, new collectors at the client site, or new countermeasures in existing services.  We are currently investing heavily in correlating security information across devices to give us greater context for security incidents.  The more information we have about a client's applications, the more quickly we can narrow in on potential attacks.   We are also investing heavily in our infrastructure to store large volumes of data as the number of our clients increases and the amount of data we collect for each client increases as well.

c)
What is your company's vision and direction for currently offered services as well as plans for additional services and support of new technologies?

At SecureWorks, we believe that attacks will continue to become more targeted, more lethal, and more focused on the application layer, specifically custom applications.  To that end, we will focus our service line enhancements and new services on those that enable us to move even further in the areas of prevention through more widespread blacklisting, anomaly detection, increased heuristics around user behavior, and greater context of client applications.   We will focus operational improvements on driving down the speed to respond to targeted attacks giving us the greatest odds possible when hand-to-hand combat becomes necessary.  We will continue to augment the list of security devices we support under management and the breadth of logs we collect.  We will maintain focus on optimizing our operational reporting and adding additional regulatory compliance reporting to complement the extensive reports we offer for financial, utilities, and healthcare organizations.   And, finally, we will strive to contain costs so that we can continue delivering an outstanding security service at an affordable price.  

d) References : 
a.       Provide three references from clients:
· With similar types of organizations (size, market segment)

· With similar levels of infrastructure complexity and capacity requirements

· That are currently using the services requested in this RFP  
Although references are plentiful, due to confidentiality, they cannot be divulged in this fictional RFI.

Answer Guidance
Reason For Question

To explain your breath, experience and reliability as a support partner for NWC Inc.
Mandatory Response Format:
Word count: Summary not exceeding four pages with executive overview

Question B.2: Country Handling Outsourcing and Associated Environmentals 
NWC Inc. strongly prefers to utilize a United States-based outsourcing location; however, if you strongly feel that you have a location outside the United States that could better service NWC Inc. as it looks to outsource information security, please indicate the country and answer the question based on the specific location you think will be a best fit. If outsourcing will be handled outside of the United States, be sure to include why this will benefit NWC Inc.’s business operations.

· 
Does the outsourcer monitor and review all physical access including the following:
· Identify and authenticate customer and outsourcer staff members who have physical access to IT assets providing customer services?

SecureWorks is a US-based security service provider focusing on serving the security needs of organizations just like yours. Access to SecureWorks facilities and operational assets is controlled via a central access control system.  This system uses individually assigned proximity cards, in addition to biometric readers in certain areas, to authenticate and authorize access based on company security policies.  During normal business hours, a receptionist is stationed immediately inside the unlocked visitor’s entrance. All other employees and functions are behind secured card key access doors. Visitors are required to sign-in with the receptionist and to show valid, government issued photo I.D. to authorize identity. All visitors are required to sign-out upon existing the building. No one is allowed in the building without being accompanied by a SecureWorks employee and having proper authorization.  

· Have a process for requesting and approving physical access?

Physical access to SecureWorks’ facilities is only granted to employees, authorized visitors and authorized building maintenance personnel.  In some areas (the SOC), non-employee access is by escort only.  Access cards are distributed and controlled by the SecureWorks’ Corporate Security Officer. Facility access is restricted based upon job function.  As noted above, employees are able to access the building through the employee-only entrances and the visitor entrance.  All new access requests or changes in access privileges are submitted to the Corporate Security Officer, who will approve or deny the request.  All approved requests are sent to the Technical Operations Group for implementation.

Are physical assets dedicated to each customer or can they be shared by multiple customers?

The only assets dedicated to a single client are those devices located at the client site. The client is responsible for the physical security of those devices. Clients access their unique reports through a secure portal requiring SecureID® access.
· How do you physically and securely segregate your assets and customer assets?

All physical assets located within the SecureWorks datacenter are owned by SecureWorks.  There are no client assets in our facility.  The network and corresponding assets used to deliver our services to our clients are physically separated from other corporate networks and functions.
· Is there a presence of a physical security system like a UPS, backup generator, redundant climate control systems, and a fire-control system? 
Yes, see full explanations below. 

Please describe environmental controls and features of your proposed hosting service for NWC Inc. broken into the following areas: 

Air Conditioning: 
The datacenter has three environmental control systems.  The operator can set temperature and humidity.  Each setting has a variance limit that will allow the unit to reengage if the temperature or humidity levels fall above or below the set variance.  If, for any reason, a setting falls out the preset variance, the system will signal an audible alarm in the SOC that is staffed 24x7x365.   All maintenance procedures are outlined in the operator's manual.  Lastly, there are contracts in place for service and repair of these units ensuring preventive maintenance  and rapid response in the event of failure.

Power: 
SecureWorks is located in a facility built for a high availability telecommunications provider and is located at the intersection of two power grids with failover capabilities.  In addition, SecureWorks has installed a diesel generator system.  The system is configured to provide power to the building in the event of a total power outage.  On a weekly basis, a self-test is performed to maintain the proper working condition of the device.  All maintenance procedures are outlined in the operator's manual provided with the unit.  There are contracts in place for service and repair of the generator.  SecureWorks also has a central UPS system.  The system is configured to provide continuous power to all mission critical infrastructure in the event of a power outage and is designed to sustain operations until the generator activates and is on-line.  The unit is inspected semi-annually and is maintained under a service contract with the manufacturer. 
Physical Access control: 
· Have a process for requesting and approving physical access?

Access to SecureWorks’ facilities and operational assets is controlled via a central access control system.  This system uses individually assigned proximity cards, in addition to biometric readers in certain areas, to authenticate and authorize access based on company security policies.  During normal business hours, a receptionist is stationed immediately inside the unlocked visitor’s entrance. All other employees and functions are behind secured card key access doors. Visitors are required to sign-in with the receptionist and to show valid, government issued photo I.D. to authorize identity. All visitors are required to sign-out upon existing the building. No one is allowed in the building without being accompanied by a SecureWorks employee and having proper authorization.  

Physical access to SecureWorks’ facilities is only granted to employees, authorized visitors, and authorized building maintenance personnel.  In some areas (the SOC), non-employee access is by escort only.  Access cards are distributed and controlled by the SecureWorks’ Corporate Security Officer. Facility access is restricted based upon job function.  As noted above, employees are able to access the building through the employee-only entrances and the visitor entrance.  All new access requests or changes in access privileges are submitted to the Corporate Security Officer, who will approve or deny the request.  All approved requests are sent to the Technical Operations Group for implementation.

Fire:  
SecureWorks has two fire detection and suppression systems.  One system is for the Data Center, and the other is for the rest of the building.  The main section of the building is covered by a fire detection system.  This unit is managed and maintained by the office management company.  The SOC is equipped with a Halon-based fire suppression system.  This system is maintained by a local service company.  The SOC is located in the center of our secure facility providing physical barriers in the event of a disaster.  
Other

Answer Guidance
Reason For Question

Describe how your environmental controls improve your service.
Mandatory Response Format:
Word count: Summary not exceeding three pages Specify controls and features in each category.

Question B.3: Customer Satisfaction

Describe your processes for handling client inquiries and reported problems.

Client satisfaction is consistently high at Secureworks - evidenced by our extremely high client retention rate.  Our executive team has created a culture where client retention through excellent service is our #1 strategic goal.  We have systematic programs in place to ensure that we are communicating regularly with our clients through executive phone calls, client satisfaction surveys and SOC service calls.  We have implemented programs to make human beings available to human beings and have resisted implementing automatic call handlers and phone screening personnel.  The security services we have in place generate alerts when attempts at malicious activity.  In addition, our services generate alerts when suspicious activity is occurring.  We use sophisticated analysis processes - both automated and human - to triage alert activity.  

Describe customer service responsiveness, hours of staff availability, and available mechanisms for communication such as written, verbal, email, face-to-face

Our Security Operations Center is staffed around the clock and is always available to our clients via telephone or by email.  We call our clients when an incident warrants their involvement and provide the real time SecureHub portal so that clients can access details that provide information but don't require action.  Clients identify escalation procedures when they begin their service with SecureWorks so that it is clearly documented who we need to reach (and within what timeframe) if there is an emergency.  In addition, we have our own escalation matrix internal to SecureWorks to ensure that threatening events are handled without delay.  We also provide training via web seminars and interact with our customers via the SecureHub portal.   Clients can specify when they would like to receive automatic emails about certain categories of activity that may not warrant a phone call but provide good information for the client.  

· Describe how issues involving unsatisfied customers are addressed

In the rare event that a client is not satisfied, we have a process to address client issues.  

· Describe the secure communications available when privacy is of the utmost concern.  

1. The SecureWorks portal, SecureHub is a client-only secure web portal that requires two-factor authentication.  Clients are required to enter a user id, password and an RSA SecureID token for final access. 

2. Clients calling in for assistance are required to answer questions that they have answered within SecureHub to verify identity.  If the questions are not available, the SOC Analyst will let the client know that they will call them back at their desk at the number they have provided in SecureHub. 

3. Any email requests that come in requesting any type of network changes or contact/user access changes are requested to call in for assistance so we can verify identity or are requested to submit the changes via SecureHub. 

4. We also use encrypted email and fax as required for client communication 

· Describe both national and international service support

The following language support is available for assistance at SecureWorks:  French, Spanish, Chinese, Polish, Russian, Hindi, Telugu, Bengali, Romanian and Cambodian.   As previously mentioined, SecureWorks focuses primarily on the domestic US market and multinational companies at this time.  
Answer Guidance
Reason For Question


To explain your business processes for dealing with your customers. 
Mandatory Response Format:
Word count: Summary not exceeding three pages with executive overview

Question B.4: Business Partnerships/Relationships

· Provide a complete list and brief description of your channel partners, resellers, vendors, subcontractors, and other providers (tiered providers including ISPs) who may be involved in delivering NWC Inc.’s requested services. What is your due diligence process for engaging in these types of business relationships.

SecureWorks sales model is primarily direct.   However, where VAR and Association partners can add value to our clients and add local presence, as well as help our sales organization scale, we have sought partners. SecureWorks’ partner program is made up of three types of partners. Reseller Partners (VARS/Integrators), Technology Partners, and Trade Association Partners.  

Reseller Partners.  SecureWorks Reseller Partners include:   Metavante, Kirchman, FundsXpress; PC Mall, Vertex, DSCI , netSummit , ShedNet Inc, Yeo & Yeo Computer Consulting, Redhawk Information Engineering, IXI Managed Services, Advanced Productivity (MN), GroupCaptiva, Cornerstone Communications, Digiguard,  Solarcom,  M&K InterNetworking Security Services . 
Our Reseller Partners are marketing our managed IT security services to their clients.  They are not providing support for the security services, except for in the areas of marketing and sales.  The clients are aware that they are engaging with SecureWorks’ security services and once the contracts are signed,all contact regarding the delivery and maintenance of the services is between the client and SecureWorks’ staff.    
Technology Partners.  SecureWorks partners with leaders in the security, compliance and networking industries to ensure our security services are the best possible.  Our Technology 

Partners include Cisco, Zix Corporation, and FrontBridge (now Microsoft). 

Trade Association Partners.  SecureWorks partners with state, regional and national trade associations in order to stay close to our clients and prospects and to leverage the expertise these associations provide. Our Trade Association Partners include CUES (Credit Union Executive Society), PURMA (Public Utilities Risk Management Association), HIMSS (Healthcare Information Management Systems Society), APPA (American Public Power Association), NRECA (National Rural Electric Cooperative Association), and AFT (Association for Financial Technology Professionals). For complete list see: http://www.secureworks.com/partners/tradeassociation.html
· Where do you plan to use tiered providers to satisfy our requirements? In what capacity do you plan to use them? What mechanisms are in place to allow us to verify that these requirements are met? Indicate how our requirements flow to all involved tiered providers and how requirements satisfaction is determined.

Where there is an outstanding solution already available in the market that satisfies 100% of our clients' requirements, we consider leveraging that solution as part of our security services offering.   SecureWorks has partnered with Zix Corporation, a global provider of secure e-messaging services, to provide the underlying encryption technology in our Encrypted Email Service. SecureWorks then wraps the ZixCorp technology with its world-class service delivery model that includes daily reports, compliance reports and a dedicated staff to administer and monitor all services.    We partnered with FrontBridge (now Microsoft) for our email filtering service to protect our clients' email environments from viruses and spam.   In the case of encrypted email, our clients work with the SecureWorks Security Operations Center team and have no direct contact with staff at Zix Corporation.  In the case of email filtering, clients use the FrontBridge portal and reporting and have access to either Microsoft or SecureWorks to resolve problems.

· Can NWC Inc. identify any requirements or restrictions we may have when outside parties (providers, tiered providers) connect to our network.  These may include: disallowing certain protocols, requirements for or restrictions on communications or encryption methods and confidentiality requirements The provider indicates how they plan to meet these requirements and restrictions.

We have done exhaustive reviews of any provider we use to deliver components of our managed security services.  Our clients are welcome to perform their own due diligence around those technologies but we are extremely confident that they will find no security exposure as a result of the relationships.  All communications protocols and confidentiality requirements are established between SecureWorks and our tiered technology providers to meet the most stringent standards our clients may have.  If there are special circumstances, we will work with our clients to adjust policies accordingly.  

· How can NWC Inc. establish a direct relationship (either informal or contractual) with your tiered providers when they are involved in delivering the requested services? Indicate if we are free to contact these organizations and, if so, provide contact information.  When client information is shared with and used by tiered providers, what procedures do you have in place for protecting this information? How are security risks associated with tiered providers defined and monitored? What security research organizations do you partner with to stay informed about new threats and vulnerabilities?

NWC is free to establish relationships with any of our technology partners. We’ll provide contact information for Zix and FrontBridge at the appropriate time. 
The providers we have chosen are in the business of protecting confidentiality and have robust processes and technologies in place to ensure the confidential handling of information.  Our providers provide SAS 70 Type II results to SecureWorks for our review.  In addition, our vendor management program is scrutinized through our own SAS 70 Type II process.  
As mentioned previously, we partner with Incident Teams to stay abreast of current vulnerabilities and threats. Additionally, the SecureWorks’ Research Team in conjunction with the Operations Team constantly monitors numerous sources for new and altered client threats.  The actual sources of information are too numerous to mention but can be broken down into the following broad groups:
· Public External Sources

· Public vulnerability database updates

· Mailing lists, such as bugtraq

· Popular media and news reports

· IT analyst papers

· Publicly known “underground” websites

· Notes from security conferences, such as BlackHat

· Public advisories and white papers

· Public open-source security patches

· Private External Sources

· Contacts at non-commercial public institutions

· Security personnel at certain colleges and universities (e.g. Georgia Tech)

· Private “underground” websites, chat networks, and file sharing sites

· Various knowledgeable individuals both within and outside of the security industry

· Artifacts and evidence from intrusions to which we respond

· Internal Sources

· Private honeypot system

· New malicious threats captured by our countermeasures

· Information from original vulnerability research and advisory activities

· Private machine-code analysis of publicly available binary patches (e.g. Microsoft hot fixes)

Answer Guidance
Reason For Question

To explain your business relationships and how they work in addition to how they will impact NWC Inc.

Mandatory Response Format:
Word count: Summary not exceeding four pages with executive overview

Question B.5: Independent Audits

Describe the independent evaluations/audits that you and any other tiered provider participate in.

· Do you periodically perform information security risk evaluations or contract with an independent, outside organization to perform them? If yes, how often are they done?

Yes, SecureWorks is regularly evaluated by nationally recognized security consulting firms to guarantee that best operational procedures are utilized to ensure the security of corporate and client information.  Our annual SAS70 Type II audit process is conducted by KPMG twice a year.   SecureWorks has been certified as SAS70 Type II compliant every year for the past three years. 

Two independent pen tests are performed yearly as a requirement within our SAS-70 Type II audit, and we typically engage a third pen test from an independent organization. 

· How do you communicate risk evaluation results with your customers?

The results of our SAS-70 Type II audit are made available to our clients.  SecureWorks is proud of our own level of security, including the strength of the security of our own operations.  We would be happy to discuss with Network Computing our procedures and welcome them to conduct their own independent reviews of our infrastructure when it is appropriate.

· Describe how you respond to significant changes in technology.
We conduct a meeting every morning assessing the security landscape and the new technologies being used to attack companies. 

· Describe how you respond to both internal and external threats.

SecureWorks has implemented a multi-firewall, multi-IPS environment to protect its network from unwanted access.  All inbound Internet traffic passes through a series of IPS and firewall engines en route to the operation servers, which are used in the processing of the alerts and other iSensor communications.  The firewall rule base allows the services needed for the operation of the iSensors and SOC while denying unwanted services that are unnecessary for operations.  In addition, the Company has instituted multiple internal firewalls and IPS engines to protect the operational servers from unauthorized internal access.  The firewall rule sets only allow employees access to network segments that are needed for them to perform their duties.    In addition, we use our own services (iSensor, iScanner and HIPS) to augment the protection of our own network.  All of SecureWorks’ servers are maintained in a physically secure environment and can only be accessed by SecureWorks employees.  The Company has constructed several network segments based on the functionality needed by end users.  Shared resources are set on individual segments with access to these resources controlled by firewall rule bases and network operating system access databases.

· Do you require independent risk evaluations from your tiered providers? If yes, do you actually obtain copies of the evaluations?

As mentioned previously, we have done exhaustive reviews of any provider we use to deliver components of our managed security services.  Our clients are welcome to perform their own due diligence around those technologies but we are extremely confident that they will find no security exposure as a result of the relationships.  All communications protocols and confidentiality requirements are established between SecureWorks and our tiered technology providers to meet the most stringent standards our clients may have.  If there are special circumstances, we will work with our clients to adjust policies accordingly.  

· Do you demonstrate service compliance with regulations like GLBA, HIPAA, SAS 70.

As mentioned previously, SecureWorks is compliant with SAS 70 as indicated by our SAS70 Type II certification.  
Regarding GLBA and HIPAA, SecureWorks manages the security infrastructure for hospitals, banks and credit unions across the country.  We estimate that our clients have been audited by regulatory agencies 2,250 times.  In each case, our clients and SecureWorks passed with no problems.
Answer Guidance
Reason For Question

To explain how well you audit your own business and to see how well you follow good security practices.

Mandatory Response Format:
Word count: Summary not exceeding two pages with executive overview

Question B.6: Personnel Security

NWC Inc. recommends personnel screening of outsourcing company’s employees as a safeguard. 
· Do you conduct background checks  on all potential employees or only if their role and responsibility within your organization mandates it?
Prospective Employees:  During the application process, all prospective employees are required to sign an authorization and release for a background review. As a condition of employment, employees are also required to sign a Non-Disclosure Agreement, Employee Agreement Regarding Confidentiality and Inventions, and an Acknowledgement of SecureWorks’ Policies.   SecureWorks performs background and reference checks including educational, employment, and criminal checks on all prospective employees prior to employment for all SecureWorks positions.  

Engineer and Security Analyst Applicants:  Additional personnel polices apply to Security Analysts and Engineers due to the sensitive nature of their responsibilities.  Our engineers and analysts go through an extensive background check including the FBI Infragard security certification.  Infragard is a cooperative undertaking between the U.S. Government (led by the FBI and the NIPC) and an association of business, academic institutions, state and local law enforcement agencies, and other participants dedicated to increasing the security of the United States critical infrastructure. 
· What is your policy on hiring former computer hackers? 
SecureWorks has a policy against hiring former hackers and has never done so. 
· For personnel assigned to provide services to NWC Inc. as specified in this RFI, what is their job year’s experience? In addition, how many yearly classroom instruction hours are given these personnel? If allowed, include resumes for key personnel and managers having responsibility for NWC Inc.’s outsourcing contract.
The SecureWorks staff managing your security environment and developing countermeasures to protect you are highly trained and qualified for the position.  Many of them have greater than five years of security job experience and some have over 15 years of experience.   Analysts are required to have relevant certifications (usually multiple certifications) and are required to keep them current.    Our strategy is to ensure that our staff is very diverse in background to better enable us to protect you, therefore we don't require that each analyst has the same certification as the next analyst.  Our certifications cover a broad range including:  CISA, CISSP, CCSA, CCSE, CCNA, CSVPN, CCA, MCP, MCSA, MCSE, INFOSEC, GCFN and GSEC.  In addition, each person is required to have expertise in at least two network disciplines (TCP/IP, Ethernet, IPX, LAN/WAN and Internet) and at least two operating environments (Linux, Unix and Microsoft operating systems).  

Resumes and/or bios of Key Personnel are provided at the end of the NDA document.  
                  
· What is your annual staff retention rate for key security positions?

Greater than 95%  
· Are your personnel permanently assigned to a client for the length of the contract?

SecureWorks will assign a Single Point Of Contact (SPOC) for enterprise clients.  That SPOC remains with the client for the life cycle of the relationship.  SecureWorks will also assign the same field engineer to implement all aspects of a single client’s service.  However during the on-going support and incident response, the analysts on duty will respond to security and health and wellness events as they occur. 
· Do you provide your personnel with refresher training and periodic review of industry standard security policies and procedures?

After an employee’s initial training on Policies and Procedures and Security Policies, it is  SecureWorks policy that all staff members be trained on the company’s security policies and procedures not less than once a year. Additionally, all of our SOC employees are required to keep their certifications current, and we also encourage them to seek additional certifications, which we will pay for.  SecureWorks also does ongoing internal technical training of our SOC employees, as well as soft-skill training. 
· Do you require your personnel to sign non-disclosure agreements? 
Yes, as outlined at the beginning of B.6. 

· Do you inform your customers of key personnel who have privileged access to client data, software, and hardware and why?
No, we don’t inform the client of this specific information. However, It should be noted that the SecureWorks Access policy is based on the principle of least privilege.  Access to network resources is compartmentalized such that those individuals requiring access to services are the only ones that will have access.  

All servers inside SecureWorks require a valid user ID and password to gain access.  Access to these servers is defined by network operating system databases and file permissions.  The Company has developed policies and procedures for the administration of user ID’s and passwords.  Specific policies and procedures are in place for user ID creation, password construction and user ID termination. Internal accounts are assigned on a per user basis, with a one-to-one account-to-user mapping.  An account may only be used by the assigned employee.  Sharing of passwords or network access is strictly prohibited. An internal user’s account is disabled immediately upon termination of his/her employment, or if there is reason to believe that their password has been compromised. 

· What security procedures do you follow when one of your personnel terminates employment?

In all termination proceedings, there is a minimum of two members of management present with one being a member of the Executive team, most often the Vice President of Human Resources, and the other the employee's immediate supervisor.  Prior to beginning the discussion, a member of the Technical Operations Team is informed of the proceedings and asked to remove the exiting employee's server access during the discussion.  Company property, including all computer resources, cell phones, keys, and access cards to entrances, is collected at the time of termination.  Terminated employees are immediately removed from their positions once they have been discharged and all security access is revoked; and he or she is escorted from the workstation and out of the building.  The process is documented through an electronic termination process and confirmation.  A standard company wide email is sent to all employees notifying them of the employee's departure.
· Do you require the same level of personnel information from your business partners?

Our business partners have well-documented procedures for handling personnel access privileges and terminations.  They undergo independent security audits to demonstrate the effectiveness of their policies and procedures for everything they do. 

Answer Guidance
Reason For Question

Requiring personnel screening shows that an organization strives to hire honest employees. NWC Inc. wants to make sure they partner with an organization who at least believes in minimal background checks.

Mandatory Response Format:
Word count: Summary not exceeding three pages with executive overview

Question B.7: Asset Ownership

NWC Inc. wants to be able to identify the owner of assets used in providing the service (hardware, software, processes, etc.). Providers either manage their own systems or manage equipment that the client owns. NWC Inc. realizes that client ownership may cost more in the short term, but may reduce transition issues when the relationship terminates.

· Is any and all intellectual property created by the outsourcer on behalf of the client and in the course of the relationship owned by the client? This statement references reports, logs, and audit and evaluation results.
SecureWorks provides clients with comprehensive reporting and analysis for all service offerings.  Clients have license to use the reporting and analysis to meet their internal business requirements.  SecureWorks maintains ownership of all intellectual property related to report and analysis formats, algorithms, delivery mechanisms and contents provided to clients.

· If you propose using proprietary assets (policies, processes, software, hardware), describe how the client is not placed at risk when the relationship terminates.
They are at risk when our service ends unless they put something else in place. 

· Describe all software and hardware license and patent issues that may arise to delivering requested services and how such assets are transitioned upon contract termination. 
SecureWorks offers proprietary equipment for several of its services, ie: intrusion prevention services, the iSensor, and for vulnerability assessment services, the iScanner.  The iSensor and iScanner devices are provided on a Dell server platform.  The client purchases and owns the hardware and has a limited license to the SecureWorks proprietary software during the service contract term with the client. As mentioned above, if termination of the contract occurs, then the client retains ownership of any 3rd party technology that was purchased by the client. The client is free to self-manage or convert management to another vendor. However, upon contract termination, the client loses any rights to proprietary SecureWorks technology and services, All security event data created during the contract remains the property of SecureWorks, although the client is free to use any reports and data that were delivered to them during the contract period.
Answer Guidance
Reason For Question

NWC Inc. wants to consider who can introduce hardware and software onto their systems and under what circumstances.

Mandatory Response Format:
Word count: Summary not exceeding two pages with executive overview

Question B.8: Contractual Terminology

NWC Inc. is interested in reviewing contractual exceptions, penalties, and exit terminology. 

· Provide your standard language for contractual exceptions and penalties.
· Provide your standard contract termination language and provisions.

· Provide conditions under which contract termination may occur.

Our contracts cover proprietary technology as well as 3rd party technology used to enable our managed security services.  When contracts terminate, the client loses any rights to proprietary SecureWorks technology and services but retains ownership of any 3rd party technology that was purchased by the client and is free to self-manage or convert management to another vendor.    All security event data collected during the contract remains the property of SecureWorks after termination although the client is free to use any reports and data that were delivered to them during the contract period.
The key contract terms in the SecureWorks Services Agreement are summarized below in :

· Limited License – client is granted a non-exclusive, non-transferable license to use the Service to address the client’s internal computer security needs.  The limited license terminates upon termination or expiration of the contract. 

· Ownership – All right title and interest in the Service shall remain property of SecureWorks

· Term;Termination – Service terms are for one or more years.  Either party may terminate the agreement upon breach of the other party if the breach cannot be cured within a specified cure period.  Prepaid fees, if any, will be refunded to the client in the event of termination by the client related to a breach of SecureWorks

·  Limited Warranty and Liability  – 

· SecureWorks warrants that during the term of the agreement the service shall substantially conform to the service level agreement.  No other warranties are provided.  One of two remedies are available to the client in the event the warranty is breached: (i) refund of the price of the equipment (only upon return of the equipment) and refund of the prorated fees for the service paid to SecureWorks or (ii) repair or replacement of the non-conforming equipment and/or re-performance of the non-conforming service.
· Damages are capped and are limited to damages that are direct in nature.

· Indemnification – SecureWorks will indemnify the client for any cause of action based on a claim that the service and related software infringes an enforceable United States Patent or copyright of a third party.

· Confidentiality – Standard mutual non-disclosure language to protect the client and SecureWorks is provided in each contract.

Answer Guidance
Reason For Question

NWC Inc.’s Legal Counsel wants to be informed of issues that may possibly need discussion should contract negotiations begin.
Mandatory Response Format:
Word count: Summary not exceeding two pages with executive overview

Question B.9: Service Level Agreements (SLAs)
Each SecureWorks managed service comes with a standard service level agreement (SLA) that is specific to the service offering.  All services are offered with 24x7x365 support and the SecureWorks Security Operations Center is staffed on a 24x7x365 basis.  The elements that are common to each SLA include the following:

· Client Service - guaranteed response to voice mail and email along with first call resolution

· Device monitoring - monitor uptime of equipment and notification of client for equipment failure

· Device updates - guaranteed timeframe for updating devices with security measures

· Incident response - notification and response guarantees based on SecureWorks' Precision Incident Classification System

Does your SLA provide for client-specific requirements for performance, remediation, restoration of service, response time, and customer service sat levels?

We do not customize our Service Level Agreements for individual clients.

Describe customer and provider responsibilities for monitoring and verifying SLA measuring tools.

SecureWorks monitors our adherence to service levels and encourages our clients to do the same.

If a provider falls into SLA non-compliance, are credits issued to customer?

While very rare, non-compliance is handled on a case-by-case basis.
Describe the business process a customer would follow to amend an existing SLA

Clients would notify the Security Operations Center in the event of a concern and the concern would be reviewed, validated and handled by management.

Describe the business process a customer would follow to amend an existing SLA

We do not customize our Service Level Agreements for individual clients.

Describe how you calculate service outage times.
We follow best practices for measuring the uptime of our Security Operation Center using widely accepted monitoring tools and techniques. For instance, if a subsystem goes down (reporting, for instance) but all iSensors are successfully preventing malicious activity, this would not represent an outage.  If our ability to secure our customers is impacted, the clock starts ticking on "outage" times.

Answer Guidance
Reason For Question

Describe in detail service guarantees and the remediation available. Specify remediation and dispute policies and procedures. Be sure to specify when these are included in the service quoted and when they are available at an additional charge.
Mandatory Response Format:
Word count: Summary not exceeding two pages with executive overview

Question B.10: Site Visits

NWC Inc. believes they have the right to conduct a site visit to all physical facilities involved in providing information security services. 

· Do you permit site visits for verification of outsourcer capabilities as described in your informational answers?

All Clients and any prospects that have signed an NDA are encouraged to tour the facility and the SOC. They must follow the guest sign-in procedure and be escorted at all times.  During the SOC tour the guest will be allowed to interact with a Security Analyst and see security incident response processes as they occur.   
· Do you take responsibility for expenses incurred by you during the site visit?

We host prospects for site visits frequently. Prospects generally pay their own travel expenses. 
· Describe any constraints on site visits.

SecureWorks standard operating procedure is that all clients and prospects who tour our SOC first execute a non-disclosure agreement.  Guests are subject to all physical security guidelines in place for visitors. A designated SecureWorks employee must conduct this tour.  In addition, no one is allowed to have electronic recording or photographic equipment in the SOC.  SecureWorks also obscures any data that would allow the identification of a specific client.  

Answer Guidance
Reason For Question

To validate the capabilities and truthfulness of any potential NWC Inc. partner.

Mandatory Response Format:
Word count: Summary not exceeding two pages with executive overview

Question B.11: Implementation Schedule

Describe your implementation plan with a timeline and duration (in hours, days, weeks, etc.) for installing and maintaining requested services. A high-level implementation plan is acceptable.

The installation process begins with a technical discussion of the clients’ network and desired placement of the managed devices with our Field Engineer and our clients’ personnel. This results in a detailed implementation plan that includes installation dates, technical configurations, and client orientation training requirements.

On the installation date, the Security Engineer will install the hardware, configure the interfaces, and set up the account profile and escalation matrix in SecureHUB.     

After the installation is complete, the Security Engineer, in conjunction with the client contact, will validate that all devices are operating properly.  To ensure that there are no unforeseen problems, the Security Engineer will remain engaged on the installation until the client is satisfied that all network services are operating normally.  Any open issues will be documented by the Security Engineer and communicated to the client and SecureWorks operations management.  

Information Requirements

· Network Topology

· Bandwidth/Throughput Requirements

· IP Addressing Scheme

· Operating Systems (if relevant)

Installation Site Requirements

· Power

· Rack space

· IP Address

Timeline for Installation

· 4-10 days from date of shipment to completed installation

· 3-5 days for shipping.  

· 3 days for installation planning, installing and provisioning

· Planning as described above will take 1 to 3 hours 

Answer Guidance
Reason For Question

To gain an understanding of the time and people resources involved in the outsourcing process.

Mandatory Response Format:
Word count: Summary not exceeding two pages with executive overview

Question B.12: Account Management

Provide the outsourcing organization’s point-of-contact. Describe the procedures, policies and organization of account management. Respond where applicable in the following areas. 
· Describe the procedures, policies and organization of account management.
Account Management 
We transition our clients seamlessly through the sales and installation process to client status as they meet their sales account representative, their field engineer and the SOC analysts who will be answering the phone.  

Account representatives

Our sales organization remains in touch with our clients to ensure their satisfaction and to continue consultation regarding their security environment. They will make sure that clients are aware of upcoming training and are included on important client communications.

Installation project management

Our field engineers are generally involved only during installation and to ensure that installation has been successful.  Once a client is up and operational, the Secure Operations Center takes over day-to-day contact with the client and "owns" the relationship and service commitments.  

Problem management

Because we are providing a service, we are handling incidents on behalf of our clients to protect them from malicious activity on a daily basis.  The Security Operations Center staff is the primary point of contact to ensure that client issues are handled quickly

Service Level management and escalation

SecureWorks monitors service levels around the clock and escalates any non-compliance issues to shift supervisors and SOC management.  

Training

We provide standard training on reports by web seminar frequently for our clients.  We also provide as many as eight  webcasts a month reviewing new attack methods, findings from penetration tests, common vulnerabilities and other topics that are helpful to our clients.
Answer Guidance
Reason For Question

Describe in detail your account management. Personnel, systems and policies that effect how accounts are guided through service creation, monitoring and remediation is important. Include the support times where applicable.
Mandatory Response Format:
Word count: not exceeding three pages 

Question B.13: Market Position

Describe why you would buy your service instead of contracting with one of your 

competitors.

There are several reasons why a client would choose SecureWorks’ Managed Security Services over others. 

· SecureWorks is focused exclusively on security - nothing else.
· We are culturally focused on delivering high levels of service, while providing the utmost in protection to our clients.   

· SecureWorks has better visibility to detect emerging threats than any other vendor - because we manage more clients than any other provider.

· We invest in our own technology for network intrusion prevention which enables us to rapidly update and deploy countermeasures and to highly customize security policies for each client taking into account the complexities of their unique environment.  This technology is NSS approved – providing third party evidence of quality and security.
· We have made heavy investments in security staff:  research, field engineers, security analysts, technology enablement

· SecureWorks is a purpose-built organization for serving markets outside of the Fortune 500 with the same quality of security protection without the built-in costs. 

· SecureWorks has the infrastructure to synthesize information from multiple types of devices to detect patterns and trends not possible through myopic analysis.

· We have better speed to deliver countermeasures and detect potential targeted attacks  putting defenses in place to prevent compromises more quickly than any other vendor.
· We do a better job at providing evidence of sufficient security through our compliance reports than any other vendor. 

· You don’t have to take our word for it, you can ask any of our 1,300 clients why they chose us and why they choose to continue having SecureWorks take care of their security needs.
Answer Guidance
Reason For Question

Describe what sets your services apart in the marketplace. Please indicate areas of need of improvement and future business development.

Mandatory Response Format:
Word count: not exceeding three pages  

C.  Security Requirements

The following questions explicitly address outsourced information security requirements. Please answer each. 

Question C.1: Security Requirements

You are able to demonstrate that customer assets (software, hardware, data) are delivered services assured of confidentiality, availability, and integrity? For example, customer data is protected to include security posture and vulnerability and attack status.

Absolutely. As we have outlined previously, SecureWorks’ only job is to provide managed IT security so security is our utmost priority. SecureWorks began as a service provider, which means that our business model had to account for managing multiple clients securely.  Data confidentiality is critical.  We go to extremes to limit our own access to client confidential information. Our services definitely demonstrate confidentiality, availability and integrity required by your organization, and this will be outlined in the remainder of this document. 
. 
The following services and devices proposed are: 

Managed Network Intrusion Detection/ Prevention



Edge Protection (entry points from the Internet)




Primary External HQ iSensor




Secondary External HQ iSensor




Primary External NY iSensor



Internal Intrusion Detection




Internal HQ iSensor




Internal NY iSensor


Managed Vulnerability Assessment Service



Internal assessments of HQ and Manufacturing




iScanner



External assessments of HQ and Manufacturing




iScanner (located in SecureWorks SOC)


Managed Firewall



Edge Protection (entry points from the Internet)




Primary HQ Firewall




Secondary HQ Firewall




Primary NY Firewall

Managed Host Intrusion Prevention


Done on all critical servers in both HQ and NY

Managed Log Analysis


Log Collector collects logs for HQ and NY on
NOTE:  For a lower risk organization, it might make sense to start with Perimeter Protection and then adding Host Intrusion Prevention for only one to two critical servers. 
Question C.2: Network Service Architecture

Describe, using text and graphics, how your services will be implemented to include:

· Remote administration. Service hardware and software are located on our network. Your security center connects to this equipment via secure means like VPN.
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Remote administration is done over encrypted channels from all client premise equipment to the SecureWorks SOC. The devices illustrated use the techniques listed. 

above.  
· Co-location. Your security devices, such as managed firewalls and Web servers, are placed within your data center. Does access to and from our networks pass through your infrastructure? Do you run our service on a dedicated server? If not, how is exposure to other customer’s data, systems, networks, and performance protected?
We do not place any devices in our data center that you route your traffic through.  All traffic follows its already existing path.

· On-site. You offer permanent, on-site staff to supplement our existing security staff and hardware/software.

We have a professional services organization that can perform onsite work periodically. In addition, the SOC is manned 24x7x365 by security analysts who can provide assistance.

· Do you anticipate changing your architecture over the next six to 12 months?

We do not anticipate changing our architecture in the next six to 12 months.  We will continue to support customer premise equipment and will manage it remotely, with alert information being sent to SecureWorks so it may be analyzed and reported on via the SecureHub Web portal.

· Do you anticipate changing your architecture over the next one to five years?

Five years will bring significant technology advances that may provide opportunities for new methods and approaches. We are always assessing the scalability and level of protection we can provide and adapting our architecture accordingly.

· How do you account for network configuration changes to accommodate new business partners NWC Inc. may bring on?

Depending upon the complexity of the network configuration changes, there are many possibilities.  It is possible to have a device re-appropriated or relocated with the assistance of a field engineer.  Our security appliances can all be managed remotely once given connectivity to the SOC. This takes the burden of configuration off of the client once the appliance has been relocated.

· Can your service architecture be easily changed with minimal impact to our ongoing operations and performance?

The iSensors are layer two devices and can be moved with little downtime and impact on the network. Once the device is relocated, a security analyst can reconfigure the device for its new role.

Relocating a firewall will require careful planning and tuning, however, it can be done by a SOC analyst once it has connectivity to the SOC.
· Will you be able to monitor our network configuration with no performance impact?

There is minimal performance impact on the technologies we use.  The inline network intrusion prevention technologies and firewalls will introduce latency of ~250 microseconds and ~100 microseconds respectively. The host intrusion prevention technology adds about a 5% CPU overhead to the servers that it is deployed on.

· Describe how you manage multi-vendor equipment on the same network?

iSensors and iScanners are managed with a patented proprietary system called Remote Configuration and Management System (RCMS).  Firewalls, Host IPS agents, and the Log Collector are managed from secure management consoles located at the SecureWorks SOC.  The SOC is a SAS 70 Type II certified facility.

SecureWorks undergoes periodic penetration testing and internal reviews for security.

· Are your management tools hardened and secured?

Firewalls, Host IPS agents, and the Log Collector are managed from secure management consoles located at the SecureWorks SOC.  The SOC is a SAS 70 Type II certified facility. SecureWorks undergoes periodic penetration testing and internal reviews for security.
· Is the traffic between your security center and our systems encrypted?

Yes using x.509 certificates and SSL or IPSec VPN.

· Are your service systems built and tested in a non-production, like a lab, environment?

All base system changes and countermeasures are tested before they become production.  SecureWorks employs a dedicated quality assurance team who receives all changes before they go into production.  Depending on the complexity and size of the change it is possible a alpha/beta/GA cycle will occur.

The development and change to technologies is done by the Engineering and Research departments.  All changes are given to QA who test it and pass it to Technical and Security Operations to deploy into production.  Engineering and Research DO NOT have access to production devices
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· Do you provide a trial period during which you provide on-site or immediate on-call support?

During the entire relationship, we provide immediate on-call support and will send someone on-site if necessary.  As long as the device can connect to SecureWorks, we can handle the problem remotely.  If there is a hardware problem we can have a fail open configuration, device on premise for backup or another on premise within 24 hours. 

· Do you use modems for remote access administrative purposes? If yes, are modems disconnected or disabled when not in use?

We do not use modems. 

Answer Guidance
Reason For Question

Describe in detail internal architecture and how it will benefit NWC Inc. and potentially impact our business.

Mandatory Response Format:
Word count: not exceeding three pages  
Question C.3: Hardware and Software Services

Describe the products, technologies, and operating systems that you use to deliver requested services. Some providers like to lock a customer into a single technology, product, or operating system. NWC Inc. wants to ensure that the provider it chooses can function using a range of solutions.

For network intrusion prevention, we depend on our own technology, the iSensor, to be 
installed at the client location.  For Host Intrusion Prevention, we rely on the Cisco CSA 
technology and technology  we have developed around the CSA to remotely manage and 
configure it.   We leverage our own technology, the iScanner, for our Vulnerability 
Assessment service.  We support four firewalls in our managed firewall service:  the 
firewall that is part of the iSensor, Cisco PIX, Cisco ASA and Check Point.  The Log 
Analysis service is delivered via a purpose-built appliance also on a hardened device 
configured specifically for log consolidation and relay to the SOC.    Our Encrypted Email 
and Email Filtering services are in-the-cloud offerings without dependencies on client-
premise equipment.  We have built these services so that we can switch out technologies 
on our end without disruption to any of our clients. 



SecureWorks created managed security services that could provide the best security available at the lowest cost to our clients.  To that end, we support a limited number of security devices that deliver robust security and meet our clients' needs and have strategically chosen NOT to be "technology agnostic."    As you know, standardizing on platforms rather than allowing your employees to use whatever flavor of desktop or operating system they like is the only way to efficiently deliver superior computing services.  The same is true for security. 
Answer Guidance
Reason For Question

Also describe the product, technologies, operating systems, and architectures that you are able to monitor. Describe how new products and technologies can be easily integrated into our environment. NWC Inc. is looking to see how flexible you are.

Mandatory Response Format:
Word count: not exceeding four pages 

Question C.4: Scalability

Describe how you are able to handle new geographic locations—consider international locations in your answer, growth in business transactions and network traffic

SecureWorks can easily handle new geographic locations because we are already 
staffed 24x7 and many of the typical challenges companies face trying to support 
clients 
in other time zones are minimized for SecureWorks.  We have a 
handful 
of 
installations outside of the U.S. today and expect our international presence to 
increase although our primary focus will remain North America.  On average, we 
add a
new client every day and have made infrastructure investments in hardware, software, 
processes, applications, facilities, and people that allow us to support an extremely 
high rate of growth (over 10,000% revenue growth from 2000 to 2005) while 
delivering outstanding client service and superior security services.

In regards to Network Traffic, we constantly monitor the network load incurred from our 
client install base, and we keep the capacity of our network below 50% and will continue 
to maintain this level.  When we need more network bandwidth,  we implement the 
hardware and software needed to maintain the "below 50% utilization level."  
Answer Guidance
Reason For Question

NWC Inc. wants to see if there are any limitations in the rate of expansion that can be accommodated and if any penalty charges will be incurred if business grows or decreases beyond an agreed upon range.

Mandatory Response Format:
Word count: not exceeding three pages 
Question C.5: Reporting

· Describe the standard and customized reports included in your cost proposal

We deliver four levels of reports for our clients:  Executive operational, Technical operational, Board Reports, Compliance Reports.  The operational reports are updated in real time and are available on SecureHUB, our secure web portal.    These are also emailed daily to specified client contacts.  The board and compliance reports are available on demand as needed for board or auditor reviews and populate data into word-format documents that can be further customized by our clients.  In our operational reports, we provide context for our clients so that they can compare the security activity at their company with other companies.  Reports allow our customers to hold us accountable by providing detailed information about the attacks directed at them and what we did to stop the attacks.  The reports also provide our clients with a great vehicle to communicate internally about how they are ensuring that security is being handled appropriately.  Reports also provide the "transparency" needed by some of our clients who want to remain involved in the management of their security environment.   Reports provide some online manipulation (filtering, sorting, date ranges, etc.) and can be downloaded into a .csv format for further manipulation.  

· How frequently are reports provided? Can they be provided upon client request?

Operational reports are pushed out daily and are always available through the secure web portal.  Board and compliance reports are requested on demand and are pushed out to clients as soon as they have run.

· What do reports cover?  For example, are all policy modifications included, all configuration changes, and security alerts listed by severity?

Reports cover the "status" of the currently security environment and include all operational information requested including modifications, configuration changes and security alerts prioritized by severity.

· Can you provide sample reports and describe how they are used by the provider and the customer?
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Host Intrusion Prevention summary reports show the type of security activity seen on the host.

[image: image11.wmf]
Encrypted email reports provide feedback on how many encrypted emails were sent and       by whom.

[image: image12.png]The Usage Report proves who fom ABC Bank reviewed the information from SecureWorks
and what information they actually reviewed. The following is the Usage Report for the time

period in question:

Date Type User Report Name

03710106 1238 PM | SecurcHub Employes A [Encrypted Email
Summary

03771006 138 PM__|SecurcHub Employes A [Encrypted Email
Detail Report

0371106 1238 PM | SecurcHub Employes A [Encrypted Email
Summary

0371206 1238 PM | SecurcHub Employes A [Encrypted Email
Policy

031206 114PM__|SecurcHub Employes A [Encrypted Email
Policy

0371206 142PM __[SecurcHub [Employes & [Board Report

031206212 PM __[SecurcHub [Employee A [Examination Report

03713106 1245 PM _|SecurcHub Employee B [Encrypted Email

Summary





[image: image13.jpg]FDIC Reference | Control

Number Category
FIL-118-2002  |Audit

FFIEC Work

Program Objective

I

FIL-118-2002  |Audit
FFIEC Work

Program Objective

s

FIL-1182002  Management
FFIEC Work

Program Objective

7

FIL-1182002  Development &
FFIEC Work Acqisition
Program Objective

s

Control Activities

‘The XYZ Bank vendor management program ensures that
SecureWorks is managed appropriately and that
SecureWorks services meet XYZ Bank's isk control
objectives.

SecureWorks maintains active 24x7x365 monitoring of
XYZ Bank's assets.

The Board reviews the report regularly.

XYZ Bank evaluates SecureWorks control over XYZ
Bank's information assets.

Evidence of Control Effectiveness

2 people at XYZ Bank reviewed the reports:
o employee A, employee B

« Reports - both daily and web based were reviewed
69 times during this period.

0 alert emais were reviewed (Alert emais related to|
a specific incident as opposed to a summary report
of allincidents )

0 phone calls were placed by SecureWorks to
XYZ Bank

o Yes

[Refer to Board Mimites

« SecureWorks has an up-to-date SAS70 Type II
certfication. This certification was completed by
KPMG, Inc. on November 17, 2003




· Can reports be generated for specific network segments/devices?
Every SecureHUB report allows the user to aggregate the data from all devices within a specific service or to isolate a single device for reporting purposes.  In addition, the user has the option to download the raw data to perform any custom analysis that they might require.
· Can trend analysis reports be generated?

SecureWorks’ clients have the option to download the raw data to perform any custom analysis that they might require.

· How are reports delivered?

SecureWorks has two methods of delivering reports to clients:

· Web Reports – SecureHUB is our secure web portal through which clients can view all of their reports as well download their data to perform their own custom analysis.  Information in SecureHUB is real-time information.  

· Email Reports – Certain Executive Level Reports are delivered daily, monthly, and annually to the designated personnel at the client.  With this, clients are able to view the status of their network security without having to log onto another website.
· Is real-time access to network and system security status provided via a Web interface?

Yes, as outlined previously, all information in SecureHUB is real-time information. 

· Describe the training provided to assist us in understanding how to access online report versions and interpret and audit them?
SecureWorks hosts frequent training webinars on our reports, plus we provide a tutorial to our clients as a part of our “Onboarding Welcome Kit” which also outlines how a client would access and utilize their reports.  Additionally, they can call the SOC 24 hours a day 7 days a week and ask any questions surrounding the reports.  
Answer Guidance
Reason For Question

Reporting is often an overlooked feature. NWC Inc. wants to see the breadth of reports offered and the format in which they can be delivered?

Mandatory Response Format:
Word count: not exceeding three pages 

Question C.6: List Pricing

Define all costs billed by you to NWC Inc. for services delivered. Please indicate any front-loaded one-time expenses in addition to monthly recurring charges. NWC Inc is considering a three year agreement, but wants to weigh that against a month-to-month option and so will need to understand both monthly and 3-yr. contracted pricing. Please provide both. Indicate early termination costs where applicable. Please respond with pricing in the following categories: 

Monthly Reccuring Charges

Annual or other periodic fees

Conversion Charges

Project Management

fIREWALL MANAGED SERIVCES

iNTRUSION DETECTION MANAGED SERVICES

ROUTER/SWITCH MAINTENANCE AND SECURITY

SECURITY MONITORING

LOG MONITORING SERVICES 

Problem Management INCLUDNG FORENSIC ANALYSIS CAPABILITIES

VULNERABILITY AND PENETRATION TESTING

RISK ASSESSMENTS

CONTENT FILTERING SERVICES

Service Level management and remediation

High Availability

Coordination with NWC Inc. Trading partners

ON-SITE CONSULTING

other

We do not publish our price list and develop proposals only after reviewing the security needs of the client along with network diagrams.  However, we realize that it is very difficult for you to assess vendors without any idea of costs.  The cost for SecureWorks' average client ranges from $500 to $7,000 per month depending on the number of services and the size of the network under management.   We recommend that our clients implement as many layers of security as their budget allows in keeping with their risk assessment.  For NWC Inc., it is essential that you secure the three internet access points in your environment with network intrusion prevention which means a starting pricing point of approximately $35,000/year.  We recommend that you consider layering additional security services to include host intrusion prevention, log monitoring, vulnerability assessments, and managed firewall for up to $55,000/year more depending on the options you select.  And, if needed, you could protect confidential information in transit and eliminate spam and viruses from your email environment by investing an additional $15,000/year.  Most of our clients secure current pricing levels through multi-year contracts.

SecureWorks managed services typically include the following cost components:


Managed Security Service fee - fees paid for subscription to a managed security service.  Service fees are based on annual commitments and may be prepaid or billed on a monthly recurring basis.  


Hardware/software - fees paid for hardware and/or software purchased by client from SecureWorks.  These fees are one-time fees paid in advance.


Installation & Activation fees - fees paid for implementation and activation of the service and the related hardware and/or software.  These fees are one-time fees paid in advance.


Ancillary fees - fees paid for shipping of hardware and/or software or fees paid for ancillary equipment to the hardware (e.g. rack mounts). These fees are one-time fees paid in advance.

SecureWorks has a tiered pricing structure for managed security services fees.  Depending on the service, the tiers are calculated based on one of the following measurements: (i) the number of user nodes behind the device managed, (ii) the number of devices managed, (iii) the number of ip addresses or (iv) the number of users accessing the service.  The cost for SecureWorks' average client ranges from $500 to $7,000 per month depending on the number of services and the size of the network under management.   

SecureWorks professional service offerings are offered on a flat fee fixed basis.  Fees are based on a combination of the scope of the engagement, the estimated work effort, the relevant skill sets required, and the level of customization required by the client.  Fees for professional services engagements start at $5,000.


Answer Guidance
Reason For Question

List all charges in U.S. dollars. If fixed pricing is not available, list hourly or whatever increment as well as associated dollar amounts that can apply. Pricing is a required scoring area; failure to disclose pricing will result in a zero.

Mandatory Response Format:
Word count: not exceeding three pages. Spreadsheet submission is fine

D.  Security Practices

The following questions explicitly address outsourced information security best practices. Please answer each. 

Question D.1: Policies, Procedures, and Regulations

You have a comprehensive set of documented, current policies that are periodically reviewed, updated, and enforced. NWC Inc. can review these at any time.

Yes.  The Corporate Security Officer maintains the company security policy, and operational policies and procedures are documented and maintained by the Technical Operations Group.  Due to the extent of company confidential information contained in these documents, they are not available for client review.  These documents have been reviewed by independent third-party auditors as part of our SAS70 Type II certification

SecureWorks’ Services exceed legal and regulatory requirements in all four of our target vertical markets—Financial, Healthcare, State and Local Government, and Utilities.  Banks and Credit Unions make up our oldest vertical. We estimate that our systems have undergone over 2,250 regulatory exams with a perfect record.  We believe that this is unparalleled within the security space.  

SecureWorks has successfully completed a SAS70 Type II certification.  This process thoroughly reviews our level of care with regard to informational assets. 

Answer Guidance
Reason For Question

The provider commits that their security policies and procedures are compliant with the customer’s industry and no conflict exists. The provider demonstrates that they are exercising an appropriate standard of due diligence with regard to securing information assets utilizing security policies, procedures, and industry best practices that are well documented and enforced.

Mandatory Response Format:

Word count: not exceeding three pages.
Question D.2: Contingency Planning (Disaster Recovery)

The provider has business continuity and disaster recovery plans for critical assets and confirms that they are routinely tested and found to be effective.

The SecureWorks SOC is located in a former BellSouth facility.  It sits on two separate power grids. We have four separate Internet connections, utilizing three ISPs, and we have BGP (Border Gateway Protocol) routing.  It is a true carrier-grade facility.  

SecureWorks maintains redundant highly available systems for processing security event traffic.  In addition, a DR warm-site is situated in a geographically separate location and can be enabled for operations within a short period of time.  Each of these locations is serviced by multiple ISPs and connected using redundant telecommunications facilities.

SecureWorks has 1,300 clients and is currently operating below 50% capacity.  The SecureWorks SOC has an available uptime of 99.999%.  Very few companies can match this uptime statistic. 

Do you contract with multiple ISPs? 

Yes, we contract with three of them.  

Can you provide a copy of your business continuity/disaster recovery plans and procedures? 

Our BC/DR plan is highly confidential information that we typically do not share with anyone.  At the appropriate time however, SecureWorks would be happy to discuss high level business continuity scenarios and our plans for dealing with them.

Answer Guidance
Reason For Question

NWC Inc. wants to be sure you have deployed redundancy for a high availability environment should the primary center fail. Does a failover site, which is physically and geographically separate from the primary site, exist should a natural disaster occur like an earthquake, hurricane, tornado, etc.? Do you contract with multiple ISPs? Can you provide a copy of your business continuity/disaster recovery plans and procedures. 

Mandatory Response Format:

Word count: not exceeding three pages.
Question D.3: Data Handling

The provider treats data in accordance with its classification (confidential, sensitive, public) and complies with customer’s policies, procedures, and regulations.

SecureWorks does not have multiple levels of data classification.  All data is client confidential.  All staff members are trained in the proper treatment and usage of confidential information.  Data placed on removable storage for backup is stored in encrypted form.  This feature is used for both locally stored backups, as well as off-site backup storage. Presently, SecureWorks does not discard any storage media.

 

Access to SecureWorks systems is tightly controlled according to the policies spelled out in our Security Policy.  SecureWorks does not permit clients to directly access programs and data.  Instead, clients access data through SecureHUB which limits access to only those resources for which the client are authorized.

 

How long is data retained online and how long are archives available for retrieval?

We keep aggregate data (x number of attacks occurred on your system on this day or during this hour) online forever.   Alerts are kept for one year.  Firewall logs are kept for six months.  Log data collected by our log analysis service is kept for 90 days online and aggregate data is archived for three years.  Data is regularly archived to tape and stored at a long-term storage facility.  Data is never deleted.  We keep it on tape indefinitely.  Client data is only stored on SecureWorks equipment in our central database.  The unique identifier number (UIN) key ensures that data remains assigned to a specific client.
Answer Guidance
Reason For Question

NWC Inc. wants to make sure our programs and data are protected from unauthorized copy, use, duplication, and storage. Can you provide retention guidelines for the various classes of data like user data, log, monitoring results, and reports? How long is data retained online, what’s the archive process, and how long are archives available for retrieval?

Mandatory Response Format:

Word count: not exceeding three pages.
 

Question D.4: Software Integrity

Describe how you maintain the integrity of installed software. Consider how often virus, worms, and other malicious software are checked; are virus signatures updated regularly?

SecureWorks maintains the integrity of the systems at our site in several ways.  We use a corporate anti-virus system to manage virus protection on desktops and mail servers.  This system inspects active files in real-time and ensures that they are virus free.  Notifications are sent to system administrators when suspicious “virus like” actions have been detected and these events are immediately investigated.  SecureWorks also uses its own iSensor technology to protect against hostile attackers.

Virus signatures are automatically updated in the corporate anti-virus system and are deployed to individual machines as they become available.  As SecureWorks is an intrusion prevention company, our internal Research Team develops and maintains the countermeasures.
Are checksums compared against a valid, known baseline?

Our systems are baselined and scanned for changes. 

Answer Guidance
Reason For Question

NWC Inc. wants to ensure regular verification of software integrity which affects client data stored on provider equipment

Mandatory Response Format:

Word count: not exceeding three pages.
 

Question D.5: Secure Configurations

Provider ensures secure configurations of all customer information assets throughout its lifecycle—installation, operation, maintenance, retirement including:

All SecureWorks system installations (both server-side and client machines) are built from a central Build To Order System (BTOS).  This system maintains multiple images for each defined product and permits installations to be completely automated and reproduced.  BTOS provides the ability to create identical images, ensuring that tested images are deployed in a consistent fashion.  A centralized BTOS server is used to store the configurations for various software implementations, as well as multiple versions of those packages.  This allows the Technical Operations Group to maintain current production images, in addition to testing and historical images.  

Are configurations tested in a non-production environment prior to deployment?

The Technical Operations Group maintains duplicate hardware platforms for all production systems.  When preparing to update system software, the installation or upgrade processes are tested on systems similar to production systems.  Technical Operations also co-owns a Testing Lab and works with the Development Group to ensure that a consistent software platform is in place throughout the development, testing and operational stages of software deployment.  Testing results are tracked via the ticketing system.  

Authentication on both ends is required when a configuration change is requested?
SecureWorks uses SecurID, as well as a unique password, to authenticate all end-user requests.  The client can authenticate digitally signed messages from SecureWorks.  Authentication is also required for requests initiated by phone (see section B3).

Patches are applied to correct security and functionality bugs. Is there are specific day of the week where routine, non-critical patches are applied?

Patches are applied to correct security and functionality problems, as well as to provide for new features.  These are typically done Monday thru Thursday during the night, between midnight and 4 am est, in order to minimize disruptions to processing and ensure that the system software maintenance process does not interfere with client business functions.  We do have the capability for a client to choose a standing maintenance window.  In the event of an emergency update to protect our clients against a rapidly spreading threat, patches may be applied during non-standard times.  

Unnecessary application and services are removed or disabled? 

For the iSensor (key component of NIPS), iScanner (key component of our Vulnerability Assessment Service), and for the log consolidation appliance, we have hardened the operating system and removed every feature we don’t need.  

Default accounts are also removed?

Yes, default accounts are removed. 

How is the customer notified when changes are made that can affect performance and data? Most importantly, no undocumented configuration changes will occur.

We notify the client, via an email, that we are implementing a configuration change at a designated time.  It is an opt-out email. Thus, the client can respond that the time selected is not a good time for their systems. If needed, we will work out a more convenient time with them.   We also have clients which maintain standard maintenance windows and we will notify them that a configuration change is being made outside of the window.  If this does not work for them, then they have the choice of rescheduling. 

Absolutely no undocumented configuration changes are ever made. All configuration changes issued to remote devices are logged in our systems and are viewable to clients and authorized SecureWorks personnel.  

Answer Guidance
Reason For Question

NWC Inc. is making sure well-established, documented configuration management and change control procedures are followed whenever a request is made. How prepared is the outsourcing company to recover from patch and upgrade problems, backing out relevant changes to arrive at a previously working configuration? How is the customer notified when changes are made that can affect performance and data? Most importantly, no undocumented configuration changes will occur.

Mandatory Response Format:

Word count: not exceeding three pages.
 Question D.6: Backup’s

Question D.6: Backup’s


You provide a regular schedule of backups for data including how often partial, full backup’s are performed?

Backups are performed nightly to disk media and are swept to tape at least weekly.  Critical data is mirrored to standby servers in at least 15 minute intervals.  Retention times cannot be specified by clients.  Data is maintained indefinitely. 

Is data validated both before and after a backup?

These are operational systems, therefore they do not require validation prior to backup.  No validation of software and data is done after backup.  This step cannot be taken because backups are encrypted with a public key, and the private key is not stored on the backup server for security reasons.

Is encryption used?

All backup files are encrypted when written to tape.  Encryption using a public key is a de-facto form of a digital signature.
How do you separate one customer’s backup media from others?

All alert data is backed up to common resources.  All client alert data is tagged with a UIN (unique identification number), which associates that data to a particular client.  Access and authorization systems restrict client access to their data based on this identifier.
You have a process implemented to accommodate a customer’s request for an unscheduled backup restore.

Yes, we do have a process to accommodate those customer requests, and periodically backup images are restored and tested for correctness.  

Who has access to them?

These files are only available to the Technical Operations Group and employees of our 
third-party off-site storage firm.  

Are backup media stored off-site?
Yes
What is the chain of command when backup media moves from location-to-location?

Tapes are transported in a locked metal box to and from the storage facility only after credentials are checked with our receptionist and appropriate forms are signed and filed.  

Answer Guidance
Reason For Question

Provider describes how they perform backups of service system configuration files. How are the files restored? Who has access to them? Are backup media stored off-site? What is the chain of command when backup media moves from location-to-location?

Mandatory Response Format:

Word count: not exceeding three pages.
Question D.7: Monitoring and Auditing                                                                            Describe the actions the provider takes to monitor and audit its owns systems and networks. Also applies to customer systems and networks if included in the requested services. The provider describes their ongoing processes for global vulnerability and threat analysis.  How is correlation from all data sources performed when monitoring includes firewalls, intrusion detection systems, routers, and servers?
Several types of events are monitored and reviewed in real-time to ensure that SecureWorks’ systems and networks are highly available.  Events are displayed in a central console and on a LED status board in the SOC.  These events must be acknowledged before they will cease alarming.  Once an acknowledged event is resolved, it is removed from the console display.  If an event is resolved before it is acknowledged, it remains on the console in a separate queue until acknowledged.  
Events are originated by a large number of tests that are run against the servers providing SecureWorks’ services.  These tests include network tests (such as pings), data retrieval (SNMP requests, SQL queries) and the output from scripts run via remote command execution.  These tests have been designed to ensure that we regularly check for failures in our systems.

· How is correlation from all data sources performed when monitoring includes firewalls, intrusion detection systems, routers, and servers?

We monitor the entire SecureWorks network, and the data is correlated across the various devices. Events are then displayed in a central console and on a LED status board in the SOC.  Monitoring Results are stored in a relational database. 

· Do you generate log files in a write once-read many mode? 

Yes, log files are write-protected and once they have been recorded cannot be altered.  We ensure that no logs are tampered with.  

· Is monitoring conducted in real-time?

Yes, SecureWorks’ network monitoring is performed in real-time. The frequency of the monitoring depends on the process or device being monitored. 

· How are systems and network monitored?

As mentioned briefly above, our networks are monitored via tests (such as pings), data retrieval (SNMP requests, SQL queries) and the output from scripts run via remote command execution.  

· What is your Ongoing Process for global vulnerability and threat analysis?

The SecureWorks’ Research Team in conjunction with the Operations Team constantly monitors numerous sources for new and altered client threats and develops countermeasures where appropriate in near real-time for both our network and our clients’ networks. The actual sources of information are too numerous to mention but can be broken down into the following broad groups:

· Public External Sources

· Public vulnerability database updates

· Mailing lists, such as bugtraq

· Popular media and news reports

· IT analyst papers

· Publicly known “underground” websites

· Notes from security conferences, such as BlackHat

· Public advisories and white papers

· Public open-source security patches

· Private External Sources

· Contacts at non-commercial public institutions

· Security personnel at certain colleges and universities (e.g. Georgia Tech)

· Private “underground” websites, chat networks, and file sharing sites

· Various knowledgeable individuals both within and outside of the security industry

· Artifacts and evidence from intrusions to which we respond

· Internal Sources

· Private honeypot system

· New malicious threats captured by iSensors

· Information from original vulnerability research and advisory activities

· Private machine-code analysis of publicly available binary patches (e.g. Microsoft hot fixes)

Each data point is brought to the attention of the appropriate individual(s) and correlated, interpreted, categorized, and responded to appropriately.  The Director of Research examines a portion of all information to provide input on how analysts should act and determines what specific countermeasures need to be created.

Results of all countermeasures are analyzed during their lifetime and the resulting information is used for the following:

· Prioritization of future countermeasures

· Analysis of threat sophistication per-client

· Honing of existing countermeasures

Answer Guidance
Reason For Question

Do you regularly use system and network monitoring tools and log filtering and analysis tools examine the results they produce? Do you generate log files in a write once-read many mode? Is monitoring conducted in real-time? How are systems and network monitored?

Mandatory Response Format:

Word count: not exceeding three pages.

Question D.8: Intrusion Response

· Describe how your service responds to a detected intrusion to include the following:

Describe escalation timing for the service provider. For example, notification could occur within one hour of detection to the first level supervisor, four hours to the next level, eight hours to the next level, and so on. These times may be outlined as part of a service level agreement.
First and foremost, SecureWorks is focused on PREVENTING intrusions rather than detecting.  This means that we are performing deep-packet inspection as traffic moves through the in-line device and are actively blocking traffic that appears to be malicious while minimizing false positives.  We analyze the information about the attacks we block to further refine our countermeasures.  
Blocked attacks and suspicious activity both generate alerts.  These alerts are correlated with other alert data available from the client’s network.  Depending on all available data - including data about what is happening with other clients, the analyst may call the client to discuss or to take required action.  If urgent, new countermeasures will be deployed immediately while communication is attempted with the client.  Notification timeframes are defined by the Service Level Agreement and vary depending on the level of service contracted. In the extremely rare event that we suspect a successful compromise, the escalation matrix is immediately executed while potential damage is contained through additional countermeasures until we can mutually determine with the client whether a compromise has actually occurred.  

· Describe the escalation process for the client

To ensure that we only call clients when the events warrants it, SecureWorks has instituted escalation procedures and an escalation matrix for different types of incidents and services provided by the Security Analysts.  The time frames covering the escalation process differ based on the type of service; however, the order that different escalation entities are brought into the process is the same.

Describe how you return affected systems back to normal operation?

SecureWorks works with the affected client to contain damages and to advise during the repair or recovery process on security risks to different alternatives.
Do you support automated responses?

We use automation extensively to ensure that analysts are used only when human intervention is desirable and that clients are notified automatically.  

Do you perform forensic analysis?  Is this an additional charge?

We have been called in by both clients and non-clients for forensic investigations.  Depending on the level of effort, we sometimes provide help at no cost and other times put together a professional services engagement to conduct the investigation.

Do you get involved with local, national, and international law enforcement?

We focus on preventing intrusions rather than prosecuting the perpetrators.  However, we do get involved as needed with the FBI and Secret Service to provide needed information for investigations.

Do you recommend improvement steps to ensure that same intrusion is not again successful?

Absolutely!  It is possible that an additional layer of defense might have prevented a problem or that the configuration of network equipment created vulnerabilities that can be easily addressed.  

Reason For Question

Describe how the client is informed and involved in these processes. Be sure to mention client roles, responsibilities, and approval authority.

Mandatory Response Format: Word count: not exceeding three pages
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