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Edited for posting by NW Computing magazine

The following RFI details the Wireless LAN capabilities offered by Extreme Networks.
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1. Architecture. The approach to design of enterprise WLAN systems varies among vendors. Enterprise IT professionals evaluating system purchase decisions often seek to gain a greater understanding of the approach taken by each vendor. Describe your overall architectural approach to enterprise WLAN solutions.

Extreme Networks’ Summit WM Architecture

To better support growing amounts of wireless users, emerging applications and convergence in the Enterprise environment, Extreme Networks offers its Summit WM wireless architecture, consisting of wireless switches, integrated network management, “fit” Altitude access points and comprehensive wireless security. This secure and standards-based wireless architecture benefits from centralized management, the distributed processing of critical functions such as dynamic RF management and strong encryption along with capabilities that make Voice over Wireless high-performing while simple to install and support.

The Altitude 350 AP uses the CTP tunneling protocol to encapsulate the packets and forward them to the Summit WM-Series Switch. The Summit WM-Series Switch decapsulates the packets, applies all administrator-defined policies to the traffic, and routes these packets to destinations on the network.  The Summit WM-Series Switch functions like a standard router as it routes the network traffic associated with wireless users. 

Architectural Summary & Advantages

Extreme’s Summit WM architecture optimizes performance with an intelligent division of labor between the AP and the switch in four key areas:

· Client IP context & AP to switch connectivity – maintains the client’s TCP sessions and IP context.

· Time-critical MAC functions – intelligently distributes processing 

· Link security – provides encryption and decryption operations 

· Dynamic RF management –optimizes channel settings and power levels.

· Advanced Wireless IPS, location and RF monitoring–delivered through partnership with AirTight Networks

Client IP Context & AP to Switch Connectivity

The IP context for all sessions is maintained between the centralized Summit WM switch and the client.  Because the IP context exists between the mobile user and the centrally located Summit WM-Series switch, high-speed roaming across subnets is easy to implement without changes to the network.

Advantages to customers:

· Simplified deployment – there is no need to implement special subnets for mobility or make changes to the switching infrastructure.    

· Flexible configuration:  The Summit WM supports different types of deployments, including Branch office mode.  

· Fast roaming – Sub 50 ms roaming time across AP’s on different subnets

· Easy Client Management – no client software is required for roaming.

Time-Critical 802.11 Functions

All time-critical 802.11 MAC functions – such as encryption, dynamic RF management, contention management, association, beaconing, etc. -- are executed in the Altitude 350 access points. 

Advantages to customers:

· Improved performance and scalability since processing is not split with the centralized switch.  QoS, such as SVP and WMMi, is delivered at the AP

· More versatile topology with higher capacity

· Enhanced interoperability & faster time-to-market by leveraging the efforts of major chipset vendors.   There is no need to do extensive MAC-layer development.   

Link Security

Extreme’s solution terminates over-the-air security tunnels at the AP, not at a centralized switch or appliance. Extreme’s AP’s deliver hardware accelerated encryption in each AP for high performance link security.

Advantages to customers:

· Better scalability – process-intensive cryptographic operations occur on the Altitude 350, increasing network capacity with each addition of a new AP.

· Higher security – unauthorized traffic or tampering is detected and stopped at the AP, not at a central appliance located deep within the network.  

· Better branch support – since the AP “owns” link security, branch offices can enjoy high performance connectivity without needing a local switch

Dynamic RF Management

Using AutoCell® dynamic RF management, Extreme’s solution performs all optimization operations using inter-AP communications, not a centralized switch.

Advantages to customers:

· System stability – no system-wide “flapping” of channel settings, RF power.

· Superior scalability – support for very large networks can self-optimize.

· Better branch support – branch offices can enjoy continuous RF optimization and network self-healing without needing a local switch

In addition to the capabilities outlined above, Extreme has extended, through partnership, our architecture to incorporate the AirTight SpectraGuard Enterprise wireless intrusion prevention and performance management architecture to provide the following benefits to our customers:

· Protection for both the wired as well as their wireless networking infrastructure from wireless threats

· Incremental performance management and troubleshooting capabilities that will be especially helpful as enterprises migrate to VoWiFi

· Location tracking capabilities – of wireless threats and/or corporate assets 

2. Wired-Wireless integration. Many enterprise IT professionals are unsure whether they should focus on a single vendor for their wired and wireless networks or if a wireless overlay solution is a better choice. Provide your perspectives on this issue. If you are a company that offers an integrated solution, please explain the benefits of this level of integration, providing specific examples wherever necessary. If you are an overlay vendor, explain the benefits of such an approach and provide reassurance to those skeptics who feel it is best to look to a single vendor for wired and wireless LAN systems.

Extreme offers its customers the choice of an integrated solution or an overlay solution.  In either case, Extreme offers common management.  The Extreme integrated solution utilizes the Altitude 300 access point with its Alpine and Summit switches.  This solution is ideal for situations where Extreme edge switches are used and the customer wants the simplicity of adding a few access points, either directly connected to the switch, or remotely connected and powered by PoE switches.

 
The Summit WM architecture serves as an overlay solution that has the advantage of being deployable in any network, independent of topology, VLANs, or switch vendor.  It provides high-performance voice-grade scalability as outlined in Section 1.  In addition, with its Access Domains, the Summit WM is designed to be very flexible to configure for different users and devices.  It offers management flexibility through its native interface, Extreme’s EPICenter product, or with other management products via SNMP MIBs.   

Extreme’s partnership with AirTight provides wireless IDS/IPS, performance management, and location capabilities that are complimentary to Extreme’s wired switches, its integrated wireless solution and the Summit WM.   

3. Security. The ratification of the 802.11i standard and subsequent incorporation of this standard into the Wi-Fi Alliance’s WPA2 certification program has some in the industry concluding that enterprise WLAN security challenges have been solved. However, most enterprise IT professionals realize that WPA2 is just one part of the security problem, that a multi-layer end-to-end wireless security solution that addresses authentication, authorization, monitoring, mobility, and end-point security is required for enterprise-class WLAN systems. Explain how your solution meets these security challenges and to what degree these security services are integrated or dependent on third-party solutions.

Extreme offers comprehensive, end-to-end security capabilities that ensure secure wireless communications, operation, and management for network threats.  

· Wired network and corporate infrastructure

· Summit WM

· AirTight wireless IPS solution

· Management tools

Wired network and corporate infrastructure

Extreme has the advantage of offering strong “wired” security capabilities – from the edge of the network to the core -- that are complementary to its wireless security.  Extreme’s switches offer Layer 1 to Layer 3 security capabilities such as MAC lock-down and limiting to lock out rogue access points and hubs and spoofed address protection and DHCP-enforcement.  Denial of Service attacks can be contained by CPU-DoS Protection with programmable ACLs and rate limit detection.  The core switches can be partitioned into multiple virtual routers with ACLs or physical firewalls between them.  The EXOS hardened OS is modular, enabling the containment of attacks and failures to module.  Extreme’s Sentriant product can detect and mitigate rapidly-propagating threats.  

ExtremeXOS supports Network Access Protection (NAP) from Microsoft, helping to ensure that all new devices entering the network are authenticated, authorized and within policy.  

The Summit WM

The Summit WM provides directory-integrated link security, rogue detection, and policy-based security.  Access Domains enable the fine-grained definition of link security characteristics and policy based on user and/or device type, while leveraging existing directory resources.   Each WM-AD specifies how the wireless user or device should authenticate, with options for browser-based login, MAC address verification, or 802.1x Enterprise AAA identity management. MAC address authentication can be combined with other link security types.  The Summit WM can proxy RADIUS transactions to an Enterprise resource, using standard RADIUS parameters to modify access by user or group. Filtering (essentially ACLs) can be set to “Allow” or “Deny” traffic to an IP addresses for Layer 3 security or at the port level or traffic type (such as TCP or UDP) for Layer 4 control.  During the roaming, the Summit WM uses 802.11i pre-authentication to ensure that the client is authenticated before it actually roams to the next AP.   This is done AP by AP, ensuring security while maintaining the user’s IP session with identical security policy.  

A complete set of privacy options is offered, ranging from unencrypted communication, shared key, to WPA-v1, and WPA–v2.    User traffic can be placed in VLANs from the Summit WM or tagged at the AP with Branch office mode.  The Summit WM provides IDS functionality called Summit SPY, which offers rogue access point and ad-hoc network detection. The dual-purpose AP’s can scan and support user connections, allowing for dual-purpose leveraged AP investment.    All of the Summit WM security capabilities are included with the system at no extra charge.
AirTight IDS/IPS solution

The AirTight SpectraGuard Enterprise IPS solution provides industry leading – and Tolly Test proven – Layer 1 and 2 wireless threat detection, classification, and prevention. Extreme’s customers have the benefit of world-class wired security features combined with AirTight SpectraGuard wireless IPS capabilities. 

The Airtight solution provides comprehensive wireless threat detection which includes rogue APs, misconfigured APs, adhoc networks, client misassociation (aka accidental client associations), unauthorized client association, MAC address spoofing attacks, Honeypot attacks (aka Evil-Twin, Etc), and DoS attacks. The solution provides accurate device classification for APs and clients and provides compliance auditing/reports such as SOX, GLB, HIPPA, and DoD.     

Monitoring Tools

The combined Extreme Networks and AirTight solution provides troubleshooting and performance monitoring capabilities.  The Summit WM offers reports and alarms for the system and clients.  Its rogue detection findings are summarized in an easy to use report.  The system supports secure access through SSL, and Secure Shell (SSH) interface and RADIUS accounting.  AirTight’s SpectraGuard Enterprise provides remote-packet capture, event level troubleshooting features, real-time and historic performance monitoring. In addition to this, real-time RF visualization is supported to verify AP coverage as well as sensor coverage.  Extreme’s EPICenter management platform provides alarms and reports on system and security status.

4. Guest access. Increasingly, IT professionals are being called on to accommodate the needs of guests who wish to gain Internet access while visiting their facilities. Providing guest access while insuring that it does not violate internal security policies or result in significant administrative overhead or inconvenience can be quite challenging. Describe the capabilities of your system facilitate guest access services.

The Summit WM offers several types of authentication that can be used for guest access, such as AAA (802.1x), EAP and PEAP.  A typical guest access deployment uses a browser-based logon screen (“Captive Portal”) and filtering rule policies.  As explained in the previous Security section, filters can be applied to limit the guest access rights and/or to put the guest into a “walled garden”, allowing them access only to the outside Internet and corporate homepage.  Guests can also be directed to a specific VLAN for further security.  Guest access can be configured with any level of encryption, although guest access is typically open.    The Summit WM guest access capabilities are included with the system at no extra charge.

AirTight enforces a per-VLAN security policy to detect and prevent network mis-configuration such as a guest AP connected to a switch port that is mapped to the corporate subnet.   It can also enforce advanced guest policies such as preventing corporate users from associating to Guest network enabling outbound corporate traffic to Internet to be scrutinized for content.  

5. Performance and Scalability. Many forward-looking enterprise IT professionals envision a day when wireless is the default mode of network access within their organizations. However, there are concerns that existing systems may not be scalable enough to meet these emerging needs both as relates to a campus deployment as well as a distributed deployment where wireless services need to be provided at a large number of geographic locations. Explain how your solution is capable of meeting these scalability challenges and, using metrics of total number of AP’s, total physical locations, or total concurrent users, describe your largest wireless installations. You do not need to provide explicit reference to the organization, though we encourage you to provide us with such references if your customers are willing to talk to us privately.

The Summit WM is offers large scale, voice-grade performance:

· Architecture.  As outlined in Section 1, the Summit WM offers a scalable architecture that offers the ease of centralized configuration/management while distributing processing-intensive activities such as encryption and dynamic RF management. 

· High-Speed Cross-Subnet roaming.   Summit WM series switches offer fast roaming across subnets, as documented in our Tolly test.  Roaming speeds are 8.4 ms across AP’s on the same subnet and 10.8 ms across AP’s on different controllers, both below the 50 ms industry benchmark for voice-grade performance.  A Summit WM can support up to 200 AP’s per controller and multiple controllers can seamlessly operate together in an enterprise.  

· End-to-End QoS.  The Summit WM maintains voice packet priority from the wireless client to destination. Over the air, latency sensitive traffic is given priority transmit status using either the SpectraLink Voice Protocol (SVP) or 802.11e Wireless Multimedia Extension (WME) priority management.  Type of Service (ToS) field or DiffServ tags maintain priority of the packet over the wire.  Extreme’s wired switches support leading layer 2 and 3 QoS mechanisms to facilitate the transmission.

· Dynamic RF Management.  The Summit WM utilizes AutoCell to automatically set channels and dynamically manage the RF environment.  Running in a distributed way that does not impact the controller, AutoCell can also be set in shaped mode which keeps a strong beacon strength while throttling down the RF in order to facilitate fast roaming.

· Branch Office Mode.  The Summit WM is unique in its Branch Office mode capabilities.  While a Summit WM can be centrally located in the HQ, Altitude 350’s can be economically placed in remote locations.   User traffic can be tunneled back to the controller but for better performance and resiliency from WAN failures, traffic can be bridged and tagged to a local VLAN.    

· AirTight’s SpectraGuard Enterprise system is designed to be linearly scalable. Number of sensors capacity is proportional to the server hardware configuration. The default server configuration provided by AirTight can support up to 500 sensors. Using Manager of Manager (MoM), unlimited number of sensors can be supported.

As an example of the versatile scalability of the Summit WM, a large government entity chose the Summit WM for wireless coverage across many locations in its province.  The customer purchased many Summit WM systems many more Altitude 350 APs along with many Summit 300-24 switches to provide Power over Ethernet for the Altitude 350 APs.   The Branch office mode is being used extensively.  The customer chose the Summit WM over other WLAN solutions for its economical Branch office mode, the ability to flexibly use Access Domains to manage a large number of SSIDs across many locations, and because of Extreme’s wired switch capabilities, including authentication of multiple supplicants per single physical port via HTTP/dot1x/MAC.  

6. Availability. As WLANs make the likely transition from secondary (to Ethernet) network access method to primary network access method and wireless applications begin to become more mission-critical, redundancy and high-availability become more critical elements of the enterprise WLAN purchasing decision. Explain the high-availability features offered with your product line and describe, including both system failover capabilities as well as any other features that enhance availability. Also, assess the incremental costs associated with implementing these system capabilities. 

All aspects of the Summit WM solution provide enterprise-grade high availability. 

· Radio level.  AutoCell detects AP failures and boosts the power output of the neighboring APs to compensate for the gap in coverage. 

· Switch availability.  The Summit WM switch ships with redundant power supplies, eliminating concerns about power supply failure. In addition, the switch can be configured in redundant mode with a second Summit WM switch.  

· Network link failure.  The Summit WM switch can select a new network route using Open Shortest Path First (OSPF).

Extreme also offers a number of “wired” high availability features – such as EAPS -- to provide a more resilient network.

AirTight’s SpectraGuard Enterprise solution provides a 1+1 hot redundancy solution to the Wireless LAN infrastructure.  For example, if a WiFi DoS attack is launched on a customer’s facility, it could potentially put the WLAN out of service.  With SpectraGuard Enterprise the network stays up, and the application displays where the attacker is so it can be mitigated.  This capability goes beyond just providing protection for Layer-2 based DoS attacks.   Or a user calls in – and says that they cannot connect through WiFi.  The APs say that they’re operating fine.  SpectraGuard Enterprise will enable the administrator to troubleshoot and resolve the user’s wireless connection, resulting in higher availability.

7. VoIP Support. The ability to support VoIP and other real-time applications are becoming increasingly important on enterprise networks. Wireless VoIP in particular has attracted significant interest, particularly in organizations that are committed to VoIP on their wired networks or have mobile voice requirements that aren’t easily or cost-effectively met using cell-phones or private two-way radio systems. Describe how your system has been designed to accommodate these needs and provide one or more examples of organizations that have implemented voice services using your system. You do not need to describe that organization by name but you should at least describe their business requirement and the scope of their installation. 

As explained in the Performance section (#5) above, the Summit WM supports voice-grade performance with High-Speed Cross-Subnet roaming, End-to-End QoS, Dynamic RF Management, and for remote locations, Branch Office Mode. The Summit WM Tolly test verifies the roaming performance.  

The Summit WM has been certified by Vocera and passed Avaya’s DevConnect test suite.  The Summit WM is being used in large installations with the SpectraLink handsets.

There are three important capabilities that AirTight’s SpectraGuard adds to any VoWi-Fi install.  The first is helping the customer with planning for VoIP/VoWiFi.  This requires a different level of coverage, more awareness of potential channel interference, and a higher degree of redundancy/reliability than an average WiFi install.  AirTight’s SpectraGuard Planner can help with all of this. 

In addition to providing VoWi-Fi planning, the combined Extreme and AirTight solutions provided real-time RF monitoring for AP and sensor coverage. In order for VoIP calls to be smoothly handed off from cell to cell, appropriate cell coverage and overlap can be ensured using real-time RF monitoring. In addition to AP coverage, real-time RF monitoring can be used to ensure appropriate sensor coverage (i.e. security coverage for the VoWi-Fi deployment).    The last is the troubleshooting capabilities of SpectraGuard Enterprise – again described above.

8. Design and Deployment. The cost of implementing an enterprise WLAN involves not only the cost of network hardware and software, but also staff time required to design and implement the system. To address these challenges, most vendors provide capabilities to facilitate site surveys and/or develop a logical model of the WLAN prior to installation, either using integrated tools or by relying on integration with a partner’s offering. Describe the design and deployment capabilities of your system and provide an example of an installation where a customer has benefited from these services.

Extreme Networks offers both product and service capabilities that facilitate the design and deployment of WLAN systems.  From a product perspective, the Summit WM switch has the flexibility to be deployed anywhere within an IP network, regardless of existing topology.  Access Point discovery is simplified by flexible options for the Summit WM to discover access points.  The WM Access Domains enable easy & powerful configuration of profiles for different types of users and devices.  The graphical user interface is intuitive and easy to use.  

For pre-installation site surveys, Extreme offers several options.  For customers who wish to do their own site surveys, we offer the LanPlanner product from Motorola.  Most customers, however, choose to have a site survey done for them.  Extreme Professional Services (EPS) provides wireless site surveys that are combined with customized wired infrastructure designs and services for a complete infrastructure service offering.  EPS has personnel with many years of enterprise network experience as well as Ph.D-level of RF expertise.  The organization uses best-in-class site survey and troubleshooting tools.   EPS has been a critical factor in winning a number of WLAN deals, including one in a complex facility that required multiple WM1000’s and many Altitude 350 access points.  The customer clearly stated that the reason they chose Extreme over another WLAN solution was the professional and thorough site survey by EPS.

9. Monitoring and Management. As enterprise WLANs expand from tactical hotspot installations to pervasive deployments, the monitoring and management capabilities become increasingly important, in facilitating deployment, enforcing policy and compliance, solving service problems, and proactively addressing capacity and performance issues. Describe your monitoring and management capabilities, making explicit reference to how your system meets the management and operational needs of users, help-desk staff, network engineers, and IT managers. 

Extreme provides multiple levels of monitoring and management.

· Summit WM Management Console.  The Summit WM offers an easy-to-use interface that provides centralized configuration and management of users and devices and can be accessed via a web browser over the network or directly through a management port on the system. The interface provides remote performance and session monitoring, logs and traces, reports, display of the system, Altitude 350, and Access Domain configurations, statistics, status monitoring, and Summit Spy.   The system supports SSL, SNMP v2, FTP, RADIUS accounting, statistics, syslog, and Secure Shell (SSH).

· AirTight SpectraGuard Enterprise.  AirTight SpectraGuard provides easy-to-use interface that provides configuration wizards to help setup the appropriate wireless monitoring, detection, classification, and prevention of threats. In addition to wireless IPS capabilities, AirTight’s SpectraGuard solution provides detailed compliance reports such as SOX, HIPPA, GLB, DoD, and PCI. AirTight SpectraGuard solution can also provide detail performance monitoring charts to monitor the health of the WLAN network. Lastly, the combined solutions can provide advanced troubleshooting features, such as remote packet capture and detailed event-based logs.      

· EPICenter.   Extreme’s management platform, EPICenter, supports the Summit WM for creating an inventory of devices, monitor the network, receive traps, create topology maps with device groups,  and device reporting.

· Third-party management products.  The Summit WM supports SNMP v2 MIBs, allowing management, monitoring, and reporting from third party platforms such as HP OpenView.

10. Advanced Services. While all enterprise WLAN systems are expected to provide basic network access services, some vendors are developing specialized capabilities, including location services and asset tracking, to enhance their system offerings. Describe any unique capabilities or services found on your system that your customers have found important in making their system purchase decisions. 

Wireless IPS – Extreme provides wireless IPS and location capabilities via its partnership with AirTight Networks.  The AirTight solutions provide detection and auto-classification of devices and wireless events – to determine which (if any) are threats, the prevention of these threats, and the location of these threats – so you can know your network is protected. As described before, comprehensive detection/auto-classification of threats as well as robust and scalable prevention of threats are supported. Lastly, combined solutions are able to provide world-class location accuracy (3-4 meter accuracy with the appropriate sensor/AP density).   

11. Distribution Model and Partnerships. Describe your business model for delivering solutions to customers. You should describe the role of direct sales and sales-support staff as well as any distribution channels through which you operate. If a significant proportion of sales come through partners, describe your strategy for insuring that partners are knowledgeable enough to sell, deploy and support your systems. Also, if you have other industry partnerships that you feel are relevant to our readers, briefly describe them. 

Extreme sells globally via our direct sales force as well as through industry-leading distributors (such as TechData, Access, Catalyst, and Vodaone), resellers (such as Dell, SBC, and Siemens), and VARs.  Extreme offers professional services for pre-sales design and post-sales support.  Extreme has a strategic relationship with Avaya for which the Summit WM is used for VoWLAN installations.  The Summit WM has been approved by Vocera, Innerwireless, and has been DevConnect certified by Avaya.  Extreme is currently partnering with AirTight to provide its customers wireless IDS/IPS capabilities, RF management, performance monitoring, and location tracking.

12. Cost. While true cost of deployment and ownership is often related to the underlying system architecture, the cost of software and hardware components often represents a significant proportion of those costs. Provide manufacturer suggested retail pricing for the most common elements of your solution, including access points, switches/controllers, management systems, and software service modules. Also, describe the hardware and software maintenance costs associated with your solution.

Extreme Networks offers the Summit WM switch beginning at $16,995 and the Altitude 350 access point at $795.  ExtremeWorks Global Advanced Hardware Replacement, 24x7x365 worldwide TAC support, and e-support begins at $1,225 for the Summit WM and $25 for the Altitude 350.

AirTight Networks offers its SpectraGuard Enterprise Starter Kit for $12,500.  This includes the SpectraGuard Enterprise Appliance, four SpectraGuard sensors, a one-year product warranty and AirTight’s site survey planning service.  One year of support and maintenance for the Starter Kit lists for $2,372.  Additional sensors can be purchased for $795 each.
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