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Request for Information (RFI)

on

Information Security Outsourcing
RSVP Deadline: E-mailed by May 05, 2006 5 p.m. (EST)
RFI Deadline: E-mailed by May 19, 2006 5 p.m. (EST)
Publication Date: August 3, 2006
I. Introduction

Network Computing’s August 3, 2006 issue will have a feature devoted to outsourcing information security. Security is a continual concern for all businesses. For companies to work in a safe and trusted mode--both internally and externally--security must be addressed and managed in a professional manner. Both large and small enterprises are vulnerable to attacks that can cause business process interruptions and lost revenue.  Decisions to outsource security are generally based on cost savings; however, managed security services offer real-time network security monitoring, cover large geographic regions, and can take advantage of global threat and early warning identification systems to block threats before they affect employees, customers, and/or business partners. This review will provide guidance for readers weighing what to keep in-house and what to outsource. We have a virtual widget manufacturing company, NWC Inc., which we will use for this RFI. (http://inc.gb.nwc.com). 
If you would like to participate, please RSVP to the author, Joanne VanAuken (jvanauken@nwc.com), by May 05, 2006 and return the completed RFI by May 19, 2006.

A. Purpose

This Request for Information is proprietary to Network Computing and CMP Media, LLC. It is drafted and disseminated for the sole purpose of generating information for publication in Network Computing. Participating vendors must meet the minimum requirements for participation and agree that all information returned to Network Computing in response to this RFI will be published in print and in electronic form on our Web site, www.networkcomputing.com.

Please note that we reserve the right to examine a test unit of any product submitted for review in our Lab or at a customer site.

B. Instructions

The following minimum product requirements are necessary to participate in this review. Please check all that apply. 

___
Outsourcing service is available by May 05, 2006
___
Service includes off-site hosting of replicated data and/or systems as needed
___
Providing NWC Inc. with the proper security expertise to deliver an end-to-end solution

___
Is sold as a service
___
Service supports mid-tier and larger enterprises
If you do not meet all of these criteria, your product does not meet the minimum qualifications for this review. Please notify the author (jvanauken@nwc.com or 315 439.2438) by May 05, 2006 that you do not meet the criteria for participation. Thank you for your consideration.
If you respond to the RFI, please note the dates in Section C to complete the RFI on time for inclusion in our August 03, 2006 issue. We suggest you read through the entire RFI before answering questions. You can reference answers to other questions in the RFI using the section and question number. Please do not reference materials outside the RFI; incorporate them into your answers. This RFI will be the only source used to review your product.

Essay-type questions may include word-count limits. Any responses submitted beyond the limit may be disqualified.

Please answer all questions--this information is the foundation on which we determine the winning bid and our Editor's Choice Award. If you do not have an answer for a question or it does not apply, please indicate that in the space allotted. If you leave a question blank, we can only assume that your product does not support the proposition or that it does not provide an answer to the question.

Note that an as-tested list (MSRP) price is a required element of this review.

C. Effective Dates

RFI Issue Date: April 2006, 2006
RSVP Deadline: May 05, 2006 by email to jvanauken@nwc.com by 5 p.m. (EST), 

RFI Deadline: May 19, 2006 by email to jvanauken@nwc.com by 5 p.m. (EST) 
Publication Date: August 3, 2006
II. Business Overview

RFI Scenario:
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NWC Inc.

NWC Inc. delivers consumer electronic widgets around the globe and is recognized as the worldwide leader in producing widgets and the famous MacVittie robot. Founded in 1998, NWC Inc. employs 207 people and serves 600,000 customers around the world. Our Web site can be reached at: http://inc.gb.nwc.com , feel free to order products from us!
We are a growing and dynamic company with three new product lines, hundreds of new customers and over a terabyte of data added to our databases last year. Our business line managers are hands-on in monitoring not only sales, but also application performance in terms of availability and user experience.
Financial 

Annual revenue of $23 million is split between online (90%) and catalog (10%) sales. 

Profit is 5% ($1.15 million)

Projected growth of 12% per year

IT budget is 20% of CAPEX ($3.5 million) 

Locations & Employees

NWC Inc has its corporate headquarters in Green Bay, Wis. Of its 207 employees, 140 are located in Syracuse, N.Y., at our manufacturing plant. 

Manufacturing  (1 manufacturing plant)

	
	Number

	Worker  bees
	119

	Supervisors
	5

	Mechanics
	5

	Managers
	2

	Engineers
	3

	IT 
	5

	Director
	1

	Total
	140


Corporate Headquarters

	
	               Number

	CEO
	1

	CIO
	1

	CFO
	1

	Marketing Mgr
	1

	Finance Mgr
	1

	IT Mgr
	1

	Customer Svc Mgr
	1

	HR Empl
	3

	Finance Empl
	3

	Administrative
	4

	Network/Sys admin
	7

	DBA
	2

	App Dev
	10

	Tech Support
	8

	Marketing/Sales
	8

	Customer Svc
	15

	Total
	67

	ALL TOTALS
	207


Infrastructure

Corporate HQ

Web Server

Apache on Red Hat Linux 9
Application Server
IBM WebSphere on Windows 2000

Database Server
SQL Server on Windows 2000

Financial Application
Great Plains on Windows 2000

Directory Server
ADS on Windows 2000 (to be upgraded to run on Windows Server 2003 Q3 of 2006)
E-mail
Exchange Enterprise Edition on Windows 2000 (to be upgraded to Exchange 2003 running on Windows Server 2003 Q3 of 2006)
Storage Size

4 terabytes of source data, replicated to 4 terabytes

Syracuse NY Manufacturing
Database Server
Oracle 9i on Redhat Linux AS 4

Application Server 
Oracle 9i on Windows 2000

Web Server 

Microsoft IIS

Stock Management
Internally Developed on Application Server

Storage Size

2 terabytes of source data, replicated to 8 terabytes

Business Goal:

Today, information security moves at a rapid pace, is often associated with negative publicity, is only understood by a small percentage of the population, and if incorrectly implemented, can put any size organization out of business!
Network security is of prime importance to NWC Inc. With a corporate focus on growth, NWC Inc. is looking for IT security solutions that are scalable and do not require large capital investments or additional staffing. Wanting a best-in-class solution but realizing that building, implementing, and operating our own security infrastructure is prohibitively labor intensive, NWC Inc. is looking to see how managed security services can create a secure network while controlling costs.
We’d like to partner with an organization that will provide outsourcing resources for managed services for firewalls and intrusion detection; router/switch maintenance and security; proactive, continuous (24x7) security monitoring to provide early warning threat identification and detection capabilities; incident management including forensic analysis; log monitoring services; vulnerability and penetration testing; information security risk assessments; data archiving and restoration; security patching; anti-virus/anti-phishing/content filtering services; and on-site consulting. How much of our security functions moves to an outsourcer will be determined in part by the level of support and expertise available, and cost. Availability and stability are also very important to NWC Inc. An outsourcing choice will consider demonstrated measures outsourcers have taken to control operational and environmental factors.
NWC Inc is a 24/7 e-commerce business and must design a security plan that will support its data center operations and business.

Technical Goal:

Currently all NWC Inc. systems are x86 architecture, but two possible architecture changes are currently being considered. One possibility is to move databases to traditional Unix hardware. The second is to operate Web servers and application servers in a load-balanced, high-availability environment.  Please consider current hardware for this RFI, but also keep in mind and suggest, where appropriate, features and services that support these two possibilities.
Diagram
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Not Pictured: Adaptec/Snap NAS On HQ Network

B.  Information Security Outsourcing Questions (Company Viability):
The following questions explicitly address the viability and capabilities of information security outsourcing providers. Please answer each. 

Question B.1: Corporate Capabilities

Corporate capabilities are broken into the following categories: Financial, Services Offered, Organizational Breadth, Investment Strategies, References 

 Financial 

a.
Provide your most recent annual report and financial statement and those of your key investors if they are not publicly available. 

Cybertrust is the result of the Q4 2004 merger of three leaders in the security market: Betrusted, TruSecure and Ubizen. The company is privately held and has a pro-forma revenue for 2004 of more than $160 million and more than 4,000 customers. Cybertrust’s strong financial position is reflected in the fact that it has $22 million in cash and a revolving bank line for an additional $12 million, of which none is drawn. In addition, the company has no debt on its balance sheet.

The Company is backed by some of the leading venture firms in the world including, One Equity Partners (an investment arm of JP Morgan Chase), Greylock, Weston Presidio, Walden, J.W. Seligman, and JP Morgan Partners. Please note that as a privately funded company, Cybertrust’s financial information is not publicly available and the company requests Network Computing to treat this information as confidential.

b. Indicate the total number of active security service contracts, indicating the percentage of multi-year and single year contracts. Describe your annual rate or percentage of new, renewing, and terminating contracts. 

The following table provides an overview of the number of active Cybertrust Managed Security Services (MSS) contracts in 2005.  The ‘countries’ column indicates where the contracts were signed. Eighteen percent of these are single-year contracts and 82 percent are multi year contracts. Cybertrust has a contract renewal rate for MSS of more than 95 percent.
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AsiaPac 2

Belgium 33

France 4

Germany 10

Greece 1

Italy 4

Luxembourg 5

Macedonia 1

Netherlands 17

Poland 1

South Africa 1

Spain 1

Switzerland 1

United Kingdom 81

Canada 2

United States 71

235


c. Provide information regarding any recent mergers and acquisitions, initiated by your organization or initiated by others.

In November 2004, Cybertrust (formerly known as TruSecure), Betrusted, and Ubizen merged to form Cybertrust Holdings, Inc. serving customers in more than 50 countries. Certain Cybertrust entities have been in business since 1989.  To date, the company has reduced annualized cost by over $35 million.  For 2006, Cybertrust is projecting further growth and is focused on continued profitability.  

Services Offered

a.   Name the markets or industries you target for each of the services you offer 

Cybertrust targets large enterprises and governments that face critical information security and compliance challenges across the entire security lifecycle. Cybertrust delivers security solutions based on products, professional services, or managed services. In Managed Security Services (MSS), Cybertrust historically has been very successful in the financial services and insurance market, the healthcare and pharmaceuticals industry, and the government sector. The following table provides a breakdown of the Cybertrust MSS client base over the different vertical markets:

[image: image6.emf]Vertical Markets Percentage of Projects

Banking/Finance 29%

Consumer Products 9%

Government - Country (e.g. France) 3%

Government - US Federal 1%

Government - US State and Local 5%

Health Care 9%

Higher Education 1%

Insurance 5%

Media 4%

Manufacturing  5%

Retail/Wholesale 1%

Services 14%

Telecommunications 12%

Transportation 1%

Utilities 1%

Other * 1%


b. Describe what percentage of annual revenues for the previous fiscal year derives from each requested service.  Indicate the number of service engagements, by requested service, which your company has conducted for clients over the past year.  Indicate the average size of the client’s network (small, medium, large).  For example, state “Vulnerability assessments services: 10, Large.”

The table below provides the breakdown of Cybertrust’s annual revenue (given the merger in Q4 of 2004, these numbers are not official figures, but are close estimates). The figures illustrate that MSS is a core business of Cybertrust.

[image: image7.emf]Service / Product Revenue (%)

Professional Services 40%

Managed Security Services 34%

Products 26%


c. What percentage of your staff is involved in direct service delivery and managing current client accounts?

Forty-nine percent of Cybertrust personnel are involved in Service Delivery. The Service Delivery organization contains the following groups: Professional Services personnel, Client Service Managers, and personnel working in the Security Operations Centers of Cybertrust (Customer Services Desk personnel, Security Analysts and Security Engineers). Account Managers who are part of the Sales and Marketing division are also involved in managing the client accounts.

 Organizational Breadth

· Is your current business regional, national, or international? 
Cybertrust is headquartered in Herndon, Virginia, and has many offices across the United States   It also has a strong global presence with 30 offices in 14 countries.  From an organizational point of view, Cybertrust distinguishes three regions: the Americas, EMEA (Europe, Middle East and Africa), and Asia Pacific.  For fiscal year 2004, revenues were split evenly across the three regions.  The reason for this regional structure is to assure localization of the Cybertrust services to meet local needs.

· Describe your approach and your capabilities to provide global support, including, but not limited to, worldwide locations, expertise in national languages, knowledge of national and local laws that affect requested services, and relationships with national and local law enforcement agencies.

With regard to MSS, Cybertrust manages and monitors security devices installed in 46 countries around the globe.  The majority of the MSS clients are served from Cybertrust’s two main Security Operations Centers (SOC) in Atlanta, Ga., and Leuven, Belgium, assuring a 24x7 global service, even in case of a disaster causing one SOC to fail.  The official language used throughout Cybertrust’s MSS operations is English but the Customer Service Desk speaks seven languages.  
Over the last four years, Cybertrust (through the Ubizen acquisition) has built up close working relationships with several national and local law enforcement agencies in both North America and Europe through both its forensics services and its Managed Security Services activities.  
Cybertrust’s MSS organization and architecture support the flexibility required by particular clients or particular local legislations. As an example, Cybertrust has built a complete Security Operations infrastructure including a Security Management Centre (SMC) and a Security Operations Centre (SOC) in Luxembourg to serve the financial services institutions in that country, as local legislation prohibits data of these institutions to be monitored from outside of the country borders. Another example is that of a Swiss financial services institution for whom Cybertrust has built a private Security Management Centre hosted at the client’s facilities. This set-up allows this customer to keep its security data at its own-premises at all times, and in case of emergency to close the connection between their premises and the Cybertrust Security Operations Centers.   

Investment Strategies

a. Describe your approach for investing in technology and research and development to increase operational efficiency while keeping up with the rapidly changing threat environment.

Cybertrust’s Managed Security Services Research & Development resources and budgets are split over four types of activities:

1.
R&D dedicated to add new functional features to increase the value of our MSS services to our clients, e.g. extend the functionality of the Security Dashboard with analytical query capabilities.

2.
R&D evaluating new types of security technologies, i.e. what security technologies at the network and application level should Cybertrust be managing and/or monitoring, e.g. build security monitoring support for critical application servers to detect failed logins in real-time. 

3.
R&D dedicated to adding vendor support for existing security technologies, e.g. add support for a firewall from a new vendor.

4.
R&D focusing on increasing the operational efficiency of Cybertrust’s MSS Operations team, e.g. extend functionality of the Security Analyst console to see threat and asset information related to an attack in one screen.

The Cybertrust MSS Product Management team owns the roadmap of the MSS offering, and decides – per release – on the weight factor of the four activities explained above. Through this process, Cybertrust ensures a balance between keeping up with the changing threatscape and ensuring efficient operations. Product Management has regular contacts with Cybertrust MSS clients, IT security vendors and market analysts to keep ahead of new developments and to validate its roadmap.

In addition to MSS-specific Research & Development, Cybertrust also spends a lot of R&D effort in the domain of Security Intelligence. Cybertrust’s intelligence information comes from public and private sources around the world, i.e. product vendors, industry experts and government agencies. Other sources unique to Cybertrust include ICSA Labs, Internet Security Reconnaissance Team, Overkill and the Risk Operations Services Team.  

· ICSA Labs: an independent division of Cybertrust, has long been the security industry's central authority for research, intelligence, and certification testing of security products. ICSA Labs sets standards for information security products and certifies more than 95 percent of the installed base of anti-virus, firewall, IPSec, cryptography, and PD firewall products in the world today.

· Internet Security Reconnaissance Team (IS/Recon team): The Internet Security Reconnaissance Team (IS/Recon Team) currently tracks more than 11,000 individual hackers and maintains gigabytes of activity logs, photographs, chat, inter-group and intra-group communications, postings, and code samples.  As of January 2004, the IS/Recon Team logged and tracked approximately 1,520 successful Web site hacks daily.  The team can often find and expose the perpetrator when asked to assist in an investigation.  

· Overkill: Since 1995, Cybertrust has maintained a huge database of “open source” security information. An application (the overkill ticker) runs constant key-word searches against all the new information in the overkill database.  Results are presented every 10 minutes to various risk analysts in Cybertrust.  The output from Overkill (and a suite of related tools including Cybertrust’s AIMS system) drives the activity of the company’s “Intel” team.  

· Risk Operations Services Team:  Cybertrust operates several facilities around the globe providing risk and related security services with significant input to the company’s real time risk monitoring and research. 

b. What are the highest priority initiatives in your company that affect the requested services?

Cybertrust is in the process of integrating the ‘Threat’, ‘Vulnerability,’ and ‘Compliance’ Line of Businesses, as we see these three domains converging in the market. The next section on vision and direction contains several examples of how Cybertrust will be leveraging its expertise in the domain of Vulnerability Management and Compliance Management to further increase the value of its Managed Security Services.

In addition to the above, Cybertrust also intends to ensure a tighter integration between its MSS offering and the different security intelligence resources inside of Cybertrust. As an example, the MSS roadmap for 2006 includes the addition of a Security Intelligence section in the Security Dashboard. 
c. What is your company’s vision and direction for currently offered services as well as plans for additional services and support of new technologies?

At Cybertrust, we see Managed Security Services as a strong combination of three components: 

1. Customer interaction

In a Managed Security Services partnership there is regular interaction between the MSSP and the customer: Security Analysts in our SOCs speak with the authorized security contacts at your premises; our Client Service Managers have regular review meetings with you to discuss the service and discuss recommendations to enhance your security; and last but not least you have access to the Security Dashboard to submit service requests, look at reports and statistics, and query the event and incident database. 

2. Process optimization

A Managed Security Service is structured around a number of processes in the domains of change management, security monitoring and incident response. As we are an extension of your security organization, these processes need to be streamlined between both of our organizations, need be well documented, and need to be enforced. 

3. Enhanced security
As your Managed Security Service Provider, our ultimate goal is to enhance the security posture of your organization. We can do that by keeping your security infrastructure in the best state possible (management service) and by filtering out what are threats to your organization and respond to them appropriately (monitoring service).
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The Cybertrust MSS Roadmap is structured around these three components, and includes the following enhancements: 

1. Customer Interaction

· Compliance Reporting: Cybertrust has extensive knowledge in the domain of Compliance through its Risk Commander and Security Management Program offerings. By leveraging this expertise, Cybertrust will create a compliance section and a compliance report in the Security Dashboard. These will contain a list of controls which are relevant in view of regulations and standards such as SOX, GLB, HIPAA, ISO17799, and Basel II, and indicate whether or not these controls could be verified and ‘ticked off’ through the Managed Security Services. 

· Analytical Security Reporting: based on user feedback, we will be adding analytical security reporting functionalities to the Security Dashboard. This new functionality will provide clients with a high-level overview of their security posture and allow you to generate analytical security reports on top of the security event data. It will allow users to track information such as which parts of the network are attacked most, which systems are targeted most, is the number of harmful attacks increasing or decreasing, and what is the nature of these attacks. 

· Security Intelligence: Cybertrust will add an advanced ‘Security Intelligence’ section to the Security Dashboard, which will include Cybertrust’s ‘Radar’ and ‘Malcode’ alerts, Cybertrust ‘Hype or Hot’ reports, and the output of Cybertrust’s weekly and monthly risk briefings. 
2. Process Optimization
For a number of its customers, Cybertrust has built a mechanism to integrate with the customer ticketing system in a one-way direction. This means that incidents or tickets are sent to a ticketing system at the customer premises in a pre-defined format (e.g. XML) and using a pre-defined transport mechanism (e.g. e-mail). Cybertrust will add support for a two-way integration, meaning that incidents and tickets can move back and forth in both directions.
3. Enhanced Security

As part of our Managed Security Services, we collect logs and alert data from your security devices to filter out events or incidents that can pose a real threat to your organization. It is our belief that the optimal way to detect such threats can be achieved by combining threat information (coming from the devices), with asset information (on the hosts protected by your security devices) and vulnerability information. As such, Cybertrust continues to expand its capabilities to import and interact with asset and vulnerability scanning technologies and well as with security intelligences sources.

In terms of support for additional technologies, it is a fact that the majority of security investments are still made at the network layer. However, the core assets of most organizations can be found at the application layer, including critical data and applications. As the world’s largest Managed Security Services Provider, we want to lead organizations on this path to expand their security frameworks with application-level security controls.

If you consider the full ‘path’ between a user on the one hand and your core company data on the other hand, you will cross both a number of security devices (such as firewalls, network intrusion detection systems, and host intrusion detection systems) and a number of non-security devices. In this context, Cybertrust will expand its MSS portfolio with specific monitoring support for ‘non-security’ devices. 

By the end of 2006, Cybertrust will be able to parse logs from servers (Windows, Linux, Unix), web services (web servers, application servers) and LDAP severs (LDAP flavors and Active Directory) to filter out security related events such as failed logins. Such events can be important to detect potential attacks, and are relevant in context of compliance reporting. Cybertrust will use its unique Event Generation Policy Language (part of the SEAM correlation & classification engine) to write signatures that create security events when specific log entries (e.g. the failed login) occur.

References – THESE ARE CONFIDENTIAL
a.   Provide three references from clients: With similar types of organizations (size, market segment); With similar levels of infrastructure complexity and capacity requirements; That are currently using the services requested in this RFP  

Cybertrust is providing references from three clients, i.e. MasterCard International and Thomson Financial, for whom it provided similar managed security services.  
1. MasterCard International is a leading global payments solutions company.  In early 2001, MasterCard selected Cybertrust to deliver the MasterCard Site Data Protection Service™ (SDP) – a multi-tiered, comprehensive set of global e-commerce/financial security services designed to help protect the websites of its member financial institutions and online merchants. 

2. Thomson Financial (TF) (New York, USA; NYSE:TOC) is one of the main providers of integrated information and technology applications for the global financial services industry.  Currently, Cybertrust MSS manages firewalls for Thomson Financial. Furthermore, Cybertrust has also performed several security assessments for Thomson Financial.

c. Include, for each reference: the company name, contact name, contact title, phone number, e-mail address, types of service, and dates of service.

At this stage of the process (RFI response), Cybertrust is unable to provide contact information for any of the references cited in this response to Network Computing’s Request for Information (RFI). However, Cybertrust will be able to arrange a conference call with its references if Network Computing indicates an interest in speaking to them. 

Answer Guidance
Reason For Question

To explain your breadth, experience and reliability as a support partner for NWC Inc.
Mandatory Response Format:
Word count: Summary not exceeding four pages with executive overview

Question B.2: Country Handling Outsourcing and Associated Environmentals 
NWC Inc. strongly prefers to utilize a United States-based outsourcing location; however, if you strongly feel that you have a location outside the United States that could better service NWC Inc. as it looks to outsource information security, please indicate the country and answer the question based on the specific location you think will be a best fit. If outsourcing will be handled outside of the United States, be sure to include why this will benefit NWC Inc.’s business operations.

Cybertrust’s MSS service is based on a three-tier architecture. The first tier is the customer premises. The second tier is a Security Management Center, where all customer data is parsed, analyzed and stored. The third tier is a Security Operations Center, where Security Analysts perform further human analysis and makes escalation and recommendations back to the customer. If NWC Inc. would opt for Cybertrust as its MSSP, all NWC security data (logs and alerts) would be processed and stored in a Cybertrust SMC located in the United States. NWC would be served 16 hours per day out of Cybertrust’s US Security Operations Center in Atlanta, VA, and 8 hours per day (US night) out of Cybertrust’s EMEA Security Operations Center in Leuven, Belgium. Cybertrust uses this follow-the-sun SOC model to ensure a thorough and continuously tested SOC failover model. This model ensures that two SOCs understand and know the customer’s environment on an ongoing basis, and has proven to be more effective then the ‘Regional SOC’ model whereby a client is served by one SOC, and will only ‘fail-over’ to another SOC in case of an emergency. 

If, however, NWC would insist on being served exclusively out of the United States, Cybertrust could serve NWC on a 24 hours per day basis out of its Atlanta, Ga., Security Operations Center. 
· Does the outsourcer monitor and review all physical access including the following:
· Identify and authenticate customer and outsourcer staff members who have physical access to IT assets providing customer services?

Both logical and physical access to IT assets used to monitor and/or manage client infrastructures is limited to Cybertrust authorized Security Operations personnel only. Furthermore data handling privileges are granted to only a limited number of personnel responsible for a particular account and all access is monitored and an audit trail is kept of such access. In addition, all Security Operations personnel must pass a thorough background check before they are hired; and all have received NATO security clearance. 
· Have a process for requesting and approving physical access?

Access to the security systems is exclusively granted to designated systems and security administrators, for specific tasks and within a defined time frame. All activities are logged, monitored and audited. This policy ensures that only approved and scheduled activities are performed on the (production) systems. Approved and scheduled activities (even in emergency) will always be the result of a full Change Management activity, including operational tests.

· Are physical assets dedicated to each customer or can they be shared by multiple customers?

By default Cybertrust Managed Security Services use a combination of dedicated and shared assets to serve clients. In this model, a so-called ‘Shared SMC’ is used. Data of several customers are stored in separate compartments within a single data center environment. However, the most critical components such as client connectivity, event collection, security dashboard reporting, and management stations are dedicated to one customer and can only be accessed by that one customer.

If a client requires a fully dedicated environment, Cybertrust can offer that option through a so-called ‘Private SMC’ implementation, whereby none of the machines are shared with other customers. 
In either scenario – the default shared SMC set-up or the optional private SMC - Cybertrust mitigates the risk of data confidentiality violations by taking strong, proven measures at the levels of infrastructure, processes, and people – the three cornerstones of our MSS solution. All handling of customer data is highly secured. Cybertrust MSS is compliant with the BS 7799 or ISO/17799 standard including the Asset Classification and Control, Access Control, Physical and Environment security, and Communication and Operational management.

Cybertrust’s Risk Management Group does regular audits, security assessments, and penetration tests on the MSS infrastructure. Vulnerability Assessments Monitoring tools run automated scans. Other security control mechanisms, such as IDS probes and agents are installed to reach the standards defined in the Cybertrust Orange Book “Policies, Processes and Procedures”, a document that follows the BS 7799 standard.

· How do you physically and securely segregate your assets and customer assets?

Customer assets remain on the customer premises. Customer data at the Security Management Center is secured and compliant with the BS 7799 or ISO/17799 standard including the Asset Classification and Control, Access Control, Physical and Environment security, and Communication and Operational management.

Cybertrust’s Risk Management Group does regular audits, security assessments, and penetration tests on the Cybertrust MSS infrastructure. Vulnerability Assessments Monitoring tools run automated scans. Other security control mechanisms, such as IDS probes and agents are installed to reach the standards defined in the Cybertrust Orange Book “Policies, Processes and Procedures”, a document that follows the BS 7799 standard.

· Is there a presence of a physical security system like a UPS, backup generator, redundant climate control systems, and a fire-control system?

Yes, all of these physical security systems are in place, and are discussed in more detail below. 
Please describe environmental controls and features of your proposed hosting service for NWC Inc. broken into the following areas: 

Air Conditioning

· Cooling is 99.99% guaranteed, with guaranteed restore time of 2 hours

· There is N+1 cooling where N devices can handle the installed power in the room

· There is fully redundant cooling 

· Cooling can be powered by the generator

· There is adequate airflow inside the closed cabinets

· There is an audit trail of the performance of the cooling
The objective of the air conditioning system is to maintain a low temperature and a medium humidity rate in the SOC/SMC rooms that is ideal for the equipment. The targeted temperature is 20°C (plus or minus 1°C). 

On average, five air conditioning units are installed per SOC/SMC. All units are protected by a 24/7 maintenance contract with a 4-hour maximum time to get a technician onsite.
Power

· Power is 99.99% guaranteed, with a guaranteed restore time of 2 hours

· There are at least two power feeds for each rack

· Each power feed has it's own dedicated circuit breaker

· All power needed in the rack is provided

· Each circuit comes with at least one UPS

· A dual electricity power grid feeds into the computer room

· There is a diesel generator backup

· 220V / 50Hz (Europe) or 110V/ 60Hz (US) single and triple faze available as needed

· The diesel generator is tested at least monthly

· Maintenance and battery health are checked at regular intervals (at least once per 6 months)

· The battery time is sufficient to hold on at least twice the time needed to start the diesel generator (till the power is stable)

· There is a procedure to make sure that the diesel generator is not turned off before the batteries are fully reloaded

· There is a contract with fuel suppliers (at least 2) with guaranteed delivery times

There is an audit trail of power performance
UPS Units
All SMCs and SOCs have a minimum of 2 UPS Units installed, each providing 50 KWh on average. 
The batteries have a minimum autonomy of 8 minutes (one UPS down condition, full server and air conditioning charge). Tests have shown that the Diesel Engine needs less than 10 seconds to start in case of a power failure.

The UPS systems were delivered by Merlin Gerin Libert IROSS and are maintained by PK Electronic.

Diesel Engine

The diesel engines in the SMCs/SOCs generate 250 KWh and have a diesel capacity of minimum 1200 liters. This allows Cybertrust autonomy of 27 hours using all servers and air conditioning units.

Maintenance

Both the UPS units and the diesel engine are protected by 24/7 maintenance contracts with pro-active remote control and monitoring by PK Electronic. The fuel level will be monitored, and an automatic refill shall be part of the support contract.

Physical Access control

The Security Operations Center (SOC) is the heart of the Cybertrust Managed Security Services. It hosts the Security Analysts and Security Engineers who continuously monitor the customer’s security infrastructures, report on violations, and recommend changes. 

Each SOC hosts:

· The Security Analysts and their workstations. They manage policies, produce reports, handle security events, etc.

· The System and Security Administrators and their workstations. They set up servers, manage software updates, etc.

· All customer context data, such as the customer network topologies, contact information, Device Under Management (DUM) passwords, and hard copies of policies.

· All generic data related to customer security, such as detection signatures supplied by vendors, release updates, service packs, hot fixes, and security alerts.

In the SOC, there are four security zones. Each zone has a specific role; and together they will isolate the Managed Security Network from all other Cybertrust devices and networks. The zones allow isolating controlled connections from the Internet. And they separate Office Automation from MSS processing. 

Zone 1 (direct access to MSS Customer Equipment in SMCs), zone 2 (preparation of MSS Customer Data, such as monthly reports), and zone 3 (access to personal e-mail and the Web) are under control of Cybertrust MSS Operations. Zone 1 is an extension of the Customer Environment. It has the most severe security. Zone 4 is the Cybertrust corporate network with its firewalls and connectivity.
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Figure 1: Security Zones in Cybertrust MSS
· Zone 1, SOC-SMC Link

Zone 1 has the highest security in the Cybertrust network. It is from this zone that a secure connection is set up with the equipment in the SMCs.

No other network or device may be connected directly or indirectly to this network without the written approval of the Cybertrust Security Officer and the SOC manager. No elements may be introduced into this network without specific tests.

· Zone 2, SOC-LAN

Zone 2 is the network with end user information and Cybertrust confidential information. This network will also be used to screen files from Zone 3 and convert them into PDF files before they can be viewed in Zone 1. 

· Zone 3, SOC-Corporate LAN Link

This network allows the Cybertrust analyst to access e-mail, the corporate Cybertrust network, and the Internet.

· Zone 4, Corporate LAN

Zone 4 links to the general Cybertrust network and is used for office automation. Within zone 4, there are isolated LANs for testing.

Fire

Fire Detection System

In the SOCs/SMCs there is an automatic fire detection and extinction system. When detectors detect a fire, they will sound an alarm and start flashing lights. This leaves the employees 20 seconds to leave the rooms. After 20 seconds the Argonite extinction gas will be spread in all rooms. There is a manual command to launch or stop the spreading of Argonite. 

All fire alarms are reported to a central dispatching center.  The diesel room is equipped with separate fire detection and extinction (part of the building facilities). 

Other

Cabling

Cabling is designed so that the power and network cables use different paths. The power and telecommunications cables are protected from interception or damage. 

All network cabling has to be approved by a senior Network Engineer for compliance with the Cybertrust regulations on network security.

Answer Guidance
Reason For Question

Describe how your environmental controls improve your service.
Mandatory Response Format:
Word count: Summary not exceeding three pages Specify controls and features in each category.

Question B.3: Customer Satisfaction

Describe your processes for handling client inquiries and reported problems.

· Describe customer service responsiveness, hours of staff availability, and available mechanisms for communication such as written, verbal, e-mail, face-to-face.
Most of the communications with Cybertrust customers are done via the Security Dashboard.  Strong authentication through the use of digital certificates is required.  Cybertrust recommends using the Security Dashboard as the main communication medium to request changes, view security state of the NWC network, view service description, and schedule reports.

In a number of cases, such as escalations and trouble tickets, Cybertrust will also use telephone and email communications with the customer.  Only secure mail, signed and encrypted, is accepted to communicate directly back and forth with the assigned contacts of the customer.  Telephone calls are considered as a notification mechanism only from Cybertrust to the customer.  Calls made by the customer need to be confirmed using the security dashboard or via secure mail.  In the event these are not available, a call-back procedure serves as fall-back mechanism. These controls are in place for security reasons to avoid non-authorized customer personnel making calls on behalf of the customer.
· Describe how issues involving unsatisfied customers are addressed. For example, is it described in service level agreements?
Service level agreements do outline procedures when there is a failure on Cybertrust’s behalf to uphold a service level. Rather than monitoring customer satisfaction reactively, Cybertrust works towards establishing a deep, trust-based relationship with its customers.  In that perspective, Cybertrust assigns a Client Service Manager to each of its MSS customers. The Client Service Manager is the customer’s first channel to raise service issues. At the same time, the Client Service Manager will probe the customer’s service requirements and satisfaction level. Thanks to the Client Service Manager function, Cybertrust is able to respond more rapidly and appropriately to changes in these needs, and can take corrective actions when service adjustments would be needed.

· Describe the secure communications available when privacy is of the utmost concern. For example, secure voice, fax, encrypted e-mail.
Most of the official communications with Cybertrust customers are done via the Security Dashboard.  Strong authentication through the use of digital certificates is required.  Cybertrust recommends using the Security Dashboard as the main communication medium to request changes, view security state of the NWC network, view service description, schedule reports, etc.

In a number of cases, such as escalations and trouble tickets, Cybertrust will also use telephone and email communication with the customer.  Only secure mail, signed and encrypted, is accepted to communicate directly back and forth with the assigned contacts of the customer.  Telephone calls are considered as a notification mechanism only from Cybertrust to the customer.  Calls made by the customer need to be confirmed using the security dashboard or via secure mail.  In the event these are not available, a call-back procedure serves as fall-back mechanism.

· Describe both, national and international service support.
Cybertrust runs global 24x7 security operations from its Security Operations Centers in Leuven, Belgium and Atlanta, GA.  Both run in a follow-the-sun service model to close the 24 hour loop.  This model will soon be completed with an additional SOC in Canberra, Australia.

However, Cybertrust is able to offer, upon request, a more local focused service.  As an example, Cybertrust has a SOC in Luxembourg serving the local national 24x7 operational requirements.  

Today, customers served out of Belgium and Atlanta have international service support on a 24x7 basis.  The formal communication language is English.   

Answer Guidance
Reason For Question

To explain your business processes for dealing with your customers. 

Mandatory Response Format:
Word count: Summary not exceeding three pages with executive overview

Question B.4: Business Partnerships/Relationships

· Provide a complete list and brief description of your channel partners, resellers, vendors, subcontractors, and other providers (tiered providers including ISPs) who may be involved in delivering NWC Inc.’s requested services. What is your due diligence process for engaging in these types of business relationships.

Cybertrust does sell its Managed Security Services through a selected number of channel partners. However, none of these partners are involved in the delivery of the managed services. The complete process from initial set-up to the day-to-day monitoring and management tasks is delivered by Cybertrust personnel. Subcontractors such as cleaning companies go through personnel screening, and can only operate under supervision of Cybertrust authorized Security Operations personnel.
· Where do you plan to use tiered providers to satisfy our requirements? In what capacity do you plan to use them? What mechanisms are in place to allow us to verify that these requirements are met? 

Cybertrust will only work with other strategic partners or resellers to deliver its Cybertrust Managed Security Services if the customer requests for it or agrees to it. This may happen when for example the customer already has a strong relationship with a third party and collaboration between the MSSP and this party is beneficial.

Cybertrust has such collaborative relationships with customers where the security management is separated from the security monitoring activities, or when specific asset inventory or vulnerability services are provided by other parties.

Please note that Cybertrust has no intention to work with any external strategic partner or reseller for this engagement. The customer will be served by the Cybertrust group of companies exclusively for the current scope of services.  If the customer would desire otherwise, or Cybertrust wishes to come back to this mode of operation in an attempt to better meet the customer’s requirements, formal communication of these intentions will be exchanged with the customer.

· Indicate how our requirements flow to all involved tiered providers and how requirements satisfaction is determined.

As indicated above, Cybertrust will offer its services fully from within the Cybertrust group. 
· Can NWC Inc. identify any requirements or restrictions we may have when outside parties (providers, tiered providers) connect to our network.  These may include: disallowing certain protocols, requirements for or restrictions on communications or encryption methods and confidentiality requirements The provider indicates how they plan to meet these requirements and restrictions.

Cybertrust is confident it will be able to comply with the requirements from NWC regarding restrictions for outside parties.  Cybertrust wishes to refer here to the exhaustive global customer base it is currently servicing.  Some of these customers have very specific and stringent requirements, which are very similar in nature as to what NWC requires.  We are referring to the top of the global banking and pharmaceutical industries, where the criticality of their networks is of the utmost importance.

As part of the change management process, Cybertrust gives its customers proactive advice on change requests, including a risk assessment of the proposed change, and in case of a risk, potential workarounds or other more secure ways to implement the required change.
· How can NWC Inc. establish a direct relationship (either informal or contractual) with your tiered providers when they are involved in delivering the requested services? Indicate if we are free to contact these organizations and, if so, provide contact information.

No other parties are involved in the delivery of Cybertrust MSS services.

· When client information is shared with and used by tiered providers, what procedures do you have in place for protecting this information?

Cybertrust will only share the customer information within its group of companies, to the extent required for provisioning and overseeing services performance.  If an external party would get involved at a later stage, for whatever reason but with notice to the customer, Cybertrust will have implemented strict legal agreements and controls with such party first, including that condition how client data can (not) be used, accessed, etc. 

· How are security risks associated with tiered providers defined and monitored?

No other tiered providers are involved at this stage.

· What security research organizations do you partner with to stay informed about new threats and vulnerabilities?

Cybertrust is built on the foundation of more than 15 years of experience and expertise, as well as an extensive intelligence network that allows our customers to go about their business knowing that they are secure in the knowledge that Cybertrust provides. Cybertrust’s intelligence information comes from public and private sources around the world, including product vendors, industry experts, government agencies, professional associations, underground organizations, media, newsgroups and other sources unique to Cybertrust. The latter include ICSA Labs, IS/Recon Team, Overkill, Risk Operations Services Team, and Trust Relations with the Security Community. 
The day to day activities of Cybertrust generate a huge amount of aggregate data and intelligence on the security landscape. That unmatched security intelligence is the raw material that drives all our service offerings.
Answer Guidance
Reason For Question

To explain your business relationships and how they work in addition to how they will impact NWC Inc.

Mandatory Response Format:
Word count: Summary not exceeding four pages with executive overview

Question B.5: Independent Audits

Describe the independent evaluations/audits that you and any other tiered provider participate in.

· Do you periodically information security risk evaluations or contract with an independent, outside organization to perform them? If yes, how often are they done?

Early 2006, Cybertrust obtained the SAS 70 Type II audit report for both its Managed Security Services and its Certificate Management Services. The SAS 70 Type II audit report was awarded following an independent audit review performed on the design and effectiveness of Cybertrust controls, and demonstrates the establishment of appropriately designed security and risk controls as well as Cybertrust's willingness to disclose valuable information to customers regarding the effectiveness of these controls.

SAS 70 for Service Organizations is an internationally recognized auditing standard developed by the American Institute of Certified Public Accountants (AICPA). A SAS 70 audit report represents that a service organization has been through an in-depth audit of their control activities, which generally include controls over information technology and related processes. 

In additional to the SAS 70 audit reviews, Cybertrust conducts regular internal audits based on in-house expertise. These self-organized audits are part of a broader quality assurance and operational excellence program. External audits are performed by reputable auditing firms (Big-4, i.e. KPMG, Ernst Young etc), as well as by the auditing teams of our tier-1 clients (JPMC, Deutsche Bank, Pfizer etc). It is also important to note that Cybertrust adheres to NATO standards. In order to comply with NATO regulations, and to remain compliant, it is essential that security standards (in all facets) be complied with on an ongoing basis.

· How do you communicate risk evaluation results with your customers?
Cybertrust’s Risk Management Group conducts regular audits, security assessments, and penetration tests on the MSS infrastructure. The findings and conclusions of which cannot be shared with customers other than the organization that ordered the audit, as these may contain customer specific information. Cybertrust can however, provide external auditor reports that are authorized for external viewing such as the SAS 70 Type II audit report, subject to NWC safeguarding any such information as confidential. 

· Describe how you respond to significant changes in technology.

Through the above mentioned techniques, Cybertrust regularly tests its systems against new threats and technology. In addition to this, one of Cybertrust’s Research & Development Group’s main tasks is to “future proof” the Cybertrust OnlineGuardian (MSS) systems and processes from new threats and supporting new technological developments.

· Describe how you respond to both internal and external threats.

Data confidentiality is an essential component of the Cybertrust MSS offering. We understand that trust forms the basis of any one of our customer relations, and that a single data confidentiality offence can sour such a relationship beyond repair.  Cybertrust has therefore mitigated the risk of data confidentiality violations by taking robust, proven measures at the infrastructure, the process, and the people level – the three cornerstone elements of any MSSP solution.

At the infrastructure level, Cybertrust manages and monitors its entire Security Operations infrastructure – consisting of the Security Management Centers, the Security Operations Centers and all networks in between those facilities – on a 24x7 basis.

In terms of processes, policies and procedures, detailed procedures describe and regulate all data interactions, and are documented in the Cybertrust MSS Orange Book. Automation is implemented wherever possible to avoid human errors. 

In terms of people, prospective security analysts have to pass a thorough background check prior to being hired; all have received NATO clearance. Data handling privileges are granted to a limited set of security analysts, responsible for a particular account.

A process management activity complements these three MSSP cornerstones (infrastructure, operational procedures and people). 

· Do you require independent risk evaluations from your tiered providers? If yes, do you actually obtain copies of the evaluations?

As indicated above, Cybertrust does not work through tiered providers for the delivery of its Managed Security Services. 
· Do you demonstrate service compliance with regulations like GLBA, HIPAA, SAS 70.

Today, Cybertrust does not explicitly demonstrate compliance with the above regulations, as our organization has no obligations in this respect. However, we are confident that the SAS 70 Type II audit report proves that Cybertrust controls, and demonstrates the establishment of appropriately designed security and risk controls as well as Cybertrust's willingness to disclose valuable information to customers regarding the effectiveness of these controls. As indicated above, Cybertrust has engaged KPMG to perform regular audits on its Cybertrust Global Managed Security Services and Cybertrust Certificate Management Services. 

In terms of compliance, both Cybertrust USA and the Belgium Managed Security Service Centers operate under ITIL and SAS70 Type II certifications including a BS7799 compliant set of policies, procedures and processes. In delivering Managed Certificate Authority services to our clients, Cybertrust’s USA and Belgium Managed Security Service Centers offer documented procedures to comply with WebTrust, tScheme, SAS 70 Type II, and Identrus requirements, as well as BS7799. The work involved in the WebTrust, tScheme, and BS7799 requirements compliance is performed on an annual basis by one of the big-4 audit companies and the Identrus reviews occur when a new bank and its outsourced provider are certified as an operating member. 

Cybertrust has also implemented a control framework (CobiT) to control and audit these implemented standards and extend this to IT and Corporate Governance. Among others, Cybertrust is also compliant with the Belgian Legislation (regarding data privacy), ISO12207 (for development), EU Directive, ETSI, TS 101456 and ANSI X9.79.

Answer Guidance
Reason For Question

To explain how well you audit your own business and to see how well you follow good security practices.

Mandatory Response Format:
Word count: Summary not exceeding two pages with executive overview

Question B.6: Personnel Security

NWC Inc. recommends personnel screening of outsourcing company’s employees as a safeguard.

· Do you conduct background check on all potential employees or only if their role and responsibility within your organization mandates it?
All Cybertrust security personnel, permanent or otherwise, are subject to an appropriate screening process to establish their identity, bona fides and qualification for the intended role. All personnel in the Security Operations department are NATO cleared. With our strict security zones and levels, other staff simply can’t reach the customer data and therefore do not need to go through this process.

· What is your policy on hiring former computer hackers?

Cybertrust policy is not to hire former computer hackers.  Attackers are known to prefer the course of least resistance. Where strong perimeter controls are in place, there is a significant risk that the well-motivated attacker will seek access to company assets by obtaining a role either with or for the company.

· For personnel assigned to provide services to NWC Inc. as specified in this RFI, what is their job year’s experience? In addition, how many yearly classroom instruction hours are given these personnel? If allowed, include resumes for key personnel and managers having responsibility for NWC Inc.’s outsourcing contract.
All operations personnel are highly qualified and have at least three years experience in the IT Security field and most of them more then five years experience in the IT industry.  Operations management has more than 20 years experience in the operations arena.  In addition to internal training, each employee must reserve 15 days/year for training. This does not only encompass classroom courses, but also attending seminars, self-study etc. Cybertrust cannot include resumes of key personnel and managers as part of this RFI response, but is willing to share such data at a later stage in the process.
· What is your annual staff retention rate for key security positions?

Generally, Cybertrust’s personnel retention is at 92 percent, the majority of turnover cases are due to retirement, leave of absence (sabbatical) or for medical reasons. Cybertrust’s Personnel Talent Management Program aims (amongst other things) at rewarding overachievers and replacing underachievers.

· Are your personnel permanently assigned to a client for the length of the contract?

Security analysts are not pre-assigned to specific customers. A ‘shift’ of Security Analysts is responsible to manage a group of clients. This model is more scalable and more efficient then a model whereby security analysts are linked to customers, and moreover it allows to handle a major attack or flood of alerts at any given moment in time. The MSS shift supervisor has the responsibility of assigning security alerts to specific security analysts. He/she is also in charge of and is responsible for guaranteeing all security alerts are treated as per the Service Description and meet the Service Level Agreement performance metrics.

While a dedicated team of Security Analysts is not assigned to any given customer for day-to-day operations, every Cybertrust MSS subscriber is assigned a dedicated Client Service Manager.  The team, formed by the Client Service Manager together with the Corporate Account Manager, acts as the primary customer interfacing point of contact.  Internally, they are responsible for consistent, beyond expectation service delivery.  They are held accountable for meeting this objective, and are measured against / have part of their remuneration tied to meeting that objective.  Client Service Managers are part of the operational environment and will make sure that the customer has access to the appropriate technical people at the appropriate time.

· Do you provide your personnel with refresher training and periodic review of industry standard security policies and procedures?

Yes.  All employees, independent from the division or department they will be working for, must follow a basic training that will give them an introduction to the basic aspects of IT security (cryptography, security infrastructure, application security); to Cybertrust's product and service range and to the Cybertrust corporate culture. For technical personnel, this course is followed by an in-depth training that treats the technical issues of IT Security more thoroughly. 

After this mandatory training, each employee must reserve 15 days/year for training. This does not only encompass classroom courses, but also attending seminars, self-study etc. The education paths are defined in mutual agreement between the employees and their direct manager and are based on job description and individual profiles. 

Cybertrust also has a strong network of Technology Partnerships with most of the leading security product vendors.  In addition, Cybertrust personnel are regular attendees at the SANS-GIAC conferences (including passing GIAC certification tests), RSA Security Conference and BlackHat and WhiteHat conferences organized worldwide. 

· Do you require your personnel to sign non-disclosure agreements?

With respect to each Cybertrust MSS Operations personnel member, the following documents are put in place:

· A non-disclosure agreement that protects sensitive information accessed during employment.
· A conformance compliance agreement to comply with all relevant laws, regulations, rules and security policies valid within Cybertrust (including Cybertrust MSS).
· An agreement to approve monitoring processes that are activated to ensure operation and security of Cybertrust (including Cybertrust MSS).
· An agreement with the disciplinary actions that will be taken in case of violations of the non-disclosure agreement and/or the Cybertrust (including Cybertrust MSS) security policies, procedures and processes. These actions can concern the involved contractor employee itself.

In the event any of the foregoing agreements would be breached, Cybertrust will invoke any such remedies available (including civil action) and will further take prompt and immediate action to control and mitigate any damages that may have resulted from such breach.

The obligations of safeguarding such sensitive, proprietary or otherwise confidential data as one may have obtained or had access to while being engaged by Cybertrust continue to apply for an indefinite period of time, even after such engagement.

· Do you inform your customers of key personnel who have privileged access to client data, software, and hardware and why?

Remote access to the SMC systems (where client data is located) is exclusively granted to designated systems and security administrators, for specific tasks and within a defined time frame. All activities are logged, monitored and audited. This policy ensures that only approved and scheduled activities are performed on the (production) systems. Approved and scheduled activities (even in emergency) will always be the result of a full Change Management activity, including operational tests.

· What security procedures do you follow when one of your personnel terminates employment?

The Cybertrust MSS personnel termination procedures ensures the return of all corporate property and that all access capabilities, both physical and system related, are redefined to reflect that the person is no longer an Cybertrust employee. Furthermore, at all times, all logical and physical access to customer data or assets is monitored and audited. Part of the MSS personnel termination procedure is a manual check of this audit trail.
· Do you require the same level of personnel information from your business partners?

Cybertrust does not work with subcontractors within the Cybertrust MSS Security Operations Centers.
Answer Guidance
Reason For Question

Requiring personnel screening shows that an organization strives to hire honest employees. NWC Inc. wants to make sure they partner with an organization who at least believes in minimal background checks.

Mandatory Response Format:
Word count: Summary not exceeding three pages with executive overview

Question B.7: Asset Ownership

NWC Inc. wants to be able to identify the owner of assets used in providing the service (hardware, software, processes, etc.). Providers either manage their own systems or manage equipment that the client owns. NWC Inc. realizes that client ownership may cost more in the short term, but may reduce transition issues when the relationship terminates.

· Is any and all intellectual property created by the outsourcer on behalf of the client and in the course of the relationship owned by the client? This statement references reports, logs, and audit and evaluation results.

NWC will have the choice to either use a dedicated, private SMC, where all logs are processed, analyzed and stored, with equipment owned by NWC, or the use of a shared SMC, where NWC will have its dedicated segment, but where certain components will be shared.   In either case, Cybertrust intends to reuse to the extent possible the existing infrastructure, currently deployed at NWC. 

In the case where a private SMC is built, all equipment will be owned by and property of NWC. Upon termination of an agreement, NWC simply recovers the complete installation, and can continue to deliver the service with the equipment (in-house or via another provider). NWC will also receive licensing of any Cybertrust software that is used in the service delivery. 

In case a shared SMC is used, Cybertrust will own all equipment in the SMC.  NWC will own all equipment and software that will be installed on NWC premises. Cybertrust will own all equipment and software in the (manned) SOCs. 

All reports, logs, etc. that are created as part of the service will remain or become property of NWC. Intellectual Property of the processes, software, etc. used to create these reports will remain with Cybertrust.

· If you propose using proprietary assets (policies, processes, software, hardware), describe how the client is not placed at risk when the relationship terminates.
At the commencement of each MSS service contract, Cybertrust subscribes a number of service termination procedures. Cybertrust’s Professional Services team are therein utilized to return the NWC network back to its pre-MSS state, or to the desired state agreed upon by NWC and Cybertrust. Details of the proposed service termination procedures can be discussed in more detail at a later stage.

In case NWC opts for a private SMC, the complete monitoring infrastructure and capability can be migrated to NWC or any other provider of its choice, without any impact on the service.

· Describe all software and hardware license and patent issues that may arise to delivering requested services and how such assets are transitioned upon contract termination. 

Cybertrust generally requires the customer to purchase and own the security devices and their software licenses relative to the services being provided – all deployed on the client’s premises. These remain the property of the client at contract termination. 

All software and hardware used for the service delivery in the Cybertrust Security Management Centers and Security Operations Centers remain property of Cybertrust, with the exception of those components that were property of and procured by the client.  

In case NWC would opt for a private SMC, all 3rd party software and hardware used for the service delivery in the private SMC remains property of NWC, subject to the 3rd party licensing agreement. 
Cybertrust will also provide licenses to software and technologies that it has developed in-house and that are used during the service delivery (e.g. SEAM correlation engine, CARE analyst console, Security Dashboard, etc.).

Answer Guidance
Reason For Question

NWC Inc. wants to consider who can introduce hardware and software onto their systems and under what circumstances.

Mandatory Response Format:
Word count: Summary not exceeding two pages with executive overview

Question B.8: Contractual Terminology

NWC Inc. is interested in reviewing contractual exceptions, penalties, and exit terminology. 

· Provide your standard language for contractual exceptions and penalties.
A Cybertrust Managed Security Services contract is comprised of three documents:

· A Cybertrust Master Services Agreement

· The Cybertrust MSS Terms & Conditions

· A Service Description and Service Level Agreement

Contractual exceptions can be handled through an addendum to the above set of legal documents. Penalties are documented in the Service Level Agreement, which defines the service levels (“Key Performance Indicators”) for which the client has the right to receive credits (“Service Credits”) in case Cybertrust fails to meet such a Key Performance Indicator.
· Provide your standard contract termination language and provisions.

The following contract termination language is used in the Cybertrust Master Services Agreement:

This Agreement shall become effective on the date of the later signature above and shall continue in effect until terminated as specified in this Section (the “Term”).  Either party shall have the right to terminate this Agreement in the event of a material breach by the other party, unless such breach is cured within 30 days of receipt of written notice of such breach.  Either party may terminate this Agreement by written notice to the other party following the expiration or termination of its obligations under the Statement of Service(s).  

The following paragraph documents the Cybertrust MSS Discontinuation procedure which will be followed one a contract or part of a contract has been terminated:

1
Service Discontinuation Procedure

The Service Discontinuation Procedure shall apply upon expiry or termination of the Services Agreement in its totality or to any subscription for a subset of the Serviced Devices.

1.1
Protocol

1.1.1
The Service Discontinuation Procedure shall come into force one (1) month prior to the termination date of a specific subscription to the Cybertrust OnlineGuardian Services.

1.1.2
In case of termination or expiry of any specific subscription to the OnlineGuardian Services, the Device Discontinuation Procedure shall apply. This procedure shall continue for a maximum period of one (1) month.

Only, in case of termination or expiry of the Services Agreement in its totality, the Service Discontinuation Procedure shall apply in addition to the Device Discontinuation Procedure. The total procedure shall continue for a maximum period of three (3) months.

1.1.3
During the Service Discontinuation Procedure each party shall appoint and maintain a Coordination Contact and shall provide the other party with full contact details of all other persons involved, within one week after receipt of the termination notice.

1.1.4
Cybertrust shall provide the services as described hereunder at no additional costs to the Customer unless otherwise explicitly stated. The provisioning of additional services shall be subject to the execution of an additional order for work and will be charged on a time and materials basis at the then applicable rates.

1.1.5
The date of and the reasons for discontinuation is subject to any non-disclosure agreement agreed between Cybertrust and the Customer. Both parties shall ensure that updates to any public information no longer reflect the Services Agreement.

1.2
Device Discontinuation Procedure

The Device Discontinuation Procedure is valid for the termination or expiry of OnlineGuardian Services subscriptions to any or all Serviced Device(s). Cybertrust and the Customer shall prepare for the hand-over of the management and/or monitoring of the specified Serviced Devices, using the following steps:

1.2.1
Cybertrust and the Customer shall agree on the Discontinuation Date for each decommissioned Serviced Device individually, and on the hand-over Maintenance Window(s) during which the OnlineGuardian Services shall be disconnected.

1.2.2
The Customer is responsible for any preparation, installation and reconfiguration required for the transfer of the OnlineGuardian Services of the specified Serviced Devices.

1.2.3
Cybertrust shall send the associated Device Rulesets via secured e-mail to the Customer’s Coordination Contact, no later than one (1) week before the Discontinuation Date.

1.2.4
Cybertrust shall hand-over the password(s) of the specified Serviced Device(s) by telephone to the Coordination Contact at the start of the specified hand-over Maintenance Window.

1.2.5
During the hand-over Maintenance Window, Cybertrust shall be available to give assistance concerning the transfer if needed and hand-over any back-ups with the fees for the media charged at cost.

1.2.6
Cybertrust shall continue to provide the OnlineGuardian Services in accordance with the agreed service levels during the Device Discontinuation Procedure excluding the hand-over Maintenance Window period. During the hand-over Maintenance Window, Cybertrust shall use reasonable efforts to continue to provide the OnlineGuardian Services and exclusively use the Customer’s Coordination Contact for escalations.

1.2.7
The Customer expressly accepts that after the respective hand-over Maintenance Windows, the service levels and procedures in connection with the decommissioned Serviced Device, including without limitation the response times and service specified in this SD, are no longer applicable.

1.2.8
At the Discontinuation Date Cybertrust shall send a formal Discontinuation Notice to the Customer.

1.2.9
After the Discontinuation Date, the Customer shall promptly return the Connection Kit(s) / Local Event Collector(s) related to the decommissioned Serviced Devices by a specialist transport supplier under adequate insurance arrangement. Such transport and insurance costs shall be borne by the Customer.

1.3
Maintenance and Support

1.3.1
The Service Discontinuation Procedure shall not affect any existing maintenance contracts in place with third party vendors.

1.3.2
During the Service Discontinuation Procedure, Cybertrust shall undertake the necessary administrative steps and contact the third party vendors concerned in order to transfer existing maintenance contracts to the Customer.

1.3.3
Cybertrust shall transfer all third party vendor documentation made available by the vendor to the Customer.

Provide conditions under which contract termination may occur.

The obligations of the parties under this Agreement that by their nature would continue beyond expiration, termination or cancellation of this Agreement shall survive any such expiration, termination or cancellation.  This Agreement shall immediately terminate upon the following:

•
commencement of any voluntary or involuntary bankruptcy or insolvency proceedings by or against Customer under any bankruptcy or similar law, or 

•
request by the customer to engage Cybertrust in an in-source or co-source solution.

Answer Guidance
Reason For Question

NWC Inc.’s Legal Counsel wants to be informed of issues that may possibly need discussion should contract negotiations begin.
Mandatory Response Format:
Word count: Summary not exceeding two pages with executive overview

Question B.9: Service Level Agreements (SLAs)

· Provide your standard SLA.

The Cybertrust MSS SLA depends on the type of service (monitoring versus monitoring and management of the devices) and the service level (Cybertrust offers three service levels, namely Standard, Premium and Platinum). As a reference, the below section describes part of (given the 2-page limitation for answering this question) the SLA for our Premium service level in case of monitoring and management of a device. Upon request, Cybertrust can provide NWC to complete Service Descriptions and SLAs for the different service types and service levels.

Key Performance Indicators

 AUTONUMLGL \e 
This Service Level Agreement (“SLA”) defines the Key Performance Indicators (“KPI”) for which you have the right to receive credits ("Service Credits") in case Cybertrust fails to meet such KPI.  The SLA is part of your Services Agreement. In relation to a particular subscription to the OG Service the SLA will become effective at the end of its Device Fine-Tuning Procedure, when Cybertrust has declared the Ready For Operations.
 AUTONUMLGL \e 
The metrics that are considered KPIs are listed in the Service Level section. Please refer to the relevant sections in this SD for a more detailed description of the referenced services and service components.

Service Credits

 AUTONUMLGL \e 
Subject to the conditions and exclusions set forth herein, Cybertrust will pay the applicable Service Credits. Service Credits will be calculated monthly. Service Credits can only be received as from the first full service month the SLA is effective.
 AUTONUMLGL \e 
One (1) Device Credit equals the pro-rated charges for one (1) day of the recurrent service fee payable for the affected Serviced Device.

 AUTONUMLGL \e 
The Target Level indicated in the table below provides the minimum level that Cybertrust needs to achieve in any particular month. For instance, Target Level ≤ 1/10 means that out of 10 notifications due, Cybertrust is only allowed to exceed the targeted response or intervention time once during that month.

	Response Time
	Target Level
	Service Credit

	Availability Report / Health Report

> 15 minutes
	≤ 1/ 10 
	1 Device Credit

	Incident Report (Insufficient Info Incident)

> 30 minutes, ≤ 120 minutes
	≤ 5 / 100 
	1 Device Credits

	Incident Report (Insufficient Info Incident)

> 120 minutes
	0/month
	2 Device Credits

	Incident Report (Harmful Attack Incident)

> 30 minutes, ≤ 120 minutes
	≤ 1/100
	1 Device Credit

	Incident Report (Harmful Attack Incident)

> 120 minutes
	0/month
	2 Device Credits


	Response Time (after status change)
	Target Level
	Service Credit

	Regular Change Request – Acceptance

> 24 hours
	≤ 1/10
	1 Device Credit

	Fast-track Change Request – Acceptance

> 4 hours
	≤ 1/10
	1 Device Credit

	Fast-track Change Request – Implementation

> 36 hours after acceptance
	0/10
	1 Device Credit

	Urgent Change Request – Acceptance

> 2 hours
	≤ 1/10
	1 Device Credit

	Urgent Change Request – Implementation

> 8 hours, ≤ 16 hours after acceptance
	0/10 
	1 Device Credit

	Urgent Change Request – Implementation

> 16 hours after acceptance
	0/10 
	2 Device Credits


· Does your SLA provide for client-specific requirements for performance, remediation, restoration of service, response time, and customer service satisfaction levels?
Yes.
· Describe customer and provider responsibilities for monitoring and verifying SLA measuring tools.

Cybertrust assesses the Key Performance Indicators at the end of each month (service reporting period). Upon request of the client, a meeting will be held to discuss service level compliance in the preceding period. We refer to the template SLA for an explanation of Cybertrust’s approach towards Service Level Management responsibilities.
If in the client’s opinion, a KPI has not been met during a particular month, the client must notify Cybertrust within thirty Business Days following the end of that month to claim Service Credits.
· If provider falls into SLA non-compliance, are credits issued to customer?

Yes, see explanation above under ‘Provide your standard SLA’. 

· Describe the business process a customer would follow to amend an existing SLA.

SLA amendments are done through Cybertrust’s legal department and documented in the contracted Statement of Service (SOS).
· Describe the business process a customer would follow to escalate an SLA.

From an ownership perspective, satisfaction deficiencies are addressed and resolved by NWC’s dedicated Client Service Manager from Cybertrust.  They are responsible for the quality of service delivery during the entire duration of the service, and thus will discuss and address all MSS related issues. 

From an SLA perspective, Cybertrust provides a comfort level to the customer in terms of remediation by adding a remediation and penalty clause to its SLA.  The penalties as such are important, but moreover is the remediation clause detailing the process of managing the problem appropriate to the elapsed time of the issue.  

· Describe how you calculate service outage times.
Cybertrust has documented a detailed definition of service outage as part of its Service Description, allowing its clients to accurately calculate service outage times. More importantly Cybertrust’s entire architecture has been designed such to avoid service outages as much as possible. 

Given that Cybertrust has built its monitoring capability on a flexible architecture that consists of many components that each are or can be implemented in redundant, highly available set-ups, it is able to deliver NWC with a total solution that meets any non-availability tolerances.

More specifically, the availability of the monitoring service depends on (1) the logs being transferred from NWC to the Cybertrust SMC; (2) the logs being processed and incidents being identified within the Cybertrust SMC; and (3) the incidents being handled and escalated to NWC by the security analysts in the Cybertrust SOC. Cybertrust’s solution architecture ensures that these three building blocks can be made available 24x7x365 – and all have one or more back-ups (also the probes themselves can be made redundant, if required). 

In addition, Cybertrust also continuously performs end-to-end availability checks, identifying any weak links or possible points-of-failure in the total solution and proposing corrective actions. 

Please note also that all components that are used as part of the service delivery are continuously being monitored for availability.
Answer Guidance
Reason For Question

Describe in detail service guarantees and the remediation available. Specify remediation and dispute policies and procedures. Be sure to specify when these are included in the service quoted and when they are available at an additional charge.

Mandatory Response Format:
Word count: Summary not exceeding two pages with executive overview

Question B.10: Site Visits

NWC Inc. believes they have the right to conduct a site visit to all physical facilities involved in providing information security services. 

· Do you permit site visits for verification of outsourcer capabilities as described in your informational answers?

NWC personnel are welcome to visit Cybertrust’s SOCs and have discussions with their respective Operation Managers. 
A SOC visit focuses on the SOC activities and the facility itself. The visit provides NWC personnel with a view on the SOC operations room through the meeting room window. Only Cybertrust MSS Security Analysts and their team leaders can enter the SOC operations room, as computer screens can contain customer-sensitive data.
· Do you take responsibility for expenses incurred by you during the site visit?
Cybertrust will incur all costs during a NWC SOC visit, apart from travel costs and personnel professional time.

· Describe any constraints on site visits.

In addition to physical and network access restrictions and controls, any person visiting the SOC facilities must abide by Cybertrust’s security procedures and regulations. All visitors are required to fully identify themselves, be accompanied by Cybertrust personnel at all times and sign a non-disclosure agreement (NDA) before entering. Any information provided or perceived during the visit will be deemed Cybertrust confidential and covered under the NDA. Cybertrust also limits certain items within the SOC area, such as tape recorders, cameras (photo or video), mobile phones, personal stereos etc.

Answer Guidance
Reason For Question

To validate the capabilities and truthfulness of any potential NWC Inc. partner.

Mandatory Response Format:
Word count: Summary not exceeding two pages with executive overview

Question B.11: Implementation Schedule

Describe your implementation plan with a timeline and duration (in hours, days, weeks, etc.) for installing and maintaining requested services. A high-level implementation plan is acceptable.

Based on its nine years of experience in Managed Security Services, Cybertrust has developed a firm methodology to implement an MSS project, called our Client Engagement Life Cycle. In each implementation project, the client and Cybertrust will go through three phases:  

· Service Initiation

· Project Mode

· Operational Mode
From the client perspective, the Client Engagement Life Cycle comprises three primary triggers or milestones:
· Ready For Delivery (RFD) - This is the official trigger for the initiation of an engagement and signifies the proper sales order and contractual materials have been approved, received and processed.

· Ready For Service (RFS) – This is the official trigger for the initiation of a service. In case of a monitoring service, security logs and alerts are collected correctly; in case of a management services, Cybertrust is able to connect to the Serviced Device in a secure way and is able to make changes on the device. Once the RFS state has been granted, a fun-tuning period starts during which the correlation & classification policy is further finetuned.
· Ready For Operation (RFO) – This is the official trigger for start of active incident handling and the initiation of the SLA for a service.
The period between ‘Ready For Delivery’ (all contractual materials have been signed and approved) and ‘Ready for Service’ typically  takes 2 to 6 weeks (more for very complex roll-outs). The period between ‘Ready for Service’ and ‘Ready for Operation’ typically takes 2 to 4 weeks. During the Service Initiation phase, the Client Service Manager will provide NWC with a detailed project plan including estimates for the different milestones.
Service Initiation

The Cybertrust Business Office will process the Service Order and notify the Client Service Management Group of the new engagement.  The Client Service Management Group will formulate a delivery team that will be lead by a named Client Service Manager (CSM).  The CSM will review the terms and details of the engagement established in the sales documentation.  
The CSM will engage the Client Service’s Project Management Office (PMO) to trigger the internal-initiation of the engagement.  The PMO will prepare the necessary project materials, identify and assign project resources and initiate logistics required by the service order.
The CSM will engage the Account Executive (AE), the Pre-sales SME and the project team to hold an internal engagement briefing session.  The CSM in conjunction with the AE and SME will brief the delivery team and schedule a formal Kick-off meeting with the client.
The formal project initiation begins with a CSM lead Kick-off meeting with the customer where the following objectives will be accomplished.
Kick-Off Objectives:

· Make team introductions.

· Present the MSS Service via PPT

· Present the MSS welcome package

· Review the Service Order and Service Description

· Identify any delta with the signed Service Order and Service Description and process changes

· Identify the matrixed Client /Cybertrust project team and establish the rules of engagement

· Present a generic project plan and task / resource matrix for the engagement

· Complete the Service Context form

· Begin the data gathering effort
The output from the Kick-Off meeting will be compiled into project and work packages.  These packages will be handed off to the Client Services - PMO and managed through the life of the delivery phase. 
Project Mode

During the Project Mode, all activities, processes, functions, and capabilities related to setting up the service are designed and implemented.
The Project Mode will consist of the following tasks:

· Project Plan: Development of a work break down structure task driven project plan with key milestones and the associated resources, duration, target dates and costs.  Establish a project budget and a tactical task matrix or “rail”.  

· Logistics:  The order and procurement of the required project equipment, software, and maintenance agreements.

· Solution Design: Client environment assessment, management architecture, transport architecture, configuration of the Local Event Collector (on-site device used for collection of logs and alerts) and back-end management system.

· Implementation at the Cybertrust side: This includes implementing generic project steps, defining the customer related procedures, installing and configuring all customer equipment in the SMC and any remote configuration of client side devices.

· Device and network configuration:   This includes all remote and on-site configuration of the security device and the relate network components defined in the proposed solution.

· Implementation at the customer side: This includes installing and configuring all equipment needed for the transfer of the logs and the appropriate access controls for any managed devices.

· Fine-tuning phase: Once the security devices are configured to send logs to the SMC, Cybertrust will start profiling every gateway. Cybertrust will then craft an initial baseline policy.   Upon client acceptance of the base-line policy, Cybertrust will begin the monitoring of the logs.  

At this time, the security devices will be granted “Ready-for-Service”, and an RFS notification will be issued. 

· The RFS state is then followed by a policy fine-tuning phase, ending with “Ready for Operation” notification. Upon receiving RFO for the last serviced device for a given client engagement the PMO will hold a final project debriefing and then officially disengage from the project

Operational Mode

This mode concerns all tasks that are ongoing for the term of the MSS Contract. In Operational Mode, services are rendered according to the terms of the contract and associated Service Description. The Operational Mode relies on the functionalities implemented during the Project Mode or as part of well-defined change management procedures.
The responsibilities of Cybertrust for this phase are defined in the Service Description (SD). The SD further identifies deliverables that are SLA-eligible and the metric and method that will be used to measure SLA-eligible deliverables. The SLA lists key performance indicators for each SLA-eligible deliverable as well as the consequences of non-compliance and solutions.
During the Operational Mode, Cybertrust and the client will have three channels of interaction:

· The Security Dashboard, accessible on a 24x7 basis, and providing both management-type information as well as detailed event and incident data. The Security Dashboard is also used to log specific requests (‘Requests for Information’) and to submit Change Requests.

· The Security Operations Centers, accessible on a 24x7 basis. The Cybertrust SOCs will contact you both electronically and by phone when event or incidents occur that can put your organization at risk. The Active Incident Handling procedure is described in detail in the Cybertrust MSS Service Description document.

· The Client Service Manager, who will proactively meet with you (typically via conference call) on a monthly basis to discuss the service, and provide comments on the latest Monthly Management Report. The CSM is also the first point of escalation for the client in case of service issues.

Answer Guidance
Reason For Question

To gain an understanding of the time and people resources involved in the outsourcing process.

Mandatory Response Format:
Word count: Summary not exceeding two pages with executive overview

Question B.12: Account Management

Provide the outsourcing organization’s point-of-contact. Describe the procedures, policies and organization of account management. Respond where applicable in the following areas.

Account Representative(s)
Cybertrust has pre-sales, national and territory account managers and post-sales Client Services Managers (CSMs) to manage the account and implementation.

Project Management
Project management is preformed by the Client Service Management Group. 

Problem Management
Problems are managed through the customer portal, the Cybertrust MSS Security Dashboard or through the Client Services Manager. The Cybertrust MSS Service Description document contains a detailed description of how problem tickets are created, and describe the support response times depending on the severity level of the problem. The following is a short extract of this description:
Cybertrust will assign a unique Call ID and a Severity Level to every support request that it accepts. The Severity Level is based on your information and on the impact of the problem on your environment.

	Problem severity
	Level
	Conditions

	Severity 1
	S1
	An error causes the Serviced Device or OG Services to fail. Normal day-to-day business is not possible, e.g. system failure, an inaccessible or inoperable production system.

	Severity 2
	S2
	An error significantly affects the functions of the Serviced Device or OG Services and prevents normal day-to-day business.

Or an error occurs in a high-risk environment, e.g. an error in one line of a high-availability setup.

	Severity 3
	S3
	An isolated error impacts the functions of the Serviced Device; there is no important impact on the day-to-day business. Or an error occurs that significantly affects the Serviced Device or OG Services, but a Work-around exists.

	Severity 4
	S4
	A benign error occurs, or an improvement is asked. There are no problems with the Serviced Device or OG Services, and there is no immediate impact on the production environment.


For Severity 1 and 2 problems, you and Cybertrust will both assign a dedicated contact person. 

Severity 3 or 4 problems may be resolved in the next revision or upgrade of the software.

Cybertrust will report on the status of a problem with status reports. 
When Cybertrust starts working on the problem, it will send you an initial status report. The initial status report will include:

· The Call ID and Severity Level, used in all further calls and e-mails on this problem

· A description of the problem

· The status of the investigations

You may ask for extra status reports by e-mail. Cybertrust will respond as soon as possible, by return e-mail.
Service Level Management and Remediation
Service Level Management And Remediation Is Done By The Client Services Manager As Outlined Above. 
Training
Training and familiarity of the MSS portal – the Cybertrust MSS Security Dashboard is done by the Client Services Manager as outlined above.
Answer Guidance
Reason For Question

Describe in detail your account management. Personnel, systems and policies that effect how accounts are guided through service creation, monitoring and remediation are important. Include the support times where applicable.
Mandatory Response Format:
Word count: not exceeding three pages 

Question B.13: Market Position

Describe why you would buy your service instead of contracting with one of your competitors.

Cybertrust strongly believes that there is more to MSS than simply outsourcing the management and monitoring of security devices. Choosing for Cybertrust Managed Security Services means entering a co-sourcing model. In this model, the customer determines the security level it wants to achieve based on their assets and risk profile. Cybertrust in its turn takes charge of the 24 by 7 enforcement of the security policies. 

Rather than simply providing some day-to-day outsourced tasks, Cybertrust positions its services as an integral part of the customer’s risk management. It goes into a proactive relation with the customer to prevent successful attacks and to respond to security threats. This partnership results in predictable costs and response times, as well as in consistent handling of incidents and refinement of security policies and processes. 

Cybertrust was one of the pioneers in the MSS industry. Since connecting its first MSS client in 1997, Cybertrust has become the leading managed security service provider worldwide, managing and monitoring over 4600 devices installed in 46 countries. MSS customers include large, global organizations with complex networks and needs, as well as large national organizations looking for a reliable security partner to outsource the management and monitoring of their security infrastructure. Based 

In their latest ‘World Managed Security Services Markets’ report, Frost & Sullivan selected Cybertrust as the recipient of the 2005 Market Leadership Award for not just leading the managed security service providers market, but leading it by a considerable margin. Also other market analysts such as Gartner Group, Meta Group and Yankee Group, have confirmed Cybertrust’s position as a market leader.
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As a true pure-play MSS provider, Cybertrust differentiates itself from other competitors on at least the following points:

· 3-Tier Architecture

Rather than deploying regional SOCs each serving a limited number of regional customers, Cybertrust’s 3-tier architecture (Customer Premises / Security Management Center / Security Operations Center) is leveraged to implement the more reliable ‘follow-the-sun’ model. Cybertrust SOCs, spread over the globe, co-operate seamlessly with each other for the entire customer base. Each SOC can connect to each SMC in order to view and analyze the customer data. This model ensures business continuity in the event of a disaster, provides local expertise and support, and allows Cybertrust security analysts to share key information, such as virus outbreaks, over the customer base.

· Technology

Cybertrust OnlineGuardian collects data from security devices and sends them to its State and Event Analysis Machine (SEAM™). The SEAM™ technology processes millions of events, quickly analyzing them and highlighting only those that may point to a security risk. This allows the Cybertrust analysts to take corrective action before an actual attack occurs. 
· Vendor Neutral
Cybertrust is a truly vendor neutral MSSP. This allows our customers to select Best-of-Breed products, protect past investments in technology, and avoid vendor lock-ins. Thanks to this positioning, Cybertrust has access to product mgt groups of all leading security vendors, such as Check Point Software Technologies, Cisco, ISS, Juniper Networks, Nokia, RSA Security, Sun Microsystems and Symantec. This allows us to keep our MSS offering up to speed with the latest and best market trends. 

· Security Knowledge

Cybertrust’s intelligence information comes from public and private sources around the world, including product vendors, industry experts, government agencies, professional associations, underground organizations, media, and newsgroups. An important source of information is ICSA Labs. ICSA Labs, an independent division of Cybertrust, has been the security industry's central authority for research, intelligence, and certification testing of products. ICSA Labs specifies standards for information security products. It has certified over 95% of the installed base of anti-virus, firewall, IPSec, cryptography, and firewall products in the world. ICSA Labs maintains the world’s most complete and up-to-date collection of viruses, worms, Trojan horses, hacking tools and scripts, and Crypto attack and test tools. ICSA Labs runs all key security and business operations products in an environment that mimics the Internet. All security intelligence information is assembled in security bulletins and is used by Cybertrust MSS Operations.  

· Security Dashboard

The Security Dashboard is the primary source of interaction between Cybertrust MSS Operations and the customer. It provides an enterprise-wide and real-time view of the customer’s security posture and the effectiveness of the devices under management. Customers use it for day-to-day information querying and reporting. The Security Dashboard allows granular authorization and delegated administration. It has dynamic content and can be customized and personalized to fit the information needs of both a technical security manager as well as a business oriented CSO or CIO.

· Strong SLAs

An organization that calls in an MSSP expects a predictable and measurable quality of service. The Service Level Agreement (SLA) of Cybertrust clearly specifies what to expect and what not to. It also publishes quality metrics, documents escalation procedures, and defines the responsibilities of each party.

· Strong Global Customer Base

Cybertrust’s customers include large, global organizations with complex networks and needs, as well as large national organizations looking for a reliable security partner to outsource the management and monitoring of their security infrastructure. Cybertrust MSS Operations provides security services to four of the top ten global financial institutions; and it is a leader in the pharmaceutical and industrial markets. Cybertrust strongly encourages its prospects to speak with existing customers about the value of the Cybertrust services.

Cybertrust’s Managed Security Services – as offered as part of this RFI response – are part of a broader portfolio of ‘Security Operations Services’. Each business that wants to take care of its day-to-day security operations needs to find the right combination of people, technology and processes. Elements such as in-house competencies and organizational cultures drive organizations to different ways of handling their security operations. Cybertrust offers its customers to pick the solution that best matches their business’ requirements and in-house capabilities. 
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As illustrated above, the ‘Cybertrust Security Operations Services Continuum’ contains – apart from the MSS offering as documented in this RFI response – three other options:

· Cybertrust Virtual SOC: for organizations that want to keep first-line security operations in-house, but look for a specialized partner that can provide the technology, the processes and the second and third line expertise.

· Cybertrust Managed SEM: for organizations that want to complement their SEM investments with the 24x7 monitoring and management capabilities of a leading MSSP to further strengthen their security profile. 

· Cybertrust SOC Onsite: for organizations that want to keep security operations in-house, but are looking for assistance and expertise in building those up.

As such, should NWC’s requirements or business context change over time, Cybertrust would be able to assist NWC in migrating back from an outsourced model to an in-house or co-sourced model.

For 15 years Cybertrust’s information security intelligence, technology and experts have been working together to track threats, find security gaps, improve protection and enhance procedures. 

· We are the largest privately held security firm in our market, and we deliver the most effective information security.  

· We are recognized by Frost & Sullivan as the global market leader in managed security services for two years in a row.  

· We are the only company that offers an expert combination of professional services, managed services and technology. 

· We are a recognized leader in computer forensics investigative response services. 

· We pioneered the first information security certification program and have the largest customer base. 

· Our independent intelligence division, ICSA Labs, has tested 95% of the installed security software on the market today. 

· We have an unmatched roster of security analysts focused on researching, creating and distributing security analysis to customers and product vendors daily. 

· We are trusted by more than 4,000 customers worldwide.

Answer Guidance
Reason For Question

Describe what sets your services apart in the marketplace. Please indicate areas of need of improvement and future business development.

Mandatory Response Format:
Word count: not exceeding three pages  

C.  Security Requirements

The following questions explicitly address outsourced information security requirements. Please answer each. 

Question C.1: Security Requirements

You are able to demonstrate that customer assets (software, hardware, data) are delivered services assured of confidentiality, availability, and integrity? For example, customer data is protected to include security posture and vulnerability and attack status.

Cybertrust will ensure that all appropriate security measures are in place to protect all NWC assets according to data classification. Among the protected items are: 
· Log capture/log transfer;

· Log processing/storage; and

· Log/incident handling. 

Cybertrust adheres to BS7799 or ISO17799 policies and procedures, and uses the appropriate security technologies (encryption, hashing, redundant set-up, etc.) to meet its tier-1 customers’ requirements. 
In order to assess the risk and determine the necessary security controls, Cybertrust employs a very rigid data classification. This classification includes all customer data needed, manipulated and produced by Cybertrust OnlineGuardian. Two types of requirements influence any data storage or handling and are specified separately.
A service requirement must be met in order for Cybertrust to perform its MSS service duties in an effective and efficient way.
An audit requirement must be met in order for a customer to have confidence in Cybertrust’s ability to keep customer data confidential, integral, authentic, and available.

As an example, following classification is done for customer data.

Customer Security Events

Customer Security Events are incidents reported by Detection or Verification devices or are generated by the Availability Monitoring mechanisms. They are reported in real time. Examples of events are violations against a security policy, matches against detection signatures or any detected unavailability of a system. Events are produced and collected at the customer, and then transported to and processed by Cybertrust OnlineGuardian in the relevant SMC.

	
	Service Requirement
	Audit Requirement

	Confidentiality
	Available to SEAM and all Security Analysts
	Strictly Customer Confidential and some fractions may be attributable to an end-customer

	Authenticity
	Ensure customer authenticity, i.e. events must come from the claimed device
	Idem

	Integrity
	No events may be lost, duplicated, inserted, changed
	Idem

	Availability
	Real-time (latency less than 5’) to all relevant SOCs
	Near real-time

	Retention
	Archived to construct Monthly Report and to collect forensics
	Archived to demonstrate Cybertrust performed its duties and for regulatory bodies

	Accountability
	None
	Prove that events are not lost and came from genuine devices


Customer Security Logs

Customer Security Logs are files that contain incidents reported by Blocking devices on a regular basis. Some logs are retrieved on a solicited basis by Cybertrust OnlineGuardian Security Analysts. Logs are produced and collected at the customer, and then transported to and processed by Cybertrust OnlineGuardian in the relevant SMC.

	
	Service Requirement
	Audit Requirement

	Confidentiality
	Available to SEAM and all Security Analysts
	Strictly Customer Confidential and some fractions may be attributable to an end-customer

	Authenticity
	Ensure customer authenticity, i.e. logs must come from the claimed device
	Idem

	Integrity
	Ensure integrity, i.e. logs must be complete and no logs may be lost, corrupted or altered
	Idem

	Availability
	Near real-time (latency less than 15’) to all relevant SOCs
	At reporting time

	Retention
	Archived to construct Monthly Report
	Archived to demonstrate Cybertrust performed its duties and for regulatory bodies

	Accountability
	None
	Prove that logs are not lost or altered and came from genuine devices


Customer Security Policy

A Customer Security Policy is the security policy of a particular device, which may be directly managed and maintained either by the customer or by Cybertrust (but not both). When policies are managed by Cybertrust OnlineGuardian, the master is stored in the relevant SMC, while Security Analysts maintain them and the actual device runs them.

	
	Service Requirement
	Audit Requirement

	Confidentiality
	Available to SEAM, Reporting Center and all Security Analysts
	Strictly Customer Confidential

	Authenticity
	Ensure customer authenticity, i.e. the actual version of the policy must belong to the claimed device
	Idem

	Integrity
	Ensure absolute integrity, i.e. a policy may only be changed by authorized staff. Also ensure OnlineGuardian analysts and SEAM work based on the current version.
	Idem

	Availability
	Real-time (latency less than 5’) to all relevant SOCs
	At reporting time

	Retention
	Archived for up to the ten most recent versions, to reconstruct the policy at a particular moment in time
	Archived to demonstrate Cybertrust performed its duties

	Accountability
	If Cybertrust maintains the policy, demonstrate who made which changes when and why or on the basis of which change request
	Prove who made changes to the policy


Customer Password

A Customer Password is a password to access a particular device or to access the token associated with a device. Passwords are transported up to the Security Analysts:

	
	Service Requirement
	Audit Requirement

	Confidentiality
	Available to Security Analysts
	Strictly Customer Confidential but not communicated to customer staff

	Authenticity
	None, since a non-authentic password will be detected with its first use
	Ensure only authorized people provide (initialization) passwords

	Integrity
	None
	Ensure the customer can take over control in case of a serious breach by Cybertrust of its SLA 

	Availability
	To all relevant SOCs
	Made available upon request

	Retention
	Only the current one
	Not retrievable by non-authorized people

	Accountability
	Demonstrate who uses the password
	Prove who made changes to the policy


Customer Network Topology

A Customer Network Topology specifies all aspects of the customer’s internal network that are relevant to position its devices in their context, so as to refine their policies and to be able to correlate events and interpret them correctly. Topologies are kept in the SOCs for use by the Security Analysts, while parts of it are used by SEAM to complete its correlation, port scan detection, etc.

	
	Service Requirement
	Audit Requirement

	Confidentiality
	Available to SEAM and all Security Analysts
	Strictly Customer Confidential

	Authenticity
	None, except confidence that it’s correct
	None

	Integrity
	Ensure OnlineGuardian analysts and SEAM work based on an up-to-date version (responsibility rests with the customer).
	None

	Availability
	To all relevant SOCs
	None, since it’s available with the customer

	Retention
	Archived to reconstruct the topology at a particular moment in time
	None

	Accountability
	Demonstrate on which basis Cybertrust drew its conclusions (such as event classification), e.g. Demonstrate that the customer failed to timely communicate changes of their topology
	None


Customer Change Request

A Customer Change Request is sent by the customer and specifies changes to the security policy of one of its devices or to the overall topology. Change requests originate at the customer and are transmitted to the Security Dashboard.

	
	Service Requirement
	Audit Requirement

	Confidentiality
	Available to all Security Analysts
	Strictly Customer Confidential

	Authenticity
	Ensure customer authenticity, i.e. ensure it comes from an authorized person at the customer
	Idem

	Integrity
	Ensure integrity, i.e. the change request remains as sent by the customer.
	Idem

	Availability
	To all relevant SOCs
	At reporting time

	Retention
	Archived to reconstruct the policy or topology at a particular moment in time
	Archived to demonstrate Cybertrust performed its duties

	Accountability
	Demonstrate who at the customer made which request when
	Idem


To implement the security according to this data classification, Cybertrust employs a layered security approach to security. There are four layers, or zones beginning with external building security and extending to the most sensitive areas within the Cybertrust physical security infrastructure.
Cybertrust employs this layered approach both at the physical level and at the network level.
Strong isolation

Cybertrust effectively considers the MSS service as an extension of the customer’s own network, and applies strong security principles to meet the above set goals.
Cybertrust has entirely isolated its MSS operations from other Cybertrust duties. This allows Cybertrust to set much stronger security policies for its MSS operations, independent of Corporate Security Policies.
The MSS operations in combination with the customer’s devices under management are considered Zone 1 with the following components: (1) the devices under management at the customer’s premise, (2) the Security Management Center or SMC where events are parsed, normalized, analyzed, and stored, and (3) the SMC, staffed by Cybertrust security analysts.

Question C.2: Network Service Architecture

Describe, using text and graphics, how your services will be implemented to include
· Remote administration. Service hardware and software are located on our network. Your security center connects to this equipment via secure means like VPN.

All connections from our Security Management Centers or Security Operations Center to the customer network are done via secure protocols, being IPSec, SSH, or SSL depending on what services are performed. 
· Co-location. Your security devices, such as managed firewalls and web servers, are placed within your data center. Does access to and from our networks pass through your infrastructure? Do you run our service on a dedicated server? If not, how is exposure to other customer’s data, systems, networks, and performance protected?

Cybertrust Managed Security Services are delivered through a “three-tier architecture” as shown in the figure below:
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Figure 2: Three Tier Architecture of Cybertrust’s MSS

The events and security information from the different monitored components are collected by means of Cybertrust’s Local Event Collector and sent over a secured IPSEC/GRE connection from the customer premises to the SMC. This provides strong encryption with the 3DES algorithm and enhanced manageability via generic routing encapsulation. The Cybertrust SMC will house the termination point for the VPN tunnel. This allows the data to remain encrypted from the point of gathering to the point of processing.
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Figure 3: High Level Cybertrust MSS overview

The Local Event Collector is an on-site appliance that contains Cybertrust’s software to collect logs and alerts from the Serviced Devices and to transport the collected raw data to a Security Management Center. A specific transport protocol ensures data integrity and confidentiality (established through encryption), compression (up to a factor 1:5) and reliability (TCP/IP protocol to avoid packet drops).  As illustrated in Error! Reference source not found., Cybertrust can support very complex architectures with several hundreds of security devices through a ‘cascading’ architecture in which several smaller Local Event Collectors point to a small number of big Local Event Collectors that ensure the transportation to the SMC. 
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Figure 4: Cybertrust sample MSS architecture

Management activities are performed from device management consoles in Cybertrust’s SMCs and run over the same secure VPN connections as mentioned above. Cybertrust administrators will have access to a management LAN to perform all management functions. These management LANs are designed during the project initiation phase and special attention is paid to good isolation from the internal customer’s network (e.g. use of firewall instead of router, use of network taps for the IDS probes, VPN tunnels, etc.). 
The connectivity between the customer and the SMC(s) can be via leased line or Internet VPN, as the customer prefers – the selection is mainly driven by cost and availability requirements. NWC would be connected to a Cybertrust SMC located in US. 
Cybertrust has some very strict access control processes in place which describe the authorization of specific roles (e.g., security analysts) to access customer infrastructures.  All activities of the security analysts are at all times monitored and logged in an audit trail. Only authorized Security Analysts, SOC Managers and OnlineGuardian supervisors are allowed to enter the Security Operation Center. They have to pass ALL physical access controls as defined in the Cybertrust MSS Orange Book.

Direct access to the SMC systems is only and exclusively granted to designated system and security administrators, for specific tasks and within a defined time frame. All activities must be logged, monitored and audited. This policy ensures that only approved and scheduled activities are performed on the (production) systems. Approved and scheduled activities (even in emergency) will always be the result of a full Change Management activity, including operational tests.

Cybertrust SOCs connect to the respective SMCs to analyze customer security data, or to perform management tasks on devices under management. Cybertrust’ SOC Locations include:
· Atlanta, Ga. (USA)

· Leuven (Belgium)

· Luxemburg City (Luxemburg)

The main SOC for Europe is housed at Cybertrust’s office in Leuven, Belgium, while the SOC for North-America is housed at Cybertrust’s North-American location in Atlanta (Norcross), GA. In addition Cybertrust also has a SOC in Luxembourg to serve local financial institutions in accordance to Luxembourg’s legal requirements; the Luxembourg SOC also serves as a backup for the other two SOCs.

Further geographic expansion will be realized by implementation of additional Security Operation Centers in Canberra, Australia, to complete the follow-the-sun strategy. This SOC will be located in Cybertrust’s existing data center / SOC used for serving a number of Australian government institutions; and will be put into operations in the second half of 2006.

· On-site. You offer permanent, on-site staff to supplement our existing security staff and hardware/software.

By default, Cybertrust’s Managed Security Services do not include on-site staff. However, Cybertrust can offer additional Professional Services wherever necessary. Professional Services personnel involved in a Managed Security Services projects report into the customer’s Client Service Manager to ensure one single point of contact towards the client.  
Cybertrust Professional Services team of over 400 personnel offer:

· Investigative Response: experienced computer forensics and incident response professionals help organizations prepare for and respond to cyber security events.

· Implementation Services: Services include the implementation and integration of new security products into your environment

· Security Operation Services: Help your organization operate smoothly regardless of where, when, or how your employees work

· Do you anticipate changing your architecture over the next six to twelve months?

There are no significant changes to our architecture planned for the next six to 12 months. 
· Do you anticipate changing your architecture over the next one to five years?

Cybertrust’s MSS offering commenced operation in 1997 and has seen significant enhancements and improvements over the last 9 years. Cybertrust’s dedicated Research & Development team ensures the MSS service is constantly ahead of the technology curve in event processing, architecture and 3rd party software/hardware support.
· How do you account for network configuration changes to accommodate new business partners NWC Inc. may bring on?

Network configuration changes would be part of the change management processes and procedures described in the Cybertrust MSS Service Description document. Small network configuration changes are included in the recurring fee. If a significant network configuration change would have to be implemented – a so-called major change request – a separate project will be defined, and charged for after agreement by NWC. 
· Can your service architecture be easily changed with minimal impact to our ongoing operations and performance?

Yes, with Cybertrust’s unique 3-tier architecture, Cybertrust is able to make significant changes at each tier with little or no impact to daily operations. As an example, Cybertrust is able to switch clients from one SMC to another SMC based on documented and tested procedures. Such migration happens with limited impact on the ongoing operations, and with the guarantee that not one single security event gets lost.  
· Will you be able to monitor our network configuration with no performance impact?

Cybertrust’s proposed architecture includes the creation of a management LAN at the different gateways that are separated from the NWC production network. For those gateways that are connected via a local Internet link and VPN to the Cybertrust SMC, there is no impact on the operational NWC network at all, with the exception of some bandwidth usage from the bastion router upstream. 

For those gateways where the management LAN is connected to the internal NWC WAN, with transfer of the logs first via the NWC WAN to a central access point and then to the Cybertrust’s SMC via VPN or leased line, there is some impact on the NWC operational network. In those cases, Cybertrust prefers the establishment of IPSec tunnels via the NWC WAN, with again bandwidth requirements as mentioned above.

· Describe how you manage multi-vendor equipment on the same network?

Cybertrust is a vendor-neutral MSSP. As such, we can support multi-vendor equipment, also on the same network or network segment. Cybertrust places a device on the customer network called a Local Event Collector (LEC). The LEC collects log information from multi-vendor equipment that Cybertrust monitors and/or manages on the customer network and compresses and encrypts the data before sending to the Cybertrust Security Management Center (SMC). 
· Are your management tools hardened and secured?

All systems used as part of the Cybertrust MSS architecture – from the Local Event Collector up to the database servers in our back-end – are hardened and fully tested operating systems and servers.

· Is the traffic between your security center and our systems encrypted?

Yes, all traffic between the customer’s network and the Cybertrust security center (SMC/SOC) in encrypted at all times. 
· Are your service systems built and tested in a non-production, like a lab, environment?

Yes, all service systems are tested in a controlled lab environment and test network prior to full production. 
· Do you provide a trial period during which you provide on-site or immediate on-call support?

On-call support is included with the Cybertrust Managed Security Services at all times, not just during a trial period. However on-site support is not included with the service, unless on-site intervention would be required to fix a problem related to the managed services. If other on-site support would be required, Cybertrust can use its Professional Services team to deliver such services at an additional charge. 
· Do you use modems for remote access administrative purposes? If yes, are modems disconnected or disabled when not in use?

Yes, to provide access in the event NWC’s internet access is disrupted, Cybertrust will conduct monitoring services via the inbuilt modem within the LEC. The modem uses dial-back functionality to guarantee authorized access.
Answer Guidance
Reason For Question

Describe in detail internal architecture and how it will benefit NWC Inc. and potentially impact our business.

Mandatory Response Format:
Word count: not exceeding three pages 

Question C.3: Hardware and Software Services

Describe the products, technologies, and operating systems that you use to deliver requested services. Some providers like to lock a customer into a single technology, product, or operating system. NWC Inc. wants to ensure that the provider it chooses can function using a range of solutions.
For the delivery of its services, Cybertrust uses a combination of Commercial Off The Shelf products and in-house developed software. The Commercial Off The Shelf products include:

· Platform for Local Event Collector: Sun Microsystems, hardened version of Solaris

· Platforms for Correlation Engines: Sun Microsystems and Linux running on Dell systems

· Database platforms: Oracle RDBMS relational databases and  Oracle OLAP multidimensional databases

· Webservers and Applications Servers: Apache and Oracle

· Ticketing System: Infra

· Workflow System: Livelink (from OpenText)

· In-house developed products include:

· SEAM™ Correlation & Classification Engine (please note that Cybertrust also offers managed services running on top of commercial SEM tools through its Managed SEM offering)

· Consoles used in the Cybertrust Security Operations Centers: CARE™ and CURE™

· SLA management tool used by Shift Supervisors in Cybertrust Security Operations Centers: Lotus™ 

In terms of hardware and software used by the customer, Cybertrust supports several hardware and software systems from a variety of technology leaders in the following device categories:

· Routers

· Firewalls

· IPSec VPN
· Network Intrusion Detection Systems / Network Intrusion Prevention Systems

· Host Intrusion Detection Systems / Host Intrusion Prevention Systems

· SSL VPN
· Anti-Virus Platforms (both gateway and client AV)

· Proxy Sever
· Content Filter
· Application-level firewall technologies
· Servers

Cybertrust is a truly vendor neutral MSSP. This allows our customers to select best-of-breed products, protect past investments in technology, and avoid vendor lock-ins. Thanks to this positioning, Cybertrust has access to product management groups of all leading security vendors, such as Check Point Software Technologies, Cisco, ISS, Juniper Networks, Nokia, RSA Security, Sun Microsystems and Symantec. This allows us to keep our MSS offering up to speed with the latest and best market trends.  

Cybertrust has a pre-defined procedure for adding new technologies to its portfolio. Requests for new technologies can be submitted by sales, pre-sales and all operations personnel. These requests are then discussed in the Cybertrust MSS Product Council who prioritizes requests, and has authority to assign resources to build support for new technologies. Adding a new technology means that:

· The Cybertrust MSS R&D team has to develop an ‘adaptor’ for the new platform. On average, a new adaptor is developed and tested within 5 to 10 Business Days.

· The Cybertrust MSS Operations team has to be trained in the new platform. Depending on the required service (monitoring versus monitoring & management), an average lead time from 4 to 15 weeks is required.

Answer Guidance
Reason For Question

Also describe the product, technologies, operating systems, and architectures that you are able to monitor. Describe how new products and technologies can be easily integrated into our environment. NWC Inc. is looking to see how flexible you are.

Mandatory Response Format:
Word count: not exceeding four pages 

Question C.4: Scalability

Describe how you are able to handle new geographic locations—consider international locations in your answer, growth in business transactions and network traffic,
Cybertrust’s three-tier architecture has been designed in such way that it can easily scale to grow with the business. Cybertrust can either expand existing SMCs to increase the amount of Serviced Devices connected to the SMC, or add another SMC, either in the same location, or in a different location. Cybertrust currently has SMCs in the United States, Europe, Asia and Australia, guaranteeing a true global presence and support. 

SMC technology has been carefully designed from modular, scalable components to allow for future expansion. Regular capacity monitoring and benchmark testing on separate QA environments is done to guarantee all systems are providing the best possible service. Cybertrust currently monitors over 4600 devices in 46 countries, providing MSS customers with Managed Security Services on a global scale.

Cybertrust currently has three Security Operations Centers, one in the US, two in Europe (including the Luxembourg SOC which has been built to comply with local legislation). A fourth SOC will be added in the course of 2006, in Canberra, Australia. 

In the event NWC expands their operations, both within the United States and abroad, Cybertrust will be able to provide its Managed Services Offering. In addition to providing global coverage of our Managed Services Offering, Cybertrust also provides sales and technical support from 30 offices in 14 countries. 

Answer Guidance
Reason For Question

NWC Inc. wants to see if there are any limitations in the rate of expansion that can be accommodated and if any penalty charges will be incurred if business grows or decreases beyond an agreed upon range.

Mandatory Response Format:
Word count: not exceeding three pages 

Question C.5: Reporting

Describe the standard and customized reports included in your cost proposal.
· How frequently are reports provided? Can they be provided upon client request?

Cybertrust provides two types of reporting:

· The Cybertrust Security Dashboard, providing real-time information on all monitoring and management activities provided for the customer. The Security Dashboard includes several query builders that allow the customer to run detailed reports and download those for further internal usage. In the summer of 2006, analytical reporting capabilities will be added to the Security Dashboard.

· All customers also receive a monthly management report, highlighting the activities from the previous month. 

Customers can also request special reports, such as a Service Management Report, Weekly Incident Reports or Forensics Analysis Reports. These customized reports come at an additional cost. 
· What do reports cover? For example, are all policy modifications included, all configuration changes, and security alerts listed by severity.

Cybertrust provides the following standard reporting functions:

· Cybertrust OnlineGuardian Security Dashboard: NWC will have 24x7 access to the secure Cybertrust OnlineGuardian Security Dashboard, providing a real-time view of all the events and incidents that are being handled. Reporting is available at different levels, in RYG-format or in great detail. NWC will also be able to query the underlying events database, and create custom downloadable reports (see further for details). 

· Monthly Management Report: Cybertrust will provide a Monthly Report in PDF/Word format, providing information on:

· An executive summary

· Outstanding issues and support tickets
· Recommendations made by the Cybertrust Security engineers/analysts
· General Announcements An overview of the planned software upgrades and software patches
· Continuous Threat analysis: Detected traffic-generating security events and traffic interesting from a security point of view
· Active Incident Handling: Security incidents indicate attacks or a status of an ongoing threat to your infrastructure. 
· Availability Monitoring Overview of monitored devices
· Device Ruleset Management: An overview of all changes and/or additions to the serviced device configuration
Cybertrust also offers an optional Service Management Report, in PowerPoint format, that includes trends, overview of threats, Key Performance Indicators, etc. This report can be further customized to specific NWC needs. 

· Can you provide sample reports and describe how they are used by the provider and the customer?

Yes. Cybertrust can provide you with a sample Management Report. These Management Reports are provided to the customer through the Security Dashboard, and discussed during the monthly call with the Client Service Manager.
· Can reports be generated for specific network segments/devices?

Yes, in case of multiple ‘Locations’ (which can be geographies or network segments), the service will include both a ‘Management Report’ and ‘Location Management Reports’, providing the same type of reporting, but focused on a specific Location.
· Can trend analysis reports be generated?

Yes. In addition to the existing reporting capabilities, Cybertrust will further expand analytical reporting capabilities by the additional of so-called OLAP-cubes in the Security Dashboard, which will allow our customers to run multi-dimensional queries, and generate query-results in the form of both tables and graphs.
· How are reports delivered?

Reports can be downloaded from the Cybertrust OnlineGuardian Security Dashboard.
· Is real-time access to network and system security status provided via a Web interface?

Yes, through the Security Dashboard.
· Describe the training provided to assist us in understanding how to access online report versions and interpret and audit them?

 As part of the Project Mode, Cybertrust will conduct training sessions to assigned NWC personnel, and demonstrate the use of the Security Dashboard. In addition, contextual online help is available on all pages of the Dashboard.

Monthly reports are discussed during the monthly service review meeting, or during the monthly account review, and then explained in great detail to NWC security personnel. The extended incident reports, and other ad-hoc reports generated during incident handling, are explained and discussed during the weekly operational conference call, when incidents/activities that took place during the last week are discussed/reviewed.

Answer Guidance
Reason For Question

Reporting is often an overlooked feature. NWC Inc. wants to see the breadth of reports offered and the format in which they can be delivered?

Mandatory Response Format:
Word count: not exceeding three pages 

Question C.6: List Pricing

Define all costs billed by you to NWC Inc. for services delivered. Please indicate any front-loaded one-time expenses in addition to monthly recurring charges. NWC Inc is considering a three year agreement, but wants to weigh that against a month-to-month option and so will need to understand both monthly and 3-yr. contracted pricing. Please provide both. Indicate early termination costs where applicable. Please respond with pricing in the following categories: 

Monthly Reccuring Charges

Annual or other periodic fees

Conversion Charges

Project Management

fIREWALL MANAGED SERIVCES

iNTRUSION DETECTION MANAGED SERVICES

ROUTER/SWITCH MAINTENANCE AND SECURITY

SECURITY MONITORING

LOG MONITORING SERVICES 

Problem Management INCLUDNG FORENSIC ANALYSIS CAPABILITIES

VULNERABILITY AND PENETRATION TESTING

RISK ASSESSMENTS

CONTENT FILTERING SERVICES

Service Level management and remediation

High Availability

Coordination with NWC Inc. Trading partners

ON-SITE CONSULTING

other

we would need to provide ALL PRICING INFORMATION under confidentiality contract.  PLeASE DO NOT DISCLOSE.   additional information attached separately. 
In terms of pricing structure, the Cybertrust MSS pricing model comprises the following components:

· One-time Set-up Fees
· Site set-up fee: a fee per physical location where devices have to be managed or monitored. Please note that in case of specific network designs (e.g. all logs and alerts are send to a central location using the customer’s network) some of the site set-up fees can be waived.

· Device set-up fee: a fee per device that needs to be monitored and/or managed

· Recurring Fees (Billed either Monthly or Yearly)
The recurring fee depends on:
· The device type (e.g. firewall, NIDS, AV, …)

· The service (monitoring versus monitoring & management)

· The service level (Cybertrust offers three distinct service levels, namely Standard, Premium and Platinum)

· A surcharges is applied for HA (High Availability) pairs.
Discounts are granted based on:

· Contract term (2-year or 3-year contract)

· Number of devices included as part of the contract

· Other factors, such as devices with identical policies
Answer Guidance
Reason For Question

List all charges in U.S. dollars. If fixed pricing is not available, list hourly or whatever increment as well as associated dollar amounts that can apply. Pricing is a required scoring area; failure to disclose pricing will result in a zero.

Mandatory Response Format:
Word count: not exceeding three pages. Spreadsheet submission is fine

D.  Security Practices

The following questions explicitly address outsourced information security best practices. Please answer each. 

Question D.1: Policies, Procedures, and Regulations

You have a comprehensive set of documented, current policies that are periodically reviewed, updated, and enforced. NWC Inc. can review these at any time.

All Cybertrust OnlineGuardian Security Policies, Processes and Procedures are detailed and documented in a so-called “Orange Book” – a BS7799 or ISO/17799 compliant manual. The Orange Book specifies how Cybertrust’s Information Security Policies & Principles are managed and enforced within the Information Security Management System (ISMS) of Cybertrust OnlineGuardian. 
The Orange Book, which contains generic, “baseline best practices” policies and procedures, is further complemented by a so-called “Red Book”, which contains all required customer-specific procedural information (e.g. escalation contact information, particular escalation requirements, customer context, etc.)  Combined, the Orange and the Red Book provide a complete written description of all policies, processes, procedures, and supporting (technical) information that is needed to deliver a reliable, robust 24x7x365 service with a consistent and predictable service quality level.
For intellectual property reasons, copies of the Orange Book cannot be included in this proposal, but can be consulted by and discussed with NWC during an on-site SOC visit upon signing of a special confidentiality agreement. Existing Red Books fall under the confidentiality agreement between Cybertrust and other customers and cannot be shared at all.

Answer Guidance
Reason For Question

The provider commits that their security policies and procedures are compliant with the customer’s industry and no conflict exists. The provider demonstrates that they are exercising an appropriate standard of due diligence with regard to securing information assets utilizing security policies, procedures, and industry best practices that are well documented and enforced.

Mandatory Response Format:

Word count: not exceeding three pages.
Question D.2: Contingency Planning (Disaster Recovery)

The provider has business continuity and disaster recovery plans for critical assets and confirms that they are routinely tested and found to be effective.
The ability to monitor and manage security under all conditions is an important concern for all companies that consider co-sourcing these activities. Redundancy, disaster recovery, and load balancing are therefore essential for any credible MSSP offering. 

Cybertrust’s OnlineGuardian more than meets this concern by offering redundancy at all three pillars of its solution: end-to-end connectivity, the (unmanned) SMCs, and the manned SOCs. This redundancy is always implemented in line with a customer’s policies, risk exposure, and budget.
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Figure 5: Redundancy at critical levels: end-to-end connectivity, SMCs, and SOCs

The first redundancy level is the end-to-end flow of the logs. Cybertrust has extensive expertise with the specification and implementation of redundant transfer mechanisms from tier-1 organizations to the Cybertrust SMCs, where these logs are processed and analyzed. Cybertrust makes an initial technical and economical (risk/reward) analysis before introducing the redundant elements in the architecture. Such elements may be multiple ISPs, a combination of leased lines with SSL/VPNs over the Internet, out-of-band connections via dial-up or ISDN, or dual SMCs. Many redundancies are built-in (e.g. each Local Event Collector will store logs and alerts in case of problems with connectivity to the SMC, and forward them as soon as the connection is re-established, thus – in combination with the reliable protocol used, security events can never be lost) and are thus ready available, but others require extra investment. This is discussed during the initial design phase. Cybertrust has so far always succeeded in providing solutions that match a customer’s needs with the available budgets. 

A second level of redundancy is formed by the SMCs. These SMCs host all the Cybertrust OnlineGuardian specific equipment required for the management, storage, analysis, correlation, data mining, and web reporting. By default, each SMC consists of redundant components for all critical assets, and back-ups are taken of all data on a daily basis. As an option, the customer can choose for a primary / back-up SMC set-up. Depending on the customer’s preference this back-up SMC can either be in other part of the world, or also in the United States. Cybertrust will build logic in the transfer mechanism (end-to-end flow) to immediately and transparently send logs to the back-up SMC if the primary SMC is no longer available. The SMCs are all located in highly secure facilities that meet the stringent security and availability requirements of Cybertrust and Cybertrust’s tier-1 clients (power supply, redundant Internet connectivity with multiple providers, fire protection…).
Finally, Cybertrust’s SOCs are integrated in new, highly secured Cybertrust facilities with all required disaster recovery infrastructure (redundant power supply, multiple Internet connections at different sides of the building, etc).  

The disaster recovery at the end-to-end flow and at the SMC is regularly and fully tested. These tests take place at least twice a year for those customers that use the shared SMC environments, and as many times as required by the customer’s policies for customers that have private, dedicated SMCs. In addition, Cybertrust performs annual Point-of-Failure analysis. Such analysis will bring to light which failures (especially of the customer’s equipment) could lead to a complete or partial breakdown of the monitoring service, and how these vulnerabilities can be addressed. Cybertrust continuously evaluates alternatives to further reduce the probability of system failures that would trigger a fail-over. And it uses stringent requirements when it selects the individual components for its infrastructure.  

The disaster recovery at the SOC level is tested daily as a part of Cybertrust’s daily operations. Twice a day, the disaster recovery procedures are activated when the operations are switched from one SOC to another as part of the follow-the-sun operating model. During the switch, Cybertrust does a hand-over between the SOCs in Atlanta, US and Leuven, Belgium. Although the Luxemburg SOC does not participate in this rotation, it functions as an extra back-up with buffer capacity. Under normal circumstances, the Luxemburg SOC is used to support Cybertrust customers located in Luxemburg, operating 24x7x365.

During the hand-over, all SOC backup mechanisms, open ticket transfer and swap procedures are deployed and fully tested. This ensures that in case of an emergency all handover procedures are fully functional. Shifts overlap with 30 minutes to ensure a flawless handover between the analysts and supervisors. 

It has been Cybertrust’s experience that having a SOC disaster recovery capability across the ocean – and not in the same country or on the same continent – has been a major strength. On September 11, 2001, for example, the whole USA was under threat, and the handover to a European SOC, when some U.S facilities became unavailable, was executed seamlessly.  

In addition to disaster recovery and failover procedures, Cybertrust will also keep full back-ups of operating systems, software, and data of the customer’s security equipment. This is to recover successfully from any hardware or software failure. Cybertrust will make a full backup of the equipment typically once a week (depending on the type of device), and an incremental back-up daily. The full backup will be rotated to a secure off-site location for storage every two weeks.

Answer Guidance
Reason For Question

NWC Inc. wants to be sure you have deployed redundancy for a high availability environment should the primary center fail. Does a failover site, which is physically and geographically separate from the primary site, exist should a natural disaster occur like an earthquake, hurricane, tornado, etc.? Do you contract with multiple ISPs? Can you provide a copy of your business continuity/disaster recovery plans and procedures. 
Mandatory Response Format:

Word count: not exceeding three pages.
Question D.3: Data Handling

The provider treats data in accordance with its classification (confidential, sensitive, public) and complies with customer’s policies, procedures, and regulations.

As mentioned previously in our response to C1, Cybertrust will ensure that all appropriate security measures are in place to protect all NWC assets according to data classification.

Answer Guidance
Reason For Question

NWC Inc. wants to make sure our programs and data are protected from unauthorized copy, use, duplication, and storage. Can you provide retention guidelines for the various classes of data like user data, log, monitoring results, and reports? How long is data retained online, what’s the archive process, and how long are archives available for retrieval?

Mandatory Response Format:

Word count: not exceeding three pages.
 

Question D.4: Software Integrity

Describe how you maintain the integrity of installed software. Consider how often virus, worms, and other malicious software are checked; are virus signatures updated regularly; and are checksums compared against a valid, known baseline.

Cybertrust has a dedicated System Administration unit in each regional Security Operations Centre. These units are continuously monitoring the SOC components (including software) as well as the overall MSS infrastructure, using the same technology, services, security and access control principles that are part of the Cybertrust MSS offering. This includes full availability monitoring of all components in the network that they oversee as well as software integrity checks, anti-virus and intrusion detection. The complete approach is fully described into the Cybertrust OnlineGuardian Orange Book.

Answer Guidance
Reason For Question

NWC Inc. wants to ensure regular verification of software integrity which affects client data stored on provider equipment

Mandatory Response Format:

Word count: not exceeding three pages.
 
Question D.5: Secure Configurations

Provider ensures secure configurations of all customer information assets throughout its lifecycle—installation, operation, maintenance, retirement including:

· Authentication on both ends is required when a configuration change is requested.

Change Request Process: Configuration changes are submitted as Change Requests and follow, therefore, the standard Change Request process. All change requests to Devices under Management (DUM) at the customer’s premises must be entered in the Cybertrust OnlineGuardian Security Dashboard, using a change request wizard. Both the original change requests, as well as subsequent communication related to the change requests are funneled through the Cybertrust OnlineGuardian Service Desk. At the Cybertrust OnlineGuardian Service Desk, the change request receives a unique ticket number, ownership is assigned, and the change request is logged. Authentication for configuration change proposals, or change requests, is thus verified when accessing the Cybertrust’s Security Dashboard.
Certificate-based authentication: Customers that require access to the Security Dashboard have two possibilities to authenticate themselves, either using Certificate based authentication as described in this section, or Token based authentication by using CryptoCard Token (see second paragraph). The Cybertrust OnlineGuardian Security Dashboard portal uses SSL for server authentication and confidentiality, and to guarantee integrity of the communication. SSL uses the concept of a server certificate to link the Web server’s DNS name to the public part of a key-pair owned by the Web server. Certificates are issued by a Certificate Authority or CA. Cybertrust uses GlobalSign as its Certificate Authority, whose root certificate is present (hard-coded) in all commercial browsers. The Certificate Authority – a trusted organization – provides the assurance that the key-pair really belongs to the organization operating the web server. As such, the issuing CA is the start of the trust chain used when communicating with an SSL protected web server. Certificate Authorities and GlobalSign in particular, only issue certificates to legal entities and to a website carrying the name of the requestor. 
Token-based authentication: Currently, Cybertrust uses also the Radius compliant CryptoCard Access Token to access-authenticate on the Security Dashboard. By default, access to the Security Dashboard is not granted to users (default-deny policy). Upon receipt of the Access Token delivery acknowledgement, Cybertrust OnlineGuardian dispatches the Personal Identification Number (PIN), in two separate mailings. The first mailing invites the requestor to call the Cybertrust OnlineGuardian Business Office in order to receive his/her PIN. The second mail contains the actual PIN. These emails, as all other MSS communication are encrypted and signed using the GlobalSign Public Key Infrastructure described above. 

Network and application level firewalls with default-deny policy: The Security Dashboard is only accessible from end customer sites. By default, all access to the web server is denied by the SMC firewall. Both conventional network level firewalls as well as application level firewalls are used to achieve this; a default-deny policy is loaded on the application level firewall. Exceptions to the default-deny policies are made for all customer IP-addresses from where access to the security dashboard is required. The IP addresses are put in a Check Point FW-1 group object. All IP-addresses that are part of this group can access the Security Dashboard using the HTTPS protocol. 

· Patches are applied to correct security and functionality bugs. Is there are specific day of the week where routine, non-critical patches are applied?

Maintenance Window Definition and interval: A recurring time interval during which Cybertrust is allowed to carry out the management services (i.e. patching) on a defined set of Serviced Devices will be defined and agreed to between Cybertrust and NWC. Additional exceptional Maintenance Windows can be scheduled in agreement with the SOC. 
Software Patch Procedure: Software Patches are officially released changes to a software program. They are small enhancements or logical complements to the software program. In this context, one may also refer to a “bug fix”, “service pack” or “signature update”. Patches usually do not change functionality but may affect the system in terms of security and performance.

Cybertrust tracks new security threats and corresponding patches or new signatures on a continuous basis using the ICSA lab Intelligence. If a new security patch is released, Cybertrust will inform the customer no later than the next business day through the Cybertrust OnlineGuardian Security Dashboard. Cybertrust will test these patches in a non-production environment to analyze their effectiveness against the threat and to determine if they pose any additional software reliability problems. If the test has a positive outcome the patches will be scheduled for installation with advance notification of the customer. This testing prior to deployment greatly reduces the potential impact to our Service Availability commitments

· If the associated security threat is found to be non-critical the patch installation will be scheduled as a software upgrade described in the paragraph above 

· If the associated security threat is found to be critical the patch installation will be scheduled as soon as reasonably possible. As noted earlier, the preferred platform for our SOC and SMC systems is the Sun/Unix platform. One of the many advantages of that platform is the reduced patching burden relative to Windows base systems. 
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Figure 6: Flow-chart for upgrades of signatures and patches

Software Upgrade Procedure: Software upgrades are officially released versions of a software program. They generally change functionality and contain substantial changes and new features. Cybertrust works with a three-month release schedule for its own software. Prior to being released, all software is thoroughly tested in a non-production environment. Further, 3rd party software upgrades may also be required in order to maintain the security posture of e.g. the managed intrusion detection probes or of the SMC infrastructure. One such example would be the release of a new software upgrade by the probe vendor. 
The customer will receive advanced notification that such an upgrade needs to be scheduled, and the customer and Cybertrust will mutually agree on a deployment date and time. Software Upgrades on devices under management are implemented remotely and during routine maintenance windows by our Professional Service group. Maintenance windows are defined mutually by the customer and Cybertrust, and are documented in the customer configuration sheet. Please note that Software upgrades (not for patch upgrade) are separate mini-projects during the operational mode and will be performed by Cybertrust’s Professional Service team.

Software Upgrade and Patch Communication Channel: Software upgrades and patches are communicated to the subscriber in advance either by encrypted and signed e-mail or through the Security Dashboard. In principle, Software upgrades, patch installation, and/or configuration changes are implemented during the maintenance window that is specified in the customer configuration sheet (which is customized to reasonably meet the subscriber’s requirements). Out of maintenance window upgrades, patch installations, and/or configuration changes are only allowed after prior receipt of the subscriber’s consent.

· Unnecessary application and services are removed or disabled? 
We maintain and update a baseline hardened configuration for the devices within the SMC and SOC.  Systems are tested thoroughly prior to deployment. On going tests are completed during the assets life cycle in order to ensure that the configuration remains highly secure. As indicated in the high level project chart, Cybertrust’s security consultants will perform a specific security audit on every device that has to be managed by Cybertrust. Such an audit can mean the following activities: review of the e.g. Firewall policy, necessary software security patch installations, signature pattern file updates, etc. 

· Default accounts are also removed?

Yes, part of the Cybertrust baseline hardening also includes disabling of default accounts.
· Are configurations tested in a non-production environment prior to deployment?

The baseline configurations for all service systems are checked before and after full installation of the device. On-going scanning and probing is performed using a variety of the audit tools.
Reports detailing our efforts above will be available on line as well as during monthly service review meetings.

ICSA lab tests all patches in a non-production environment to analyze their effectiveness against the threat and to determine if they pose any additional software reliability problems. This pre-deployment testing in a non-production test environment is also done for signature and service pack updates, and software upgrades. If the test has a positive outcome the patches will be scheduled for installation with consent from the customer.

· If the associated security threat is found to be non-critical the patch installation will be scheduled as a software upgrade.

· If the associated security threat is found to be critical the patch installation will be scheduled as soon as is reasonably possible.
Answer Guidance
Reason For Question

NWC Inc. is making sure well-established, documented configuration management and change control procedures are followed whenever a request is made. How prepared is the outsourcing company to recover from patch and upgrade problems, backing out relevant changes to arrive at a previously working configuration? How is the customer notified when changes are made that can affect performance and data? Most importantly, no undocumented configuration changes will occur.

Mandatory Response Format:

Word count: not exceeding three pages.
 
Question D.6: Backup’s

You provide a regular schedule of backups for data including how often partial, full backup’s are performed; is data validated both before and after a backup; is encryption used; how do you separate one customer’s backup media from others; and have a process implemented to accommodate a customer’s request for an unscheduled backup restore.

Back-ups are taken of all components of the Cybertrust MSS architecture. These back-ups include combinations of full and partial backups. The frequency of these back-ups depends on the criticality of the data following the data classification scheme. 

Only authorized SOC staff is allowed to access the backups. Authorized SOC staff comprises the SOC Manager, the SOC Supervisor on duty and the SOC administrators (System Administrator and Database Administrator). The Security Management Center ensures that environmental backup controls are in place. The backups will be carefully managed with encryption keys to ensure easy and fast retrieval and testing before recovery. If necessary, the backup will be recovered in a clean environment and re-archived using the new algorithm and/or new key.

When customer information, data and events that must be removed – for any reason – Cybertrust uses data erasing techniques set forth by the U.S. Department of Defense DoD 5220.22-M standard.
Answer Guidance
Reason For Question

Provider describes how they perform backups of service system configuration files. How are the files restored? Who has access to them? Are backup media stored off-site? What is the chain of command when backup media moves from location-to-location?

Mandatory Response Format:

Word count: not exceeding three pages.
Question D.7: Monitoring and Auditing

Describes the actions the provider takes to monitor and audit its owns systems and networks. Also applies to customer systems and networks if included in the requested services. The provider describes their ongoing processes for global vulnerability and threat analysis.
Cybertrust’s Risk Management Group does regular audits, security assessments, and penetration tests on the MSS infrastructure. Vulnerability Assessments Monitoring tools run automated scans. Other security control mechanisms, such as IDS probes and agents are installed to reach the standards defined in the Cybertrust Orange Book “Policies, Processes and Procedures”, a document that follows the BS 7799 standard. Cybertrust has engaged KPMG to perform regular audits on its Cybertrust Global Managed Security Services and Cybertrust Certificate Management Services.
How is correlation from all data sources performed when monitoring includes firewalls, intrusion detection systems, routers, and servers?

Cybertrust has developed its own technology and architecture for automated monitoring of events. It is called SEAM™ that stands for State & Event Analysis Machine.
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Figure 7: Cybertrust filters out false alarms, discovers complex attacks, handles initial investigation and makes all activity visible in a data warehouse

This technology handles events from a wide variety of security devices: firewalls, application-level firewalls, network intrusion detection probes, host intrusion software and virus scanners. SEAM™ not only handles real-time events but also incorporates the results of daily scans, such as network vulnerability scans and host policy compliance scanners.

SEAM™ uses a unique multi-layer event & state normalization, classification, filtering and correlation architecture. Coarse filtering is fine-tuned by Cybertrust and occurs at the device itself. The fine-grained classification is accomplished by SEAM™ after event and state information is stored in a data warehouse. This assures an effective low-noise monitoring practice, and retains sufficient data for further pattern discovery and for forensics.
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Figure 8: SEAM™ event filtering process

· Normalization: SEAM™ parses and reformats all events and state information to the Cybertrust OnlineGuardian Extended Event Format. This format accommodates events from different types of security devices from a range of manufacturers. Adapters are readily available for Cisco, Check Point, Cyberguard and NetScreen firewalls, for Cisco, ISS and Symantec probes, etc.

· Classification: SEAM™ then classifies all events in five levels; these levels identify the severity of the attack, ranging from false positives and to-be-investigated, to harmless positives to potentially successful attacks. To successfully classify and filter events in real-time, the SEAM™ policy is custom-made and constantly fine-tuned for individual devices utilized by the customer.

· First pass correlation (Small Window Correlation): All events within a short period of time are first correlated by the SEAM™ engine, using techniques borrowed from network monitoring. The technique clusters events to counter segmentation, fragmentation, de-synchronization and other complex methods applied by hackers, fraudsters, viruses and worms.

· Second pass correlation (Large Window Correlation): To detect attacks and reconnaissance traffic spread over a longer time period – and within a wider span of control across many devices – a second pass of correlation is carried out using techniques borrowed from the data warehouse domain:

C. Aggregation of events along one or more dimensions and attributes customized by Cybertrust’s consultants;

D. Pattern recognition against a WatchList of patterns based on Cybertrust’s experience and Security Intelligence;

E. Pattern discovery using data mining and threshold tools employed by Cybertrust’s Security Analysts.

SEAM™ technology, combined with Security Intelligence and the permanent analysis of Cybertrust’s security analysts, ensures that your personnel need only deal with genuine escalations.
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Figure 9: Cybertrust’s SEAM™ engine processing historical data
Trend analysis and statistics of SEAM™

Cybertrust distinguishes two levels of trend analysis:

· Cross customer trend analysis

· Security event trend analysis

Reports of cross-customer trend analysis are only performed on request basis.  That is, Cybertrust today does not offer cross customer trend analysis reporting as part of its MSS service.  However, Cybertrust can provide trends analysis to customers on attack profiles for a vertical market, etc.  An example of the above is shown in Figure 10 below.

Next to that, it is an important part of a security analysts’ job to always track whether events generated are occurring at other customers as well.  This way, easily distributed and widely spread threats are discovered and escalated towards the Cybertrust ICSA labs.  Not only the SOC engineers in this way will benefit, but also our subscribed customers and the support engineers.

[image: image17.wmf]Remote 

Command 

Execution 3,1%

Others 6,3%

Info Retrieval 

16,4 %

Authentication 

Failure 1%

Remote 

Command 

Access 32,4%

Denial of 

Service 40,8%


Figure 10: A typical attack profile for a fortune 500 customer

Trend analysis of security events, coming from several security devices all around the world, is performed by using correlation techniques such as the SEAM™ engine. Before the security events enter into the Cybertrust OnlineGuardian SEAM™ engine, they will be normalized to a generic event. Once entered in the SEAM™ Engine, they are all available, and this allows cross-aggregation and correlation across device types. This correlation factor is a very important value proposition of Cybertrust OnlineGuardian, as it represents a strong point of differentiation between Cybertrust and its competitors in the MSS space. 
The result of the cross-aggregation and correlation across the devices will be published in the Security Dashboard, the security web-portal 24x7 available for authorized NWC people.
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Figure 11: Example of the Security Dashboard – Firewall connection trend analysis overview

SEAM™ technology, combined with Security Intelligence and the permanent analysis of Cybertrust’s security analysts, ensures that the customer’s staff only needs to deal with genuine escalations.

The following data provide actual numbers, representative of the average incident volume and escalations for a typical Fortune-500 customer with 30 NIDS probes located at 10 sites:

· The probes generated 5,000,000 events during one month of which 250,000 were identified as genuine attacks.

· 807 incidents could not be classified as harmless and were further investigated by a Cybertrust security engineer. 112 incidents were escalated to the customer to obtain further information, of which 5 incidents turned out to be a real threat for the customer’s infrastructure.

· Cybertrust made 5 recommendations for remediation and formulated 15 SEAM™ change proposals to further improve the accuracy and effectiveness of the monitoring service.

In addition to the security monitoring described above, Cybertrust also performs availability and health monitoring of all Serviced Devices. Health monitoring includes monitoring CPU usage, Memory usage, Network usage, Disk usage and Swap usage of the Services Device. In case of an availability problem, or in case a health threshold (defined in conjunction with the customer) is exceeded, Cybertrust will escalate the incident, and perform a root cause analysis. 
Answer Guidance
Reason For Question

Do you regularly use system and network monitoring tools and log filtering and analysis tools examine the results they produce? Do you generate log files in a write once-read many mode? Is monitoring conducted in real-time? How are systems and network monitored?

Mandatory Response Format:

Word count: not exceeding three pages.
Question D.8: Intrusion Response

Describe how your service responds to a detected intrusion to include the following:

· Describe escalation timing for the service provider. For example, notification could occur within one hour of detection to the first level supervisor, four hours to the next level, eight hours to the next level, and so on. These times may be outlined as part of a service level agreement.

The following paragraphs describe the how an incident is detected, classified and escalated to the customer. 

· An event arrives at the SMC and is processed by SEAM™. SEAM™ classifies the event (raw or correlated) as per the agreed policy. The alert is given status OPEN.

· If SEAM™ cannot attribute a level to this alert it is escalated to the SOC as Level 0 (undefined). The analyst investigates and if required gets in touch with NWC (typically via desk telephone, secure email, pager or cell phone) to request more information as defined in the Service Descriptions (see also Appendix C). This analysis enables definition of the real Alert level (1, 2, 3 and 4). If new information is gathered, it is put into the customer-data database. When Security Analyst has determined that the Event is a  Level 1 – meaning a High priority problem, possible attack with malicious intent - the analyst immediately notifies the customer.
· When SEAM™ detects automatically a Level 1 alert, the analyst validates the alert and immediately notifies the customer.
· When possible SEAM™ will assign levels 2, 3 or 4 to harmless security threats or false positives and will immediately close these alerts. They will require no further action and will be included in the reporting.

The Cybertrust Security Analysts will work with NWC towards the closing of all escalated events, and provide expert advice as required – including forensics analysis, extended incident reporting, etc. All information available will be used in order to determine the threat level of the alert, including firewall policy etc. The underlying classification policy will be defined in collaboration with NWC, and kept current, as detailed in the answer in section 6 below.

Response times are defined in the Service Description and Service Level Agreement document. Depending on the Service Level, availability and health incidents are escalated within 15 minutes or 30 minutes. Security Incidents are always escalated within 30 minutes, and include an Incident report containing both the incident data and Cybertrust’s recommendation in terms of incident response.
· Describe the escalation process for the client.

Security incidents are escalated by Cybertrust to the client. In case the client would want to escalate an incident, a ‘Problem Ticket’ will be defined, and Cybertrust will respond according to the procedure and timeframes documented in the Service Description.

· Describe how you return affected systems back to normal operation.

In the event a managed devices becomes affected, Cybertrust OnlineGuardian will return the system back to normal operation using backed up policies and – if on-site intervention is required – a professional services engagement. For devices that fall outside the Cybertrust OnlineGuardian management responsibility, recommendations are provided and, if necessary, Cybertrust can provide professional services assistance at an additional fee.

· Do you support automated responses?

If NWC would want to set-up a system whereby e.g. responses to incident reports by NWC would be given through an automated system, the Cybertrust can support such system at an additional cost. In such set-up, Cybertrust will build a two-way integration between our ticketing system and NWC’s ticketing system.

· Do you perform forensic analysis? Is this an additional charge?

With each incident, NWC will receive an incident report that includes the raw data that caused the incident. Through a simple ‘Request for Information’ filed through the Security Dashboard, NWC can ask for more detailed supporting evidence related to an incident. Such request is included in the service.

In case NWC would like to perform an in-depth forensics analysis, including building a complete chain-of-custody for an incident, Cyber trust can deliver such investigation through its ‘Forensics and Incident Response Team’ as part of its Professional Services organization. Such analysis would come at an additional cost.

Cybertrust is recognized as the number 1 leader of security forensics for identity theft and fraud. We have a proven history with banks, merchants, payment gateways, leading credit card associations, U.S. federal government agencies, large Fortune 1000 organizations, and are called regularly to assist in high-profile information security breach. Our forensics investigation services isolate unwanted activity, clearly identify the source, and determine the full extent of the breach.

· How do you preserve evidence?

Cybertrust has a dedicated Forensics/Investigative Response group lead by Bryan Sartin who has more than 15 years experience in the security arena providing industry-leading services and support for both commercial and government customers. The group has detailed processes and procedures that also include a precise chain-of-custody steps that have assisted many fortune 1000 organizations build a strong case for legal authorities.

· Do you get involve local, national, and international law enforcement?
Yes, Over the last four years, Cybertrust has built up close working relationships with several national and local law enforcement agencies in both North America and Europe 
· Do you recommend improvement steps to ensure the same intrusion is not again successful?

Yes, these form an important part of the Security Analysts recommendations which are included in each Incident Report. 
Reason For Question

Describe how the client is informed and involved in these processes. Be sure to mention client roles, responsibilities, and approval authority.

Mandatory Response Format:
Word count: not exceeding three pages  







