Enterprise WLAN Infrastructure Request for Information 
Network Computing will be conducting a feature story on enterprise WLAN systems that will be published in our April 27, 2006 issue and distributed at the Interop Conference in May. This feature will provide a general overview of WLAN market and technology trends as well as an in-depth analysis and test of Cisco’s WLAN systems. With more than 50% market-share, according to data from Synergy Research Group, Cisco is a dominant force. However, our internal reader research indicates that a large proportion of enterprise network managers are interested in understanding the capabilities of Cisco’s major competitors in this market and are willing to consider alternatives. By completing this Request for Information, you will allow us to assess your systems’ strengths and weaknesses, in comparison to Cisco as well as other market competitors, and to share that analysis with hundreds of thousands of in-print and on-line readers.

Please answer the following questions with as much detail as possible while limiting your total response to no more than ten pages. You are welcome to include supplementary materials if you wish but we cannot commit to including information contained in supplementary materials in our final market analysis. In order to be considered, your responses must be submitted to us by March 3, 2006. Your response should be submitted via e-mail in Microsoft Word, HTML, or PDF format. If you would like to mail any materials to us, you are welcome to send them to us at the following address:

Network Computing Real World Lab

Attention: Dave Molta or Dan Renfroe

206 Hinds Hall

Syracuse, NY 13244

315-443-4549

We are willing to make ourselves available for a phone or in-person briefing and/or product demonstration after your response has been submitted. If you have questions regarding the information requests described below, please submit those questions via e-mail to both of the article’s authors.
In addition to your RFI response, we would like to provide you with the opportunity to submit two customer references who would be willing to discuss their installations with us. In choosing customer references, we would like for you to consider selecting one customer who has implemented your solution in a geographically-confined headquarters or campus installation as well as one customer who has deployed your system across an extended enterprise consisting of both headquarters and branch office locations.

On behalf of our readers, we thank you for your participation in this article.

Dave Molta, Senior Technology Editor (dmolta@nwc.com)

Dan Renfroe, Technology Analyst (drenfroe@nwc.com)

1. Architecture. The approach to design of enterprise WLAN systems varies among vendors. Enterprise IT professionals evaluating system purchase decisions often seek to gain a greater understanding of the approach taken by each vendor. Describe your overall architectural approach to enterprise WLAN solutions. 
Xirrus Response: Xirrus has taken Wi-Fi network deployments to the next logical level by integrating the switch/access point functionality into a single device called a Wireless LAN Array. This architecture puts encryption, QoS, RF and packet flow control at the every edge of the network through our patent-pending Multi-channel MAC and non-blocking switch backplane. By integrating a wireless LAN switch, up to 16 Access Points and a high-gain Multi-sector Antenna System in the Wireless LAN Array, it can deliver up to 864Mbps of Wi-Fi bandwidth over a large coverage area.
In addition to maximizing the performance of a Wi-Fi network, the integration of the WLAN switch and multiple access points into a single device provides functionality not available in current product offerings. The WLAN Array is capable of bonding together up to three RF interfaces to create a high-bandwidth (162Mbps) Wireless Distribution System (WDS). This eliminates the need to run cabled uplink connections in areas where it may be impractical or cost-prohibitive to connect a WLAN Array to the network via Ethernet. Each WDS link automatically load balances across its RF interfaces and up to 4 WDS links can be defined per WLAN Array enabling a variety of deployment options. Security, fail-over and VLAN settings are enforced across the WDS connections allowing for a consistent and fault-tolerant deployment across an entire enterprise campus.
Xirrus also offers a Centralized Management System controlling up to 500 Wireless LAN Arrays at Layer 3. This unique approach allows for the benefits of centralized command and control while moving the WLAN switch and access point functionality to the very edge of the network optimizing performance, coverage and security.
Wireless LAN Arrays can either be powered via AC or through a remote 48 volt DC power system that delivers power to a WLAN Array over a CAT-5 cable from an IT closet.  
2. Wired-Wireless integration. Many enterprise IT professionals are unsure whether they should focus on a single vendor for their wired and wireless networks or if a wireless overlay solution is a better choice. Provide your perspectives on this issue. If you are a company that offers an integrated solution, please explain the benefits of this level of integration, providing specific examples wherever necessary. If you are an overlay vendor, explain the benefits of such an approach and provide reassurance to those skeptics who feel it is best to look to a single vendor for wired and wireless LAN systems.

Xirrus Response: At Xirrus, we believe that a Wi-Fi network provides incredible productivity enhancements and should be considered a true extension of the wired Ethernet network. In order to provide that wireless extension, users need to be given the maximum amount of bandwidth available within the 802.11 specifications. Enterprise IT administrators need to look for best of breed solutions given the unique deployment, security and management criteria needed to create a true Wi-Fi extension of the wired network. That level of expertise required in an equipment manufacture can’t be found in a typical company offering both wired and wireless products as an “integrated” solution. 

At a technical level, Xirrus’ Management System operates at Layer 3 allowing it to be placed anywhere in the network and manage an entire campus network; our Wireless LAN Arrays support SNMPv3 so they can be managed by existing systems such as HP OpenView that may already in place providing maximum flexibility in “slotting” into an existing network.   
3. Security. The ratification of the 802.11i standard and subsequent incorporation of this standard into the Wi-Fi Alliance’s WPA2 certification program has some in the industry concluding that enterprise WLAN security challenges have been solved. However, most enterprise IT professionals realize that WPA2 is just one part of the security problem, that a multi-layer end-to-end wireless security solution that addresses authentication, authorization, monitoring, mobility, and end-point security is required for enterprise-class WLAN systems. Explain how your solution meets these security challenges and to what degree these security services are integrated or dependent on third-party solutions.
Xirrus Response: Xirrus provides multiple levels of security and the highest levels of authentication and encryption (802.1x and 802.11i) available for a Wi-Fi deployment. Most importantly, every Xirrus WLAN Array has one Integrated Access Point that can be used as a dedicated RF Monitor for detecting over 130 threats including rogue Access Points – no separate sensor network is required and no “time sharing” for Rogue AP detection and other security threats is done. Xirrus has partnerships with Network Chemistry and AirMagnet whereas the “sensor” functionality found in these solutions runs on the dedicated monitor within the Wireless LAN Array; eliminating the need for a separate Intrusion Detection and Prevention network. Other Security features include mechanical security, support for all the EAP types and Administrator Account privileges and passwords. Secure methods of system management including Secure Shell (SSHv2) and SNMPv3 are also supported. 
4. Guest access. Increasingly, IT professionals are being called on to accommodate the needs of guests who wish to gain Internet access while visiting their facilities. Providing guest access while insuring that it does not violate internal security policies or result in significant administrative overhead or inconvenience can be quite challenging. Describe the capabilities of your system facilitate guest access services.

Xirrus Response: Xirrus provides multiple SSID support and VLAN tagging allowing IT administrators to provide a special “Guest” SSID that can be tied to a separate VLAN to keep guest user traffic from the rest of the corporate network. Administrators can also assign a QoS level to this SSID and associated VLAN so all guests can get an appropriate level of performance. If appropriate, the IT administrator can also assign a specific security setting to that SSID or allow the guest to establish a VPN back to their corporate network.  
5. Performance and Scalability. Many forward-looking enterprise IT professionals envision a day when wireless is the default mode of network access within their organizations. However, there are concerns that existing systems may not be scalable enough to meet these emerging needs both as relates to a campus deployment as well as a distributed deployment where wireless services need to be provided at a large number of geographic locations. Explain how your solution is capable of meeting these scalability challenges and, using metrics of total number of AP’s, total physical locations, or total concurrent users, describe your largest wireless installations. You do not need to provide explicit reference to the organization, though we encourage you to provide us with such references if your customers are willing to talk to us privately.

Xirrus Response: Xirrus has developed the Wireless LAN Array to simultaneously use all the available non-overlapping channels within the 802.11 specifications to deliver up to 16 times the aggregate bandwidth of typical solutions on the market today. IT administrators get the benefit of distributing the maximum amount of aggregate Wi-Fi bandwidth (up to 864Mbps) over a large coverage area because of the high-gain, sectorized antenna system used within the WLAN Array – no other Wi-Fi architecture offers that today. 
The vast majority of access point deployments today consist of products that use omni-directional antennas. For the most part, this type of deployment has served the market well for home use and light use in the enterprise. But as the number of wireless users has dramatically increased and the number of access points deployed to meet the needs of users increases, the omni-directional antenna becomes its own worst enemy in the battle to address improved performance. No matter what type of access point is used (“fat” or “thin”) blasting RF energy in all directions becomes a barrier to the performance needed for today’s wireless networks. The use of omni-directional antennas creates a number of issues that all limit high-performance deployments: cell size, channel reuse, hidden nodes and multi-path.
Simply adding more access points on different channels and making sure that any two access points that are on the same channel cannot hear each other represents a non-scalable architecture. The only real way to increase the aggregate capacity of a Wi-Fi network is to maximize the use of non-overlapping channels in any given cell – Xirrus’ approach maximizes the performance of Wi-Fi network while eliminating the issues surrounding channel reuse because the channels are reused in every cell. 

Not only has Xirrus’ approach maximized the amount of bandwidth in a given cell, the Wireless LAN Array reduces the total number of cells that need to be deployed. This reduction in infrastructure is driven by our use of a high-gain, sectorized antenna system which provides an increase (typically up to 4x) in the coverage area; allowing IT administrators to deploy far fewer devices.  
Since the Wireless LAN Arrays use the existing Ethernet infrastructure, they can be deployed in any location throughout a campus providing service both indoors and outdoors. Our Centralized Management System discovers, authenticates and manages the Wireless LAN Arrays at Layer 3 so it can be placed anywhere in the network supporting a geographically dispersed deployment. 
Xirrus offers three different Wireless LAN Arrays supporting 256, 512 and 1,024 simultaneous users allowing our customers to deploy our solution in a variety of locations from large office buildings, lecture halls and conference centers to smaller satellite or branch offices that have different bandwidth and user level requirements.
6. Availability. As WLANs make the likely transition from secondary (to Ethernet) network access method to primary network access method and wireless applications begin to become more mission-critical, redundancy and high-availability become more critical elements of the enterprise WLAN purchasing decision. Explain the high-availability features offered with your product line and describe, including both system failover capabilities as well as any other features that enhance availability. Also, assess the incremental costs associated with implementing these system capabilities. 
Xirrus Response: Xirrus firmly believes that Wi-Fi will move to a primary network access method and we offer several features to enhance the availability and redundancy of our products. Within the Wireless LAN Array, two Gigabit uplink ports are offered providing fail-over capability, these two uplink ports can be connected to two different Ethernet switches in the IT closet to further guard against a failure at an upstream switch or router. Redundancy if also offered at the RF layer as each sector of the Wireless LAN Array’s antenna system provides overlap to the adjacent sector so if a Integrated Access Point where to fail, the coverage area of that particular radio would be picked up by the two adjacent sectors. Finally, complete Wireless LAN Array failover is offered through a “heart beat” functionality so if the primary unit fails, a secondary device will come online to service the clients in that area. From a Management System perspective, our solution sits outside of the data path and in the unlikely event of failure of that system, no network downtime will occur. This is very different that alternative approaches on the market today where the WLAN switch and/or controller sits in the data path actively managing the access points that are connected to it which requires IT administrators to plan for redundancy at multiple levels within the Wi-Fi network.
All redundancy features come standard in the WLAN Array so there is no incremental charges and/or costs associated with them. Complete WLAN Array failover functionality would require the purchase of a secondary WLAN Array to act as a backup.

Additionally, our multi-radio WDS functionality can also serve as failover mechanism to a wired uplink further hardening a Wi-Fi deployment against a network outage.
7. VoIP Support. The ability to support VoIP and other real-time applications are becoming increasingly important on enterprise networks. Wireless VoIP in particular has attracted significant interest, particularly in organizations that are committed to VoIP on their wired networks or have mobile voice requirements that aren’t easily or cost-effectively met using cell-phones or private two-way radio systems. Describe how your system has been designed to accommodate these needs and provide one or more examples of organizations that have implemented voice services using your system. You do not need to describe that organization by name but you should at least describe their business requirement and the scope of their installation. 
Xirrus Response: Our solution was designed to optimize VoIP applications as we support all the necessary QoS (802.11e) features including multiple traffic queues and classifications. The Wireless LAN Array features up to 16 Integrated Access Points providing IT administrators with 16x the capacity of systems using traditional “thin or fat” access points and since the WLAN switch is integrated into the Array, roaming and handoff times between the Integrated Access Points in virtually non-existent. 
8. Design and Deployment. The cost of implementing an enterprise WLAN involves not only the cost of network hardware and software, but also staff time required to design and implement the system. To address these challenges, most vendors provide capabilities to facilitate site surveys and/or develop a logical model of the WLAN prior to installation, either using integrated tools or by relying on integration with a partner’s offering. Describe the design and deployment capabilities of your system and provide an example of an installation where a customer has benefited from these services.
Xirrus Response: Xirrus’ Wireless LAN Array is supported by Wireless Valley’s (now part of Motorola) LANPlanner software package. LANPlanner is a stand alone software application that converts an existing AutoCAD, scanned, or traced drawings of a facility and into a flexible 2D/3D model showing the capacity and coverage patterns of the WLAN Array. This sophisticated application is customized to support the unique performance characteristics of all models of the WLAN Array and helps streamline deployments. Xirrus offers a free trial version of the software to customers and Integrators for one-time deployment planning.
9. Monitoring and Management. As enterprise WLANs expand from tactical hotspot installations to pervasive deployments, the monitoring and management capabilities become increasingly important, in facilitating deployment, enforcing policy and compliance, solving service problems, and proactively addressing capacity and performance issues. Describe your monitoring and management capabilities, making explicit reference to how your system meets the management and operational needs of users, help-desk staff, network engineers, and IT managers. 
Xirrus Response:  Xirrus’ Centralized Management System extends the capabilities of the WLAN Array’s Web Management Interface (WMI) and Command Line Interface (CLI) to multiple WLAN Arrays over an entire network. The Management System includes the same configuration, performance monitoring, security, fault management, and reporting used in the WLAN Array but adds an aggregate view of an entire network of WLAN Arrays across L2 and L3 boundaries.
Providing auto-discovery and map-based organization of WLAN Arrays, the Management System streamlines the management of configurations, reports and threats to the network with full event logs for rogue access points, network health and WLAN Arrays. Xirrus’ system allows the IT administrator to manage configurations, set policies, schedule firmware upgrades across multiple WLAN Arrays or create groups of WLAN Arrays to simplify repetitive tasks. The Management System features different administrative levels allowing Help Desk staff to monitor the network and client activity and restricting network setting changes to specific staff members. All of these features allow the IT Department to actively monitor and manage the health of the Wi-Fi network from anywhere using a browser.  
10. Advanced Services. While all enterprise WLAN systems are expected to provide basic network access services, some vendors are developing specialized capabilities, including location services and asset tracking, to enhance their system offerings. Describe any unique capabilities or services found on your system that your customers have found important in making their system purchase decisions. 
Xirrus Response: By having multiple Integrated Access Points and a sectorized antenna system, Xirrus’ solution allows the gathering a multiple data points on client and/or asset’s location. This is a superior approach to multiple “thin or fat” access points that use omni-directional antennas and triangulation for gathering of location information. Location tracking of clients and assets is not currently supported in our product family but will be released in Q2 of this year.

11. Distribution Model and Partnerships. Describe your business model for delivering solutions to customers. You should describe the role of direct sales and sales-support staff as well as any distribution channels through which you operate. If a significant proportion of sales come through partners, describe your strategy for insuring that partners are knowledgeable enough to sell, deploy and support your systems. Also, if you have other industry partnerships that you feel are relevant to our readers, briefly describe them. 

Xirrus Response: Xirrus sells its products through a network of Value Added Reseller and Integrators. Xirrus ensures these partners are adequately trained through our PartnerAdvantage Program which offers on-line technical and “selling” course work after which the partner is required to take a test to make sure they are properly trained to support a customer. Xirrus also sells its products through OEM customers who rebrand our solution and market it to their customers. Our current OEM customers and partner examples include ADC Telecommunications, JDM Infrastructure, Sayers and BCS Networks.
12. Cost. While true cost of deployment and ownership is often related to the underlying system architecture, the cost of software and hardware components often represents a significant proportion of those costs. Provide manufacturer suggested retail pricing for the most common elements of your solution, including access points, switches/controllers, management systems, and software service modules. Also, describe the hardware and software maintenance costs associated with your solution.
Xirrus Response: 
Wireless LAN Array Family:

XS-3900 WLAN Array: WLAN Switch + 16 Integrated Access Points + Sectorized Antenna System. Delivers up to 864Mbps of Wi-Fi bandwidth, supports up to 1,024 users. 
List Price: $11,999
XS-3700 WLAN Array: WLAN Switch + 8 Integrated Access Points + Sectorized Antenna System. Delivers up to 432Mbps of Wi-Fi bandwidth, supports up to 512 users. 
List Price: $6,999
XS-3500 WLAN Array: WLAN Switch + 4 Integrated Access Points + Sectorized Antenna System. Delivers up to 216Mbps of Wi-Fi bandwidth, supports up to 256 users. 
List Price: $3,999
Centralized Management Family:

Xirrus has created a simplified and flexible pricing structure for our Centralized Management System. Our Centralized Management System is available on a Dedicated Network Appliance or as a software-only solution that can be installed on an existing server in the IT closet. 
Customers simply select the appropriate Platform (XM or XC) that comes enabled to provide centralized Command and Control for up to 10 WLAN Arrays. For larger networks, additional WLAN Arrays can be supported through the purchase of Array Upgrade Packs that add support for 10 more WLAN Arrays. Each Array Upgrade Module is sold at a list price of $2,000.For deployments larger than 10 WLAN Arrays, Xirrus offers Array Upgrade Modules that add support for additional WLAN Arrays in 10 unit increments. 
Additional features and functionality are also available on the Centralized Management System through the purchase of Upgrade Modules providing customers to create a solution that best meets the needs of their network. Xirrus also offers the a simplified Site License purchase for large, campus-wide deployments supporting up to 500 WLAN Arrays.
XM-3300 Centralized Management Platform: Dedicated Network Appliance that manages the configurations, policies, security settings and firmware revisions for up to 10 WLAN Arrays.
List Price: $7,999
XC-2000 Management Software: Software-only solution that manages the configurations, policies, security settings and firmware revisions for up to 10 WLAN Arrays.
List Price: $3,999
Array Upgrade Pack: Adds support for 10 additional WLAN Arrays to either the XM or XC platforms. 

List Price: $1,999

Intrusion Detection and Prevention Module: Enables up to 10 RFprotect consoles from Network Chemistry utilizing the dedicated RF Monitor of the WLAN Array. 
List Price: $3,999

RF Manager Module: Enables real-time RF visualization and Location Tracking (when available) for up to 10 WLAN Arrays.

List Price: $2,999

Centralized Management Pricing Summary Matrix:

	Centralized Management Platform Pricing
	
	

	
	
	

	Platforms 
	Price
	 

	XM-3300 Network Appliance for 10 Arrays
	$7,999
	 

	XC-2000 Software-only Solution for 10 Arrays
	$3,999
	 

	
	 
	 

	Modules
	Price Per Upgrade
	Site License

	Array Upgrade Module  
	$1,999
	$24,999

	Intrusion Detection and Prevention Sensor Module
	$3,999
	$44,999

	RF Manager Module
	$2,999
	$24,999


Remote Power System:

XP-3100-C: 1U Chassis + 1 Expansion Module powering up to 4 WLAN Arrays, one chassis supports 3 Expansion Modules for a total of 12 WLAN Arrays. List Price: $1,999
XP-3100-M: 1 Expansion Module – Powers up to 4 WLAN Arrays. List Price: $999

All Xirrus products some with a 1 year hardware and 90 day software warranty. Our Enhanced Care Packages (Maintenance) which provide Next Day Advanced Swap, 1 year software subscription and Priority Technical Support are priced at approximately 18% of List Price.
LANPlanner for the Wireless LAN Array:

Xirrus LANPlanner for the Wireless LAN Array a user to quickly and accurately model a building and predict Wi-Fi performance for the Xirrus Wireless LAN Array. LANPlanner is a WindowsTM XP/2000 application that easily converts an existing AutoCAD, scanned, or traced drawings into a flexible 2D/3D model. 
XA-LANPLAN-ENT-PRO: Xirrus LANPlanner Enterprise Professional for Xirrus Partners. List Price $7,499
