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Information security policy

1. Purpose and scope

The policy describes the focal points of the organisation regarding the protection of information and
security in all information processing. The policy applies to all information assets and operation of the
organisation irrespective of the format or medium in which the information is stored. The policy covers
all units of the organisation and applies to all employees and parties who work with the organisation’s
information. It covers any kind of processing, registration, communication, distribution, storage, and
deletion of information by the organisation. The policy also covers premises and equipment where
information is stored.

2. Policy
Isavia encourages the security of information assets through formal procedures that support continuity
in operations and minimise operational risk.

3. Objective
The following must guide all the operations of Isavia:

e Maximise information security including information systems owned by or in the possession of
the organisation with regards to confidentiality, integrity and availability®.

e Information assets must be protected from unauthorised access, to prevent inappropriate use,
changes, disclosure or destruction of important and sensitive information.

e Physical security must be acceptable, such as access to the premises of Isavia.

e Encourage and maintain active awareness of information security in the minds of employees
and the Board, as well as other entities that are given access to information when working for
the organisation.

e Follow laws and regulations on information management, information security and general data
protection that apply to the organisation.

e Follow the criteria of the safety standard (ST EN ISO/IEC 27001:2017 as the foundation for
organisational and maintenance actions which ensure confidentiality, integrity and availability
of information assets.

e Continuously work on improvements and regularly perform risk assessments to see whether
there is a need for information security improvement.

4. Other

The Chief Officers are responsible for all information assets that are formed in their operational unit,
and for ensuring that their employees follow the rules and instructions applicable to information
security.

The policy is to be presented to employees and other entities that are granted access to sensitive
information assets when working for the organisation and is to be accessible on the organisation’s
intranet and external website.

Thus approved by the CEO of Isavia on 19. December 2022.

1 Confidentiality: Ensure information is only accessible to those authorised and in need of access. Integrity: Ensure the
accuracy and integrity of information and processing methods. Availability: Information is both accessible and useable to
those authorised when required.



